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Abstract—The effective representation, precessing, analysis,
and visualization of large-scale structured data over graphs
are gaining a lot of attention. So far most of the literature
considered exclusively real-valued signals. However, signals are
often sparse in the Fourier domain, and more informative and
compact representations for them can be obtained using the
complex envelope of their spectral components, as opposed to the
original real-valued signals. Motivated by this fact, in this work
we generalize graph convolutional neural networks (GCN) to the
complex domain, deriving the theory that allows to incorporate
a complex-valued graph shift operators (GSO) in the definition
of graph filters (GF) and process complex-valued graph signals
(GS). The theory developed is generalized to handle spatio-
temporal complex network processes. We prove that complex-
valued GCNs can be stable with respect to perturbations of the
underlying graph support, by bounding of the error propagation
through multiple NN layers. Then we apply complex GCN to
power grid state forecasting, power grid cyber-attack detection
and localization and demonstrate their superior performance
relative to several benchmarks.

Index Terms—Graph Neural Networks, Power System State
Forecasting, False Data Localization.

I. INTRODUCTION

In machine learning (ML) applications in which signals
have a sparse spectrum, the best representation for signals is
through their complex envelopes. This explains the popularity
of complex-valued neural networks (Cplx-NN), introduced in
the seminal paper [[1], in a number of different domains, such
as physical layer communications, biological signals, array
processing etc. (see [2] for a review of the theory behind Cplx-
NN and [3]] for a survey of its main applications). Motivated
primarily by the application of Artificial Intelligence (AI) in
electric power systems, the overarching goal of this paper is
to extend the benefits of Cplx-NN to the analysis of complex
graph signals, first introducing Complex Graph Convolutional
Neural Networks (Cplx-GCNs), and then investigating their
potential benefits in processing electric power systems mea-
surements. In fact, in power systems the AC voltage at each
node (called bus) is concentrated around 60 or 50 Hz and
the vector of complex envelopes of the voltage signals (called
phasors) represents the state of the electric power network. The
abundance of high-quality estimates of the voltage and current
phasors acquired using phasor measurement units (PMUSs) has
already spurred interest in complex graph signal processing
(GSP) as a framework to process them and interpret their
properties [4]. Complex GSP is the most natural framework
to analyze the power system state because it has a physical
interpretation rooted in Ohm’s law [4].
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GSP is a vibrant branch of signal processing research whose
aim is to generalize digital signal process (DSP) notions, and
Fourier analysis in particular, for data supported on graphs
[5]. A graph signal (GS) is a vector indexed by the node
set of a weighted graph, representing both the data (node
attributes) and the underlying structure (edge attributes). The
cornerstone of GSP is the definition of Graph Shift Operator
(GSO The vast majority of GSP-based algorithms uses real-
valued GSOs and considers real-valued graph signals (GS)
(see e.g. the surveys [6, [7]). Having selected the GSO, one
can define graph-filters; the most popular graph filter model
is the Chebyshev filter [} [8, 9]. The development of complex
valued GSP has received far less attention. In addition to power
systems [4} [10], complex GSP algorithms have been found
applications, for example, in wireless communication networks
[11] and sensor networks [12]]. In power systems, complex
GSP is the most natural framework [4] since using the complex
system matrix as the Graph Shift Operator (GSO) has a
physical interpretation rooted in Ohm’s law. The caveat is that
the GSO, which is the admittance matrix, is only symmetric,
not conjugate symmetric, which, as we later discuss in Section
requires some special care.

GSP algorithms that rely only on linear models have limited
representation capability. Interestingly, the first instance of
Graph Neural Networks (GNN) architecture appeared well
ahead of the development of GSP [13]]. The early models
of GNN can be interpreted as a special case of the more
general design introduced in [14)], where the authors extend
the Convolutional NN (CNN) model using graph filters.
To process time-series of graph signals, whose samples are
not independent and identically distributed (i.i.d.), the most
effective architectures are Spatio-Temporal versions of this
idea, such as (STGCN) (see e.g. [15, [16] which are early
works on the subject) and Graph Recursive NN (GRN) (first
proposed in [17]]). In a nutshell, their design includes feed-
forward and feedback graph-temporal filters in each layer.
A thorough analysis of the stability of these designs is in
[18], which inspired the stability analysis in this paper. Real-
valued GCNs have showcased strong generalization capability
in high-dimensional state spaces, learning complicated tasks
with lower prior knowledge [[19].

To the best of our knowledge, thus far, GCNs (and its
variants) have been studied and applied only in the real
domain (see e.g. [19] for a review). The construction of
complex GCN we study in this paper follows exactly the
same logic of cascading layers of complex graph-temporal
filters with nonlinear activation functions for complex data.

The name comes from the fact that originally the GSO was a generalization
of the z variable, corresponding to a time shift in the z transform, although
the definition often selects the Laplacian of the network graph, which is a
graph signal differential operator.



Spatio-temporal graph convolutional neural networks (Cplx-
STGCN) are applicable not only to power systems, but to any
networked system where nodal signals and their interactions
can be modeled effectively as a vector of envelopes for its
spectral components. Prior to summarizing our contributions,
next we provide a brief review of the literature on real-
valued GCN for power systems applications, including the
ones that we consider in our experiments to test the Cplx-
STGCN performance.

A. Related Works

Several papers have already applied real-valued GCN to
power systems’ data analysis and management [20]. Appli-
cations include, for example, fault localization [21], power
system state estimation [22], anomaly detection [23, [24]],
detection and localization of stealth false data injection (FDI)
attacks, synthetic feeder generation [23]], to name a few.

The two applications we choose to test numerically Cplx-
GCN architectures are that of detection and localization of FDI
attacks and power systems state estimation and forecasting
(PSSE and PSSF). We note that PSSF has so far been
pursued via single-hidden-layers NNs [26l [27], and further
investigated by the Recurrent neural networks in [28] and
Graph Recurrent neural networks [29]. The state-of-art neural
network algorithms for FDI attack detection have been pursued
by the Chebyshev GCNJ[30], CNN [31] and RNN [32].

All works on real-GCN for power systems have in common
the following limitations: 1) they ignore the correlation among
real and imaginary parts of power systems signals and use real
GSO; 2) they do not consider temporal correlation of voltage
phasors samples.

B. Contributions

The aim of this paper is to establish the framework of
complex-valued STGCN and elucidate how they can be ap-
plied to power grid signals inference problems. Our main
contributions are as follows:

« We combine the ideas in [1]] and [14] and generalize the
training of graph convolutional neural networks (GCN)
so that they can operate complex domain, with complex-
valued graph shift operators (GSO) and complex-valued
graph signals.

« We provide analytical bounds for the impact of perturba-
tions in the GSO, and derive bounds for how the error
propagates through the multi-layer GNN structure.

o We further extend GCN to process streaming data through
Cplx-STGCN architectures.

e We show how to apply correctly this framework to
power systems. This entails choosing as input the voltage
phasors signals, the admittance matrix as our GSO, and
the Graph Fourier basis suggested in [4].

« We show that our method outperforms the prior art in
detecting and localizing FDI attacks as well as in PSSE
and PSSF mean squared error (MSE) performance. We
also empirically evaluate the sensitivity of the architecture
to model changes.

The rest of the paper is organized as follows. In Section II,
we briefly review the key notions of GSP, setting the stage
in Section III where we derive the physics inspired GSO
and introduce our graph neural networks architectures whose
sensitivity is analyzed in Section IV. In Section V, we describe
two applications of the proposed GCN and GRN frameworks
that are tested numerically in Section VI. Finally, we conclude
the paper in Section VIIL.

II. PRELIMINARIES ON POWER SYSTEMS

The electric grid network has an associated undirected
weighted graph G(V, &) where nodes are buses and its edges
are its fransmission lines. The edge weights V(i,j) € &
are branch admittances y;; € C and each node has a shunt
admittance yS*,i € V. With these parameters one can define

the system admittance matrix Y € CIVI*IV| that is defined as
Uil Dok, Yk =] )

Vs = { —Yijt FJ

Kichhoff’s and Ohm’s laws relate the current and voltage
phasors for the entire network as follows:

1=Yv, v, = |vg] S, Gy = in] % Vn e, )

where v and |v| are the vectors of bus voltage phasors and
magnitudes, respectively, with v € CIVI*1 and lv| € R‘:'Xl,
j = /=1 is the imaginary unitand i € C'""*" and |i| € R‘_:‘Xl
denote the vectors of net bus current phasors and magnitudes.
Ohm’s law allows us to view voltage as the output low-pass
filter by v = Y '4i. Let s = p + jg be the vector of net
apparent power at buses (s = [s1,- -, s)y] '), with the n'"
entry s, = pn + jqn, where p, and ¢, are the active and
reactive power injection at bus n, respectively.

The vector of net apparent power injections is:
s=v0i"=v06 (Yv)', 3

where © is the Hadamard product and ¢* is the conjugate of
a complex vector i. s = p + jq and the n'" entries of the
real and imaginary parts p,, and g,, are the active and reactive
power injection at bus n, respectively.

The appropriate grid graph shift operator (GSO) S is the
system admittance matrix, S = Y. Note that unlike the
graph Laplacian, this GSO S = Y is invertible (albeit ill-
conditioned), thanks to the diagonal component of the shunt
admittances?]

III. COMPLEX-VALUED SPATIO-TEMPORAL GRAPH
CONVOLUTION NEURAL NETWORK

A. Grid-Graph Signal Processing

In our work the graph signal & € RVl is a vector of
voltage phasors at each bus, an [x],,Vi € V is the i-th
entry of this state vector. The set N; denotes the subset of
nodes connected to node i. A graph shift operator (GSO) is
a matrix S € RIVI*IV| that linearly combines graph signal
neighbors’ values. Almost all operations including filtering,

2The magnitudes of the shut admittaces yfih are very small relative to the
line admittances y;; and are often neglected



transformation and prediction are directly related to the GSO.
In this work, we focus on complex symmetric GSOs, i.e. such
that S = S that are appropriate for our power grid application
where S =Y. A graph filter is a linear matrix operator #(S)
that is a function of the GSO and operates on graph signals
as follows

w = H(S)x. 4

What defines the dependency of #(S) on the GSO is that
H(S) must be shift-invariant (like a linear time invariant filter
in the time domain), i.e. matrix operators such that SH(S) =
H(S)S. This property is satisfied if and only if H(S) is a
matrix polynomial:
K-
H(S) =)  hiSFE. (5)
k=0

=

where the graph filter order K can be infinite. Let the
eigenvalue decomposition be S = UAU'T where A is a
diagonal matrix with eigenvalues [A1| < [Ag| < -+ < [Ny
and U be the eigenvector matrix that is unitary since the
GSO S is symmetricﬂ The Graph Fourier Transform (GFT)
basis is U, the GFT of a graph signal is £ = U"x and the
eigenvalues \g, ¢ = 1,...,|V| are the graph frequencies. From
(@) it follows that:

K-1

H(S)=U <Z hk.Ak> U’ (6)

k=0

The matrix 5 ki, A¥ is a diagonal, with i*" entry h();) £

f;ol hiAF. Hence, h = [h(\1),. .., E(AM)] is the transfer
function for graph filters, and in the GFT domain, and the
graph filter output corresponds to an element by element
multiplication of the graph filter input, i.e.:

w=HS)x — w=hoz, (7

where and ® represents the element by element (Hadamard)
vector product. To process time series of graph signals
{z}1>0 with samples that are not i.i.d., graph temporal filters
models are more appropriate:

t K-1
we =) Hir(S)z,  Hi(S)= D hiiS*, (8
7=0 k=0

and for their analysis we can harness DSP tools, defining a
combined GFT and z—transform:
K,—1
X(z) = Y ez, X(2) =U"X(2), )
t=0

where K is the length of the graph signal time series. In
particular, considering a filter of order K;, we use S ® 2z (®
is tensor product) as the graph temporal GSO:

Ki—1

K-—1
H(S & Z) = Z I‘[}.C(Z)Sk7 Hk(z) = Z hk7tz_t (10)
k=0 t=0

3Note that the graph frequencies of complex GSO are denoted by ||,
which tend to be unique [4} 33].

i.e. Hi(z) is the z—transform of the filter coefficients hy, ;. In
the z-domain, the input-output relationship is expressed as:

W(z) = H(S ® 2)X(2). (11)

The graph-temporal transfer function and input-output rela-
tionship in the joint GFT-z-domain are:
Ki—1K—1
HAz)= > Y APz, W(z) =H(A, 2)X(2),
t=0 k=0
(12)

where H(A, z) is a diagonal matrix and X(z) = UTX(z2),
which is again an element by element multiplication since
H(A, z) is a diagonal matrix. In a graph-convolutional neural
networks (GCN), the coefficients hy, ¢ are the trainable param-
eter [8]. The subtle differences between complex and real GSP
have been discussed in [34].

B. Complex-valued Graph Convolution Neural Network

The graph neural network perceptron based on (@) is:

w=oclw]=0c lel hkSkw]
k=0

where z € CIVI, b, € C, SF € CVI*IVI and w € CVI are
the complex values. Since, o(+) takes as input complex values,
there is significant flexibility in defining this operator in the
complex plane. In the following, we refer to Complex ReLU
(namely CReLU) as the simple complex activation that applies
separate ReL.Us on both of the real and the imaginary part of
a neuron, i.e:

CReLU(w) = ReLU(R(w)) +j ReLU(S(w)).

This is a popular choice because the CReLU satisfies the
Cauchy-Riemann equations if both the real and imaginary
parts are either strictly positive or strictly negative [2]. Empir-
ically, we found this choice to be preferable to other options
proposed in the literature.

Spatio-Temporal GCN are a special case of multiple features
GCN. Specifically, let X = [z!, -, 2] and let us refer to
the multiple channel outputs as W = [w?, -+, w%], where
F' is the number of input features and G is the number of
output channels. A layer of multiple features GCN operates
as follows:

(13)

(14)

K—1
Z Sk x X x Hy
k=0

W =0[W]=0¢ = CReLU(H x¢ X),

15)
where these matrices include G' x F' coefficient matrix Hj,
with entries [Hy|,, = hig , and Hxg defines the notion of
graph convolution operator based on the concept of spectral
graph convolution.

1) Discussion about Cplx-STGCN vs Real-STGCN: Note
that using real-GCN in lieu of complex GCN reduces sig-
nificantly the number of trainable parameters. Specifically, in
terms of Cplx-GCN, one way of mixing and separating the

real and imaginary variables is
~3(8)]" [R(a)
R(S) | [S(=)

Ste) - S [R 0



using an hj, which is a real scalar in the decoupled model.
This removes the imaginary part of hy, reducing the neural
network function approximation capability. This is why, when
such GCN methods are applied to voltage phasor signals, the
resulting trained models under-perform the complex ones in
inference and control tasks.

IV. ANALYSIS OF THE CPLX-GCN SENSITIVITY

Particularly for power systems, it is quite common to incur
in sparse system changes, due to switching or changes of
line impedance. It is, therefore, of interest to understand how
sensitive is the response of the Cplx-GCN to changes in the
parameters. For the case where the changes in the GSO are
known it is to study how parameters trained on a different GSO
will respond. We refer to this as the transfer learning error.
Next we provide insights on the impact of perturbations in
the GSO on the end-to-end Cplx-GCN mapping. We improve
substantially the results of [18] which are exclusively for
real GNN, do not consider the end to end distortion, and
also rely on restrictive assumptions about the structure of the
perturbation that we could not justify in our practical setting.

In the following we denote by oyax(A) its largest singular
value of matrix A. We can prove the following bound:

Theorem 1 Consider graph filter h = [hy,--- ,hk] along
with shift operator S having |V| nodes. Let E € CIVIXIVI
denote the matrix perturbation with |E| < ¢, and S = S+E.
Let us denote by h = [hy, - - - , hi| the graph filter parameters
obtained training the network using S as GSO. Let 7—2(3) =
ZkK:o izkgk and the cplx-GCN layer with the the original filter
coefficients obtained training with GSO S, albeit using the
perturbed GSO, be H(S) = ZkK:O hi.S¥. Let us also define:

£ max (1, (Omax(S) + e)K) 17)
The following bound holds:
Cmax(FU(S) = H(S)) < 7]l — hls. (18)

Proof 1 The proof is in Appendix [A]

Theorem 2 Let E € CVIXIVI be the matrix perturbation with
|E|| <€ and S=S+E and

T max, |Pe| (1 + omax (S))E. (19)

1<k
Assume that the cplx-GCN layer used is H(S) = Zf:o hy,S*
where the coefficients are the same as those obtained by
training in the original cplx-GCN layer is defined as H(S) =
Z,I::O hi,SE. Then, the following bound holds:

6(1—6K)'

— (20)

Omax(H(S) = H(S)) < 72

Proof 2 The proof is in Appendix B

This theorem clearly shows that for a small perturbation in
the GSO one should get a similar response to the parameters,
which suggests that for small GSO perturbations is reasonable
to use the same parameters and transfer the learning done to
the new case.

Next we bound the difference between the two outputs
of the retrained network with the perturbed GSO and the
original network, in other words the bound on the norm of
the output difference, when the GCN perturbation consists of
the perturbations of both parameters hj; and GSO.

Corollary 1 (The Bound of Cplx-GCN Perturbation) Le?
the retrained cplx-GCN layer be H(S) = Zfzo hy.S* and
the original one be H(S) = Zszo hiS* with the new GSO
S. Then:

I(H(S) = H(8))=| <

~ 1—ef 2D
(sl = s+ 22 5=

where the parameters in the right-hand side were defined in
Theorem 1 and 2.

The proof is obvious because of the triangle inequality.

Remark 1 If the GSO S is normalized by 0ymax(S), we can
further bound the result in as follows:
yillh = hlh < (1+0)%[lh - |,

(22)

~v1 amplifies the sensitivity exponentially K while the effect
of the parameters difference increases linearly with K. When
K — oo, we have

lim (1+¢)%|h—hl, = e ||h - h|; 23)
K—oo
Moreover, if € is approaching 0, i.e., € — % the error can be
further bounded by

lim (14 e)%|h—h| =e|h—h|;

1
K—00,6— 3

(24)

Remark 2 The interpretation of Theorem |2|is more straight-
forward. Its dependence on € is clear, and it is also clear that
it exponentially increases with K with a rate (1 + opax(S)).
So, when using an incorrect GSO in the network one would
want to make sure that € < (1+ 0max(S)) ™. Here, omax(S)
and K are clearly negatively impacting the sensitivity.

A. Spatiotemporal Graph Convolutional Neural Network

Power systems are dynamic systems with time-varying
voltage phasors. In order to fuse features from both spatial
and temporal domains, we will consider the following two
graph neural network architectures, namely ConvlD Graph
convolutional neural networks. Although RNN-based models
become widespread in time-series analysis, RNN for power
systems still suffers from time-consuming iterations, complex
gate mechanisms, and slow response to dynamic changes.
CNNs, on the other hand, allow for fast training, have a sim-
pler structures, and no dependency constraints from previous
steps. As shown in Fig. [I] the temporal convolutional layer
contains a 1-D CNN with a width-7T" kernel with K; output
channels. The convolutional kernel I' € CT*%¢ is designed
to map the input X € CIVI*T into a output graph signal with
C, channels X € CIVI*Kt Therefore, we define the temporal
convolution as,

X =Tx*7X, (25)



where each column of [X], is defined as z,,7 =
0,1,---, Ky — 1. After the temporal convolutional layer, we
are ready to put X into the spatial layer. Based on (12), we
can design the following transfer functions and neuron:

K,—1K-1
HS,2) = Y > hSFa,
t=0 k=0
K-1K:—1 ‘|

wy =olwy] =0 lz Z h;mSk:Bt,T

k=0 7=0

(26)

Accordingly, the graph signal w; from the spatial feature

extraction layer (see Fig. [I) is:
K-1K;—1
w, = CReLU | > ) hk,Tskg—ctT] , (27)
k=0 7=0

By combining the temporal and spatial convolutions at each
layer, the multiple output channels of the Cplx-STGCN layer

(¢ = 1) are expressed as
W, —1 = CReLU(H *¢ (T x1 Xy)), (28)

where H and T are the trainable parameters. We denote (28)
by the feature extraction layer.
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Fig. 1: The Architecture of Cplx-STGCN.
The following hidden layers ¢ € {1,---,L — 1} are the

complex-valued fully connected neural network:
W41 = CReLU (@;W x V‘Vt,g), L—1>0>1 (29)

For the output layer L, we transform the complex tensor Wt, L
into a real tensor, and then map it to the labels (or regression
targets):

regression: y” = tanh (@chlx * V_Vt,L) )
%(Wt,L) > (30)
S(Wer)| )

where y” and y© denote the complex regression targets and
the real classification labels, respectively. Besides, ©%" 1z and

classification: y° = sigmoid < I* {

©’° denote the complex and real trainable matrix. Then, we
define the multi-layer Cplx-STGCN learning function as:

regression: y; = ¢ (X, S, 6"),

. (31)
classification: y; = ®°(X4, S, 6°),

where 97 £ {(O" H,T)|\V¢ = 1,--- L} and §¢ 2
{(e @real H,T)|Ve =1,---, L — 1} represent the train-
able parameters and X; = [xt—141, - ,a¢]. Here, we have
omitted the bias term to unburden the notation, but they are
present in the trainable model we use.

In the following, we further investigate how the multilayer
neural networks propagate the error due to the changes of
parameter and GSO S.

Lemma 1 Assume a neural network consists of one Cplx-
GCN layer and one Cplx-FNN layer with trainable parameters
O denoted by y = ®(x,S,0). The retrained neural
network has the new GSO S and the new parameters 9,
denoted by y = @(w,g,é). We define the perturbation of
the Cplx-FNN layer is H@Cplx —@Cpl”H < Ow. Then, the

2
distance between y and y is bounded by:

EYN
v~ 81 < (ux 1+ o (07 0 ) | P
where V1 and Vo are given by
Uy = y1)|Al
- [71 Y eK>] (33)

Proof 3 The proof is in Appendix [(}

Corollary 2 We generalize the bound into the multilayer
neural networks, including one Cplx-GCN feature extraction
layer and L cplx-FNNs as

Hy - :’*A/H S AL7 AL = Umax(@chlw)AL_1
L-1

+ 5wL H Umax(ézplw)\:[ll'
{=1

where Ay is defined in (32).

(34)

The proof is obvious according to the norm triangle inequality
so that we omit the proof. From Corollary 2} we can observe
that if the retrained neural networks have small changes
to make dyw, =~ 0, we could find the dominant part, i.e.,
AL & Omax(0F lz)AL_l. Therefore, the error of the GCN
perturbation is propagated by the largest singular values of
original cplx-FNN weight matrices.

V. APPLICATIONS OF CPLX-STGCN
A. Power System State Estimation and Forecasting

Measurements in power systems are relatively sparse. In
this subsection, we propose a Power Systems State Estima-
tion (PSSE) algorithm that can use limited measurements to
estimate the current and future state at all buses. Let x4
(the time index t is ignored for simplicity) be the vector
of measurements in the subset of buses .A C V that have



sensors. Let the GFT basis corresponding to the dominant k
graph frequencies in the voltage phasor GFT spectrum Ug.
Because of Ohm’s law, this set corresponds to the lowest
graph frequencies [4] and the best subset of measurement
buses A is one-to-one with the subset of rows of Uy with
minimum correlation. Let F 4 be the so called vertex limiting
operator i.e. the matrix such that F4 = Q4QJ, where Q4
has columns that are the coordinate vectors pointing to each
vertex/node in A, so that x4 = Q 4x. Mathematically, the
optimal placement can be sought by maximizing the smallest
singular value, maxy, @min(F.4Ux), of the matrix F4Ukg.
Such choice amounts to the selection of rows of U that are as
uncorrelated as possible, because the resulting matrix F 4 Uy
has the highest condition number [335].

After choosing, using the aforementioned method, the best
location for measuring the voltage phasor A the available
measurements for the vector observation z;. With .4 denoting
the set of available measurement, we use U/ to denote the set
of unavailable ones. Therefore, can be written as:

i Yua Yau VA

N = +ey, 35
[UA} [ g O oy | T Y

£ H Ty

where €, is a vector of measurement noise. The voltage phasor
forecasting is a typical time-series prediction problem, i.e.
predicting the most likely voltage phasor measurements in
the next H time steps given the previous 7' sub-sampled
measurement [x;] 4 as

xy, g = argmaxlog P (i p | [Xi—711]a,. .-, [®e]A),

LTt H
(36)
where [z;]4 € Cl is an observation vector of |.A| measure-
ments at time step ¢, each element of which records historical
observation for a bus.

1) Methodology: The first step of the algorithm is to
recover the voltage phasors x; from z; = [i A, D A} by
solving the regularized least square problem:

rréin lz: — Hmt||§ + 1 (2 Sxy) 37

where (1 is positive. The closed-form solution of is:

T
& = (HHH + uls) HYz, (38)
where &, is the estimated voltage phasor and ()Jr denotes the
pseudo-inverse. The algorithm step are as follows:
1) We collect T historical measurements z;_741, - , 2¢.
2) We utilize to obtain the estimated full observations
X =[Z 741, %)
3) The Cplx-STGCN loss function for the voltage phasor
prediction is written as

£@,60) =" { Iy} — @’ +

t

(39)

A%

2
2 l’f’t+H,A Otyipa— [Yio (Sy:)*]AH }’

4These measurements can be collected by Phasor Measurement Units.

where x; g is the ground truth voltage phasor in the
next H time step and y7 = ®"(X,,S,6) in is the
predicted target to approximate the ground-truth regres-
sion target (z¢4p), and the regularization term in (39)
favors voltage phasor forecasts that minimize the sum of
the absolute value of the apparent power injections. Note
that H = 0 is the voltage phasor estimation, and H > 1
is the voltage phasor forecasting.

After training, we use ®"*(X,, S, 6*) to forecast the outputs

@y g from the inputs [@;_741]4,. .., [®:] .4 that are obtained

from the observations at the corresponding times.

B. Fualse Data Detection and Localization

The conventional task of FDI attack detection is a binary
hypothesis testing problem where the null-hypothesis is no
false data are present and the positive one is that some data are
compromised. The localization of the false measurement (FDI
localization problem), is the one of interest in this subsection.
Such problem amounts to classifying each measurements into
two categories (false data or not) and, thus, is a multi-label
classification problem.

In a stealth attack [4]], the attacker manipulates both current
and voltage phasor measurements on the subset buses C by
introducing a perturbation:

538: = [ Szl 0|T7,‘+|u‘ } , such that Y pcdxe =0,C C A

(40)
where P is the set of honest nodes. This requires special
conditions and placement, since Y p¢ is tall and does not
have full column-rank for a sufficient number of attacker C.
Therefore, the received data z; with FDI attack have the
structure:

Zt :H($t+(5$t>+€t. (41)

1) Methodology: Then, the algorithm for FDI localization

is summarized as

1) We obtain T historical measurements z;_741, -+ ,2¢
with FDI attacks based on (@T).

2) We construct the ground-truth label vector y; =
logit(dax;), where logit(-) is an indicator function that
[y';]: = 1if [0x]; # 0, otherwise [y;]; = 0. Note that
C C A is the set of randomly sampled buses with the
fixed number.

3) We utilize to obtain the estimated voltage phasors
o410, Ly

4) The loss function of the Cplx-STGCN function for volt-
age phasor prediction is written as

£@e,0° =% H@C(Xt, S,6°) —
t

With the trained @C*(XE,S,HC), we could predict the mul-
tiple labels y§ = ®*(X,S,0°) when z; 741, ,2; are
observed.

2
(42)

VI. NUMERICAL EXPERIMENTS

The numerical results in this section are obtained from the
IEEE 118-bus case with 118 nodes and 186 edges [36]. This
system includes 54 generators, 118 buses (nodes) and 186



edges, whose system parameters can be found in Matpower
[36]. We collect realistic demand profiles from the [Texas grid
and use Matpower [36] to compute the voltage phasors. In
all simulations, we repeat the training and testing 8 times to
report the average values.

TABLE I: Sensor Measurement Installed Buses

Systems | Bus Name
ieee 118-bus 14, 117, 72, 86, 43, 67, 99, 87, 16, 33, 112, 28, 98,
111, 53, 97, 42, 107, 48, 22, 46, 13, 24, 101, 44, 73, 109, 29, 20,
with PMUs 91 26, 84, 10, 1, 52, 57, 76, 115, 39, 74, 104, 93, 79, 35, 6,

18, 88, 60, 116, 55, 58, 68, 64, 7, 50, 103, 75, 78, 83, 69.

Cplx-STGCN Setting: The architecture of the Cplx-
STGCN for PSSF and FDIA locational detection includes the
Cplx-STGCN layer, the two-layer Cplx-NNs and one real-
valued output layer. In the Cplx-STGCN layer, the Cplx-CNN
(temporal convolution) output channel is 10 and the Cplx-
GCN (spatial convolution) output channel is 10. Other Cplx-
NNs have 512 neurons per layer. The order of GSO K in the
Cplx-GCN is 5.

Baseline Setting: The baseline algorithms for both applica-
tions include fully-connected NN (FNN) that has 4 layers with
512 neurons each layers, complex-valued fully-connected NN
(CpIxFNN) that has 4 layers with 512 neurons each layers,
and GCN1st that has the first layer GNN [37], and 3 layers
of fully connected NNs. Specific algorithms for PSSF include
RNN [28] that incorporates a lot of measurements (i.e. voltage
magnitudes, active and reactive power injections) and GRNN
[29] that combines a GNNI1st layer and a LSTM layer together
to capture the spatio-temporal correlations. Likewise, the state-
of-art algorithms for false data detection and localization
include ChebyGCN [30] that uses the absolute values of the
admittance matrix and consider active and reactive powers as
inputs, CNN [31] that takes both line and bus measurement
and LSTM [32] that considers voltage phasors as inputs, and
GSP algorithm [4].

Sensor Placement: We take the eigendecomposition of Y
and choose |K| = 40 graph frequency components. Then,
we choose the number of sensor placements | A| = 60 and
place them so as to maximize maxy, @Wmin(F4Uk). The
resulting of sensor placement is shown in Table |I} Besides,
through numerous simulations for the hyperparameter tuning,
we choose 1 = le — 6 and po = le — 4 for all benchmarks.

A. Power System State Estimation and Forecasting

1) Power System State Forecasting Setting: All the tests
use 10 hours as the historical time window, a.k.a. 10 observed
data points 7" = 10 are used to forecast voltage phasors in the
next 1, 2, 3,4, and 5 hours (H =1,2,3,4,5). If H =0, it is
a PSSE problem that estimates the complete voltage phasors
x; given [Ty_711]A4,- .-, [Tt]Aa-

2) Results: Figs. and show the results of Cplx-
STGCN and various baselines on the IEEE 118-bus system
experiment described above. The Cplx-STGCN achieves the
best performance. In particular, H = 0 is the PSSE problem,

SFor a fair comparision, we choose the same number of sensors as our
algorithm

and the MSE of (38) for estimation is 0.0002371. While this is
a respectable outcome, the supervised Cplx-STGCN has much
smaller error, i.e. 0.00003517. Another observation is that the
voltage phasors predicted by Cplx-STGCN could approximate
the OPF results with much smaller MAPE, e.g. 0.5359% at
H = 4, compared with other methods, e.g. 2.0875% of GRNN
and 4.3227% of FNN. We illustrate two examples in Fig. [
to show the ground-truth fully-observed voltage magnitudes
and phase angles with the predicted ones with H = 0,1,
which shows the predicted voltage phasors are very close to
the ground-truth.

3) Transferability of Cplx-STGCN Regarding Topology
Changes: In this section, we validate the transferability of
the proposed Cplx-STGCN against the topology changes.
Retraining a new model based on the new topology is time-
consuming. To handle this problem, we keep the trained
parameters unchanged and modify the GSO of Cplx-STGCN
corresponding to the topology changes of power grids. In
this simulation, we trip one line of power grids as the new
topology. The results are shown in Fig. and which
indicates that Cplx-STGCN performs well in the new topology.
However, the fully-connected neural networks do not adapt to
the new topology well. This is because the GSO captures the
topology changes while the fully-connected neural networks
do not have this property.

B. False Data Injection Localization

1) FDI Setting: The output of Cplx-STGCN y, € [0, 1]/
can be classified by a discrimination threshold (i.e. 0.5) to
quantify the outputs to 0 or 1. The discrimination threshold
can be adjusted to increase or decrease the sensitivity to appli-
cation factors. Unless specified, the discrimination threshold
is set to 0.5 in this article following the common practice.
Likewise, 10 observed data points 7" = 10 are used for FDI
localization. The number of measurements |.A| is 60, and the
60 binary labels y, = [y1,%2, - ,¥Yeo0] are converted into
one label with a class size of 259, Note that, |C| denotes the
number of buses attacked, which is chosen from 25 to 50. We
also provide the accuracy, precision, recall, and F; scores
with biases for the Cplx-STGCN.

2) Results: The performance comparison for FDI local-
ization is in Fig. B(a)] We can observe that Cplx-STGCN
has much higher accuracy over other NNs and the GSP
method that solves a LASSO problem to detect the false data
entries. Other NNs tend to predict all ones or all zero vectors
depending on whether |C| is large or small, respectively, while
Cplx-STGCN captures the high-order spatial dependency and
temporal correlation of voltage phasors, and thus achieve better
performance as a result. Another observation is Cplx-STGCN
has higher accuracy than LSTM [32], especially when |C| is
large. Finally, Cplx-STGCN exhibits more stable performance
with different values |C|.

3) FDI Localization for Hybrid Dataset: In the previous
subsection, we have considered the attack hypotheses that for
every z,Vt, FDI attacks are launched on some buses C of z;.
In this subsection, we test the proposed algorithm on the data
set under both no-attack (Hy) and attack (H;) hypotheses.
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Fig. 4: An example of PSSE and forecasting.

Therefore, the received data z; with FDI attack have the
structure:

H(] : H(Cﬂt) +€t

43
HliH(.’I}t+5$t)+€t ( )

zZt =

Fig[3(b)] shows the simulation results for the data set under
both no-attack (Hy) and attack (H;) hypotheses. It shows that
the proposed algorithm has very high accuracy, e.g. 98.1043%,

compared with other methods, e.g. 88.5806% of FNN and
91.7466% of LSTM with |C| = 50.

TABLE II: FDI Localization Metrics

Metrics | [C| =25 |C| =30 |C|=35 |C|=40 |C|=45 |C|=50

Accuracy | 98.8825% 98.2500% 97.7617% 97.5067% 97.2827% 97.5883%
Precision | 96.2615% 96.0518% 96.0790% 96.1384% 96.8030% 97.5457%

Recall | 99.6952% 99.5566% 99.1962% 99.8886% 98.7180% 99.0236%
Fy Score | 97.9426% 97.7680% 97.6091% 97.9752% 97.7490% 98.2778%

TABLE III: FDI Localization Metrics for Hybrid Datasets

Metrics | [C| =25 |C| =30 |C|=35 |C|=40 |C|=45 |C|=50

Accuracy | 99.0230% 98.7502% 98.3413% 98.2958% 98.0729% 98.1043%
Precision | 94.2437% 94.4576% 94.3624% 95.5202% 95.8494% 96.9704%

Recall | 99.1154% 99.0222% 98.2522% 98.4301% 97.7849% 98.0426%
Fy Score | 96.5963% 96.6700% 96.2546% 96.9452% 96.8011% 97.4988%

4) Other Metrics of FDI Localization: In this section, we
show other metrics, including precision, recall and F} score.
Let True Negatives (T'N) refer to the unattacked buses that
are classified as unattacked buses. True Positives (T'P) refer
to the FDI attacked bus correctly predicted to be attacked.
False Negatives (F'N) refer to the unattacked buses that are
predicted to be attacked, and False Positives (¥ P) refer to the
attacked buses that are predicted to be unattacked. Moreover,
precision is defined as the ratio of the number of T'P to the
total number of buses that are actually attacked. Likewise,
recall (True Positive Ratio (TPR)) is defined as the ratio of
the number of T'P to the number of true attacked buses

. TP TP
Precision = ———— Recall =

P — 44
TP+ FP’ TP+ FN “4)



To strike a balance between the precision and recall, we define
F1-Score as the geometrical average of the precision and
recall. Eq. (45) shows the F}-Score calculation.

Precision X Recall

Fi-Score = 2 x (45)

Precision + Recall
The results are shown in Tables [l and It shows that
Precision, Recall and F} Score are very high. It indicates that
the false alarm rate of the Cplx-STGCN is small and for both
balanced and unbalanced data sets.

VII. CONCLUSIONS

In this paper, we presented a new complex-valued spatio-
temporal graph convolutional neural network architecture for
the complex-valued graph signals and graph shift operator.
Among the key advantages of our approach compared to
traditional methods is its more informative and compact rep-
resentation for complex-valued GS. We show two applications
of the proposed Cplx-STGCN in power systems that have
the complex-valued GSO and GS, including power system
state forecasting and FDI localization. We prove that complex-
valued GCNs are stable with respect to perturbations of the
underlying graph support and both the transfer error and the
propagation error through multiply layers are bounded. The
results of the experiments attest the potential of the nascent
field of geometric deep learning in the complex domain,
and can spur future research in Artificial Intelligence for en-
ergy system, wireless communication and biological networks
whose signals are sparse in the Fourier domain.

APPENDIX
A. Proof of Theorem 1

Proof: We want to characterize how much a change in S
changes the response of the feature extraction layer as

K K

H(S) - H(S) = Z(ilk — hy)SF = Z(ilk — hi)(S + E)*

k=0 k=0
(46)
We are interested in characterizing how different are the out-
puts of H(S) and #(S). Let omax(A) be the largest singular
value of matrix A; we know that ||Az| < omax(A)|x]-
Hence, for a given input, the norm of the difference of the
output of the first layer is scaled at most by:

Tmax(H(8) —H(8)) = max o (H(S)-H(8))|

K (47)
— x| Y- u)o (S + B)|
" k=0
Furthermore, the following inequalities hold:
K

max o(H(S)—H(S)) = max ﬁk—hk 2k <
IE[l<e H(S) ) zex(8) kZ:O( )

X ’ X (48)
max Z|ﬁk—hk||z|k =  max _ |\ — ha |
z€3(S) k=0 0<z<0omax(S) k=0

where E(S) denotes the set of singular values of S. Note that
we can write S = S + E, and then Let vyax be the largest
right singular vector of S; we can write the inequalities:

= IS + E)vmax|| (49)

< [ISvmax/| + [[Evmax[| < omax(S) + €,
Therefore, @8) can be further bounded as:

K
Z\hk*hk\mk <
k=0 0=

max
0Lz <0omax(S)

K
max by —hy|2*
avga'max(S)Jrekg{)| k k|
(50)

This inequality holds due to the fact that the feasible set is
relaxed. Moreover, the polynomial Zf:0|hk. — hg|2* has all
positive coefficients, and thus is bounded by

K
max E |y — hy|2*
0<z<0omax(S)+e PR

K
< ka*hﬂ(amaX(S) + 6)k
k=0

X (51
< max (1, (0 (8) + ) Sl
k=0
71
= max (1, (0max(8) + ) |=hll;
Therefore, we can conclude that
omax(H(S)=H(8)) < mllh—h| (52)
This completes the proof. |

B. Proof of Theorem 2

proof: To bound of p(H(S) —#(S)), let E £ ¢E and study
the following expansion:

K
H(S) —H(S) = > hi[(S+ E)* — 8]
k=0

K k K k k
=>"hy (é)Esz => Y <€>E€sk—‘v’ef,

k
k=1 ¢=1 k=1 ¢=1
(53)

where it is easily to verify ||E|| <1 due to [|E| < e. We can
rewrite (53) as the following matrix polynomial function:

Pe) = Aje+ -+ Agel (54)
where the coefficients Ay, V¢ = 1,--- | K are expressed as
follows:

ok
Ar=> h E‘Sk* 55
‘ ; k< E) : (55)



and in particular, we have A = h < EX. Therefore, we have C. Proof of Lemma 1
the bound for the norm of Ay:

i k X k
_ k—¢
e = 3l () 1851, = S () 11 .
k={
g(x) =H(S)x = Z hiS*x, x' = CReLU(g(x)),

—Zlhko E-0(8) < Al = (62)

f(xh) = OPlrgl 4y = tanh(f(x')).

Proof: We could express the multilayer neural networks,
ie., y = ®(x,S,0), as a function composition:

max_|hg| Z Therefore, we could have the following inequality:
1<k<K Tmax
< max (el 4 ommn(8)) ly = 1l = [tanh(f(2")) - tann(f(@")|
1<k<K max . )
(56) _ H(_)cplwwl o @cpl;v:ﬁ ‘
Consider the definition (T9) 72 £ maxj<p<r |he|(1 + )
o (S)) K. We have that: - = |oreat — vzt 4 @rep! — Gerieg!

< H@cpl:vwl _ @cplxil

| + H@cplx:ﬁl _ @cplzﬁjl

e(l — X
1P, <l e+ -+ Akl & < 5, L= (s7)

For the first part, we have

This completes the proof. ]
Lemma 2 Considering the nonlinear activation function H@Cp gl — < HGCP le
CReLU(), the flistance between. CReLU(H(S)x) and HCReLU(H(S)a:) — CReLU(H(S)z) H < Oanax (OPI)
CReLU(H(S)x) is also bounded by:
|( CReLU(#(S)z) — CReLU(H(S)z))|| < {71 Hh hH +72 (1 )} [l .
(1 ) (58) (63)
<% > Il The last inequality is due to Lemma [2} For the second part,
Proof: Consider two complex numbers z; = z1 + jy; and we have
29 = T2 + jyo, the following relationship holds: H@cpl:v:il _orlegl| < Hecplw _ Hevle
|CReLU(z1) — CReLU(z2)| =
ICReLU (21 + jy1) — CReLU (25 + jy2)| = HCReLU (H(S)) | < bw thsk el g
|ReLU(z1 — z2) +jReLU(y1 — y2)| = (59) p
V/(ReLU(z1 — 22))2 + (ReLU(y; — y2))2 w [ (S +E)| 2| .
V(w1 —22)2 + (y1 — 2)? = |21 — 2. h=0

The inequality follows from [ReLU(z1 — 22)| < |z1 — 22|.  Similar to Theoreml we could bound sz o hi(S+E)k H
Then, we consider the distance between CReLU(H(S)x) and

PN as follows:
CReLU(H(S)x):
K
HCReLU(H(S)xt) - CReLU(’H(é)m)H < max o th (S+E)F) = = max | Zh
€ zE
HH(S)w - ”H(S):cH
; . 60 max lhillz|F = max \hila® < m HhH
— [[7u(s) - 28121 < sy - )| zemsuzo <eZonan() § Z
12 ey ’ ) (65)
< (71 66) l|]|| . where X(S) denotes the set of singular values of S. Therefore,
1—e we have the bound of (64) as follows:
This completes the proof. | x
Likewise, we can easily verify that Sur Z he(S + E)*| < 6wm Hﬁ” ' (66)
|tanh(z1) — tanh(zq)| = k=0 !
tanh(z1 + jy1) — tanh(z2 +jy2)| = By adding (63) and (66), we have the bound for |y — g/
[tanh(xy — x9) +j tanh(y; — yo2)| = 61) . z
s cplx
V/(tanh(zy — 22))% + (tanh(y; — y2))® < ly =9l = dwn ’ il + Tmax(©°) 67
V= mP = waP =l - 2l o - ]+ (1 L= o

The last equation holds due to the 1-Lipschitz property of
tanh(-). This completes the proof. [ |
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