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Abstract—In this paper, we investigate methods for reducing secret message to the receiver, without the eavesdropipey be
the likelihood that a message transmitted between two muki aple to decode it. Ultimately, for a wiretap channel without
antenna nodes is intercepted by an undetected eavesdroppén feedback, it was shown that a non-zero secrecy capacity can

particular, we focus on the judicious transmission of artificial v b btained if th d s ch lis of |
interference to mask the desired signal at the time it is brodcast. only be obtained | € eavesdroppers channel IS or lower

Unlike previous work that assumes some prior knowledge of duality than that of the intended recipient. The work cited
the eavesdropper’s channel and focuses on maximizing secie above assumed single antenna nodes; secrecy capacityefor th

capacity, we consider the case where no information regardg multiple-antenna (MIMO) wiretap channel, where all nodes
the eavesdropper is available, and we use signal-to-intexfence- may possess multiple antennas, has been studiéd ifi [5]-[10]

plus-noise-ratio (SINR) as our performance metric. Specifially, . L . .
we focus on the problem of maximizing the amount of power A key consideration in the MIMO wiretap problem is what

available to broadcast a jamming signal intended to hide the informationis available about the eavesdropper. In ppiegito
desired signal from a potential eavesdropper, while maintming compute the secrecy rate, one must know the eavesdropper’s

a prespecified SINR at the desired receiver. The jamming sigl  channel state information (CSI), or at least its distribnti
is designed to be orthogonal to the information signal whenti Such information is unlikely to be available in many sceosyi

reaches the desired receiver, assuming both the receiver drthe ially th . Vi | ) d
eavesdropper employ optimal beamformers and possess exact®SPECIally (NOSE Involving purely passive eaves roppsa

channel state information (CSI). In practice, the assumpon result, in this paper we take a different approach in which
of perfect CSI at the transmitter is often difficult to justify. the transmitter minimizes the transmit power required to

Therefore, we also study the resulting performance degradn guarantee a certain Quality of Service (QoS) at the desired
due to the presence of imperfect CSI, and we present robust yacejver, and uses the remaining resources to transmit an

beamforming schemes that recover a large fraction of the P . .
performance in the perfect CSI case. Numerical simulations artificial interference signal that jams any eavesdropfieas

verify our analytical performance predictions, and illustrate the —are present [11],[[12]. The use of artificial interference ha
benefit of the robust beamforming schemes. been considered by a number of others even for the case where

the eavesdropper’s CSl is known, although such an approach
is known to be suboptimal. For example, assuming that the
l. INTRODUCTION transmitter has more antennas than the intended recipient s
Due to their broadcast nature, wireless communications ar@it the corresponding channel has a non-trivial nullspace
inherently insecure. A passive eavesdropper within rarige oone of the approaches taken in][13] is to broadcast artificial
wireless transmission obtains information about the trafis interference in this nullspace. Such interference will ehav
ted signal without risk of detection. While encryption caa bno impact on the receiver, but will in general degrade the
used to ensure confidentiality, its computational cost may kavesdropper’s channel since its nullspace (if any) will be
prohibitive and there are difficulties and vulnerabilit@sso- different. The high-SNR performance of this type of tecluaiq
ciated with key distribution and management [1]. Even whegas shown to be nearly optimal inl[6], and the optimal power
encryption is available, it is often still desirable to awgmthe distribution between data and interference has been examin
security of the link and decrease the likelihood that itsalg in [14]. While [13] studied the case where only the distribnt
are detected or intercepted. As a result, there has redely of the eavesdropper’s channel was knowvin, [6] focused on the
considerable interest in the use of physical layer mechaissijtuation where the transmitter has access to the eavgsetisp
to increase the security of wireless communications systeninstantaneous CSI, and developed an algorithm to optimally
Early work on the eavesdropper scenario, often referresiploit such information for the case where the intended
to as thewiretap channel, focused on determining whatecipient has a single antenna.
conditions were necessary for secure communications in theanother key consideration is the accuracy of the available
presence of an eavesdropper [2]-[4]. In particular, thiskvoCSI. The impact of imperfect CSI on the secrecy rate of
led to the development of the notionsécrecy capacitwhich  the single-antenna wiretap channel has been investigated i
quantifies the rate at which a transmitter can reliably send&g], [16]. As we illustrate, techniques based on knowledge
. . o of the eavesdropper’s channel in the multiple antenna case
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Consequently, we are interested in developing robust sebemuality and coding/decoding strategies. Eve is non-caaijper
that are insensitive to CSI errors. As such, we assume thahe sense that Alice and Bob are unaware of Eve’s operating
transmitter uses beamforming rather than spatial mukipte parameters, including her channel state information, rermab
to communicate with the desired receiver. Beamforming @tennasetc. Alice is attempting to communicate a message
known to provide higher capacity than spatial multiplexingp Bob in the presence of Eve, who is able to overhear
in many situations where the CSI at the transmitter is in thdice’s transmissions. Eve need not be a single receiver wit
form of a mean and covariance (similar to the case consideiocated antennas; our definition of “Eve” in this context
here), even when the receiver has perfect CSI [17]. Wheould be multiple receivers in scattered locations who are
the receiver CSl is also subject to errors, recent work hable to coherently coordinate their received data. Theasign
shown that beamforming is optimal even for small channedceived by Bob and Eve can be represented as follows:
perturbations/[18].

Since we focus on transmission of a single data stream using
beamforming, and we let the received signal-to-interfeeen Ye = HeaXa+ne, ()

plus-noise-ratio (SINR) of the data stream at the desirgeherey s the signal vector transmitted by Alicay, n, are

receiver serve as our QoS metric. We design robust algosithfe naturally occurring noise and interference receive8tly

that minimize the transmit power required for the desireg,q Eve, respectively, anH,, H,, are the corresponding

receiver to achieve the target QoS in the presence of Cﬁ}j < N. and N. x N. channel matrices. The channels
a e a .

errors. This in turn maximizes the power available to traham gy, 11 are assumed to be deterministic quantities unrelated
jamming signal that distrupts the ability of the eavesd®Bp ;5 aach other, and no assumptions are made about their
to recover the desired signal. The robust algorithms rely Qfinensions or structure.

knowledge of the statistics of the CSI errors, and uUse athg hackground noise is assumed to be spatially white, with
second-order perturbation analysis of the primary Chém”eéossibly different power levels:
singular value decomposition to account for the effects of

the perturbation on the desired data stream. As a result, the E{nynf’} = o}l

algorithms provide the following benefits: (1) they minimiz E{nnf} = ¢,

the effect of the jamming interference at the desired rexeiv ) -

when CSl errors are present, which means that (2) they equifhere£{-} denotes expec’_can(‘r,)H the Hermitian transpose,

less transmit power to achieve the desired QoS, which §pd I is an identity matrix of appropriate dimension. The
turn (3) maximizes the power available for degrading tH&ansmit power available for Alice is bounded By

channel of the eavesdroppers. Our simulations demonstrate E{x,x"} Q.

that the resulting secrecy capacity is significantly imgaev QL) < P

compared with what would be obtained by a naive scheme that e = ’
did not take CSI errors into account. We note that a similarhere T¢-) denotes the trace operator. Without loss of gener-
approach can be taken to study the impact of imperfect Callty, we normalizeH,, so that its elements have unit-average
on schemes that make use of relays or neighboring usersgtin (excess energy available frol,, is assumed to be

Yo = Hpxq+my 1)

jam eavesdroppers [19]-[23]. included in P):

The paper is organized as follows. In the next section, the as 2
sumed mathematical model is presented, and the capabditie M = 1
the transmitter, receiver and eavesdropper are detailecl¥g NyNa
discuss the use of artificial interference, and examine #ee u HHeaHQF _ 2
of secrecy capacity and SINR as performance metrics. Fixed- N.N, Tea -

QoS beamforming algorithms are described in Seckioh Il

for the perfect CSI case, and the effects of imperfect C8l Atrtificial Interference

are analytically evaluated in SectibnlIV. Robust beamfagni  Techniques that employ artificial interference devote a-fra
methods that compensate for the degradation in SINR §gy of Alice’s power to the transmission of a noise-like

for a range of antenna configurations and CSI perturbatiofgercept the signal destined for Bob. Since we are focusing

drawn in Sectiof V1. components: one being a scalar data stream denoted as
that contains the message for Bob, and one that contains the
II. SYSTEM MODEL WITH PEREFECT CSI jamming signal, which we denote by thg, x 1 vectorz'.

L i ‘Bob therefore receives
We assume a scenario with two cooperating nodes, Alice

and Bob, and a passive eavesdropper, Eve. Each of the yo = Hpatz + Hyoz' + ny, )
nodzs m?y EO?\?GS]\S] mulgpjls antenna?_, tTe réumtbher ?f Wr\'/ﬁl?eret is the N, x 1 transmit beamformer used for the
),Ne enote ”y a; Vo ANA Ne, TESPECUVEly. BY The 18TM 30 mation signal. Similarly, Eve sees

cooperating,” we mean that Alice and Bob share information
with each other about channel state information, desimk li Ve = Heotz + Heoz' + 1. (4)



Assumet?t = 1 and let E{|z|>} = pP, where0 < p < 1 expectation was taken over the distribution of eavesdmoppe

is the fraction of the power devoted to the information slgnachannels, and it was assumed thgt = 0. Note that,
so that although this approach obviates the need for knowledge of
B2 = Q Eve’s instantaneous channel, optimization owestill requires
z knowledge of the number of antennas Eve possesses and the
™mQ.) = (1-pP. strength of Eve’s channel relative to Bob’s (inherent in the

The QoS experienced by Bob and the probability of E\;éssu_mption tha_t the chgnnel distribution is available)_. _
intercepting the message intended for Bob will be deterchine Without any information aboukl..,, the above maximiza-
by Alice’s choice of the following parameters: the covadan 0N Problem is ill-posed, althougfi](6) can still be used to
matrix Q_, the transmit beamformer and the power alloca- quantify the secrecy rate of a given transmission sch(_eme.
tion parametep. The impact of these parameters on secreég} our yvork, we restrict attention to situations where Allce_
capacity and SINR are discussed in Sec.lll-B. transmits only a single data stream to Bob since (1) we will

It is important to note that the design of a completg)cus on cases where the CSI is imperfectly knpwn, and (2)
transmission strategy for secrecy must also involve the cof¢ ¢an develop methods that make beamforming robust to
struction of a “secrecy codebook” that is comprised of suliS! errors. As a rgsult, we_choose to work directly W|th SINR
codebooks for both the secret message and a randomizaffdije" than capacity. We will calculate the SINR assumirag th
message intended to confuse the eavesdropper [24]. ThiQ§h Bob and Eve use linear receive beamforming, recogmizin
true even for situations where little or no information apoyh€ fact that both could use more sophisticated nonlinear
the eavesdropper is present; in such cases, one can del§ghniques for decoding Alice’s signal. The SINR achieved b
the codebook using a set of worst-case assumptions apiigar beamforming will nonetheless provide an indicatin
the eavesdropper. In a sense, the beamforming techniq%relat've ability of Bol:_) and Eve to determlnethe trantadit
discussed here represent a version of this idea in the kpatign@l regardless of which decoding approach is used.
domain, where the secret and random messages are assig?néﬁt Wi, W, respectively denote thé, x 1, N x 1 beam-
to different spatial precoders (beamformers) with diffitre Ormers employed by Bob and Eve to determineso that
transmit powers. An optimal design would presumably ingolv 2, = wilyy = wil (Hpetz + Hpez' +1p) (6)
the joint construction of encoding schemes in both space and . H. _ _H /
time, but such an effort is beyond the scope of this paper. e = Weye=we (Heatz + Heaz' +0c). (7)

The resulting SINR available for Bob and Eve to decade

B. Performance Metrics will be given by

Early work on the wiretap channél [2]+[4] led to the concept

. SR . SINR, = (8)
of secrecy capacity, which is defined to be the maximum rate ng (HbaQ;Hfﬂ 4 051) Wy
at which Alice and Bob can communicate without allowing the H 2

: ) : : pP|lw Hegtl

eavesdropper to obtain any information about the transchitt SINR. - = —5 [{..Q HA + oD w, ° 9)
message. In_[7], it was shown that for the case where the € ca’ztlea T 0e o
background noise for Bob and Eve is of equal power (ar@tuitively, as long as SINR> SINR:, there will exist mod-
no artificial interference is generated, = 0), the secrecy ulation and coding schemes that allow Bob but not Eve to

capacity for the MIMO wiretap channel is given by reliably decode:.

pP|wHH,,t]?

Coee = max I(Xa; Y) = I(Xa; Ye) ®) 111, FIXED-SINR BEAMFORMING WITH PERFECT

= max log|I + Hp Q.HE | — log [T + H.,Q.H | | Csl
Q.20 In many applications, it is impractical to assume that any

wherel(-; -) represents mutual information, and whafg, Y. information about the eavesdropper’s CSI is available. To
and X, are the random variable counterparts to the specifitcrease communications security in such cases, we propose
realizationsy;, y. andx,, respectively. The secrecy-capacityan approach that attempts to achieve the following two per-
achieving choice fo€), was derived in[|7] for the case whereformance objectives: (1) maintain a certain guaranteed! lev
the transmitter has knowledge of balh,, and H.,, which of link quality (e.g., SINR) for the intended receiver, and
were assumed to be fixed. (2) maximize the power available for a jamming signal that

The use of secrecy capacity as the performance metric wittakes the unintended reception of the signal more difficult.
artificial interference was studied in [13], where knowleadg Obviously, the performance of such a scheme cannot be
only the distribution ofH., was assumed and the expecteduaranteed; a fortuitous eavesdropper in the right lonatio
value of [6) was maximized to obtain the ergodic secrempuld end up with a better quality signal. Here the goal is to
capacity. The approach of [13] allowed for the transmissiaeduce the likelihood of such an event. Note that this apgiroa
of multiple data streams to Bob, but restricted attentiothto does not imply that a low-power transmission from Alice to
case whereV, > N,, and forced Alice to choose a transmiBob will be more secure; reducing the power of the desired
covariance matrix according to the standard water-filliolyis signal may allow one to better degrade Eve’s channel, but it
tion without regard to the possibility of an eavesdroppére T also reduces the requirements for Eve to decode the signal as
expected value of{6) was then maximized opemwhere the well. To illustrate the proposed artificial interferencencept,



we assume here that the CSl is perfectly known by all partiedoice forw,, the SINR experienced by Eve can be expressed
Alice, Bob and Eve. The case where Bob and Alice hawes

imperfect or perturbed CSl is examined in Secfioh IV. SINR. = pPt"H., (H,,QHY. + afI)_l H.t. (14)

a

Sincep is proportional tasZ, two observations are immediate
for the case of low background noise?(o2 — 0):

The proposed approach can be generally outlined as foIIows,l) If H.,Q.H is full rank, which will generically be
using SINR as the QoS metric: true if Alice has more antennas than Eve, then

1) Specify a target SINR for Bob.

A. Unknown Eavesdropper CSI

2) Allocate the smallest possible fractiprof the available algglo SINR. =0,
transmit power to achieve the desired SINR (if possible) )
assuming Bob experiences no interference other than the  regardless ob;. - _
background noise of power?. 2) If H.,Q.HZ is rank deficient, for example if Eve has
3) Allocate all of Alice’s remaining power to a jamming more antennas than Alice, then

signal that is uniformly distributed in space, subject to
the constraint that when the interference is received by
Bob, it lies in a subspace orthogonal to the desired
signal.

Obviously, a giverH,, may not support the desired SINR with
a total transmit powelP; in such cases, the link is assumed
to be in outage.

Let S denote the target SINR for Bob. To minimize théa' Known Eavesdropper CSI
fraction of the transmit power required to achiese Alice While our focus is on the case where Eve’s CSl is unknown,
should choose to be the right singular vector df,, with it is useful to compare the performance of the artificial aois
largest singular value, and Bob should choese= H,,t as Scheme with the optimal transmission strategy that takes

his receive beamformer. Using this approach, we have knowledge of Eve’s CSI into account. If perfect CSI of the
eavesdropper’s channel is available, then it is known that

_ ;S _ ) (10) the use of artificial interference is suboptimal. The optima
tYHEH, tP  oiP’ approach to the problem posed in this paper is for Alice to

transmit with full power using the beamformer that mininsize

Fhe eavesdropper’s SINR given that the intended receiver's

a
e €

a1
lim (H.,Q.HZ +0°1) = SRR,
2 40 g

where R is an ort/honormal basis for the subspace
orthogonal toH., 21/2. In this case, ifcrg — 0 but

op/0. =~ O(1), then in general SINRremains non-zero.

p

where o, is the largest singular value df,,. As long as
p < 1, Alice has power available for generating artificia

interference. SINR s 5 min SINR,
Since the CSI of the eavesdropper is unknown, the best t (15)
option available to Alice is to uniformly spread the remapi s.t. SINR, = 5.
transmit power along spatial dimensions that will produoe n |t is straightforward to show that the solution o (15) is
interference for Bob. In particular, we require that the generalized eigenvectdr corresponding to the largest
Myt | Hy,2 (11) generalized eigenvaluk,,,.. in the equation
H{ Hpot = Ao HE Heot (16)

for all z’. With t chosen as above, it is easy to see #iahust
be chosen as a linear combination of tig— 1 right singular wheret is scaled to ensure that SINR- S, provided that the
vectors ofH,, with smallest singular values, which we denotéransmit powerP is large enough. Clearly, iV, < N,, thent

by T’. Uniformly distributing the remaining transmit powewill lie in the nullspace offl., and SINR = 0. In such cases,
over these vectors yields the following transmit covar@afur it is preferable from a numerical point of view to calculate

the artificial interference: as the generalized eigenvector with the smallest genedhliz
eigenvalue in this equation:
T No—1 ' H Heot = Apin Hi, Hyat . (17)

As a consequence, the optimal (in the maximum SINR

sense) receive beamformer for Bob is simply the maximal IV. IMPACT OF IMPERFECT CSI

ratio combinerw;, = Hy,t, since Bob experiences only white The assumption of perfect CSI at the transmitter is ob-

noise. For Eve, the beamformer that maximizes SINR is givaiusly impossible to achieve in practice. CSI uncertainty

by at Alice can be due to a number of different phenomena,
W, = (HeaQ;Hg—i—CfgI)_lHeat, (13 inclu_d_ing estimation error, quant_ized feedback, or channe

mobility. CSI at the receiver is typically much more accerat

whereQ/, is given by [I2). The use of an optimal beamformedue to the receiver’s ability to employ rapid channel tragki

here presumes that Eve is awardf, t, as well as the spatial techniques based on, for example, decision direction. i th

covariance matrix of the transmitted interference. Witis thsection, we examine the effect of inaccurate or mismatched



CSI between Alice and Bob using a second-order perturbatiand the corresponding right singular vector, respectively.
analysis of the singular value decomposition (SVD)H,, Furthermore, we definAT’ as the perturbation to th¥, —1
assuming that the channel error is described as a zero-msgght singular vectors ofH,;, with smallest singular values.
random matrix with a given covariance. In the simulatiokVith Ao, defined, the perturbed power allocation factor can
section, we will demonstrate two important aspects of oai-anbe expressed as:
ysis. First, we will show that the analysis accurately ceggtu

2
the effect of imperfect CSI even for relatively large chdnne p = ?SS = 1 2 (24)
errors, where the magnitude of the perturbation approaches oiP (1 + %Az_ifml)
that of the elements of the channel matrix itself. Second, ou 9A0, AGQ]
analysis will show that the previously proposed beamfogmin Ao (1 - - —21) ,
algorithms are very sensitive to imperfect CSI, and result i o1 o1 (25)

large degradations in SINR even when the channel perturba-

tion is relatively small. This provides motivation for us 10 f ajice has an inaccurate estimate of the CSI and both Alice
consider beamforming schemes that are robust to CSI err{Sd Bob are unaware of the CSI mismatch, then the SINR for

as developed in Sectidn V. _ Bob is expected to be significantly degraded. There are three
For the analysis, we assume tHt, is of full rank ' = 5105 that contribute to this degradation:
min (N, N,,), and we define the singular value decomposition

of the unperturbed channel as follows: 1) Alice will incorrectly allocate power for data and artifi-

cial noise based op = (¢75)/(6%P).

H,, = UxXZVHY (18) 2) Alice continues to usd_(12) to generate the interference
S, 0 " signal, although with imperfect CSI the artificial noise
= [Us ur] [ 0 op ] [Vs vrl (19) covariance matrix becomes
= US. VY 4 opupvi, (20) Q,::(l—zﬂP

~ 1(T+ATXT+ATW. (26)
where Ug, V, contain respectively the firs' — 1 left and “

right singular vectors whose singular values are found @ th 3) Alice will uset = v, = vi + Av, as the transmit

diagonal matrix=,, andur, vy are respectively the left and beamformer, whereas Bob CO”“”EJES towse= Hy,vi
right singular vectors corresponding to the smallest dargu as his receive beamformer. Bob’s beamformer will no
value op. The partitioning of the SVD will be useful as we longer cancel the artificial interference, causing a sig-
use the perturbation analysis 6f [25]. nificant loss of SINR and the bulk of the resulting

For purposes of our analysis, we assume that the CSI error Performance degradation.
is confined to Alice, who is assumed to have available tAéhis case of mismatched beamformers and erroneous power

following perturbed channel estimate: allocation due to imperfect CSI is referred to as tmaive'

- scheme.

Hpo = Hpa + Ay, (21) In the presence of CSI errors, Bob’s average SINR can be
whereAH,, is modeled as a zero-mean circularly-symmetrPProximated as the ratio of the expected value of the redeiv
random matrix with covariance matrix given by signal power to the expected value of the received noise and

interference power. This approximation is valid to the orde
Can,, = E{(vec(AHba)) (vec(AHba))H} , of the perturbation analysis assumedlin| [25], and its acyura

will be demonstrated later in our simulation results. Uding

and ve¢:) denotes the column stacking operator. The Si”gmﬁbproximation, the average SINR achieved by Bob under the
value decomposition of the perturbed channel can be writtggjve scheme can be expressed as

as

IF:Iba = fjsisvf + 5FﬁF‘~’}PFI ) (22) SlNRgmive — PE {ﬁ|V{—1H£{lea(V1 + AV1)|2}
where E {Vflﬂﬁ (HbaQQHﬁ + 031) Hbavl}( |
~ - 27
U, =U, + AU, Up =up -+ Aup where the remaining expectation is with respectA#l,,,.
_5}5 =X, + A%, OF =0r + Aop (23)  Based on the distribution oAH,,, we can compute
V,=V,+ AV, VE=Vrp+Avp, =
and quantities preceded byare perturbations to those [ {20).£ {VfHﬁHbaQQHﬁHbaw} = 0ipE {VflT/ (T/) Vl}(28)

The analysis of[[25] assumes either a fat or square matrix T o - 5
(N, > Ny in our case), so we perform our derivation for this = opE {Vl (I —Vivy )Vl}
case. A similar analysis holds wheW, > N,, except that ~ —oiBE{viAvi + Avivi},
we would work with the transpose of the channel matrix, and ~ -
we would focus on perturbations to the left rather than righfheres = (1 —p)P/(Ny — 1) and§ = (1 — p)P/(Na — 1).
singular vectors. Let T = zﬁ% + i—‘?. Using the familiar relations

It will be convenient for our analysis to also defider; Hy,vi = oyu; and Hlﬁul = oyvy, and after dropping
and Av; as the perturbation to the largest singular valugigher-order perturbation terms from the numerator and



denominator, we obtain the following expression fo€SI for Eve. The first case corresponds to a frequency-

SINRy**¥°: division duplex (FDD) scenario where Bob estimates the CSlI,
9 I Ho 1 quantizes it, and sends this information to Alice via a fesakb

otpP [L+ E{vi'Avi} + E {Avilvi}—E (T}] (29) channel. In this case, Bob is aware of the CSI used by Alice

—oip [E{VfIA"l} + E{Avfivl}} +op for her transmission parameters. In the second case, which
It is apparent that when perfect CSl is available at Alice.{i. Corresponds to a time-division duplex (TDD) scenario, &lic
Avi — 0 and Aoy — 0), (29) reduces td (10). and Bob obtain individual channel estimates on their own,

Next, we obtain the expected values of the perturbatigiid neither is aware of the other's CSI. In both cases, we
terms vi/Avy, Aoy, and Ac? in (29), the derivations of assume that (1) Alice’s transmission allows Bob to obtain an
which are relegated to the Appendix. For convenience, [@Xact estimate of the current C$l,, (the estimation error

C, = E{ AH,,). . (AH,, )"} represent the covariance Ofwill be negligi_ble compared with errors due to_quantizati_on
J (M), ; (AHw),; P and channel time variations), and that (2) Bob informs Alice

columnsi and j from AH,,, i.e., C;; is the (¢,5) block f . S .
, . ’ th fract ded to obtain his d d SINR.
of Camn,,. We also define the matri&c whose (4, j) entry O the power fractiorp needed to oblain his desire

is given by [G], ; = v C;;vp. The expressions needed t

0 .
evaluate Bob’s SINR are given iR (30)-{36): A. Robust Beamforming - FDD Case

When Alice has imperfect CSI for Bob and applies a

E { [VfAVs]} _ —ﬁDVfGVSD (30 misr_‘natched transmit_ beam_form(_ar, the interference-phisen
22 portion of Bob's received signal is, frorhl(3),
g _ —
_71:‘23 1D([(0’%—|—1)I+D 1} X ﬁb:Hbaz/+nb7
... xUYGU,D + D'UPGU,) = with covariance
E{A%,} =~ (s}7UfGU,D+UMGU,) 3z (31) E (il } = Qins . 37)
-D (Z,VEIGV,Z +... : - .
( ) SH + In the FDD case, Bob is aware of the valueldf, since this
.+ opUg GUs) D3 was information he computed and fed back to Alice. He can
+3X.F [VfAVS} thus determine the exact value Qf,,; as follows:
E{viiavi} = E{[VIAV]},, (32) Qi = Hy QUH{, + 071, (38)
D = (=3- U%I)_l (33)as well as the exact beamformer v, that Alice uses for the
EIA - pliax, 34 information-bearing signal. He is then in turn able to chdtel
{Ao} {[ h 1} ( )the optimal receive beamformer that maximizes SINR:
E{Ac?} = [UFKU, 35 .
{ 01} [ s }1,1 ( ) Wopt = Qi_n];beat . (39)
K], = Tr(VICyV,). (36) _ o
The resulting SINR at Bob is given by

Therefore, the naive SINR at Bob expressed in terms of the
second-order statistics d@fH,, is obtained by substituting the
expected values ifi (82), (B4), andl(32) iftal(29). For theispe
case of i.i.d CSI errors whel€ay,, = cr}%II, the expressions )
above simplify considerably since in this caSe= o2 1. _In the TDD case, Bob is unaware of the exact values of

Note that Alice’s use of imperfect transmit beamformer@- and vi that Alice uses. However, assuming Bob knows
does not implicitly impact the SINR available to Eve. As fafhe statistics of the CSI error, in particul@an,,, he can
as Eve is concerned, use of + Av, rather thanv, as the compute expected values for these quantities and use these
transmit beamformer for the desired signal, dit+ AT’ @S estimates to determine his receive beamformer. Using the
rather thariT’ as the interference precoder, has on average $cond-order perturbation analysis of the previous sectie

effect on her performance since we assume Higt and H.,, expected interference-plus-noise covariance magjx; can
are unrelated. be computed as

Qi = E{Hy22" Bl +npnl} (41)

2 H 2 H 2 H

While the instantaneous CSI perturbation cannot be de- = F (Hb“Hb“ 3 UlululH) _ﬁflulE{Avl}Hb“
termined, if Bob has information about the statistics of the — fo1Hp E{Avi}uy +oi1.
perturbation, then he may take remedial measures to overcqmirthermore, Alice’s transmit beamformer can be estimated
at least some of the significant SINR degradation that occurs . _
with the naive scheme. In particular, if Bob has knowledge of t=E{ 1) =vi+E(Avi) . (42)
CAHba, then the Spatial covariance of the artificial interferen(@()th of the above quantities require know|edgemfrl_ In
that impacts Bob can be calculated, and incorporated irgo e Appendix, we show that
maximum SINR beamformer. In this section, we examine two
such approaches for the case where Alice does not possess E{Av,} = E{[Avs];,1} ; (43)

S =pPt"HEQ ' Hy.t . (40)

int

B. Robust Beamforming - TDD Case

V. ROBUSTBEAMFORMING APPROACHES



where

E{AV,} = vpE{P}+V,E{P,} (44)
E{P} = (1+0%)vEGV,D" +0iviiG"V, DY
—orul G'U, I+ 03D?) B0 (45)
+opu GU,D" (67D" +1) 2!

[Gl;; = viCyvr (46) g
[G'],, = Tr(V.D¥VICy) (47)
G"),, = T (U D"UfCy), (48) i

—&— Eve, No ECSI
—x— - Eve, with ECSI
Eve, with perturbed ECSI

and where the expected value B = VE AV, is given in
(30). The interference-plus-noise covariance matrix taioled
by substituting [(4B) into[{42). Bob's receive beamformer is i |
calculated as :

i
-~ A 1 H “~ 49 _ L L L L L L L L

= . 2 4 6 8 10 12 14 16 18 20
Wopt ant bat : ( ) Number of Antennas at Eve

Since th # Qint, the resulting SINR for Bob must be
determined as follows: Fig. 1. SINR versus number of antennas for Eve.

~ N 12
pP |tFTHE Q1 H),t

int

f:HHl}i . i:z%&QintQileaf: .

nt

SINR, = (50)

known, in which case the generalized eigenvector approfich o
Section[I-B is used, and (3) when it is imperfectly known,
VI. SIMULATION RESULTS where again the approach of Section TlI-B is used, but the

We present some examples that show the SINR and secrgc S| perturbation is unaccounted for. The perturbed ECSI

capacity performance of Bob and Eve for various array sizevg, s generated by the following equatlon, assumng 0:05
target performance levels, and array perturbations. Isialt (Which corresponds to a perturbation of about -13dB):
ula_tions, the channel matrices were assumed to bg composed H., = /1 —Hew + VTWea (51)

of independent, zero-mean Gaussian random variables with

unit variance {2, = 1). The channel perturbation covarianc&vhere H., and W, are independent, zero-mean Gaussian
matrix is assumed to b€ p,, = 0% 1 which corresponds to with unit-variance elements, and hence soHs,. In the

the case where the CSI errors are independent and idepticaimulations, the actual channellik.,,, but Alice assumes it is
distributed. In the simulation plots;; is specified in dB ac- Heo. The assumption of perfect ECSI provides a significant
cording t020 log,, 0. For example, a value of; = —20dB  benefit whenN, < {N,, Np}; in fact, the eavesdropper’s
corresponds taz = 0.1, indicating channel perturbations onSINR can theoretically be driven to zero. The gain when
the order of 10% of the channel coefficients themselves. ANe > {Na, Ny} is not as large, particularly faV, = N, = 4,
displayed results are calculated based on an average of 300@n it is less than 2dB. Much of the benefit of ECSI is lost
independent trials. The background noise power was assurh@wever if it is imprecisely known; even for this case when
to be the same for both Bob and Eve? = 02 = 1, and the perturbation is relatively small, we see that for sniéll

in all cases the available transmit power was assumed toibé often better to ignore the ECSI than to use a perturbed
P =100, or 20dB. In situations where the desired SINR foversion of it.

Bob cannot be achieved with the givéh rather than indicate

anlggtage, we simply assign all power to.Bob and zero £ SINR Degradation Analysis

artificial interference and average the resulting SINR \lith

others. In Figure[2, we compare the SINR expressions for the naive

case based on second-order perturbation theory derived in
Section 1V with measured SINR values from simulations for
A. Effects of Eavesdropper CSI a range of channel perturbation powers. The set of channel
Figure[1 illustrates the performance of the algorithms whematrices have dimensions of eithéf, = N, = N, = 2
S = 20dB and N, € [1,20]. The number of antennas foror N, = N, = N. = 5, and the desired SINR for Bob
Alice and Bob are assumed to be equal, and results are shasvrset to S = 20dB. For both antenna configurations, the
for N, = N, = 4,8. The desired SINR for Bob was set tosecond-order approximations appear to be accurate up ta abo
20dB, and the available transmit power was sufficient in thisy = —10dB, which corresponds toey = 0.32. This is a
simulation for the target to be met in all 3000 trials. Threeelatively large perturbation for channels with unit-earte
curves are included for Eve, showing the performance of teéements. We see that inaccurate CSI substantially impacts
algorithms for different assumptions about the eavesdrdpp Bob's SINR, even for relatively small values ofy. For
CSI (ECSI): (1) when it is unknown, in which case the artificisexample, whenN, = 10, Bob loses 6dB of SINR for the
noise approach of Sectin IIltA is used, (2) when it is pelfec relatively small valuerg = 0.1.



‘ increases with the robust beamforming methods. As expgected
m Eve’s performance is best degraded in the FDD case where
sl | Bob has exact knowledge of Alice’s transmission scieme
Note also that Eve’'s SINR increases slightly for high values
of S. This is due to the fact that aS increases, there will
be an increasing number of cases where no power is available
for jamming. This also inadvertently helps Bob in the naive
case, since the lack of jamming eliminates interferencetfer
desired signal.

10

Average SINR for Bob (dB)
2
T

-5}

~10 . . . . .
-30 -25 -20 -15 -10 -5 0
Channel Perturbation Power (dB)

Fig. 2. A comparison of th@"?-order naive SINR approximations with
Monte Carlo SINR results foN, = N, = Ne =2 and N, = N = N =
5.

C. Robust Beamforming Results

—k— Eves CS| known
—&— Perfect CSI
—&— Robust BF - FDD
—&— Robust BF - TDD
—»— Naive

Average Secrecy Rate (bits/s/Hz)

= I I I I I I . . .
10 12 14 16 18 20 22 24 26 28 30
Desired SINR S at Receiver (dB)

Fig. 4. Secrecy capacity versus desired SINR for Bob witHfegerand
imperfect CSlI at Alice forN, = N, = N. = 5 antennasgy = —10dB.

Average SINR (dB)

Figure[4 plots the secrecy capacity that results for the case

—=— Bob, perfect CSI considered here, for various CSI assumptions. The caseeswher
o e L op Eve’s CSI is perfectly known is shown for reference, and
T e obviously for this case the best secrecy capacity is obdaine
° T Eve robust B - 70D As expected, the benefit of knowing the eavesdropper’'s CSl is
N A Eve, perfect CSI largest when Bob demands a high QoS, and minimal for low
0 M e SNRow e @ values ofS where more resources are available for jamming.

The robust beamforming strategies provide non-zero sgcrec
capacity for all values of, and recover a reasonable fraction
Fig. 3. Measured SINR values versus desired SINR for Bob arvith  of the performance available in the perfect CSI case. Howeve
perfect and imperfect CSI at Alice faN, = N, = N. = 5 antennas, . . L.
o1 = —100B. in the naive case, the secrecy capacity is reduced to zero
since Eve’s SINR is always larger than Bob’s. This assumes
Figure[3 shows the SINR for Bob and Eve as a function &f course that Bob does nothing to counteract the interteren
S for various approaches, including the robust beamformiigile Eve uses an optimal beamformer that requires exact
schemes presented earlier. The channel perturbation gewefnhowledge of the interference covariance.
fixed atocy = —10dB, and we assumd’, = N, = N, = 5. The effect of the magnitude of the channel perturbation
It is evident that the naive schemes incur a significant SINF SINR performance is illustrated in Figure 5 for the case
penalty for relatively small channel perturbations, witte t Studied in the previous figures, assumifig= 20dB. Robust
achieved SINR at the intended receiver being 15-17dB beld@gamforming in the FDD case realizes little performance
the target SINR and 6-7dB worse than the SINR for Eve. Noless for values ofox up to -15dB, while the threshold for
however that the robust receive beamforming schemes age dlftgradation in the TDD case is somewhat lower. Recall that
to restore Bob’s SINR performance at or near the desirédgureld showed a positive secrecy capacity for the TDD case
value. Obviously, the presence of uncancelled artificitdrin
ference due to imperfect CSI requires Alice to use additiona This does not imply that FDD systems are better than TDD eyster
. . . this application; one may expect that in practice the valeofy will be
pOV\_’er for the_ desired Slgnal, thus reducmglthe amount (chobomewhat larger in the FDD case due to quantization and ttedadelay
available to jam the eavesdropper. This is why Eve’s SINfgquired for feedback.



Using the results of[[25], the perturbation ¥ can be
approximated up to second order AH,, as

25

2 PP —— AVy =vpPi + V,Py (56)
s} ‘ whereP; ~ —QY andP, ~ —1FF", and
AP GRS X5 ] F = —orDE}, - 033 'DE,, - £,'E,,,  (57)
g sf 8
< Q, ~ D (ESSDESEES . oFDEfSEfn) >N (58)

[| —&— Bob, naive
—+&— Bob, robust BF - FDD
—#— Bob, robust BF - TDD
|| -=—0©—" Eve, naive

—%- ' Eve, robust BF -~ FDD
—V- Eve, robust BF - TDD

~ DE[.E,, + 03D (ELDE,, - DE/LE,,)

+ U%ZS_ID (Esszs_lEsn - DEsnsznn +..
...+ 0vE, X, 'DE,,)

I = o + 2, 'E.. 3, (Es, + 07DE,,) —0p%, 'DE,,E,,

Channel Perturbation Power (dB)
—1 2 H 2 H H
+orSIiD (oFESSDEnS — ¢2DE,,E — EnE,m)

Fig. 5. Average SINR for Bob and Eve as a functionegf for N, = + U]g:Z]S_lESSDEfS +F.
N, = N. = 5 antennas and = 20dB.

Exploiting the circular symmetry oAH,, in (59) leads to
at oy = —10dB, even though in Figurgl 5 both Bob and Eve

P _ 2 H H
appear to have approximately the same average SINR. This & {Pl} = (+op)E {EnnE"S} D (59)
because the secrecy capacity must be non-negative; avpositi +o%E {EngHEss} D"
result is obtained when Bob’s SINR exceeds Eve’s, but the —orpE{E,,DPER} (1+o2D") 2!

capacity is assumed to be zero otherwise. Y opE {EnnEf } DH (U%DH T I) =L

n

VIl. CONCLUSIONS
We have presented beamforming-based approaches for | Next, recall that Vs Lvr and vaf‘. = 1, so that
%AVS = P,. After some manipulations based on the

proving the secrecy of the wireless communications betweeri ;

two multi-antenna nodes. The algorithms allocate transrﬁf{cm"’lr symmetry ofAH,,, we obtain

power in order to achieve a target SINR for a desired user, o2

and then broadcast the remaining available power as atific [VZAV,] = —7F2§1 ((c + )'DE {E.,EL } D7 + ...

noise in order to disrupt the interception of the signal by a +E{E EH } DH 4 E{E EH )2,1

passive eavesdropper. The proposed approaches rely yheavil T ssn snsn s

on the availability of accurate CSI, and their performance _%FPpg {EfE,.} DI (60)

can be quite sensitive to imprecise channel estimates. As 2 "

a result, we conducted a detailed second-order perturbatig,e perturbation to the singular valus, can be approxi-

analysis in order to precisely quantify the effects of inaete ,ated as

CSI. Simulations were used to demonstrate the validity ef th

analysis, and to illustrate the sensitivity of algorithniatt piAs.} ~ (GQFE{EsnEgl}DH +E{EsnEgl )2;1

depend on precise CSI. To reduce the impact of the CSI +E{2 P, — P, } 61)

errors, we proposed two robust beamforming schemes that st2 250

are able to recover a large fraction of the SINR lost due Onerep
. . . 2

the channel estimation errors. These techniques were sho&tﬂ. and

to perform very well for moderate CSI errors, but ultimately”

a large enough channel mismatch can eliminate the secrecy F = -D (3E + 0rEsn) . (62)

advantage of using artificial noise.

~ —%FFH is a component of the perturbation in

From the expression fdP,:

APPENDIX
DefineD £ (2, X — U%I)il, as well as the following E{P;%,} = D (Z,E{EE.}Z, (63)
matrices: + 03 E{E.,EX} ) D3,

A H
o j U;AHZ’“VS (52) It remains to express [(F9) and[_{61) in terms
E., = UJAHpvr (53) of the second-order statistics of AH,,. Let
E.. & JfAH,V, (54) C,;=E {(AHba);,i (AHba)fI]i‘represent the covariance of
E,, & uﬁAHbavF. (55) the ith and jth columns of A va- It is straightforward to



show that
E{E,EI} = UIE[AH,vpviAH[] U,
= Ufau, (64)
E{EIE,,} = VIG'V, (65)
E{E.El} = ulGU, (66)
E{EJ E,, vEG"V, (67)
E{E,,D"El} = ulG'U, (68)
E{EID"E,} = viG"V,, (69)
where the(i, j) entry of G is [G], ; = v Ci;vr, [G], ; =
Tr (V.D#VEC,;), and[G"], ; = Tr (U,DUFCy).
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