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Abstract—This paper presents secrecy analyses of a full-duplex
MIMOME network which consists of two full-duplex multi-
antenna users (Alice and Bob) and an arbitrarily located multi-
antenna eavesdropper (Eve). The paper assumes that Eve’s channel
state information (CSI) is completely unknown to Alice and Bob
except for a small radius of secured zone. The first part of this paper
aims to optimize the powers of jamming noises from both users. To
handle Eve’s CSI being unknown to users, the focus is placed on Eve
at the most harmful location, and the large matrix theory is applied
to yield a hardened secrecy rate to work on. The performance
gain of the power optimization in terms of maximum tolerable
number of antennas on Eve is shown to be significant. The second
part of this paper shows two analyses of anti-eavesdropping channel
estimation (ANECE) that can better handle Eve with any number
of antennas. One analysis assumes that Eve has a prior statistical
knowledge of its CSI, which yields lower and upper bounds on
secure degrees of freedom of the system as functions of the number
(N) of antennas on Eve and the size (K) of information packet.
The second analysis assumes that Eve does not have any prior
knowledge of its CSI but performs blind detection of information,
which yields an approximate secrecy rate for the case of K being
larger than N.

Index Terms—Physical layer security, secrecy rate, full-duplex
radio, MIMOME, jamming, artificial noise, anti-eavesdropping
channel estimation (ANECE).

I. INTRODUCTION

ECURITY of wireless networks is of paramount impor-
S tance in today’s world as billions of people around the globe
are dependent upon these networks for a myriad of activities
for their businesses and lives. Among several key issues in
wireless security [1], confidentiality is of particular interest to
many researchers in recent years and is a focus of this paper.
For convenience, we will refer to confidentiality as security and
vice versa.

The traditional way to keep information confidential from
unauthorized persons and/or devices is via cryptography at
upper layers of the network, which include the asymmetric-
key method (involving a pair of public key and private key)
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Fig. 1. A Full-Duplex MIMOME network.

and the symmetric-key method (involving a secret key shared
between two legitimate users). As the computing capabilities
of modern computers (including quantum computers) rapidly
improve, the asymmetric-key method is increasingly vulnerable
as this method relies on computational complexity for security.
In fact, the symmetric-key method is gaining more attraction in
applications [2].

However, the establishment of a secret key (or any secret)
shared between two users is not trivial in itself. Even if a secret
key was pre-installed in a pair of legitimate devices (during
manufacturing or otherwise), the lifetime of the secret key in
general shortens each time the secret key is used for encryption.
For many applications such as big data streaming, such secret
key must be periodically renewed or changed. To enjoy the
convenience of mobility, it is highly desirable for users to be
able to establish a secret key in a wireless fashion.

Establishing a secret key or directly transmitting secret in-
formation between users in a wireless fashion (without a pre-
existing shared secret) is the essence of physical layer secu-
rity [3]. There are two complementary approaches in physical
layer security: secret-key generation and secret information
transmission. The former requires users to use their (correlated)
observations and an unlimited public channel to establish a secret
key, and the latter requires one user to transmit secret information
directly to the other. This paper is concerned with the latter, i.e.,
transmission of secret information (such as secret key) between
users without any prior digital secret.

Specifically, this paper is focused on a network as illustrated
in Fig. 1 where one legitimate user (Alice) wants to send a secret
key to another legitimate user (Bob) subject to eavesdropping by
an eavesdropper (Eve) anywhere. Each of the two users/devices
is allowed to have multiple antennas, and both Alice and Bob are
capable of full-duplex operations. Following a similar naming
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in the literature such as [4], we call the above setup a full-duplex
MIMOME network where MIMOME refers to the multi-input
multi-output (MIMO) channel between Alice and Bob and the
multi-antenna Eve.

The MIMOME related works in the literature include: [4]—
[15] where the channel state information (CSI) at Eve is assumed
to be known not only to Eve itself! but also to Alice and Bob;
[16]-[19] where a partial knowledge of Eve’s CSI is assumed to
be available to Alice and Bob and an averaged secrecy or secrecy
outage was considered; [13], [16], [20]-[24] where artificial
noise is embedded in the signal from Alice; and [25]-[30] where
Bob is treated as a full-duplex node capable to receive the signal
from Alice while transmitting jamming noise.

From the literature, the idea of using jamming noise from
Alice or Bob appears important. Inspired by that, this paper will
first consider a case where both Alice and Bob send jamming
noises while Alice transmits secret information to Bob. We will
explore how to optimize the jamming powers from Alice and
Bob. In [26], jamming from both users was also considered. But
here for power optimization we include the effect of the residual
self-interference of full-duplex radio. There are other differences
in the problem formulation and objectives. We assume that
Eve’s CSI is completely unknown to Alice or Bob except for
a radius of secured zone free of Eve around Alice. A similar
idea was also applied in [31] but in a different problem setting.
We will focus on Eve that is located at the most harmful position.
Furthermore, to handle the small-scale fading at Eve, we apply
the large matrix theory to obtain a closed-form expression of
a secrecy rate, which makes the power optimization tractable.
Unlike [24] where large matrix theory was also applied, we con-
sider an arbitrary large-scale-fading at Eve among other major
differences. With the optimized powers, we reveal a significant
performance gain in terms of the maximum tolerable number
of antennas on Eve to maintain a positive secrecy. We will
also show that as the number of antennas on Eve increases, the
impact of the jamming noise from either Alice or Bob on secrecy
vanishes. This contribution extends a previous understanding of
single-antenna users shown in [30].

Later in this paper, we will analyze a two-phase scheme for se-
cretinformation transmission proposed in [30]. In the first phase,
an anti-eavesdropping channel estimation (ANECE) method is
applied which allows users to find their CSI but suppresses Eve’s
ability to obtain its CSI. In the second phase, secret information
is transmitted between Alice and Bob while Eve has little or
no knowledge of its CSI. We show two analyses based on two
different assumptions. The first analysis assumes that Eve has a
prior statistical knowledge of its CSI. With every node knowing
a statistical model of CSI anywhere, we use mutual information
to analyze the secret rate of the network, from which lower and
upper bounds on the secure degrees of freedom are derived.
These bounds are simple functions of the number of antennas
on Eve. The second analysis assumes that Eve does not have any
prior knowledge of its CSI. Due to ANECE in phase 1, Eve is
blind to its CSI. But in phase 2, Eve performs blind detection of
the information from Alice. We analyze the performance of the

! All entities are treated as “gender neutral”.
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blind detection, from which an approximate secret rate is derived
and numerically illustrated. Both of these analyses are important
contributions useful for a better understanding of ANECE.

Notation: Matrices and column vectors are denoted by upper
and lowercase boldface letters. The trace, Hermitian transpose,
column-wise vectorization, (4, j)th element, and complex con-
jugate of a matrix A are denoted by Tr(A), A, vec(A), A,
and A*, respectively. For a matrix X and its vectorized version x,
ivec(x) is the inverse operation of x = vec(X). A diagonal ma-
trix with elements of x on its diagonal is diag(x”'). Expectation
with respect to a random variable z is denoted by &, [-]. Let the
random variables X,, and X be defined on the same probability
space, and we write X,, “3 X if X,, converges to X almost
surely as n — oo. The identity matrix of the size n x nis I,, (or
I with n implied in the context), and 1,, is a row vector of length
n of all ones. A circularly symmetric complex Gaussian random
variable z with variance o2 is denoted as  ~ CN(0,02). The
mutual information between random variables z and y is I (x; y),
and h(z) denotes the differential entropy of 2. Logarithm in base
2 is denoted by log(-), and (-)™ £ max(0, -).

II. OPTIMIZATION OF JAMMING POWERS AND EFFECTS OF
EVE’S ANTENNAS

A. System Model

Our network setup is shown in Fig. 1, where Alice (with N4
antennas) intends to send secret information over a wireless
channel to Bob (with N antennas) in the presence of possibly
many passive Eves (of N antennas each) that may collude with
each other at the network layer but not at the physical layer. We
will focus on the most harmful Eve. Physical layer colluding
among distributed Eves to form a large virtual antenna array is
highly difficult in practice. But if a virtual antenna array from
colluding Eves is likely in some applications, we could treat
these colluding Eves as a single mega Eve with a large number
of antennas.

The system parameters are normalized in a similar way as
in [28]. In particular, the large-scale-fading factor from Alice
to Eve is modeled as (when a model is needed): a = d,* =
((x +0.5)2 + y?)~*/2, and that from Bob to Eve is b = d ;* =
((x — 0.5)% + y?)~/? where « is the path-loss exponent. We
assume that no Eve is closer to Alice than a radius A, i.e.,
da > A. The normalized large-scale-fading factor of the resid-
ual self-interference at both Alice and Bob is denoted by p. (In all
simulations, p is considered to be 0.1%.) The small-scale-fading
channel matrix from Alice to Eve is denoted by A, that from Bob
to Eve is B, and that of the residual self-interference at Bob and
Alice are G and K, respectively.? The channel matrix from Alice
to Bob is denoted by H, and its SVD is denoted by

H=UxXVH, (1)

where U and V are unitary matrices, and 3 is the Ng x N4
diagonal matrix that contains the singular values of H (i.e.,
o, =1,...,Np) in descending order assuming N4 > Np.

2Up to Section III, Alice is only a transmitter, and hence it does not utilize its
full-duplex capability.
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All the elements in all channel matrices are modeled as i.i.d.
circularly symmetric complex Gaussian random variables with
zero mean and unit variance.

In this section, we assume that Alice and Bob have the
knowledge of H but not of A and B, and Eve has the knowledge
of all these matrices.

Alice sends the following signal containing r < Np < Ny
streams of secret information mixed with artificial noise:

xa(k) = Vis(k) + Vawa(k), 2)

where k is the index of time slot, V7 is the first » columns
of V, V5 is the last Ny — r columns of V, s(k) is Alice’s
information vector with the covariance matrix Q,. and Tr(Q,.) =
Py, and w4 (k) is an (N4 — r) x 1 artificial noise vector with
distribution CN (0, %I). Here, Ps + P, = P4 < P*x,

While Bob receives information from Alice, it also sends a
jamming noise:

xp(k) = wp(k), 3

where w (k) is an Np x 1 artificial noise vector with distribu-
tion CN (0, %I).

Note that both P4 and Pp are normalized powers with respect
to the path loss from Alice to Bob, and with respect to the power
of the background noise. So, without loss of generality, we let
the power of the background noise be one.

With jamming from both Alice and Bob, the signals received
by Bob and Eve are respectively:

yB(k) = HVls(k) + HVQWA(IC) + WGV_VB(IQ + IIB(IG)7
4)

ye(k) = VaAis(k) + VaAywa(k)
+VoBwg (k) + ng(k), 5)

where [A1, As] = [AV;, AV,] = AV. Since A; and A, are
linear functions of the Gaussian matrix A, they remain Gaussian.
Because of the unitary nature of V, A; and A are independent
of each other, and all elements in them are i.i.d. Gaussian of
zero mean and unit variance. The noise vectors np and ng
are distributed as CN(0,I). Also note that \/pGwp(k) is the
residual self-interference originally caused by wp(k) but is
independent of w (k) [30].

If CSI anywhere is known everywhere, the achievable secrecy
rate of the above system is known [32] to be

Rs = (Rap — Rap)™" (6)

where R 4p is the rate from Alice to Bob and R 4 is the rate
from Alice to Eve. Namely,

Rap =log|I+ C5'HV,Q, VIHY|, (7
Rap =log|I+aC;'A;Q,.AY, )
where

P, pPp
Cp=1 L _HV,VIHT + = Z2GGH 9
p=I+ Na_rVaVe + No O

aP, bPg

Cp=1I " _A,AM + ZZBBY. 10
E + NA S 2439 + NB ( )
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Note that since HV; = U;3; and HV, = Uy 3, are orthog-
onal to each other where U; and Us are the partitions of U
similar to those of V, and 3; and X, are the corresponding
diagonal partitions of X, a sufficient statistics of s(k) at Bob
is U{IyB(k) = Els(k) + \/ﬁUlGV_VB(k) + UlnB(k:) which
shows that the artificial noise from Alice does not affect Bob.
Consequently, an equivalent form of R4 is

Rap =log|I, + Cé%llerzl‘v (11)
where
P,
Cp. =1, + 22U GG U,. (12)
Np

However, the expression shown in (7) is needed later due to its
direct connection to H and G.

If we optimize P,,, Pg and Q,- to maximize the above Rg, the
solution would be a function of Eve’s CSI. This does not appear
to be useful in practice.

If Eve’s CSI is unknown to Alice but the statistics of Eve’s
CSlIis known to Alice, then we can consider the ergodic secrecy:

Rs = (én.c[RaB) — EaB[Rar])T (13)

which is achievable via coding over many CSI coherence pe-
riods. Closed form expression of each of the two terms in the
above can be obtained using ideas in [33] and [34]. But if we
use Rg as objective to optimize P,, Pgp and Q,, the solution
would be independent of the CSI between Alice and Bob, and
such a solution is not very useful either.

Because of the above reasons, we will consider the worst case
of R ag. The worst case is such that Eve is located at the most
harmful location and has a large number of antennas.

It is shown in our earlier work [35] that the most harmful
position of Eve is at z* = —0.5 — A and y* = 0. From now on,
we will refer to a and b as corresponding to the position (z*, y*).
In all simulations, we will use A = 0.1 unless mentioned
otherwise.

Given a large number of antennas at Eve, we can use large
matrix theory to obtain a closed-form expression of R 4p that
is no longer dependent on instantaneous CSI at Eve, which is
shown next. We can rewrite (8) as follows:

Rap =log |1+ 330335 —log 1+ J,0,3| (14
where J5 = ﬁ[Al,Ag,B], J, = ﬁ[AQ,B], and
_ . abP, bPp
83 - NE dlag |:an1 NA — T]'NA*’N ]VB]-NB:| 5 (15)
= . Can bPB
@4:NE dlag |:N TlNAT7]\/B1NB:| (]6)

where q, is the vector containing the diagonal elements of the
diagonal matrix Q, (assuming that Alice does not know Bob’s
self-interference channel). Note that the J matrices consist of
i.i.d. random variables and the © matrices are diagonal. (The
numbering of 3 and 4 used here is because of the numbering
later.)

Lemma 1: Let J be an N x K matrix whose entries are
ii.d. complex random variables with variance %, and O be a
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Fig. 2.  Comparison of the exact random realizations of
totic result (the red/solid curve).

R L.
]\‘,“EE with its asymp-

diagonal deterministic matrix. Based on Theorem (2.39) of [36],
as N, K — oo with % — 3, we have

%log\I—i—J@JIﬂ “ 0 (3,0,n), (17)

where
Q(B,0,n) £ BVe (1) —log(n) + (n—1)log(e), (18)
v@(>é—210g (1+10;,). (19)

j=1
Here, ©; ; is the jth diagonal element of the diagonal matrix

©, Le is the number of diagonal elements of ®, and n > 0 is
the solution to the equation

Le
B 0,
1—p="" ’ (20)
Le ; 1+n0; ;
Proof: The proof is given in Appendix A. |

Using the lemma, it follows from (14) that for large Ny,
Rag

Le, B Le, B
~ Zl log (1+1755 (©3),,) - Zl log (1+ 114 (©4), )
j= j=

+ Nglog (Zi) + Ng (73 — 74) log(e)

£ Rag 21

where for ¢ = 3,4, 7; is the solution of 7 to (20) with § = Bi
and © = ©,. Here, 33 = % and B4 = M . Note
that the right side of (20) is a monotonic function of n > 0 and
hence a unique solution of 0 <7 <1 can be easily found by
bisection search.

It is useful to note that the asymptotic form R 45 is a good
approximation of the exact form R4p as long as N is large
regardless of N4 and Np. Shown in Fig. 2 is a comparison of
the exact random realizations of RN—AEE from (8) with its asymp-

totic result RAE from (21) where Ny = 2N =8, r = Np,

Q, = 6 I P P, P2A Note that 100 realizations of %“E

correspondmg to 100 random realizations of Eve’s CSI for each
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value of P4 are shown. We see that as N increases (beyond 8),
73\[# becomes a good approximation of %.
B E

B. Power Optimization and Maximum Tolerable Number of
Antennas on Eve

With (Rap — Rag)™ as the objective function, we can now
develop an optimization algorithm to optimize the power distri-
bution. Note that since the CSI required for R 45 is known to
Alice and Bob, we do not need to replace R 4 p by its asymptotic
form.

Specifically, we can use this cost function g(x;.)
Rap where x, = [q, P,, Pg|"
following problem:

£ Rap —
. Then, we need to solve the

minmin ¢ (x;)
T

X,
T
> an(i)
1=1

q-(i) >0, Vi=1,.
P, >0
0< Pp < PR~

P < Pmax

(22)

Here the optimization of r is simple, which can be done via
sequential search. For a given r, the above problem is not convex.
Although the constraints are convex, the cost g(x,.) is not. To
see this, let us rewrite this function as follows:

g(x,) =—log |Cp + HV,Q, VIHH| + log|Cp|

Zlog(umeg ) - Zlog(1+n4(@4))

+ Nglog (173) + Ng (773 — 712) log(e). (23)

The non-convex parts of g(x,) are log |Cp| and Z 2 log(1 +
715(®3);,;), which are concave functions of x,.. These two terms
can be replaced by their upper bounds based on the first-order
Taylor-series expansion around the solution of the previous
iteration. Also, the dependence of g(x,.) on 7j3 and 7, can be
resolved by choosing the values of 73 and 74 as follows:

__ Le, _
1—qt = Bi (©i);,

7 _ =~ ?
Lo, ‘= 1+171(©));;

i=3,4. (24

where ¢ denotes the ¢th iteration. In other words, at iteration ¢,
the following convex problem is solved:

x!Th = argmin = A (x,.)

Z%
qr()>0 Vi=1,.
P,>0
0< Pg<

+ P < Pmax

Pmax (25)
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Algorithm 1: Algorithm for Power Optimization.

Choose proper e, 773, 7}, and set g™ = 0.
forr=1: N4y do
Initialize x,. satisfying the constraints.
Sett = 0.

while w > edo

\
Solve (25) to get xiFL.

Update 73, 7j4 by solving (24) using x. 1.
t=1t+ 1.
end while
if g(xL) < g"“n then
g = gl
xin
end if
end for
Return x™i,

where

ht (XT) = _log |CB + HVlQTV{IHH|

~t (@ T
_ Z log (1 + 7k (@4)j7],) + (%0 = x1) T Ve, f et
j=1
(26)
and f'(x,) =1log|Cp| + Z 2 log(1 + 75(©3),,,). All con-

stant terms in (23) are omltted in (26) as they do not affect the
optimization.

Algorithm 1 details the proposed procedure for the power
optimization. It is worth mentioning that a different optimization
approach was explored in our previous work [35], where a
stochastic optimization approach was applied to the objective
function Rap — E[Rag]. These two approaches more or less
give the same results, but Algorithm 1 in this paper has a
significantly lower complexity. To illustrate a performance gain
of the optimized powers over non-optimal powers, we will not
repeat similar figures as available in [35]. But next we consider
the maximum tolerable number of antennas on Eve, which can
be defined in several ways. One is

Ng 2 maxNg, s.t. Rag — Rag > 0. (27)

which however depends on instantaneous CSI everywhere. An-
other is

NEémaxNE, st. Rap — Rag > 0. (28)

where R 4p and R 4 are Elsymptotic forms of R4p and Rag
respectively. Obviously, Ng is a function of x,. The third
definition is

I +
_ 1
ngt £ max Ng, s.t. (L Z(Rj’f};l — RZ%J)) > 0.
(29)
where R% é , — RY, é ,isavalue of Ryp — R apg corresponding
to a random realization of H and G and the corresponding

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 67, NO. 23, DECEMBER 1, 2019

optimal x,. and r, and L is the total number of realizations of H
and G for each Ng.

To obtain Ny in (28), we will let Ny > Np, r = N and
Q. = f\;; 1. Hence, range(Vs) is the null-space of H. As a

consequence, HV,Q, VI H = ]%HHH , and (7) becomes

Rap =

log [T + 7GGH

pPp H
I+ —GG
Np + Np ‘

= log |I +J1@1Jf[’ — log |I +J2@2J£I’

Py HHH‘ —log

(30)

where J; = ﬁ[H, G|, J, = ﬁG, ®, = pPglI, and
©, = diag([Ps lNA,pPBlNB]) Applying the lemma to (30)
yields that for 5; = + E o = 1and alarge Np,

Rap

NB ~ 9(613917771) -

Q (627 927772)

1+mpPp

= — 1) log(1 +mPs) +lo
(B1 ) log( mPs) g1+772pPB

+log (’”) T (11— m2) log(e)
un
é 7?/AB
Np

where 7); is the solution of 7 to (20) with 8 = 8 and ® = O,
which reduces to

@3

—1)mP;s P,
Loy = (81— Dm mpePs (32)
L+mPs L+ mpPp
and 7» is the solution to
n20Pp
1—ng=—"""2— 33
P T mpPs ©9)
or equivalently 7, = Y 124;1}3]; yitapPs-1

Also withr = N and Q, = N—;I, R ag in (21) reduces to

Rup

NE ~ (ﬁda 937773) -

Q (543 947 774)

o o CLPS"]S
= (B3 — B4) log (1 N 54)

o B3 — B4+ bPpns
B3 — B4+ bPpny

284 — B3 + aPpn3
264 — B3+ aPpm

+ log (;’;‘) + (13 — 1) log(e)

+ (B3 — B4)lo

+ (284 — P3)log

s Rag
L 34
N, (34)
where
aPs aPy, bPp
@3—NEdlag (|:N 1NB7W1NA NB,]VB]-NB:|)u
(35
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and

abP,,

bP,
13\~ leNBD . (36)

also B3 = X A+N B By = 2 , 113 is the solution to

1— g = al:)sni‘) aPn”]3
1+aPs773ﬁ3E54 1+aPn7732g41,B3
bPpns3
—_—, (37)
and 7 is the solution to
aPn774
1- N4 = 1
1+ aPumazg =,
bPpny (38)

1+ bPB77453£54 '

Fig. 3 shows N versus N4 and Ny versus Na where
Ppax = pmax — 30 dB and Ng = 2Np (B = 3). For Ng,
we alsochose Py, = P, = P2—A and P4 = Pp. We see that ngt
is consistently larger than Ng. And the gap between the two is
due to the power optimization.

During simulation, we also observed that the optimal P
is often distributed approximately equally between different
streams, and that if Ng gets larger, the optimization favors
smaller Pg and smaller r (the latter of which is consistent
with a result in [37] which does not use full-duplex jamming
at Bob).

With the same parameters as in Fig. 3, Fig. 4 illustrates a
convergence property of Algorithm 1 where the mean num-
ber of iterations needed for convergence versus N4 is shown.
Also shown in Fig. 4 is the 95% confidence interval of the
number of iterations needed for convergence versus IN4. We
used 100 random realizations of the channels for each value
of N 4. The threshold € used for convergence was chosen to
be 0.01.

C. When the Number of Antennas on Eve is Very Large

We now consider the case where Ng > N4 > Ng,r = Np
and Q, = ﬁ; I. It follows that f3 < 1 and 34 < 1. Hence,
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Fig. 4. 95% confidence interval of the number of iterations needed for con-
vergence of Algorithm 1 vs. N 4. The dark line is the mean of the number of
iterations.

(37) implies 1 — n3 =~ fB3 and (38) implies 1 — 1y =~ (4. Fur-
thermore, referring to the terms in (34), we have

. aPsng

1 N — 1 1+
Nl ©(Bs = B1) Og( B3 —54)

NgalP.
:NBlOg<1+ B4 8)7 (39)
Np
53 — B4+ bPpns3

li N, — o
Nooe B(fs = fu)lo 53 — B4+ bPpny

= Nplogl =0, (40)

284 — B3 + aPpn3

li Ng(2 1
Nt £ (261 = fs) log 284 — B3+ aPpny

= (N4g — Np)logl =0, 41

T4
lim Ng (log () + (13 — na) 108;(6))
Ng—oo 3
1 —
= hm Ng | log B + (B4 — B3)loge
Ng—oo 1—- 63
Np
= lim Ngl — Nl
N;gloo E og< NE—(NA+NB)) pose
Np
= lim N loge — Npl
Vel NN~ (Na 1 Np) 08C T plose
0 “2)

The above equations imply that all terms, except the first, in
R ag from (34) converge to zero. Therefore,

NgaP,
lim Rsp = lim Rap = Nplog (1 4 Ed ) 2 Ryg
Ng—oo Ng—o0 NB

(43)
which is independent of P, and Pp (and hence the optimal
P,, and Pp are now zero). This result implies that if Eve has
an unlimited number of antennas then the jamming noise from
either Alice or Bob has virtually no impact on Eve’s capacity
to receive the information from Alice. Furthermore, we see that
R 4 g increases without upper bound as N increases while R 4
stays independent of Ng (for large Ng).
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Fig. 5. The convergence of Rag to R, .

Fig. 5 compares R , from (42) with R o from (34) where
Ny =2Npg =8 and P4 = Pg = 2P, = 2P,,. We see that the
two results are very close when Np > 40.

III. ANALYSIS OF ANECE

A key observation from the previous section is that if Eve
knows its CSI and the number of antennas on Eve is large,
then neither the artificial noise from multi-antenna Alice nor the
full-duplex jamming from multi-antenna Bob can rescue Alice
and Bob from being totally exposed to Eve. (This observation is
an extension of a previous observation for single-antenna users
shown in [30].) To handle Eve with large number of anten-
nas, there is a two-phase method involving anti-eavesdropping
channel estimation (ANECE) proposed in [30]: in phase 1 the
users conduct ANECE which allows users to obtain their CSI
but denies Eve the same ability; and in phase 2 the users
transmit information to each other with Eve not knowing its
CSI. Both phases are within a common coherence period. While
the earlier work has shown promising properties of ANECE,
the understanding of ANECE is still incomplete. In this section,
we show two new analyses of the secrecy rate of a two-user
MIMOME network assisted by ANECE.

To simplify the problem, we do not consider the artificial noise
from either Alice or Bob. The first analysis assumes a (globally
known) statistical model for all CSI in the network. And the
analysis is based on ideal full-duplex devices where there is
no self-interference. When a result of this analysis is applied
to practice, one must restrict the application to situations where
the residual self-interference is negligible. Typically, the residual
self-interference is proportional to the transmitted power which
increases with the distance between devices. So, a situation
where the residual self-interference is negligible corresponds
generally to a short-range communication. The second analysis
assumes that Eve does not know the statistical distribution of its
CSIbutrather assumes that Eve is able to perform blind detection
of the information from Alice. These two analyses constitute an
important new understanding of ANECE, which is not available
elsewhere.

A theory where Eve knows the statistical distribution of its CSI
can be applicable to situations where Eve’s CSI is statistically
stationary and experiences many cycles of coherence periods in
a time window of interest. A theory where Eve does not know
its CSI distribution can be applicable to situations where Eve’s
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CSI is statistically un-stationary in a time window of interest.
Both assumptions have their own merits.

A. Eve Uses a Statistical Model of Its CSI

Consider a block Rayleigh fading channel for which Alice
and Bob first conduct ANECE by transmitting their pilot signals
pa(k) and pp(k) concurrently (in full-duplex mode) where
k=1,..., Ky (K is the length of the pilot), and then transmit
information to each other (over K5 samples). For information
transmission, we will consider a one-way transmission and a
two-way transmission separately.

1) Channel Estimation: Define P; = [pi(1),...,p:(K1)]
where 7 = A, B. then the corresponding signals received by
Alice, Bob and Eve can be expressed as

Yio=H"Pz+Ny4 (44a)
Yz =HP,4 +Njp (44b)
Yr = VaAP, + VIBPp + N (440)

where H is the reciprocal channel matrix between Alice and
Bob, and all the noise matrices consist of i.i.d. CA'(0, 1). Here,
the self-interferences at Alice and Bob are assumed to be
negligible.

It is known and easy to show that for the best performance
of the maximum likelihood (ML) estimation (or the MMSE
estimation as shown later) of H by Bob, P 4 should be such
that P,PY = £eLaTy . Similarly, P should be such that
PpPf = Bleqy, .

In the following analysis, we assume that H, A and B all
consist of i.i.d. CN(0,1) elements (from one coherence block
to another). This statistical model along with the large-scale
fading factors a and b is assumed to be known to everyone.

Without loss of generality, let Ny > Np. Without affecting
the channel estimation performance at Alice and Bob, but max-
imizing the difficulty of channel estimation for Eve, we let the
row span of P g be part of the row span of P 4. More specifically,
K]{/i}:A[INAaONAx(Kl—NA)]I‘ and PB =

1/%[INB,ONBX(K1,NB)]F where T' can be any K; x K;
unitary matrix. In this way, any estimates of A and B by Eve,
denoted by A and B, are ambiguous in that [\/aA, v/bB] can be
added to ®[C 4, Cp] without affecting Eve’s observation Y g
where ® € CNE*N5 jgarbitrary and [C 4, Cp][PL, PEL]T = 0.

Let h=wec(H), a=wec(A), b=wvec(B), ya=
vee(Y%), yp=vwec(Yp), ns=vec(NL) and np=
vec(Np). Note vec(XYZ) = (Z" @ X)vec(Y). Then (44)
becomes

we can write P4 =

ya= Iy, ®PL)h +ny (45a)
y = (P4 ®Iy,)h+np (45b)
yve = Va(Ph @Iy,)a+ Vh(PL @Iy, )b+np. (45

It is known that the minimum-mean-squared-error (MMSE)
estimate of a vector x from another vector y is X =
K, yK; 'y with Ky y = E{xy"} and Ky = E{yy"}. And
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the error Ax = x — X has the covariance matrix Kay, = Ky —
Kxy Ky 1K£ v

Let h 4 be the MMSE estimate of h by Alice, and
Ahy =h— h 4 be its error. Similar notations are defined
for Bob and Eve. It is easy to show that the covariance matrices
of the errors of these estimates are, respectively, Kan, =

2 2
UAINANB7 KAhB = UBINANB’ KAa - UEAINANE
_ 2 2
and  Kab =0pplngn,  where 0% = iy
02— 1 g2 bK1Pp/Np+1 and
B~ 17K, PA/Na° EA ™ (aK1Pa/NaA+bK,Pp/Np)+1
0_2 _ G.K1PA/NA+1
EB ™ (aK1Pa/Na+bK1Pp/Np)+1"

2) One-Way Information Transmission: Now assume that
following the pilots (over K samples) transmitted by Alice and
Bob in full-duplex mode, Alice transmits information (over K5
samples) to Bob in half-duplex mode. Namely, while the first
phase is in full-duplex, the second phase is in half-duplex. In the
second phase, Bob and Eve receive

Yz =HS,4 +Np
Yy =+VaAS, +Ng

where S4 = [sa(1),...,
forms of the above are

(40)

sA(K>)]. The corresponding vector

(47a)
(47b)

v = Ik, ®H)S4 +np
vE = Va(lg, @ A)ss +ng

where S4 = vec(S 4) (which is assumed to be independent of
all channel parameters). Then an achievable secrecy rate in
bits/s/Hz in phase 2 from Alice to Bob (conditional on the
MMSE channel estimation in phase 1) is

1 ~ N
Rone = E(I(EAQYBHIB) —I(sa:ypla)” (48)
To analyze R,ne, we now assume P4 = Pp = P (which

holds for both phases 1 and 2) and that s 4 (k) are i.i.d. with
CN(0, %INA). Wealsouse Hp = ivec(hp) € CN5*Na (je.,
hp = U@C(I:IB)).

We will next derive lower and upper bounds on R .. To do
that, we need to obtain lower and upper bounds on I (5 4; y g|hz)
and those on I(S4;yg|a).

First, we have

I(54;y5|hp) = h(salhp) —
= h(sa) —

h(§A|va ﬁB)

h(salys,hp). (49)
It is known that h(54) = log[(me)NVaK2 |JI\%I]\;AK2 []. It is also
known [38] that for a random vector s € C**! and another
random vector w, h(s|w) < log[(me)"|Kgw|] where Ky
=K — Ksw(Kw) 'Ksw which is the covariance matrix
of the MMSE estimation of s from w. Note that yp =
(Ix, ® Hp)ss + (Ix, ® AHp)S4 +np. Then conditional
on H B (which is independent of 54), the covariance matrix

of the MMSE estimate of 54 from yp is KsA\yB —

2 N PN
ANk, — ]%(IKQ ® HE) (1A (Ix, ® HpHE) + Kp +
INBK2)71(1K2 ®HB}Z where Kp = g{(IKQ ®AHB)§A§§
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I, + BA| where 74 and rp are the numbers of rows of
A and B respectlvely, one can verify that log|K

= NaKslog £4 + log | Kp + In,k,| —
HBHB) +Kp +INBK2| = NAKglog—
Pallla__ fpAH|. Applying the above results to (49)

SA\.YB7hB|
2 Ik, ®
- K2 10g |INB

log |

I+ 1+K1PA/NA

yields
I(534;y5/hp)
Pa
> log J\TAINAKz —E{log Ky, 1y, i 1}
Ps/N Ao
I+K1Pa/Na
éRé. (50)

To derive an upper bound on I(54;y|hg), we now write
I(sa;yslhp) = h(ys|hs) -

h(yglhp) < E{log[(re)No 2| L2 (T, © HpHY) +
Kp + INBK2|]} = KgE{log[(we)NB\ (HBHH) (1 +
Ay ) Ins (]}, and h(yBIhB,SA) = E{log|(me) VoK
[T my (S48 ® Ing) + Inp i 1} = Npé{log[(me) 2|
Trrpns (8484) + I ]}, Note that conditional on hp
and s 4 the covariance matrix of yp is invariant to hg. Now
define

hys|hp,54). (51)

Here,

N
?AS£SA7 Ky < Ny

M, = N“‘ (52)
—ASAS Ky > Na

which is a full rank matrix for any N4 and K, and a self-
product of ];—:“SA with i.i.d. CA(0,1) entries. Also define
ta =min{N4, K} and r4 = max{Ny4, Ky}. It follows that

(as part of h(yp|hp,54))
1
log | ———— (ST'S* I
5{0g 1+K1PA/NA( AS3) + K?}
Pa/Na

= 1 _—
g{og‘1+K1PA/NA }

1

Pa/Na =

> 148 Jlog [ 1+ |— A4 g
Ag{0g<+‘1+K1PA/NA 4 )}

MA+ItA

(53a)

Pa/N4 1
=14E<1 1+ — —In|M
4 {Og< +1+K1PA/NAeXp<tA | A'))}
Pa/N4 1
>talog (14 ——AA4 —&{In|M
> tatog (14 A0 e (e uina) ) )
(53b)
Pa/Na 1 e
=tplog |1+ —F"F——exp| — - —7
1+K1PA/NA ta i wrt k
(53¢)
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where (53a) is due to the matrix Minkowskis inequality |X +
YY" > | XY™ YY" where X and Y are n x n positive
definite matrices [39], (53b) is due to the Jensen’s inequality
and that log(1 + ae”) is a convex function of x when a > 0,
and (53c¢) is based on [40, Th. 1] where 7 =2 0.57721566 is
Euler’s constant. Defining e4 = exp(-- i Zzi A =)
and applying the above results since (51), we have from (51)

that

I(§A;YB|BB)
Pa/N,HpHE
INB+—A/ A Pf B
1+K1PA/NA

P Kz
A
(1*'1+K1Fu/NA)

ta
Pa/N
(1*'1+AfPu7NAeA)

< K€ {log

+ Nplog

£ R} (54)
From (50) and (54) we see that t}}e difference between the upper
and lower bounds on (5 4;yg|hpg) is the second term in (54).
To consider I(S4;yg|a) in (48), welet A = jvec(a). Similar
to the discussions leading to (50) and (54), one can verify that

_ . Py/NAAAT || ,
I(S4: > KyE{ log |1 ———— | =R
(sa;yEla) > Ky {og Np T 1+PAU2EA E
(55)
and
I(sa;yEla)
1+ Paog )™
SRE+NE10g< B+ Pacpa) m) (56)
(1+ (Pac%4/Na)ea)
£ RE
When P4 = Pg = P — oo, we have U%é %Atmgvf@m,
op =0, Elaa) — yiyy  and  E{hpihy,} = 1
From [41, Th. 2], we know that E{log|L, + ZXX" |} —

min(r, t) log P 4 o(log P) as P — oo where the entries of
X € C™*t are i.i.d. CN(0, 1). Therefore, from (50) and (54),

lim Rg im RJF = Komin{Na, Np} (57)
PooccologP  PoccologP 2 B
And from (55) and (56), we have
. E
i o o
and
RE 0, Ky < Na
lim (59)
P%oologp NE(KQ—NA), Ky > Ny
Combining (57), (58) and (59) and using R}, & = [72+ —
Rpl™ and R, = &=[Rp —RET (e, R, < Rone <
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RZ..), we have
1' Rg'ILP
P— log P
min{Na, Np}, Ko < Ny
= . Ng *
mln{NA,NB}—F(KQ—NA) , Ko > Ny
(60)
and
ine :
A @ = min{N4, Np}. (61)

Note that limp_, E‘é"lg is called the secure degrees of free-
dom of the one-way information transmission. From (60) and
(61), we see that when Ky < N4, we have limp_, Eg}; =
min{N4, Ng} which equals the degrees of freedom of the
main channel capacity from Alice to Bob. This supports and
complements a conclusion from [30] where the analysis did not
use the complete statistical model of H, A and B. We also see
from (60) that if Ko > N4, the above lower bound on secure
degrees of freedom decreases linearly as /N increases.

3) Two-Way Information Transmission: Now we consider
a two-way (full-duplex) communication in the second phase
where the signals received by Alice, Bob and Eve in a coherence

period are

Y, =H"Ss + N,
Yz =HS,+Np

Yy = VaASs + ViBSp + Ng (62)
where S4 = [sa(1),...,54(K>)] and s4(t) ~ CN(0, £21).
Similarly  Sp = [sp(1),...,s5(K3)] and  sp(t) ~

CN(0, %I). Note that all information symbols from Alice and
Bob are i.i.d. The vectorized forms of (62) are

ya= g, @H)Sp +ny
v = (Ix, ®H)S4s +np

vE = Va(lg, ® A)ss +Vb(Ix, ®B)sg +ng  (63)

where both s 4 and s are assumed to be independent of all chan-
nel parameters. Conditional on the MMSE channel estimation
in phase 1, an achievable secrecy rate in phase 2 by the two-way
wiretap channel is (e.g., see [42]):

1 B N _ ~
Riwo = E(I(SB;YA\hA) +I(8a;y5|hB)

- o A T
—I(sa,8B;y5la,b)) (64)
The following analysis is similar to the previous section, for
which we will only provide the key steps and results.

From (50) and (54), we already know a pair of lower and upper
bounds on I(s4;yp|hp). To show a similar pair of lower and

upper bounds on I(Sp;yalha), we let Hy = ivec(hy). One

Authorized licensed use limited to: Univ of Calif Riverside. Downloaded on April 16,2020 at 16:44:24 UTC from |IEEE Xplore. Restrictions apply.



SOHRABI et al.: SECRECY ANALYSES OF A FULL-DUPLEX MIMOME NETWORK

can verify that

I(8p;yalha)
Pp/N PR
> K>E {log In, + B/ﬂ”f; HIH, } 2R,
1+0‘2T1PB/NB
(65)
and

P Kz
(1 + 1+K11§B/NB>

I(8p;yalha) <R, + Nalog

tp
Pp/N
(1 + 1+KE13PBJ/BNB eB)
£RE (66)
where ep = exp(7 ZtB ZB? +—7), tp=min{Ng,

Ky} andrpg = mafoB, KQ}
For I(Sa,Sp;yrla, b), we use B = jvec(b) (similar to

A). One can verify that KyE‘é}B:%(IK2®AAH)+
%(I}Q ®BBH) +Kpga+Kep +1In,x, where Kpa =
g{(IK2 ® AA)SASA (IK2 ® AA)H} = UEAPAINEKQ and
KEBzg{(IK2®AB)SBSB(IK ®AB)H} GEBPBINEKz'
Also note that yr = (ST ® Iy, )hpa + (S ®@ In, ) hep +
ng. Then,

I(84,5p;y5/a,b)

< E{log[(me) N7 K, . 51} — h(ysla, b,54,55)

= &{log [K,, s 5|} — E{log |oF4(ShS) © Ln,,)

+0%5(SE

h(yxla,b,54,55)

*B ® INE) + INEK2|}

= Ky& {log + (1+ Paocgy

Piiing Peaay
“AAAY 2 BB
Na TN,

|

— Np&{log |0 4S4SH + 05SESE + Ik, [} (67)
Define  Sap = [S%,S%) € (C{QX(NA+NB) where
Sa=4~S4+ and Sp=4ESp.  Define T=

diag{o} s ¥ In ., 0% 521N, b Then we can rewrite the last
term from (67) as E{log 0% ,STS% + 0% 5SESY +1k,|} =
E{log |1k, + SABTSEB‘}-

For Ky < N4 + Npg, we have

E{log |1k, + SasTSH,[}

> K& {log (1 + |SABTSZB|K%>}

1
= K& {log (1 + exp (K2 In SABTSfBO) }
1
> K»& {log (1 + exp <K_21DO'EHI~1{HQ|SABSIA{B|>>}

> Ko log (1 + UrgnineEl) (68)
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— 7). The sec-
see [43,

where ep; = exp(KL2 2521 NatNe = %
ond inequality in (68) is from the fact (e.g.,
Th. 3]) that |SABTS 5l > 025218 4 pSH | where o2, =
min{o?, , L4 NS U%BN }. Similarly, for Ky > N4 + Np, we
have

E{log|T+S4sTSH5}
= E{log|T + TS ;S 45|}

> (Na+ N)€& { log (1 + \T|NA}fNB

1
| H
X exp (NA+NB n|SABSAB|))}

> (Na+ Np)log (1+ T "5 aep)  (69)

where epo = exp(N NG NA+NB ZK2 - l — ) There-
fore, using (68) and (69) we have from (67) that

}

>7K2<NA+NB

I(Sa.85;yEla,b)
TAAAT + Z2BBY

+1
1—|—PA0'EA+PBO'EB

< K€ {log

1+ PAU%A + Ppogp
1+ Umln El

KQNE log (

(14 Pao, + pngB)KQ\

T NAiNG , Ko >Njy+ Np
<1+ |T|~a+~5 €E2) )

Nglog

£RE, (70)
I(s4,8B:yE|a, B) >

+I} £ R+

One also
H+ PB BBH

K25{10g‘ 1+PAO'EA+PBO'
first term in (70).

When Py = Pp =P — 00, we have 0%, = -xiw
aNp 0'2B — 0, S{dldf} —

aNp+bNa’

ol E{bibi} — m Efhailiy ;b — 1,

Ehp,ih =1, — Pmin{ %2, 562

[T 575 = P((5ha)V4 (Fm)Ne) !/ (NVaeNe),
Then, similar to (57), we have

- +
lim Ra =1 Ra
PoxlogP

can verify

which is the

bN A

Ji — 0,
bN 4

2
opp —

and

IIlll’l

= Komin{N4, Np} (71)

im
P—oo log P
One can also verify that

lim RE’t =
P—oo log P

(72)

and
Ky < N4y + Np

Ky > Njs+ Np

(73)
(71), (72) and (73), and using
~Rp )t and Ry, & E[R,+

two

+
REt

0,
im =
P—oo log P Ng(Ky— Ny — Np),

Now applying (57),
Rivo = 75 [RA+ RS

two
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Rg — RJEC’t]Jr as upper and lower bounds on R,,,, we have

A o B
2min{N4, Nz}, K2 < Na+ Np
= (Qmin{NA,NB} — %(KQ — N — NB))+, (74)
Ky > Ny + Np

and
lim wao =2min{N4, Np} (75)
P—oo log P

We see that if Ky < Nyu+ Np, limp, ﬁfgw;, =

2min{N4, Ng} which equals the degrees of freedom of
the full-duplex channel between Alice and Bob. And if
K5 > N4+ Np, the above lower bound on limp .., Etg“’]g
decreases linearly as N increases. We see an advantage of
two-way information transmission over one-way information

transmission.

B. Eve Uses Blind Detection With Zero Knowledge of Its CSI

Now we reconsider the case of one-way information trans-
mission from Alice to Bob in the second phase but assume that
Eve performs a blind detection of the information transmitted
from Alice. For the blind detection shown next, we also assume
that K5 > N4 and Eve’s knowledge of its CSI matrix \/aA €
CNexKz jg zero. (The two-way information transmission be-
tween Alice and Bob in either half-duplex or ideal full-duplex
can be treated similarly. For the case of Ko < Nj4, Eve cannot
receive any information from the users due to its unknown CSI.)

The signal received by Eve during information transmission
from Alice over K, sampling intervals is

Y =+VaAS4 + Ng (76)

where the elements in S, € CV4*%2 are assumed to be inde-
pendently chosen from a known constellation Sy with size N.
Assume that Eve performs the blind detection as follows:

(5.4)-

Given any S, the optimal \/aA is Y zS? (SS”)~!. Then, the
above problem reduces to the following (an issue of uniqueness
will be addressed later)

argmin IYe — VaAS|%4. (77)

SesNA K2 JaAeCNExK2

S = argmin |Yg —YgSY (S87) 7' 8|2,
Sesha iz

(78)

or equivalently S = argmaxg (N4« f(S), where f(s) =
N

Tr(SH (SSH)~1SZ), s = vec(S) and Z = Y2 Y . The above
problem is computationally expensive. But we assume that Eve
is able to afford it.

Assume that the solution S of the above problem is so close
to the actual information matrix Sy that f(s) can be replaced by
its 2nd-order Taylor’s series expansion (which is conservative
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for Alice and Bob or equivalently optimistic for Eve). Then

§ = vec(S) has the following properties
st(s) |s:§ = 07
Vs f(s)]s=s =0,

where f (s) is the second-order Taylor series expansion [44] of
f(s) around sy = vec(Sy), i.e.,

f(s)=

(79)
(80)

f(80) + V2 [ () |s=s (5 = 80) + V& f (8) |s=s, (s — 80)"
+ % (s —s0) T Hyy (s —s0) + (s — s0) Hyey (s — s0)*
+ (s —so)" Hye (s —s0) + (s —s0)" Hyso (s — so)*} )

81

which involves the Hessian matrices: H,, = %(VS* F)ls=so>
Hs*s == %(vs* f)‘s:so, Hss* == %(vsf)‘S:S()v Hs*s* -
%(Vs f)|s=so- Subject to uniqueness of solution, solving (79)
and (80) results in the following [44]

§—sp= (Hys — HS*SH;STH?%>71 (Hs*sHs_sTst ~ Ve ).
(82)
Furthermore,
Ve f = (z (1 — st (sgH)”! s))T ®(S8")'s,  (83)
st = (st)* ’
H,, = [Z ~zs" (ss) s - s (ss™) ' sz

(84)

+ 8 (s81) ' szst (ssH) ! S}T ® (sst) !
+ (s (ss™) s~ I)T
© SH (8s7) 7' szsH (s87) 7' s,

H,, = [(((SSH)1 sz7) (" (ss") 'S - 1))T
@ (887) 'S+ |(ss) S}T @ ((ss) " sz)
x (87 (ss”)'s—1)|1m

where IT is a permutation matrix with

1L . = {1 -]: ((i_l)modNA)KQ_'_ L(Z_l)/NAJ
" 0 else

(85)

(86)

87

where a 1,04 » denotes the remainder of the division of a by b.
For more details about complex derivatives, please refer to [44].
Because of the blind nature, H, is always rank deficient by
N3. To remove the ambiguity, we can treat the first N4 of the
transmitted vectors from Alice as known, which is equivalent
to removing N2 corresponding rows and N% corresponding
columns from each of H,s and H,-, and removing Ni corre-
sponding elements from each of Vg f and V- f. This results in
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Fig. 6. Eve’s rates vs Ko/N4 for known or unknown CSI at Eve. With
ANECE, Eve does not know its CSI. Otherwise, Eve does.

H,,, H,,, Vsf and Vs f, respectively. Hence the MSE matrix
M of the remaining unknown parameters can be formed as

M=¢|E=s) (=%)"],

(88)

where § — s is the approximation of errors in the vector of all
N4 (K3 — N4) remaining symbols and

s — S0 = (I:Iss - I:IS*SI:IS_L;TI:IgS)71 (I:IS*SI:I;ST?SJC - vS*f)
(89)
Finally, for Ko > N4, Eve’s effective rate (with the information
in the first N4 vectors of s(k) removed) can be approximated
as
1

KQ (log |Q| - IOg |M|) )

(90)
where Q is the covariance matrix of the vector of all remaining
symbols.

To evaluate R(Az)E, one has to specify the actual constellation
Sy of each symbol in S, compute § — s for each actual realiza-
tion of Sy according to (89), and then obtain a sample averaged
version of M in (88). Each of the realizations of Sy should be
coupled with an independent realization of the channel matrix
A and the noise matrix N . With the final sample-averaged
versions of Q and M, R}, in (90) can be obtained.

For the next two plots, we assume that Sy is 4-QAM,3 100
random realizations of Sy, A and Ny are used in computing
Rfj)f. Also, during information transmission from Alice to Bob,
P4 =30dB (and Pg = 0). In this case, due to high power, we
expect the Taylor’s series expansion applied in our derivation is
accurate.

Fig. 6 shows Rf}; versus Ko /N4 where Ny = Np = 4 and
Np = 8. We see that only when K3 becomes much larger than
Na, R(A2])5 approaches R 4 . Note that Rf}a is based on unknown
CSI at Eve and blind detection at Eve while R 4 is based on
the assumption that Eve knows its CSI perfectly.

Fig. 7 shows the averaged secret rate Rg = (E[RaB —

RE42)E])+ versus Np where N4 = Np = 4. (The curves in this
figure were zoomed in for the range of Ng from 4 to 20.

3For higher order constellations, the simulation became too slow and
consuming.
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Fig. 7. RS vs. Ng for known or unknown CSI at Eve. With ANECE, Eve
does not know its CSI. Otherwise, Eve does.

The actually computed points were at Ngp = 4,8,16,32.) In
this case, (E[Rap — Rag|)™ is zero for all values of Ng. But
when Eve is blind to its CSI (caused by ANECE), the secrecy
rates become substantial. In this case, we also see that for given
K5 > N4 the secrecy rate decreases as the number of antennas
on Eve increases.

The above results in this subsection complement the analytical
insights shown in the previous subsection (e.g., see (60)). Due
to different assumptions, we cannot make a precise comparison
between (60) and Figs. 6 and 7 while the general trends predicted
in both cases are somewhat consistent. An additional discussion
of the blind detection where Eve uses a partial knowledge of its
CSI from phase 1 is shown in Appendix B.

IV. CONCLUSION

In this paper, we have investigated the secrecy performance of
a full-duplex MIMOME network in some important scenarios.
In the first part of this paper, we studied how to optimize the
jamming powers from both Alice and Bob when Eve’s CSI is
unknown to Alice and Bob but Eve knows all CSI. To handle
Eve’s CSI being unknown to Alice and Bob, we focused on
Eve at the most harmful location and adopted the large matrix
theory that yields a hardened secret rate for any large number
of antennas on Eve. With the optimized powers, we revealed
a significant improvement in terms of the maximum tolerable
number of antennas on Eve. In the second part of this paper,
we analyzed the full-duplex MIMOME network subject to the
application of anti-eavesdropping channel estimation (ANECE)
in a two-phase scheme. Assuming that a statistical model of CSI
anywhere is known everywhere, we derived lower and upper
bounds on the secure degrees of freedom of the network, which
reveal clearly how the number of antennas on Eve affect these
bounds. In particular, for 1 < Ky < N4 in one-way information
transmission or 1 < Ky < N4 + Np in two-way information
transmission, the lower and upper bounds coincide and equal to
those of the channel capacity between Alice and Bob. Further-
more, assuming that Eve does not have any prior knowledge of
its CSI but uses blind detection in phase 2 of the two-phase
scheme, we provided and illustrated an approximate secrecy
rate for K5 > N4 in one-way information transmission. But the
exact secrecy rate of the full-duplex MIMOME network with
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ANECE for K, larger than the total number of transmitting
antennas still remains elusive. Nevertheless, the contributions
shown in this paper are significant additions to our previous
works shown in [30] and [35], which expands the understanding
of full-duplex radio for wireless network security.

APPENDIX A
PROOF OF LEMMA 1

The following proof is a simple digest from [36] that is
useful to help readers to understand Lemma 1 more easily. The
Shannon transform of the distribution of a random variable X
with parameter -y is defined as

Vx(v) = Ex[log(1 +~vX)], o1

and the n—transform of the distribution of X with parameter ~y
is defined as

nx(v) =Ex [ 92)

1
1+~X |’
where v > 0. The empirical cumulative distribution function
of the eigenvalues of an n X n random non-negative-definite
Hermitian matrix A is defined as

FR@) = > 1{M(A) <o)

i=1

93)

where A1 (A), ..., A\, (A) are the eigenvalues of A, and 1{.} is
the indicator function. When F'} () converges as n — oo, the
corresponding limit is denoted by Fa ().

It is obvious that

3 log(1 +90i(A))

=1

1
—log |IT+ ~vA|
n

/ log(1 + vya)dFy (x), (94)
0
and if n — oo then
1 o0
- log |[I+~vA| — / log(1 + yz)dFa(x) 95)
0

which is the Shannon transform of the eigenvalue distribution
of the matrix A when n is large.

The Shannon transform of the eigenvalue distribution of ®
with parameter 1) is obviously given by (19). And the n-transform
of the eigenvalue distribution of ® with parameter x is obviously
given by

1 & 1
— _ 96
L@ Z 1+ I@jJ ( )

j=1

ne(r) =

From Theorem 2.39 in [36], the n-transform of the eigenvalue
distribution of J®J with parameter ~, denoted by 7 here,
satisfies

p= 17

= -1 97
1 —ne(yn) o7
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Applying (96) to the above equation with v = 1 yields

Le

1-n=p (98)

1 1
1— — - -
ngl—f—n@j’j

j=1

which reduces to (20). Also from Theorem 2.39 in [36], the
Shannon transform of the eigenvalue distribution of JOJ with
parameter v = 1 is

Viesu (1) = BVe(n) —log(n) + (n — 1) log(e)
which is (8, ©®, ) in (18). [ |

99)

APPENDIX B
EVE USES BLIND DETECTION WITH PARTIAL
KNOWLEDGE OF ITs CSI

Now we consider the case where Eve can use its signal in
phase 1 to obtain its CSI up to a subspace ambiguity, i.e., in
the absence of noise, Eve can obtain from Y g as in (44¢) the
following:

A=A+0C, (100)

B=B+0OCp (101)

where [C4, Cp| € CMin{NaNe}x(NatN5) js 3 known matrix
satisfying [C 4, Cg|[P%, PL]T = 0. For convenience and with-
out loss of generality, we assume here a = b = 1.

With one-way information transmission from Alice to Bob in
phase 2, Eve can now perform a constrained blind detection as
follows:

IYr — AS|?

min

(102)
SesiA K2 A|JA=A+©C,

or equivalently

min
Sesha 2 @

IYr — (A -©C4)S|> (103)

For any given S, the solution for ® is

© = — (Y — AS)(C48)"(C4S(Ca8)") " (104)

Then, the problem of (103) reduces to

min |[[(Ye - AS)(Ix, — Pc,s)|? (105)
Ses A2

where P ,s = (C4S)7(C4S(C4S)#)"1C4S. The prob-
lem of (105) is more complex than (78) due to higher order
of the cost function in terms of S. A performance analysis of

(105) can be done in a similar way as for (78) but is omitted.
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