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Abstract—We consider a wireless source localization network
in which a target node emits localization signals that are used by
anchor nodes to estimate the target node position. In addition to
target and anchor nodes, there can also exist eavesdropper nodes
and jammer nodes which aim to estimate the position of the target
node and to degrade the accuracy of localization, respectively.
We first propose the problem of eavesdropper selection with the
goal of optimally placing a given number of eavesdropper nodes
to a subset of possible positions in the network to estimate the
target node position as accurately as possible. As the performance
metric, the Cramér-Rao lower bound (CRLB) related to the
estimation of the target node position by eavesdropper nodes
is derived, and its convexity and monotonicity properties are
investigated. By relaxing the integer constraints, the eavesdropper
selection problem is approximated by a convex optimization
problem and algorithms are proposed for eavesdropper selection.
Moreover, in the presence of parameter uncertainty, a robust
version of the eavesdropper selection problem is developed.
Then, the problem of jammer selection is proposed where the
aim is to optimally place a given number of jammer nodes
to a subset of possible positions for degrading the localization
accuracy of the network as much as possible. A CRLB expression
from the literature is used as the performance metric, and
its concavity and monotonicity properties are derived. Also, a
convex optimization problem and its robust version are derived
after relaxation. Moreover, the joint eavesdropper and jammer
selection problem is proposed with the goal of placing certain
numbers of eavesdropper and jammer nodes to a subset of
possible positions. Simulation results are presented to illustrate
performance of the proposed algorithms.

Index Terms—Localization, eavesdropping, jamming, estima-
tion, secrecy.

I. INTRODUCTION
A. Literature Review

In wireless localization networks, position information is
commonly extracted based on signal exchanges between an-
chor nodes with known positions and target (source) nodes
whose position are to be estimated [2], [3]. Based on the
signaling procedure, wireless localization networks are classi-
fied into two groups as self localization and source (network-
centric) localization networks [2]. In the self localization
scenario, target nodes estimate their positions via signals
transmitted from anchor nodes whereas in source localization
networks, anchor nodes estimate positions of target nodes from
signals emitted by target nodes.

Wireless localization networks can be vulnerable to various
attacks such as eavesdropping, jamming, sybil, and wormhole
attacks [4]-[7]. For example, eavesdropper nodes may listen
to signals transmitted from target nodes and estimate their
positions, which breaches location secrecy [3]], [6]. In wireless
localization networks, location secrecy cannot be guaranteed
via encryption since location related information can be
gathered by eavesdropper nodes by just listening to signal
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exchanges rather than intercepting packets [6]. As another
type of attack, jammer nodes can degrade the localization
accuracy of a network by transmitting jamming signals [[7]].
If jamming levels exceed certain limits, location information
can be useless for specific applications due to its inaccuracy.
In this manuscript, the focus is on eavesdropping and jamming
attacks in wireless source localization networks.

In the literature, there exist only a few studies related to
physical-layer location secrecy or eavesdropping in wireless
localization networks [3l], [6], [8]. In [3]], a location secrecy
metric (LSM) is proposed by considering only the position of
a target node and the measurement model of an eavesdropper
node. The aim of the eavesdropper node is to obtain an
estimate of the target node position based on its measurement
model, where the estimate can be either a point or a set of
points. The definition of the LSM is based on the escaping
probability of the target node from the eavesdropper node, i.e.,
the probability that the position of the target node is not an
element of the set of estimated positions by the eavesdropper
node. In practice, the measurement model of an eavesdropper
node depends on several parameters in addition to the position
of the target node [8]. For example, an eavesdropper node
can extract location information based on signal exchanges
between target and anchor nodes by using time difference
of arrival (TDOA) approaches. In that case, the time offset
becomes another unknown parameter. Hence, the definition of
the LSM is extended in [8] by also taking channel conditions
and time offsets into account. For some specific scenarios,
LSM is calculated and algorithms are proposed to protect
location secrecy by diminishing the estimation capability of
an eavesdropper node [8]. In [6], considering round-trip-
measurements in a network, an eavesdropping model is pre-
sented by using TDOA approaches. Also, power allocation
frameworks for anchor and target nodes are presented to
degrade the estimation performance of an eavesdropper node
while maintaining the localization accuracy of the network [6].

Related to jamming and anti-jamming techniques in wireless
localization networks, a great amount of research has been
conducted in the literature (7], [9]-[22]. Placement of jammer
nodes in wireless localization networks can serve for different
purposes [10]. Namely, the aim of placing jammer nodes can
be either to reduce the localization accuracy of the network
(i.e., adversarial) [[7], [11, [12], [22], [23], or to protect the
network from eavesdropper attacks [9], [T3[-[18]], [20]. In [7],
optimal power allocation schemes are developed for jammer
nodes under peak and total power limits by maximizing the av-
erage or minimum Cramér-Rao lower bounds (CRLBs) in self
localization networks. The same problem is considered in
for source localization networks. In [22]], the average CRLB
of target nodes is maximized while keeping their minimum
CRLB above a certain threshold for self-localization networks.
In [[7, [12], [22], it is assumed that positions and the number
of jammer nodes are fixed. When positions of jammer nodes
can be changed, their optimal placement can be considered for
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achieving the best jamming performance. In [11]], the optimal
jammer placement problem is investigated for wireless self-
localization networks in the presence of constraints on possible
locations of jammer nodes. On the other hand, in [20]], jammer
nodes are placed to reduce the received signal quality of
eavesdropper nodes while not preventing the operation of the
actual network.

Game theoretic approaches are also utilized for determining
jamming strategies [10], [21]. In [10], an attacker tries to
maximize the damage on network activity while the aim of
a defender is to secure a multi-hop multi-channel network.
The action of the attacker is determined by the selection
of jammer node positions and a channel hopping strategy
whereas the action of the defender is based on the channel
hopping strategy. In [21]], two different power control games
between anchor nodes and jammer nodes are formulated for
self-localization networks based on the average CRLB and
the worst-case CRLB criteria. Nash equilibria of the proposed
games are analyzed and it is shown that both games have at
least one pure-strategy Nash equilibrium.

In the literature, eavesdropping and jamming attacks have
not been considered jointly for wireless localization networks.
However, for communications networks, [24]-[26] investigate
effects of jamming and eavesdropping together. In [24], a
secure transmission scheme is proposed for a wiretap channel
when a source communicates with a legitimate unmanned
aerial vehicle (UAV) in the presence of eavesdroppers. Full
duplex active eavesdropping is assumed, i.e., wiretappers can
perform eavesdropping and jamming simultaneously. In [23]],
a multiple-input multiple-output communication system with a
transmitter, a receiver and an adversarial wiretapper is consid-
ered. The wiretapper is able to act as either an eavesdropper or
a jammer. The transmitter makes a decision between allocating
all the power to information signals or broadcasting some
artificial interference signals to jam the wiretapper. A game
theoretic formulation of this problem is also given in [23],
and its Nash equilibria are analyzed. In [26]], the considered
wireless network contains wireless users, relay stations, base
station (BS), and an attacker who has the ability to act as an
eavesdropper and as a jammer. The aim of the attacker is to
degrade the secrecy rate of the network and the transmission
rate of the users. Each user connects to one of the relay stations
so that the amount of potential interference from other users is
reduced and the expected level of security for the transmission
is increased. This problem is formulated as an (/N + 1) person
noncooperative game where N is the number of users and
existence of mixed-strategy Nash equilibria is shown.

B. Contributions

Although a location secrecy metric is developed in [3]], [8]
and the problem of protecting location secrecy is investigated
in [6], there exist no studies that consider the problem of
eavesdropper selection. In the proposed eavesdropper selection
problem, the aim is to optimally place a given number of
eavesdropper nodes to a subset of possible positions such that
the location secrecy of target nodes is reduced as much as pos-
sible. The optimal eavesdropper selection problem is studied
from the perspective of eavesdropper nodes for determining
performance limits of eavesdropping. The CRLB for estima-
tion of target node positions by eavesdroppers is employed as
the performance metric. The eavesdropper selection problem
also carries similarities to the anchor placement problem (e.g.,

[271-129]), in which the aim is to determine the optimal
positions of anchor (reference) nodes for optimizing accuracy
of target localization. While the optimization is performed over
positions of anchor nodes in the anchor placement problem,
the aim is to choose the best positions from a finite set
of possible positions in the eavesdropper selection problem.
(Hence, different theoretical approaches are utilized in this
manuscript.)

In addition, even though jamming and anti-jamming strate-
gies are investigated extensively under various scenarios in
[71, [O1-[22]], there has been no consideration about jammer
selection. In the proposed jammer selection problem, the goal
is to place a given number of jammer nodes to a subset
of possible positions to degrade the localization accuracy of
a wireless network where the CRLB related to estimation
of target node positions by anchor nodes is used as the
performance metric.

Moreover, despite the work in [24]-[26], which consider
both jamming and eavesdropping for wireless communication
networks based on performance metrics such as outage proba-
bility, transmission rate and secrecy rate, the presence of jam-
mer and eavesdropper nodes together has not been investigated
for wireless localization networks. In this manuscript, we focus
on a wireless localization network with multiple eavesdropper
and jammer nodes, and formulate the joint eavesdropper and
jammer selection problem by employing the CRLB as an
estimation theoretic performance metric. The goal is to place
certain numbers of eavesdropper and jammer nodes to a subset
of possible positions in order to degrade the accuracy of the
localization network while keeping the eavesdropping capabil-
ity above a threshold. In particular, eavesdropper nodes aim
to minimize the average CRLB related to their estimation of
target node positions whereas jammer nodes seek to maximize
the average CRLB for estimating target node positions by
anchor nodes via emitting noise signals.

The main contributions of this manuscript can be specified
as follows:

o We formulate the eavesdropper selection, jammer selection,
and joint eavesdropper and jammer selection problems in a
wireless source localization network for the first time in the
literature.

« For the eavesdropper selection problem, a novel CRLB ex-
pression (used as a performance metric for location secrecy)
is derived related to the estimation of target node positions
by eavesdropper nodes (Proposition 1).

o We prove that the CRLB expression derived for the eaves-
dropper selection problem is convex and non-increasing with
respect to the selection vector, which specifies the selection
of positions for placing eavesdropper nodes (Proposition 2
and Lemma 1).

o For the jammer selection problem, we utilize a CRLB
expression from the literature and prove that it is concave
and non-decreasing with respect to the selection vector
(Proposition 3 and Lemma 3).

o« We express the eavesdropper selection, jammer selection,
and joint eavesdropper and jammer selection problems as
convex optimization problems after relaxation.

o We propose algorithms to solve the proposed problems by
considering both perfect and imperfect knowledge of system
parameters, and develop robust approaches in the presence
of imperfect knowledge.

In the conference version of this manuscript [1l], only the



eavesdropper selection problem is considered with shorter
proofs of propositions and without proofs of lemmas. In this
manuscript, the eavesdropper selection problem is investigated
by providing complete proofs for all theoretical results and
performing extensive simulations over a large network. In
addition, the jammer selection and the joint eavesdropper and
jammer selection problems are proposed and analyzed. Al-
though the CRLB expression for the jammer selection problem
is taken from the literature, its concavity and monotonicity
properties are derived for the first time in the literature. Based
on these properties, convexity of a jammer power allocation
problem in the literature is also implied and a robust jammer
selection problem is formulated.

C. Motivation

The investigation of the eavesdropper selection, jammer
selection, and joint eavesdropper and jammer selection prob-
lems is important to identify the adversarial capabilities of
eavesdropper and/or jammer nodes.

As a motivating example of an application scenario for the
eavesdropper selection problem, consider a restricted environ-
ment such as a military facility or a factory (e.g., imagine
an area in Fig. [I] covering blue squares and cross signs). In
this environment, target nodes can represent the personnel or
important equipment, which send signals to anchors nodes so
that their locations can be tracked by the wireless localization
network. A fixed number of eavesdropper nodes can be placed
at some of feasible locations outside the restricted environment
(red triangles in Fig. [I), e.g., under some camouflage. The
aim of eavesdropper nodes is to gather accurate location
information about target nodes (i.e., personnel or equipment)
for leaking critical information. To this aim, they need to
be placed at optimal locations among the feasible locations,
leading to the proposed eavesdropper selection problem.

Considering the same setting, jammer nodes can be placed
at some of feasible locations for the purpose of reducing
the accuracy of the localization network so that the network
will not be able to track critical equipment or personnel with
sufficient localization accuracy. This scenario can also be
encountered in a battle-field in order to disrupt the localization
capability of an enemy network. Similarly, the joint eavesdrop-
per and jammer selection problem can be considered for both
gathering location information about target nodes and reducing
the accuracy of the localization network.

D. Notation

Throughout the manuscript, X > Y denotes that X —Y
is a positive semi-definite matrix, x > y means that z; >
y; for all i« = 1,2,...,n, where x = [z x2...2,]T and
Y =1[y1 y2...yn]T, and tr{-} represents the trace of a square
matrix. Also, the following definitions are used: (i) Let f(-) be
a real-valued function of z € R™. f(z) being non-increasing
in z means that if z and w satisfy z = w, f(z) < f(w)
holds. (i7) Let g(-) be a real-valued of function of X € S”,
where S is the set of positive semi-definite matrices in R™*".
Then, g(X) being non-increasing in X means that if X and
Y satisfy X =Y, g(X) < ¢g(Y) holds.

II. SYSTEM MODEL

Consider a two-dimensional wireless source localization
network in which a target node (source) transmits signals
that are used by anchor nodes to estimate its location. The

number of anchor nodes is denoted by N4 and they are
located at y; € R2? for j = 1,2,...,N4. Also, there
exists some prior information about the location of the target
node such that it is located at x; € R? with probability
w; > 0 fore = 1,2,..., Np, where Np is the number of
possible locations for the target node, and Z Sw; = 1.
Let A; represent the set of locations of anchor nodes that
are connected to the ith target posmon (.e., locatlon X;)
for ¢ = 1,2,..., Nr. Moreover, let A and ANL denote,
respectively, the locatlons of anchor nodes having line-of-sight
(LOS) and non-line-of-sight (NLOS) connections to the target
node located at x;.

In the wireless localization network, there also exist N
different locations specified by the set ' = {p1,p2,..., P~ }>
at which either jammer or eavesdropper nodes can be placed.
Eavesdropper nodes listen to the signals transmitted from the
target node to the anchor nodes and aim to estimate the
location of the target node. On the other hand, jammer nodes
degrade the localization performance of the anchor nodes by
transmitting zero-mean white Gaussian noise [[7]], [30]. It is
assumed that at any given time, at most Ng locations in A/ can
be used for eavesdropping purposes, whereas at most N of
them can be used for jamming purposes, where Np+N; < N.
In other words, there exist at most Nz eavesdropper nodes and
Ny jammer nodes that can be placed at some of the N possible
locations. Let Nz and N; denote the set of locations in N
at which eavesdropper nodes and jammer nodes are placed,
respectively.

Considering a wideband wireless localization network as in
(31]], the signal transmitted from the ith target position (i.e., X;)
that is intended for the anchor node located at y; is denoted
by s;;(t). If an eavesdropper node is placed at pj (i.e., if
Pk € Ng), the received signal at that eavesdropper node due
to the transmission of s;;(t) is represented by r”k( ). This
signal is expressed as

Uk

(Bl
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for t € [TI(E’k)

7TQ(E"k)) and (i,7) € Sy, where TI(E’k) and
TQ(E"k) specify the observation interval for the eavesdropper
node located at px, Sy = {(4,7) | pr € N, y; € Ai}, L,
represents the number of paths between the target node located
at x; and the eavesdropper node located at pj (due to the

. (E,l) (B.) .

transmission of s;;(t)), 0‘1 . and 7,.,7" denote, respectively,
the amplitude and the delay of the lth multipath component,
and n;;i(t) is zero-mean white Gaussian noise with a power
spectral density level of 7. Considering orthogonal channels
between target and anchor nodes, n;jj (t) is modeled as
independent for all 7, j, k [11]], [12]], [32]. The delays of the
paths are characterized by the following expression:
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where c is the propagation speed, b(E"l) > 0 is the range

bias (b(ﬁgl) = 0 for LOS propagation and b(E D> 0 for
NLOS), and A,; characterizes the time offset between the
clocks of the target node located at x; and the eavesdrop-
per nodes. It is assumed that the eavesdropper nodes are
perfectly synchronized among themselves and there exist no
clock drifts. (Please see [33]], for clock drift mitigation



mechanisms.) However, there is no synchronization between
the target node and the eavesdropper nodes. Furthermore, for

any i = 1,2,..., Ny, we define ./\/éz) 21, k)| bz(ﬁcl) =0}

and N(lL £ {(,k) | b E D 0}, which are the set of anchor
and eavesdropper node 1ndlces corresponding, respectively, to
LOS and NLOS connections between the eavesdropper nodes
and the target node located at x;. (For example, if bgfz’l) =0,it
means that the eavesdropper node at position ps and the target
node at position x; are in LOS during the transmission of the
signal from that target node to the anchor node at position y3
(i.e., during the transmission of s;3(t)).)

On the other hand, due to the existence of jammer nodes,
the signal received at the anchor node located at y; coming
from the target node located at x; can be expressed as

ALl) /
Za( Sz] Z Yij Ulz_] +7717
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(3)

for the observation interval [TI(A"j ), TQ(A"j )) and for y; € A;,

where a(A D and Tl-(A"l) denote, respectively, the amplitude and
the delay of the [th multipath component between the target
node at location x; and the anchor node at location y;, Lf‘j
represents the number of multipaths between the target node at
location x; and anchor node at location y;, 7;; is the channel
coefficient between the anchor node at location y; and the

jammer node located at p;, and PZJ is the transmit pdwer of the

jammer node at position p;. Moreover, / P/ v;;;(t) and n;;(t)
are the jammer noise and the measurement noise, respectively.
It is assumed that both of them are independent zero-mean
white Gaussian random processes, where the average power
of vy;;(t) is equal to one and that of 7;;(t) is equal to ;2. It
is modeled that v;;(t) is independent for all [, ¢, j and n;;(¢)
is independent for all ¢, due to the presence of orthogonal
channels between target and anchor nodes [12]]. Furthermore,
the delays of the paths are characterized by
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where bl(-A’l) > 0 is the range bias of the [/th path between

the target node located at x; and the anchor node located
at y;. (b ;= 0 for LOS propagatlon and b( V'S 0 for
NLOS.) Unlike the expression in (@), no clocf( offsets are
considered in (@) since target and anchor nodes are assumed
to be synchronized.

ITIT. EAVESDROPPER SELECTION PROBLEM

In this section, we assume that there exist only eavesdropper
nodes in the environment, i.e., N; = 0, and focus on the
eavesdropper selection problem. In this case, the aim is to
choose at most Ng locations from set A/ for eavesdropping
purposes so that the location of the target node is estimated
as accurately as possible.

For quantifying the location estimation accuracy, the CRLB
is used as a performance metric since the mean-squared error
of the maximum likelihood (ML) estimator is asymptotically
tight to the CRLB in the high SNR regime [35]]. Based on the
CRLB metric, the eavesdropper selection problem is investi-
gated in the presence of perfect and imperfect knowledge of
system parameters in the following sections.

A. Problem Formulation

To formulate the eavesdropper selection problem, we intro-

duce a selection vector z¥ = [2F 2F .. 2E]T, specified as

1, if pp €N
Zl? _ {0 Pk E 5)

otherwise

where Zszl zf < Ng. In addition, for the target position 4,
0; is defined as follows:

0, 2 [x] A; K] K, .. RINT 6)

where k;; is the vector obtained by concatenating the elements
of R;jp vertically, ki, = [kgjk]ge 4,» With

(B,1) 1 (E,2) (B, LT (B.L)qr oo (B1)
lek _ [O‘uk bu,C .. bg’} Ik gkLEjk |7, if bij,C =0
[bgﬁf) 0‘1('5@2) . b'fjk ) ;k ijk)]T,Otherwise.
for any ¢, j, k.
It is known that the estimation error vector satisfies [33]]
Eo,{(6; — 6:)(0; — 0:)7} = Jg! 7

where 9i is any unbiased estimate of 8;, and Jg, is the Fisher
information matrix (FIM) for the parameter vector 8;. From
(@, the CRLB for estimating the position of the target node
located at x; is obtained as

Eo, {I%; — [} = tr{[J5 ' Jox2} ®

where X; is any unbiased estimate of x;. It is noted from
() that, for the CRLB calculation, we should focus on the
equivalent Fisher information matrix (EFIM) for xl, which

isa2x2 matrlx denoted by I (x;) such that [J, ]2><2 =
(Jg)( l)) [31]]. Since [Jg,]2x2 is a function of both x; and

2P, it is convenient to write [Jg,]ox2 2 I (x;,27). Hence,
we formulate the proposed eavesdropper selection problem as
follows:

. —1
Irzlllfn Zwl tr{ xz, ) } (9a)
N
subject to Zz,f < Ng, (9b)
k=1
28 e{0,1} fork=1,2,...,N.  (9¢)

Namely, the aim is to select the best locations for eavesdropper
nodes for achieving the minimum average CRLB by consider-
ing possible target node positions (x;) and their probabilities

(w;).

B. Theoretical Results and Algorithms

To simplify the notation, let f(z”
function in (@); that is,

Np
s Zw tr{ (3 (x;,2%)) '}

In the rest of this section, we ﬁrst obtain a closed form
expression of tr{( J¢ ) (xi,2%) ) } for any target location 7,
and then analyze monotonicity and convexity properties of

f(z%) with respect to z”.

) represent the objective

(10)



Proposition 1: For a given eavesdropper selection vector
z”, the CRLB for estimating the position of the target node
located at x; is given by

1 pi(z%)
t iy 4 - = 11
{906 25)) 7 = ) (1D
where
pi(z") =3 Z Z 2E AL I(cll’ (12)
(u,k)e./\/éi) (v,l)ENé)
") =4 > Y 2P a3
(u,k)EN(i) (v,)€e N(i) (s, m)EN](j)
< AADAD ppi) B2, (14)
7 87‘-[312 7
A = —5 (1 —x XDSNRY, (15)
, I ISP "
N f_ 1S (NP df
o B2 2
(1) Yijk | f |Sw )l df
SNR{) = 7 (17)
p;(;l _ SlIl <¢lk 5 (bzl) (18)

with S;;(f) denoting the Fourier transform of 45 (t), XSQ
being the path overlap coefficient with 0 < X < 1 (311, and
¢k representing the angle from the ith target locatlon to p,
ie., gip = arctan T2=LE2 (x; = [zi1 @i2]T, Pr = [Pr1 Pr2]")-

Proof: See Appendix-A. |

In Proposition 1, the CRLB is expressed in closed-form as a
ratio of two polynomials in terms of the eavesdropper selection
vector, which brings benefits in terms of computational cost.
For example, it facilitates the calculation of the solution of (9]
via an exhaustive search over all possible z” vectors when N
is sufficiently small. Also, it is noted that the proposed CRLB
expression in Proposition 1 depends only on the LOS signals
(see (II)—(13)), which is in accordance with the results in the
literature (e.g., Prop. 1] and [36]).

Remark 1: 1t is observed from the CRLB expression in

(D03 that if all A k) s are scaled by the same nonnegative

real number &, tr{ (JS (xi,2")) } is scaled by 1/¢ for
all ¢+ = 1,2,..., Np. Therefore, the optimal eavesdropper
selection strategy (i.e., the solution of (@) remains the same
in such cases.

Remark 2: For the eavesdropper selection problem, the
probability distribution of the target node positions is assumed
to be known. Also, it is assumed that LOS/NLOS condi-
tions for possible target-eavesdropper positions and /\(.Q’S are
known. Although these assumptions may not hold in some
practical scenarios, they facilitate calculation of theoretical
limits on the best achievable performance of eavesdropper
nodes [[7]]. If eavesdropper nodes are smart and can learn all the
environmental parameters, the localization accuracy derived
in this work can be achieved; otherwise, the localization
accuracy (hence the eavesdropping capability) is bounded by

the obtained results[] In addition, when the )\glk) terms and

IThe tightness of the provided bounds in the presence of imperfect
information about the distribution of the target node location is evaluated

in Section [VI-Bl

LOS/NLOS conditions are not known perfectly, the robust
formulation of the eavesdropper selection problem in Section
[I=Cl can be employed to provide a more practical formulation
(please also see Remark 6).

The following lemma characterizes the monotonicity of
f(z®) in (M) (i.e., the objective function in (9)) with respect
to z”, which is also utilized in the analysis in Section [II=(J
(Lemma 2).

E

Lemma 1: f(z”) is non-increasing in z”.
Proof: See Appendix-B. |

This result is actually quite intuitive as one expects im-
proved performance for estimating the location of a target
node as the number of eavesdropper nodes increases. Next,
we prove the convexity of the objective function in (@) with

respect to z”.

Proposition 2: f(z") in (I0) is a convex function of z”.
Proof: See Appendix-C. |

As a consequence of Proposition 2, the optimization prob-
lem in (9) becomes a convex optimization problem by relaxing
the last constraint in (Oc). Furthermore, it is deduced from
Lemma 1 that if z* = [2] 23 ...2}]T is a solution of (@), then
(OB) must be satisfied with equality, i.c., ZN,l 27 = Np must
hold. Therefore, the relaxed version of (H) can be formulated
as follows:

Nt
: _ ) (x, zE)) !
min 211%1"{(.]6 (xi,2 )) } (19a)
N
subject to > 2P = Ng, (19b)
k=1
0<zF<lifork=1,2,...,N. (19)

As ([19) is a convex problem, its solution can be obtained via
convex optimization tools (called the relaxed algorithm in
Section [VI). After finding the solution of (19), we propose the
following two algorithms to obtain a solution of the original
problem in (9). First, we can simply set the largest Ng
components of the solution of (I9) to one, and the others to
zero (called the largest-Ng algorithm in Section [V). Second,
starting from this solution, we can use a modified version of
the Local Optimization algorithm discussed in [38]] and obtain
the solution of @) (called the proposed swap algorithm in
Section [VI). The details of the proposed swap algorithm is
provided in Algorithm 1, where z* and zj,,..y, denote the
optimal selection vectors obtained by the relaxed algorithm
and the largest-Ng algorithm, respectively, Nz is the upper
limit for the number of swap operations, and p determines the
stopping criterion. While performing one swap operation, one
checks whether there is a decrease in the objective function by
simply swapping one of the N selected positions with one
of the N — Ng positions that are not selected.

Remark 3: It should be noted that the proposed swap
algorithm presented in Algorithm 1 reduces to the proposed
largest- N algorithm if (i) the objective value achieved by
the largest-INg algorithm is sufficiently close to the bound
specified by the relaxed algorithm, or (ii) the objective value
achieved by the proposed swap algorithm after the first swap
operation is the same as that achieved by the largest-Ng
algorithm.



Algorithm 1 Proposed Swap Algorithm
Input z" zltrge%t»NE ) M Nsl?vi);)
Output: z(,,.

1: Set boolean b <« true, c<0

2 if |f(z") - (Zlargesl NE)| < puf(z*) then

3 b« false, 25, < Ziypest N

4: else

5: Ziemp < Zl*argesl-NE

6: end if

7: while b is true do

8¢ c<+c+1

9:  Obtain all Ng(N — Ng) possible selection vectors by
applying one swap operation to Zemp, and compute the
corresponding objectives. Let Zemp2 be the selection
vector among those vectors which yields the minimum
objective.

10:  if | f(Ziemp) — f(zlemp-2)| < pf (Zeemp) & € < Ny then

11: b «+ false, stap < Ziemp-2-

12 elseif c = Nf{;ﬁ’l‘) then

13: b « false, stap < Ziemp-2-

14:  else

15: Ziemp < Ztemp-2

16:  end if

17: end while

C. Robust Eavesdropper Selection Problem

In the previous section, it is assumed that the eavesdropper
nodes have the perfect knowledge of {\ Z)} (see (D and
(I@)). In this section, we propose a robust eavesdropper
selection problem in the presence of imperfect knowledge
about the system parameters by introducing some uncertainty
in {/\52} For simplicity of notation, we assume that 4; =
{¥1,¥2,..-, YN}, i.€., all the anchor nodes are connected to
the ith target position for any ¢. (The proposed approach can
easily be extended to scenarios in which this assumption does
not hold.)

To formulate a robust version of the eavesdropper selection
problem, we first define A as follows:

2 A9 AR A,

where

AP 2D AR AL AR A AN
We also introduce the estimated versions of )\(Z) as 5\(;) for
1 =1,2,..., Ny, which are given by

L@ N NORNG i i NG

Ap 2 AR AT AR A AR

(20)

with 5\52 denoting the estimate of )\glk) forj=1,...,N4 and

k=1,...,N. These estimated values represent the imperfect
knowledge of the /\52 parameters at the eavesdropper nodes.

Let A)\%) denote the error vector that generates the uncer-
tainty; that is,

AW A0 L AaD 1)

with
AXNY 2 AT A AN AN
LAY AR T (22)
for i =1,2,..., Np. Also, let AAg and AE be the matri-

ces containing the error vectors and the estimation vectors,
respectively, as follows:

AAp 2 [AXY AXD . AAST)]

; 1) (@ (Np)
A2 [Ap Ap ... A ]

(23)
(24)

[I>

In this scenario, the notation for the objective function
f(z%) is modified as f(z”, Ag) to emphasize the dependence
on A (since AApg becomes another parameter of interest in
the presence of uncertainty).

As in [39]-[41], we employ a bounded error model for the
uncertainty. In particular, for the eavesdropper selection prob-
lem in the presence of parameter uncertainty, the following
model is assumed for the error matrix AAg:

AAp € &2 {AXND e RV N4 |AND)| < 6% Vi, j, k)
(25)
i)\ No,Na,N
where {5g(k hih ] 4 k=1
region £ with 5 >0 for all ¢, j, and k.
The aim is to minimize the worst-case CRLB as in and
[41]. Therefore, under this setup, the proposed optimization
problem can be formulated as

determine the size of the uncertainty

: E

i gy, S0 AR (o
N

subject to Z z¥ = Ng, (26b)
k=1

0<zF<lfork=1,2,...,N, (26c)

Ap=Agp - AAg. (26d)

To solve the optimization problem in (26), the following
lemma is utilized.
Lemma 2: f(z",
1,2,..., Ny
Proof: See Appendix-D. |
Let the value of AAg that max1mlzes f(z%, Ag) over set
& be denoted as AA}, and let {A)\ "™ }i .k represent the

elements of AAT; (see (Iﬂl) and 23)). Based on Lemma 2, it
is obtained that

A ) is non-increasing in A® for all i =

AN =5l @7

Therefore, solving (26) is equivalent to solving the follow-
ing optimization problem:

min f(zE, Ap — AA}) (28a)
N

subject to Z zF = Ng, (28b)

O<zk<1f0rk—12...]\7. (28¢c)

It is noted that (28) is in the form of (19). Thus, the solution
approaches discussed for the eavesdropper selection problem
in the previous section can also be applied to this problem.



IV. JAMMER SELECTION PROBLEM

In this section, we focus on the jammer selection problem
under the assumption that there exist only jammer nodes in
the environment, i.e., Ng = 0. The aim is to choose at most
Ny locations from the set A for jamming purposes so that
the target localization performance of the anchor nodes is
degraded as much as possible. By using the CRLB of the
anchor nodes related to the estimation of target node positions
as the performance metric, the jammer selection problem is
investigated in the presence and absence of perfect knowledge
about the system parameters.

A. Problem Formulation

Letz7 = [2{ ... 2{]T denote a selection vector defined as

zil = {(1)’

where ngvzl 2 < Nj. Via similar steps to those in [7], [31],
[41]], the EFIM related to the positioning of the target node
located at x; by the anchor nodes can be obtained as follows:

ifpk ENJ

29
otherwise (29)

50

Z J

~ N
jeAld 67 + 31 2 B 1|

33) (XiazJ) = 2‘P¢j‘PiTj (30)

In (BO0), ;\gi) corresponds to \;; in [41l Eq. 3], pi; =
[cos ¢;j sing;;]T, and ¢;; is the angle from the ith target loca-
tion to y;, i.e., i; = arctan $2=222, where y; £ [y;1 yj2]T-

Based on (30, we formulate the proposed jammer selection
problem as follows:

Nt
, TG (. V) L
max 2wztr{(Je (xi,z”7)) "} (31a)
N N
subject to S H <Ny, > &P/ <Pr, (3ib)
k=1 k=1
2zl €{0,1} fork=1,2,...,N  (3lc)

where Pr is total power budget.

For the jammer selection problem in (31)), the distribution
of the target node positions is assumed to be known. It is
also assumed that the anchor node positions, LOS/NLOS
conditions for possible target-anchor positions, and A;l)’s are
known. Similar statements to those in Remark 2 can be made
for the jammer selection problem, as well. As stated in ,
jammer nodes can obtain information about the localization
parameters by various means such as using cameras to learn
the locations of anchor nodes, performing prior measurements
in the environment to form a database for the channel parame-
ters, and listening to signals between anchor and target nodes.
When this information is inaccurate, the robust formulation
of the jammer selection problem in Section [V-C] can be
employed by considering uncertainty in the knowledge of
)\5‘Z ’s and LOS/NLOS conditions (please also see Remark 6).
In addition, the effects of uncertainty in the anchor node
positions and in the distribution of the target node position
can be evaluated as in Section

B. Theoretical Results

To simplify the notation, let f(z”) and {gij(z’ )}fV:lejvﬁl be
defined as '

Nt
F) 2> wit{(30x,2") ), G2
i=1
e
Jy & J
Gij (Z ) =z N 2"
03+ 2 ohe 20 By I
In the rest of this section, we analyze the convexity and
monotonicity properties of f with respect to z”.

(33)

Lemma 3: f(z”) is non-decreasing in z”.

Proof: See Appendix-E. |
Lemma 4: g;;(z”) is a convex function of z”/ for any i, j.
Proof: See Appendix-F. |

Proposition 3: f(z”) is a concave function z”.

Proof: See Appendix-G. |

From Lemma 3, we can conclude that if z* =
(27 25...25]7 is a solution of (BI), then (ZID) must be
satisfied with equality, i.e., Zszl z; = Nj must hold. By
relaxing the last constraint in (31d), the following optimization
problem is obtained:

Nt
. F@ (. z7)) 7t
max 211}1 tr{ (I (xi,27)) '} (34a)
N N
subject to ZZ,{ = Ny, Zz;jp,j < Pr, (34b)
k=1 k=1
0<z/ <lfork=1,2,...,N. (34c)

Since the objective function in (34@) is concave due to Propo-
sition 3 and all the constraints in (34b) and (34d) are affine,
we reach the conclusion that (34) is a convex optimization
problem. Thus, it can be solved via convex optimization tools
for finding its globally optimal solution.

After finding the solution of (34), the largest-N; algorithm
and the proposed swap algorithm can be used for finding the
solution of (3I) as in the eavesdropper selection problem.
However, in this case, we set the largest N ; components of the
solution obtained from (34) to one, and while implementing
the proposed swap algorithm, we check whether there is an
increase in the objective function by simply swapping one of
the N; selected positions with one of the N — N; positions
that are not selected.

Remark 4: For the formulation of (34), it is assumed that
the transmit powers of the jammer nodes are given (fixed). If
{PJ}N_, are considered as optimization variables as well, the
following problem can be formulated (cf. (34)):

Nt
n}}?ﬁ( ;wz tr{( Z

jeA®
N N
> A =Ny > a<Pr,
k=1 =1
0<z!/<lfork=1,2,...,N, (35c¢)
0< @ <z/Pforl=1,2,...,N (35d)

-1
Gij (@‘Pij%ﬁj) } (35a)

subject to (35b)

where ¢; = zlJPlJ, a=1[G¢...Gn]7, §i;(Q) is defined as (see



AW
9i(Q) = - — , (36)
52+ 30

and P™* is the peak power limit for the jammer node located
at p;. It is observed that all the constraints are linear with
respect to q and z’ in (33). Furthermore, as a corollary of
Proposition 3, one can conclude that the objective function in
(334 is a concave function of q. (This holds since there are no
assumptions about {PlJ }f\i 1 in Proposition 3 while proving the
concavity of the objective function f(z”) with respect to z”.)
Therefore, it is concluded that the optimization problem in (33))
is convex, as well. This implies that the joint jammer selection
and jammer power optimization problem can be solved via the
convex problem in (33) (after relaxing the selection vector).

Remark 5: As a special case of (33), it can be shown that
the following problem is also convex.

Nt
max sz tr{ ( Z
R

EA()

PijPij
+Zl 1@ |”YlJ|2 T

N
st G <Pr, 0<q@ <P forl=1,2,...
j=1

N. (37)

It is noted that this problem is in the same form as the
problem discussed in Eq. 9]. In [41]], the convexity of
this problem is not taken into account. Instead, a series of
geometric programming approximations are proposed in order
to solve the optimization problem. Since the problem
Eq. 9] is in fact convex, it can also be solved via convex
optimization tools.

C. Robust Jammer Selection Problem

In the previous section, the Jammer nodes are assumed to

have the perfect knowledge of {)\(1 }f\fljjvz“l in (30). Similar to

Section [[I=Cl some uncertainty in {)\y)}f\fl]gv:l is introduced
for a robust formulation. (No uncertainty is considered for
|kj/*’s in (B0) since they mainly depend on the known
positions of the jammer and anchor nodes.) For simplicity, it
is assumed that A; = {y1,y2,...,YN4} i.€., all the anchor
nodes are connected to the 7th target position for any 3.

To formulate the robust jammer selection problem, we
first define Ay 2 AW AP AN where A 2
AP A0 )\(Z T fori =1,.
of )\(JZ are defined as )\] for i = 1,2,..., Ny, where 5\;
denotes the estimate of )\(Z) Let A)\(Z) represent the error

., Np. The estimated versions

vector that generates uncertainty, that is, )\(J = )\(JZ) + A)\J
with

AXY 2 AN AN AN )T (38)
fori=1,2,..., Np. Also, AA; and A are defined as

AA; 2 1A AP A, (39)

Ay e d AR A0, (40)

In this scenario, the notation for the objective function
f(z”) is modified as f(z’,A;) in order to emphasize the

dependence on A ;. We use the same bounded error model as
in Section [[II=C] for the error matrix AA ;:

AA; e €2 {ANY e RV |ANY | <60,

Vi=1,2,...,Npand Vj =1,2,...,Na} (4])
where {5§”}§V:T1]JV;‘1 determine the size of the uncertainty

region € with SJ@ > 0 for all i = 1,2,...,Nr and
7=12,...,Na.

The aim is to maximize the minimum CRLB that can
be achieved in £. Therefore, under this setup, the proposed
optimization problem can be formulated as

T Ay) (42a)

max min f(z
z/ AA,EE

N N
Szl =Ny, > #PB <Pr, (42b)
k=1 k=1
0<z/<lfork=1,2...,N, (42c)

Ay=A;—AA,. (42d)

To solve the optimization problem in (@2), the following
lemma is utilized. _

Lemma 5: f(z”,A) is non-increasing in Af;) for all ¢ =
1,2,...,Np.

Proof: See Appendix-H. u

Let the value of AA ; that mlmmlzes f(z7,Ay) over set €
be denoted as AA’; and let {A)\ D “}; represent the elements
of AA% i (see B8) and (39)). Based on Lemma 5, it is obtained

subject to

that A)\7Z * = —§ Therefore, solving @) is equivalent to
solving the following optimization problem:
max f(z", Ay — AAY) (43a)
N N
subject to Zz,{ = Ny, Z z{P] < Pp, (43b)
O<zk§1fork_12...]\7. (43¢)

This problem is exactly in the same form as the problem in
(B4), hence, it is a convex optimization problem. Therefore, the
solution methods proposed for the jammer selection problem
can also be used for the problem in (43).

Remark 6: The imperfect knowledge of LOS/NLOS condi-
tions can be incorporated into the AW . and AW parameters
in Sections [[Ill and [Vl (In the case of a NLOS link, the
corresponding A k) and )\S) parameters become zero; i.e., no
position related information is gathered from that link.) Hence
the cases with imperfect knowledge of LOS/NLOS conditions
can be treated in the robust eavesdropper and jammer selection
approaches in Sections [II=Cl and [V-Cl

V. JOINT EAVESDROPPER AND JAMMER SELECTION

In this section, we consider the eavesdropper and jammer
selection problems jointly and place jammer and eavesdropper
nodes by considering both the localization performance of
the anchor nodes (which is to be degraded) and the accuracy
of the eavesdropper nodes for estimating the location of the
target node (which is to be enhanced). In this part, it is
assumed that the jammer nodes do not cause any interference
at the eavesdropper nodes; e.g., by using directional antennas
towards the anchor nodes. In addition, we make the same



assumptions as in the eavesdropper selection problem and the
jammer selection problem.

Based on the selection vectors zZ and z”, the joint eaves-
dropper and jammer selection problem can be formulated as

max f(z”) (442)
N

subject to f(z") <p, > 2 = Nag, (44b)
N k_lN

STl =Ny, Y P < Pr, (d40)
k=1 k=1

2E e {01} fork=1,2,...,N  (44d)

2 €{0,1} for k=1,2,...,N  (44e)

2yl =0fork=1,2,...,N (44f)

where f(z”) is as in (32), f(z”) is given by (I0), and p is
a given accuracy threshold related to eavesdropping. The last
constraint (44f) guarantees that a node can be selected either as
an eavesdropper or as a jammer. By relaxing the constraints in
(@4d) and (@4e), and modifying (@4f), we obtain the following
optimization problem:

J
mmax f(z”) (452)
N
subject o f(z") <p, Y 2 = Ng, (45b)
k=1
N N
Zz,{ = Ny, Zz,;’P,;] < Pr, (45¢)
k=1 k=1
0<zF<lifork=1,2,...,N (45d)
0<z/ <lfork=1,2,...,N (45€)

0<zF+z/ <1fork=1,2,...,N. (45

As consequences of Proposition 2 and 3, it is noted that the
optimization problem (3)) is a convex optimization problem.

The selection of p depends on the requirements in a given
scenario. For instance, if learning the positions of the target
nodes is more important than jamming the localization net-
work, p should be small. Alternatively, one can try to minimize
f(z*) while keeping f(z”) above a certain threshold. From
Proposition 2 and 3, it can be argued that the resulting problem
would also be convex. Hence, by using convex optimization
tools, the solution of {@3) or its alternative version can be
obtained. Then, starting from that solution, the largest-/N; (or,
largest-Ng) and swap algorithms can be used to obtain the
solution of (@4) or its alternative version.

VI. SIMULATION RESULTS

In this section, simulations are conducted to investigate
the performance of the proposed approaches. We consider

a wireless source localization network, in which the
target node is located at one of the 121 possible
positions with equal probabilities (.e., 1/121). In

particular, the set of possible target positions is given
by {x;}}2} = {2m,2n] | =5 < m,n < 5,m,n € Z}
meters. Also, there are 10 anchor nodes at locations
{y;};2, ={[18 cos(v;), 18sin(;)] | ¢; = 2m(j —1)/10,5 =
1,2,...,10} meters. In addition, there exists 100
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Fig. 1. Illustration of the wireless source localization network.

possible positions for the eavesdropper and jammer

nodes which are selected uniformly from the region

R = ([20,50] x [-50,50])U ([-50,—20] x [—50,50]) U

([-20,20] x [—50, —30]) U([—20, 20] x [30, 50]) meters.

Such a region is selected in order to keep eavesdropper/jammer

nodes away from the localization network by considering

a practical application scenario as in Section [=C Fig. [

illustrates the positions of the target and anchor nodes, as well

as the possible positions for the eavesdropper and jammer
nodes.

In the simulations, we consider the eavesdropper selection
problem, the jammer selection problem, and the joint eaves-
dropper and jammer selection problem, given by (9), (31, and
(@4), respectively. For the problem in (@4), we assume that
Ng+ N; = N. In other words, we have z’ = 1 —z{ for any
k, for the joint eavesdropper and jammer selection problem.

The following algorithms are investigated for performance
comparisons:

o Relaxed Algorithm: The relaxed versions of (Q), (ZI)), and
@) (see (19), B4, and (@3)) are solved via the fmincon(-)
command of MATLAB by using the interior point algorithm,
which has polynomial-time complexity in the worst case,
and is very fast in practice. The solution of (I9) provides a
lower bound for (@), whereas the solutions of (34) and (@4)
provide upper bounds for (31)) and (44), respectively.

o Largest-Ng Algorithm: We set the largest N components
of the solution of (I9) to one and the others to zero, and we
evaluate the performance of this resulting selection vector
using the expression in ().

o Largest-Nj Algorithm: In this algorithm, we set the largest
N components of the solution of (34)) to one, and the others
to zero. For the problem in (@4), if the relaxed solution
pair obtained from (@3) is denoted as (22, ., Zl1ed)s WE
simply set the largest /N; components of z:,..q to one and

relaxe
the others to zero. The resulting vector is denoted as zl{irgest’

and zfrgest is defined as 1 where 1 is the vector of
ones. (The solution pair (zfrgest, ziflrgest) may not be feasible
for (@4) unless the threshold value, p, is sufficiently large.)
e Proposed Swap Algorithm: In this algorithm, we start from
the solutions obtained from the largest- Ny or the largest-IV ;
algorithms. The swap operation is performed as explained
in Sections [ and [[V] the details of which are given in
Algorithm 1. In all the simulations, g in Algorithm 1 is

J
~ Zijargest>



selected as 0.01. During one swap operation, the number
of objective function evaluations is given by Ng(N — Ng).
In other words, the total number of objective evaluations
is upper bounded by Niit (N — Ng)Ng (similarly for the
jammer selection problem).

o Swap Algorithm with Random Initialization: This algorithm
is considered for comparison purposes similar to the local
optimization algorithm in [42]. In this algorithm, we use
the proposed swap algorithm (Algorithm 1) with arbitrarily
generated initial selection vectors (inputs) for the eaves-
dropper selection problem or the jammer selection problem.
While generating the random initial vectors, we randomly
choose Ng or N; positions from N possible eavesdrop-
per/jammer positions by using the randperm(N,Ng) or
randperm(N,N ;) command of MATLAB with different
seeds.

For the eavesdropper selection problem, we assume that
2

o? = o? for each k. Moreover az(b;cl) and xglk) are modeled

as ‘azJEk VP2 ”xz pkH and X(Z) = 0. Hence, )‘glk)
is expressed as Ay = 433 Ey/(c* [ — pi” o)., where
Ei; = [ 18i;(f)|? df is the energy of the signal s;;(t) (see

Proposrtron 1). Then, the signal parameters are selected such
that (Y ji is given by A l) =1/(||x; — pe|® o2) [12.
For’ the jammer selectron problem, it is assumed that

52 = &2 for each j, AV = 1/(|lx; — y,II*), and |yi;|* =
lpx — yj|\72. Regarding the transmit powers of the jammer
nodes, P/ = 10 for each k and PT is selected as 10N, i.e.,

the constraint given by >, z; P < Pr becomes ineffective.

In order to perform srmulatlons considering the shadowing
effect, A (D5 and A k) ’s are multiplied with log-normal random
variables with mean parameter —2 and variance parameter
1. Similarly, |~ykj| s are multiplied with log-normal random
variables with mean parameter —2 and variance parameter 2.

In the simulations, for each problem, the square roots of
the objectives are plotted, i.e., the average and the worst-case
CRLB values are presented in terms of meters. The simulations
are performed on an Intel Core i7 4.0 GHz PC with 16 GB
of physical memory using MATLAB R2020b on a Windows
10 operating system.

A. Simulation Results with Perfect Knowledge of Parameters

In Fig. 2 the eavesdropper selection problem is considered
and the average CRLB performance of each algorithm is
plotted versus N for the noise level 02 = 0.1 and Newap =
For the same setting, Fig. [] presents the average CRLB
performance of each algorithm versus 1/0? for Neyap = 9
and two different levels of Ng’s: Ng = 8 and Ng = 30.
From Figs. 2] and [ it is observed that the solution of the
relaxed problem provides a performance lower bound, as
expected, and the largest-Ng algorithm and the proposed
swap algorithm perform very similarly in this scenario. On
the other hand, when the swap algorithm is executed based
on three different random initial selection vectors (with seeds
1, 2, and 3), significant performance degradation is observed
in comparison with the other algorithms. This implies that
solving the relaxed problem and then obtaining the solution
of the largest- N algorithm or the proposed swap algorithm
is critical in achieving high localization accuracy.

As 0 = ¢% for all k = 1,2,..., N, it is noted that by

changing o2, we in fact scale all /\52’3 with the same factor.
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Fig. 2. Average CRLB versus Nz when o2 = 0.1, Ngwap = 5, and the
seeds of the random initial selection vectors are 1,2, 3 for the eavesdropper
selection problem.
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Fig. 3. Average CRLB versus 1/0? when Ng = 8, Np = 30, N =

5, and the seeds of the random initial selection vectors are 1,2,3 for the
eavesdropper selection problem.

Therefore, by Remark 1, it is concluded that the objective
function is also scaled, as can be observed from Fig.
Moreover, from Remark 1, it is known that the solution of
the optimal eavesdropper selection problem (hence, that of
the largest- Nz algorithm) remains the same for all o%’s when
Np is fixed. For instance, when there are 8 eavesdroppers in
the network, the 24,33, 38, 39,51, 77, 88, 92th components of
Zigges A€ equal to 1 for both ¢ = 0.1 and o = 10.

The average CRLB performance and run time of each algo-
rithm are evaluated versus Ngg, for 0?2 =0.1 and Ng = 15.
(The figures are not presented due to the space constraint.) The
results indicate that it requires around 13 swap operations for
the swap algorithm with random initialization (with seed 1) to
converge to the performance of the proposed swap algorithm.
Namely, the average CRLB of the swap algorithm with random
initialization is 11.4 m at Ng&: = 1 and reduces to that of the
proposed swap algorithm (i.e., 6.27 m) at Nggh = 13. On the
other hand, the starting point obtained by the proposed largest-
Npg algorithm (6.27 m) is not improved by the proposed swap
algorithm, i.e., the largest-Ng algorithm provides the best

selection vector in this scenario (please see Algorithm 1).
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swap
of the random initial selection vectors are 1,2,3 for the jammer selection
problem.

When the corresponding run times in are compared, the
benefits of the proposed swap and largest-Ng algorithms are
observed. While the run time of the proposed swap algorithm
is 0.9 sec. for each Ny, that of the swap algorithm with
random initialization is 10.11 sec. for NG, = 13. Thanks
to the relaxed algorithm, the proposed swap algorithm starts
with a selection vector which is very close to the optimal
selection vector; hence, it obtains the solution quickly. On
the other hand, with random initial selection vectors, high
localization accuracy cannot be obtained without performing
a time-consuming search based on swap operations.

In Fig. @ the jammer selection problem is considered and
the average CRLB performance of each algorithm is plotted
versus N; for the noise level 62 = 0.1. For the same
setting, Fig. Bl presents the average CRLB performance of each
algorithm versus 1/62 for N = 15. From Figs. d and [ it
is observed that the solution of the relaxed problem provides
a performance upper bound, as expected, and the proposed
largest-N; algorithm and the proposed swap algorithm per-
form similarly. However, when the proposed swap algorithm
is implemented based on three different random initial jammer
selection vectors (instead of the solution of the largest-IVj
algorithm), the obtained CRLB values reduce significantly.
This indicates the advantage of the proposed approaches over
the swap algorithm with random initialization.

The CRLB performance and run time of each algorithm
are evaluated versus Ny, for 62 = 0.1 and Ny = 15. (The
figures are not presented due to the space constraint.) The
results indicate that after around 13 swap operations, the av-
erage CRLB of the swap algorithm with random initialization
(which is initially 10.67 m.) converges that of the proposed
swap algorithm (i.e., 16.98 m). (In this scenario, the starting
point obtained by the proposed largest-/N; algorithm already
corresponds to the best selection vector.) While the run time of
the proposed swap algorithm is 0.2 sec., it takes around 5.24
sec. for the swap algorithm with random initialization (with
seed 1) to converge to the proposed swap algorithm. Hence, the
proposed swap and largest-N; algorithms have significantly
lower execution times than the swap algorithm with random
initialization considering the same CRLB performance. This
indicates that the proposed approach of solving the relaxed
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Fig. 5. Average CRLB versus 1/0% when N; = 15, Ngyap = 5, and

the seeds of the random initial selection vectors are 1,2, 3 for the jammer
selection problem.

algorithm and using its solution as a basis for the largest-
N; and the swap algorithms provides significant benefits
in obtaining the solution of the optimal jammer selection
problem. In other words, the swap algorithm cannot achieve
close to optimal performance in a short amount of time by
starting from a random selection vector.

In Fig. [Bl the joint eavesdropper and jammer selection
problem is investigated, and the average CRLB performances
corresponding to the objective functions f(z”) and f(z”)
are plotted for each algorithm when p = 50 (see (@4) and
(@3)). It is calculated that for N; = 60, 70, 90, or equivalently
Ng =40, 30, 10, the solution of the largest- N algorithm is
not a feasible solution for (@4). For example, when N; = 60,
the average CRLB for the largest-Ng algorithm is 54.06,
which is higher than p = 50. Also, even though the solutions
of the largest-Ng algorithm are infeasible for N; = 60, 70,
starting from these solutions, via the proposed swap algorithm,
it is possible obtain feasible selection vectors without reducing
the value of f (z" ). However, when N ; = 90, via the proposed
swap algorithm, it is not possible to obtain a feasible selection
vector. Moreover, a decrease is observed in the optimal value
of f(z¥) from N; = 60 to N; = 70, or equivalently from
Ng = 40 to Ng = 30. In other words, it is not possible to
claim any monotonic behavior in f(z”) with respect to Ng
due to the constraint given by f(z”) < p for the problem in
(@4). Furthermore, the relaxed problem does not necessarily
provide a lower bound on f(z%) as noted from the results
at Ny = 60 and N; = 70 (equivalently, Np = 40 and
Ng = 30).

B. Effects of Uncertainty in Knowledge of Target and/or
Anchor Locations

In this part, we introduce some uncertainty to the knowledge
related to the locations of the anchor and target nodes, and
obtain the optimal selection strategies (using the relaxed
formulations) for the cases of imperfect and perfect knowl-
edge. Then, we apply the largest-Ng/N; and proposed swap
algorithms and evaluate their performance based on the actual
system parameters.

For the eavesdropper selection problem, we consider a
scenario in which the eavesdropper nodes do not know the
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Fig. 6. Average CRLB versus N; when 52 = 02 = 0.1 and p = 50 for the
joint eavesdropper and jammer selection problem.

probability distribution of the target node location perfectly.
(The knowledge of anchor node locations is not required
for the eavesdropper selection problem.) In particular, for
i = 1,2,..., Ny, the actual distribution of the target node

location is given by
2
> (46)

- (171'1 - $01)2

w; = Aexp < 52
where w; = Pr{Target node is located at x;}, x; =
[€i1 xi2]T, T = [wo1@o2|T is the mean of the tar-
get node location, and A is a 2n01rmalizatio2n constant
such that ZfV:Tl Aexp —(m“;fg‘”) — (“22_;”2) = 1
On the other hand, the eavesdropper nodes assume
that Pr{Target node is located at x;,} = 1/Np for i =
1,2,..., Np. It is noted that as v tends to infinity, w; ap-
proaches to 1/Np for each 4. In other words, as v increases,
the mismatch between the true distribution and the assumed
one decreases. On the other extreme, when v goes to zero,
the target node is located at  with probability one; hence, the
uniform distribution assumption becomes quite inaccurate.

In the simulations, we assume that zg; = xg2 = 0 and
Ngyap = 9. In Fig. [7l the average CRLB performance of
each algorithm is plotted versus v in dB (i.e., 10log;, v) for
Ng = 15,02 =0.1, and 1 = 0.01. It is observed that as long
as the information about the distribution of the target node
location is not very inaccurate (i.e., v is not very small), the
proposed approach does not have a significant performance
loss. Also, as the mismatch between the true distribution and
the assumed one decreases (i.e., as v increases), the proposed
swap algorithm performs very similarly for both the true model
and the assumed one.

For the jammer selection problem, we assume that the
jammer nodes do not know the locations of the anchor nodes
perfectly. It is assumed that for any y; = [yj1 y,2]7, the
jammer nodes have the knowledge of an erroneous version of
y;. Let y; be the assumed location of the jth anchor node by
the jammer nodes. We model that y; is uniformly chosen from
aset {y [y = [y192],[y1 —yjn| < r& fy2 —yje| < 1}
In Fig. Bl when 62 = 0.1, v = 1, »r = 1, and p = 0.01,
the average CRLB performance of each algorithm is plotted
versus N . It is observed that the proposed swap algorithm is
quite robust to errors in the knowledge of anchor and target
node locations. Even though the anchor node locations and the
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distribution of the target node location are not known perfectly,
as IV increases, the proposed swap algorithm performs very
similarly for both the true model and the assumed one.

C. Simulation Results for Robust Approaches

In this part, the robust eavesdropper selection problem in
Section [[II=C and the robust jammer selection problem in Sec-
tion [V-Cl are considered. The worst-case CRLB performances
of the algorithms are compared for both the robust and non-
robust approaches. In the robust approach, the problems given
by @8) and (@3) are considered for the robust eavesdrop-
per and the robust jammer selection problems, respectively.
However, in the non-robust case, the folloyving optimiza-
tion problems are considered: min,r f(z”, Ag) subject to
S 2E = Np, 0< 2P <1fork=1,2,...,N, which is
the non-robust version of the eavesdropper selection problem,
and max,s f(z”/, A ;) subject to ngvzl =N, 0<z/ <1
for k = 1,2,..., N, which is the non-robust version of the
jammer selection problem.

For the eavesdropper selection problem, both the robust
and non-robust approaches are considered, and two different
selection vectors denoted as zg and zf, p (corresponding to
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the robust eavesdropper selection problem.

robust and non- robust respectively) are obtained for each al-
gorithm. Then, for z% and z% 5, the correspondmg worst-case
CRLBs are computed, which are given by f (z55, Ap— AAY)

and f(z% 5, A — AA%), respectively. Slmllarly, for the
jammer selection problem, we define two different selection
vectors as z} and z% p, and evaluate f(z}, Ay — AAY) and
[z p Ay — AAY). ‘ .

For the uncertainty region &, each /\52 is modeled as )\gzk) €
[(1—e )/\(Z) (1+e® )/\52] for some ¢() € [0, 1]. Therefore,
e(i))j\yk)’s for
s are used for the non-

the eavesdropper selection is based on (1

the robust approach whereas ;\(i)’

robust approach. It is noted that 5; l) in @3) can be ex-

pressed as 5( = 6(1)/\71) If all e(z)’s are not identical (which
is commonly the case in practice), we expect performance
difference between the robust and non-robust approaches. To
that aim, we generate N7 = 121 realizations of independent
uniform random variables distributed in [0,1] for (s by
using MATLAB (the seed is equal to 1).

For the jammer selection problem, we use a similar setup.
For the uncertainty region £, we generate Np = 121 realiza-
tions of independent uniform random variables distributed in
[0, 1], denoted as (¥, by using MATLAB (the seed is equal to
2). In this case, the jammer selection is based on the estimate
of A multiplied with (1 + x(?).

In Figs. 9] and the worst-case CRLB performances are
presented respectively for the eavesdropper selection and the
jammer selection problems, considering both the robust and
non-robust approaches. In Fig. Bl as expected, the robust
approaches yield lower worst-case CRLBs than the non-robust
ones. On the other hand, the robust approach and the non-
robust approach perform very similarly in Fig. [0l In other
words, for this system setup, without having the perfect
knowledge of AW ’s, one can achieve similar CRLB values
to those achieved by the robust approach.

VII. CONCLUDING REMARKS

For wireless source localization networks, the eavesdrop-
per selection, jammer selection, and joint eavesdropper and
jammer selection problems have been proposed. Related to

13

105 —8— Relaxation (Robust)

' —o— Largest-N | (Robust)

10l ~—H— Proposed Swap (Robust) q
—%— Relaxation (Non-Robust)

—6— Largest-N; (Non-Robust)

95 ——+— Proposed Swap (Non-Robust) |

85 1

Worst-Case CRLB [m]

75 T

10 11 12 13 14 15 16 17 18 19 20
1/5°(dB)

Fig. 10. Worst-case CRLB versus 1/5% when N; = 5 and Ngyap = b for
the robust jammer selection problem.

the eavesdropper selection problem, a novel CRLB expression
has been derived as the performance metric, and its convexity
and monotonicity properties have been proved. After relaxing
the integer constraints, a convex optimization problem has
been obtained and eavesdropper selection algorithms have
been proposed. Also, a robust approach has been developed
in the presence of uncertainty about system parameters. For
the jammer selection problem, a CRLB expression from the
literature has been utilized, and its concavity and monotonicity
properties have been derived. Similarly, a convex relaxation
approach and a robust approach have also been developed
for jammer selection. Moreover, the joint eavesdropper and
jammer selection problem has been proposed and its relaxed
version has been shown to reduce to a convex problem. Various
simulation results have illustrated the benefits of the proposed
algorithms in terms of performance and run time. In particular,
the performance achieved by the proposed algorithms is very
close to the performance bound specified by the relaxed
problems, and the corresponding run times are significantly
lower than the other alternatives such as the swap algorithm
with random initialization and the exhaustive search. The
results in this manuscript reveal the capabilities of jammer
and eavesdropper nodes, which can be useful for designing
wireless source localization networks and taking appropriate
precautions.

APPENDIX
A. Proof of Proposition 1

In Thm. 1], the EFIM for estimating the location
of a single target node is obtained for synchronized target
and anchor nodes. Even though our network model is quite
different from the system model described in Section II of
[31], we benefit from the proof of [31, Thm. 1] in the first
part of this proof.

In the proof of Thm.1], vector q;, is defined as q;, =
[cos ¢y, sin ¢y|T. We follow the same steps as in that proof
by replacing vector g, with vector q;;, which is defined as
q;x = [cos ¢, sindy 1]TA Then, we can obtain the EFIM

2The reason for using q;;, instead of g, stems from the fact that in our
system model, the number of the possible target locations is more than one.
Also, the additional term 1 in q;;, compared to q;, is due to the time offset
between the target node and the eavesdropper nodes; i.e., due to the A; term.



for [x; Ay]T, denoted by I (x;, A;, 2F), as follows:
Ki(z¥) Di(z") Ci(z")
IO (x;, Ay, 2%) = | Di(2®) Ei(2P) Si(z®)|  (47)
Ci(z%)  Si(zF) Ti(z")
where
Ki(z®) 2 > 2PAl cos g, (48)
(G k)EN?
Ei(z") 2 3" 2PAY sin? g, (49)
(G, k)eN
Ci(z®) 2 > 2PN cos o, (50)
(G.k)ENT
Siz®) 2 S 2PAY) sin g, (51)
(G, k)eND
Di(z") 2 3" A singncosgi,  (52)
(G k)ENT)
Tz") 2 Y PN (53)

(k) ENT)

By applying the Schur complement formula to @7), the
following expression is obtained:

i _ [Ki(z") Di(z")
I (xi,27) = {Di(zE Ei(ZE)}

)
Ci2 (ZE) i i
[Ci(zE)Si(zE) S2(z%)
Ti (ZE)

) be defined as the first and

] (54

Let ng') (xi,z") and ng') (xi, 2"
second terms in (34), i.e.,

el 25 o
{ Cé( z") Ci(zf)SE(ZE)}
30 (x;, 27) 2 Ci(2z")Si (") S7(z") (56)

T;(z")

After some algebra, we derive the following expression from

(5D:
i -1

{00 (0,5) ™) =
2Z(uke/\/()zvle/\/()p§€)lzk )‘1(;11’\(1)

D S e L
(u,k)ENg) (v,l)GNS) (s,m)e/\/(l)

(57)
where
04) 1 = cOS Gix sin pur sin(da — dir)
— COS Qi 81N Dy SIN(Di1 — D)
— COS Pk, COS g1 SIN Py, (SIN Py, — SIN Bix ). (58)

Based on the trigonometric identity,

b b
sina + sinb — sin(a + b) = 4sin (g) sin (§> sin (a—;— )
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we obtain the following relation:

(1) (1) (7) (l) () (7)
Gt T Dot ¥ U+ Qo+ Dot + Do e

:16p(z (1) (%) (59)

ke, 1PLm Pk -
Then, we can rearrange the denominator of (37) as follows:

)R DD

(u,k)e N(i) (v, l)GN(i) (s,m)e ./\/( 2

16 Z Z Z pkllpl mpm kzk Zl

(u,k)ENg) ('U,l)ENS) (s,m)EN](j)
1>k m>l1

b K3 K3 7 7 i
2 Z ST SN e 2B EZEAGAAG),
(u R)ENT (0,)eND (s,m)eN )

(i) _E

A 2B 2EAGADAG,

m” uk

E)\(Z)/\ l)/\ z)

m uk

(60)

where (a) follows from (39), and (b) is due to the symmetry

in the summand term, pgg )lpl(?np;?kzk zEz fz)‘i(;zi/\ l)/\ a.

replacing the denominator of (37) with the final expressmn 1n
(&0), the CRLB expression in (IT)-(13) is obtained. [ |

B. Proof of Lemma 1
As wi > in (10), the aim is to show that
(’i E —1 . . . . E .
tr{(J (x;,2z")) "} is non-increasing in z”. Since
i(J 9 (x, E))_l} is non-increasing with respect to
Je" (x;,2%), it is sufficient to prove the following implication:

2P -w = Jg)(xi,zE) b J(ei)(xi,w) (61)

In other words, from (34), we must prove that
39 (x;,27) = 30 (x;, w) — I (x;,27) + I (x1,w) = 0

It is noted that for any y = [y; 2|7 € R2, the following
equalities hold:

yT I (xi,27)y = y3Ki(27) + 29192 Di(27) + 43 E;(2"),
(62)
yTI9 (xi,2" )y = (12Ci(2") + y25i(27))” (63)

Ti (ZE)
Therefore, by combining (62) and (&3)), the following relation
can be obtained:

YT (I (xi,27) = I (xi, W)y = hi(2") — hi(w)  (64)
where
hi(z") £ Y7 Ki(27) + 2192 Ds(2") + 43 Ei(z"7)  (65)
. (B2
_ (ylcz(z )+y251(z )) (66)

Ti (ZE)

Hence, it is sufficient to show that hi(zE
function of zZ. It is noted that

) is a non-decreasing

Oh;i(z” — )
aiZE ) = A;g)(yl oS Gik + Y2 sm(bik)Q
k
_ 3@ 2(y1C5(2") + y2.5:(2")) (y1 cos i, + y2 sin dic)
* Ti(zP)
. (,E (B2
430 (11Ci(2") + y25i(2")) .

E(ZE)2



where A7 is given by Al = 2GRN /\52 > 0. Then,

via the arithmetic mean-geometric mean inequality, it is seen
that 2 ( )>Of0ranyk_1,2,...,

k
the de31red conclusion that f(z

N. Therefore, we have

) is non-increasing in z”. W

C. Proof of Proposition 2

As w; > 0 for i = 1,2,..., Np in (I0), it is sufficient
to prove that tr{(Jg) (xi,zE))fl} is a convex function of
z?. It is known that tr{X !} is a convex function of X
for any positive semi-definite X [37]. Also, tr{X 1} is
non-increasing in X. Therefore, it is sufficient to prove that
I (x;,2”) is a concave function of z.

To explain why this is sufficient, we define function g as
g(X) £ tr{X~'}. Then, we are interested in the convexity of
g(J & (xi,zF)) with respect to z”. In other words, we should
prove that for any v € [0, 1], and z", w € RY,

9(IP (xp,v2" + (1 = v)w)) < vg(IL (xi,2"))
i)

+ (L= v)g(Je” (xi, w))

(68)

1f I (x;, zF) is a concave function of zZ, then J& (x;, vz? +
(1—v)w) > vI (x;,25) + (1 — )3 (x;, w) holds. Since
g(-) is non-increasing and convex in its argument, it then leads
to (68D

In order to prove that J Q) (xi,2
z¥, we should show that for any € [0, 1] and z”

the following relation is true:

IO (x;, vz +(1=7)w) =4I (x;, 27) +

is a concave function of
,weRY,

")

(1=NTD (xi, w).

(69)
Based on the relations in (34)—(56), the inequality in (69) can
be reduced to the following:

I (x5, 27) + (1-7) IS (x5, w)

)

= 35 (i 72"+ (1=7)w)
) (70)
since J'" (x;, zF) is linear in zZ.

It is deduced from (63) that for proving [Z0), it is sufficient
to show that

(1:.Ci(2") + yQSi(ZE))2 (=) (11Ci(w) + 3/25i(W))2
T,(a") ! T;(w)
C; + y2.5; 2
> (yl (S)T(:; (S)) 71)
where s = vz + (1 — 4)w. By applying the Cauchy-

Schwarz inequality to the left-hand-side of (Z1)), the following
inequality is obtained:

(2" 2iZE2 1w 21‘W2
(11 Ci( T)iz;g)s( ) +(1_7)(y Ci( E(rvg)s( )

(7(y10i(ZE) +125i(z7)) + (1 — ) (1. Ci(w) + y25i(W)))2

>

(vT@") + (1 =) Ti(w))
(72)
As Ci(+), Si(+), and T;(-) are linear in their arguments, (72)

is actually the same as (Z1), which was to be proved. Hence,
the desired conclusion in reached. |
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D. Proof of Lemma 2

It is sufficient to show that tr{ (Jg) (xi,zE))_l} is non-
increasing in )\(i) for any i = 1,2,..., Np (see (I0)). As
a consequence of Proposmon 1, we can 1n1med1ate1y observe
that tr{ (J(l (xi,27) ) } is non-increasing in A% if and only
if tr{(Jg) (xi,2%)) } is non-increasing in zE due to the

symmetric expression in (I1). (That is, the elements of )\%)

and z” affect the expression in ([I) in the same manner.)
Therefore, via Lemma 1, we obtain the desired result. [ |

E. Proof of Lemma 3

It is obsetved from the expression in G0) that if z7 >
w, then 3 (x;, %) = J(x;,27) holds for any i =
1,2,..., Nr. Since the function tr{(- )’1} is non-increasing
in its argument and w; > 0 for any 4, it is concluded that
f(z”) in B2) is non-decreasing in z”. [ |

FE. Proof of Lemma 4
From (33), the second-order derivatives are calculated as

9gij(z”) 2;\(i)P1;]PzJ i I 1)
020z (65 + Zl L2 P,

Define a vector as v; = [Py |’ylj|
1,2,...,N4. Then, for any y € RY,

22
J
~ N 2
(07 + 21 2 Bl 1)?

(73)
l |'Yla | )3

- Py ] for j =
it follows from (73)) that

vy V295 (z7

)y = yTvjviy > 0.

(74)
Therefore, V2g;;(z”) is a positive semi-definite matrix; hence,
gij(z”?) is a convex function of z”. [

G. Proof of Proposition 3

As w; zOfori: 1,2,...,
tr{(j(i (xi,7 )71
We know that tr{ (

7 if and only if tr{ — (J 39 (x,,2 7)) _1} convex with respect
to z] Hence, two auxiliary functions are defined as follows:

¢:R**? 5 R such that &(X) = tr{X "'} (75)
ci : RN — R?*2 such that ¢;(z”) = —J0) (x» z7).  (76)

Based on the preceding definitions, tr{ — ( ) (xi,2 )~ } =
&(ci(z”?)). It is known that &(-) is convex and non-increasing
in its argument [37]. Thus, it is sufficient to prove that ¢;(z”)
is concave with respect to z”/, or equivalently, J ((;) (xi,27) is
convex with respect to z”.

To that aim, we should prove that for any z’, w € RY and

4 € [0, 1], the following relation holds:

FID (x5, 27) + (1=7)ID (xi, W) = IV (x5, 527 + (1-F)W).
(77)

N, it is sufficient to prove that
} is a concave function of z/ for any i.

-1y . .
xz, z ) } is concave with respect to

[y1 y2]T, it follows from @Q) and (B3) that

TJ(Z)(X 77 )y = Z gii(z
jeAl

For any y =
(yl COS pij + Y2 sin 9017) .
(78)

By combining Lemma 4 and (Z8), the desired conclusion is
reached. |



H. Proof of Lemma 5
It suffices to show that tr{(jg)(xi,z‘]))_l} is non-

increasing in A

(]i) for any ¢+ = 1,2,..., N, which is evident

from (30). [ |
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