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MODERN societies are becoming increasingly reliance on
inter-connected digital systems where commercial

activities and government services are delivered. Despite the
benefits, it is impossible to overstate the importance of infor-
mation security and forensics in a highly inter-connected
system. To address security threats to network infrastructure
devices and sensitive data, many different solutions capable
of providing a suitable degree of security and forensic capa-
bility have been developed. However, such solutions have
not been properly designed to address important aspects
such as computational costs, scalability, energy efficiency
and resource usage. This special issue thus focuses on practi-
cal aspects of information security and forensics in sustain-
able computing. We solicited original contributions on
recent challenges, including threats, defence and security,
information, tools, and digital forensics applications in sus-
tainable computing. We also sought contributions that
focused on real-world security and forensic problems as well
as theoretical work that has practical application.

This special issue is dedicated to the identification of
techniques/methods designed for sustainable information
security and forensic systems. We received a total of 31 sub-
missions for this special issue, of which only 11 papers have
been accepted. Each paper went through a rigorous peer
review process, in addition to multiple follow-up rounds
with the authors. A summary of the selected papers is pro-
vided below.

� In “WARDOG: Awareness detection watchdog for
Botnet infection on the host device”, a team of
researchers from Switzerland, United Kingdom and
Greece proposed a sustainable end-user awareness
system for botnet mitigation on the infected
machine’s side. Once a botnet attack is detected by a
legitimate and trusted network entity, the involved
infected machines are alerted.

� In “The Status of Quantum-Key-Distribution-Based
Long-Term Secure Internet Communication”, the
authors from Technische Universit€at Darmstadt,
Germany and University of California, San Diego,

USA presented an analysis of the performance and
security of existing point-to-point Quantum Key Dis-
tribution (QKD) technology followed by discussions
on approaches to enabling QKD in large-scale multi-
user networks. Finally, important challenges that
need to be addressed in order to make QKD-based
long-term secure communication on the Internet
practical is identified.

� In “A Secure and Sustainable Framework to Mitigate
Hazardous Activities in Online Social Networks”,
researchers from United Kingdom and Malaysia
studied a design of automatic two-phase (pre- and
post-filtering) approach with the objective of mitigat-
ing the cyber threats in online social network (OSN)
platforms in order to address the lack of functionali-
ties of the current OSN platforms for automatic users
protection in initiating online friendship and online
users interaction within their circle.

� In “Solving Coupling Security Problem for Sustain-
able Sensor-Cloud Systems based on Fog
Computing”, the team from United States of Amer-
ica, United Kingdom and China presented an
extended the Kuhn-Munkres algorithm based on fog
computing to achieve sustainability. They designed
a buffer queue in fog computing layer which will
return the result to the cloud layer directly to
increase the resource utilization. They then extended
the Kuhn-Munkres algorithm to get the initial
assignments of resources. To determine whether the
initial assigned resources can be further scheduled,
which means that they need to further improve the
resource utilization to realize sustainable resource
management.

Despite the significant amount of efforts devoted to
addressing sustainable information security and forensic
computing, there are still a number of challenges that
remain to be addressed in the near future. Potential topics
for future research would include:

� Sustainability of AI-based security software – the
computational and environmental costs of training
of an AI model grew proportionally to model size
and then exploded when additional tuning steps
were used to increase the model’s final accuracy.

� For security and forensic computing to be truly sus-
tainable, all phases of the system life-cycle, from
manufacturing to disposal, must be considered.
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" For more information on this or any other computing topic,
please visit our Digital Library at www.computer.org/csdl.
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