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Abstract— Communication security and reliability are two power, computational capabilities, and memory. Sensoesod
important issues in any network. A typical communication task in  are typically randomly and densely deployed (e.g., by &eria
a wireless sensor network is for every sensor node to sense its Ibcascattering) within the target sensing area. The post-gegot

environment and, upon request, sends data of interest back to at | : t det ined. Alth hi th
base station. In this paper, we propose a hybrid multipath scheme 0Opology IS not predetermined. ough In many cases the

(H-SPREAD) to improve both security and reliability of this task nodes are static, the topology might change frequentlyuseca
in a potentially hostile and unreliable wireless sensor network. of unreliable wireless links and failure-prone sensor isode

The new scheme is based on a distributedll-to-1 multipath dis-  Moreover, a MANET s typically infrastructureless, end-to
covery protocol which is able to find multiple node-disjoint paths end communications are the common communication pattern.

from every sensor node to the base station simultaneously in one,,, . . .
route discovery process. Then, a hybrid multipath data collection While a WSN is typically formed around one (or motejse

scheme is proposed. On the one hand, end-to-end multipath data Station (BS, a.k.a.sink. All the sensor nodes are usually
dispersion, combined with secret sharing, enhances the security designed to sense its local environment and, upon reqeest, s
of end-to-end data delivery in the sense that the compromise of a data of interest back to the base station which is generally
small number of paths will not result in the compromise of a data  ga\/aral magnitudes more powerful than sensor nodes and
message in the face of adversarial nodes. On the other hand, in trati int of the WSN and at th
the face of unreliable wireless links and/or sensor nodes, alternate s.erves as a concentra '_on point or the and at the same
path routing available at each sensor node improves reliability of time the nexus connecting the WSN to the rest of the world.
each packet transmission significantly. The extensive simulation Reliable and secure data collection is an important task in a
results show that our hybrid multipath scheme is very efficient \WSN.
in improving both security and reliability of the data collection Reliability, defined as the successful end-to-end data de-
service seamlessly. . . - . .
_ _ livery ratio, has been an issue in WSNs since nodes are
Index Terms— Sensor networks, Multipath routing protocol, prone to failure and wireless transmission between nodes ar
Reliability, Security susceptible to all kinds of interferences. Security is hept
issue since sensor nodes, when deployed in a hostile ground,
I. INTRODUCTION are subject to compromise. Generally it is not economically

Recent advancement in microprocessor, memory, and wiféasible to make sensor nodes tamper-proof, which means
less networking and communication technologies have paé@t once a node is compromised, all the secrets stored in
the way for the deployment of wireless sensor networkéat node, including cryptographic keys, may be comprothise
A wireless sensor network (WSN) typically is composetPO, which jeopardizes information relayed by that node.
of a large number of low-cost sensor nodes which wofdultipath traffic dispersion has been known as an effective
collectively to carry out some real-time sensing and mainigp  Strategy to improve reliability in the face of path failures
tasks within a designated area. This emerging technology i§&used by unreliable links and frequent topological change
drawn growing attention recently since it provides a pramgjs [2]. However, improved reliability can be achieved only fa t
solution to many challenging tasks, such as military sensigost of excessive redundancy, that is, sending more data tha
and tracking in a hostile ground, remote sensing in nucle@gcessary along multiple paths such that the reconstruofio
plants, mines, and other hazardous industrial venuestineal original information can tolerate up to a certain amountathp
traffic monitoring, realtime weather monitoring, wild arim failure/packet loss. In [3], we proposed a Secure Protomol f
monitoring and tracking, etc. REliable dAta Delivery (SPREAD) for end-to-end message

Realization of a WSN faces many challenges. Althougtelivery in a MANET. In stead of using the single shortest
some of the wireless ad hoc networking techniques are apf@th to route data from one node to the other, SPREAD
cable to WSNs, a WSN differs from a mobile ad hoc networkplits & message into multiple shares using the secretnghari
(MANET) in many aspects [1]. For example, the number gicheme and then delivers message shares to the destination v
nodes in a WSN is usually much larger than that in a MANEMUltiple independent paths. The SPREAD idea was shown to

Typical sensor nodes are more resource constrained in tfrm§¢€ effective in improving security in the sense that it is enor
resistant to collusion attacks of up to a certain number of
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makes security and reliability a seemingly contradictig o by evaluating a polynomial of degré& — 1)
jectives for schemes based on multipath routing.

In this paper, we first propose a distributdeto-1 multipath
discovery protocol, based on which we then propose a hybég pointz = i to obtain thei—th share:
multipath scheme to achieve more reliable and more secure _
data collection task in WSNs. While most of multipath routing Si = f(0)
protocols are source-initiated and aim to find multipledi®j \yhere a(, a;,as,...,ar_1 are secret bits while is a large
or partially disjoint paths between a single source-dasith  prime number greater than any of the coefficients and can
pair [4]-[11], the distinct feature of ouN-to-1 multipath phe made public. Note when all the coefficients are used to
discovery protocol is that it is receiver-initiated (.8S carry secret bits, the fraction of redundant informatioAJs” .
initiated) and at the end of one route discovery process, tgy 7 = N, there is no redundant information resulting from
protocol finds every sensor node a set of node-disjoint dathssecret sharinfy
the BS simultaneously. It is highly efficient, with an ave#ag  according to the fundamental theorem of algeliFavalues

overhead of less than one routing message per path. Thengyg polynomial of degre¢T — 1) can completely determine
investigate the hybrid multipath data collection schemi@icv e polynomial (i.e., all its coefficients), while any feweiues

combines concurrent multipath dispersion for end-to-e@ié d cannot determine the polynomial (at least computationally
collection and alternate path routing for each individugth®t gjfficult). Thus, anyT” shares can reconstruct the original secret
transmission. The simulation results show that our hybrigis pyt any fewer shares cannot. Efficief@(T log?T))
scheme, Hybrid-SPREAD or in short H-SPREAD, can achieygqorithms have been developed for polynomial evaluatiwh a
significantly better reliability and better security seassly jnterpolation [13]. In addition, the reconstruction is edn the
with little or even none redundancy. The proposed scherjgse station, which is not computationally constrainedy ver

is extremely suitable for WSNs where the major task is fonych, Therefore, in our H-SPREAD scheme, we still choose
the base station to collect sensor readings from all theosengecret sharing as the coding scheme.

nodes simultaneously.
The rest of the paper is organized as follows. The SPREAD
idea is briefly reviewed in section Il. The distributédto-1
multipath discovery protocol and its evaluation are présgn
in section lll. In section IV, an framework for security an

f(x)=(ag+arz+ - +ar_1z" ") mod p

I11. N-TO-1 MULTIPATH DISCOVERY PROTOCOL

A challenging job in any multipath routing scheme is the
Oefficient and effective multipath routing protocols. In |[3]

reliability analysis is provided and the active packet agilg we discussed multipath finding techniques between a single

strategy is proposed. The overall performance of H-SPREATYUrce-destination pair. In fact, most of current multipat
is evaluated in section V. Finally, related work is reviewed routing protocols fall into this category (refer to Sectigf).
section VI and conclusion is drawn in section VII In response to the communication pattern in a WSN, in this

paper we propose a novsto-1multipath discovery protocol.
Instead of finding multiple paths between a specific source
Il. A BRIEFREVIEW OF SPREAD and a specific destination, the proposketo-1 multipath

In [3], we proposed the SPREAD scheme as a compleméfiscovery protocol takes advantage of flooding in a typical
tary mechanism to enhance data confidentiality in a MANEfOUte discovery process and find multiple node-disjoinhpat
The basic idea and operation of SPREAD is as fO”OWg':Om every sensor node to the common destination_ (i.e., the
A secret messagen is transformed into multiple sharesSink node) simultaneously. The proposbkto-1 multipath
Sy, 95, -+, by secret sharing scheme, and then delivered %scovery protocol is gssentlally the enabling techniqoe f
the destination via multiple independent paths. Due to il hybrid data collection scheme. Therefore we present the
salient features of secret sharing and the distributedidashdistributed protocol and evaluate its path finding capgbifi
of multipath delivery, the SPREAD has been shown to HBis section first.
more resilient to a collusive attack by up to a certain number
of compromised nodes, namely, even if a small number af Motivation and Overview

paths/nodes/shares are compromised, the message as a Wholey icq) task of a WSN is data collection where the base
is not compromised. _ station broadcasts the request for the data of interest and

A number of coding schemes can be used to split the traffigery sensor node (or nodes that have the data of interest)
for multipath routing in order to enhance reliability. EXalés sends its readings back to the base station. For this purpose
include well-known Reed-Solomon codes, diversity codingerkeley's TinyOS sensor platform utilizes a flooding-lihse
[12], multiple description coding, etc. In the SPREAD scleeMyeaconing protocol. The base station periodically brostsca
[3], we used the threshold secret sharing scheme to split theqyte update. Each sensor node when receiving the update
information. A (T, N) threshold secret sharing scheme coulg), the first time rebroadcasts the update and marks the
transform a secret intdV pieces, calledsharesor shadows pode from which it receives the update as its parent. The
The nice property of theV shares is that form any less thanyigorithm continues recursively till every node in the netiw

T shares one cannot learn anything about the secret, white Wits reproadcasted the update once and finds its parent. What
an effective algorithm, one can reconstruct the secret fioyn

T out of N shares. The generation of shares is very simple -The length of coefficients needs to be one bit shorter thanahga.



B. Phase One: Branch Aware Flooding

The general form of routing messages in both phases is
{mtype, mid, nid, bid, cst, path}, where mtypeindicates the
type of message. We defimatype="RPRI” for phase one,
which refers to “primary” because primary paths (i.e., oa th
shortest path tree) are found by this type of messagedg;
is the sequence number of the current routing updaitkjs
the identifier of the node sending out the messdjgjs the
identifier of the branch defined asd of the node closest to
the BS in the branctpathcontains a sequence of nodes which
Fig. 1. Spanning tree created by flooding the message has travelled; arstis the cost of thepath

The propagation of RPRI messages follows exactly the same
way as the TinyOS beaconing protocol. The BS initializes a
routing update periodically (or on demand) by broadcasting
message RPRI, mid, Sink,?,0, (Sink)}. Every node, say
z, when hearing a messa§® PRI, mid, nid, bid, cst, path}
for the first time, marks nodeid as its parent, and it also
learns the primary path back to the BS by following the
reverse order ofp = path + (z). It then forms a new
routing messagé RPRI, mid, z, (bid == )7z : bid, cst +
cost(z, parent(z)), path + (z)} according to the following
rules: replacingnid field with its own ID; if bid field is
@, replacingbid field with its own ID, otherwise keeping
the original bid intact; updatingest field by adding the cost
from z to the node from which this message is received; and
updatingpath field by appending its own ID at the end of the
old path. Nodez then rebroadcasts the new message in the
follows is that every node forwards the packets it receivattighborhood.
or generated to its parent until the packets reach the baseén the simple flooding protocol (such as the beaconing
station [14]. As illustrated in Fig. 1, the beaconing pratioc protocol), a node simply ignores the duplicate route update
essentially constructs a breadth first spanning tree raatted messages from other nodes. However, in our branch aware
base station. It finds every sensor node a single path backlgading, when a node hears the same message (i.e., iden-
the base station efficiently. However, reliability and ségu tified by the samenid) from a neighbor, it will check the
suffer from the single path routing. The failure of a singleontent of the message and mark the neighbor accordingly. If
node or link will disrupt data flow from the node itself and althe message has the saiid as nodez itself, z will mark
its children. Similarly, compromise of a single node wilusa that neighbor as ahild or sibling, according to thepath
the information leakage from the node and all its children. contained in the message; if the message has a difféiént

The proposed-to-1 multipath discovery protocol is basedwhich means the message is from another braaetill mark
on the simple flooding initiated at the BS. Then, by cardhat neighbor as aousin Node z maintains an alternate path
fully incorporating two other mechanisms into the protocgiet Q.. Once receiving a message from a cousin nadeill
design, it is able to find every sensor node multiple nod&irther examine the path contained in the message. If the new
disjoint paths back to the BS at the end of a distributed padath ¢ = path + (z) is disjoint from the primary patlp and
discovery process. To facilitate the understanding, wegate any other alternate path with lower cost @, the new path
the multipath discovery procedure in two phases, with eagtwill be included into theQ., while at the same time, paths
phase implementing one of the mechanisms. In fact, the secav¥ith higher cost thary that share common nodes wighwill
phase can be started at each individual node in a distribute®l removed fromQ.. Same as the beaconing protocol, the
fashion without considering the completion of phase orgopagation of RPRI messages is terminated at the leaf nodes
at other nodes. The mechanism used in phase one, termé@n each node has rebroadcasted the message once and only
branch aware floodingtakes advantage of the simple floodingnce.
technique. Without introducing additional routing messsg The branch aware routing technique is actually based on
the mechanism is able to find a certain number of node-disjothe following observation. As show in Fig. 2, the number
paths, depending on the density of the network topology. Thé branches a tree has depends on the number of immediate
mechanism used in phase two, termmadltipath extension of neighbors the base station has (e.g., 4 branches in the ex-
flooding helps to exchange the node-disjoint paths found ample). The maximum number of node-disjoint paths from
phase one among nodes on different branches. At the casy node to the base station is thus bounded by the number
of some more message exchanges, it is able to increase dhéranches. We notice that while each node hgwimary
number of paths found at each sensor node. path to the base station by following its tree links up, a link

Fig. 2. A simple multipath extension of flooding



TABLE |

between two nodes that belong to two different branches will
PARAMETERS OF NETWORKS SIMULATED

provide each node an alternate disjoint path to the baderstat —
through the other. For example, as shown in Fig. 2 whi!eTr"’msm'ss'on range (TR) | 15 m 20m 25 m 30m
. ! ! Average node degreed) | 6.05 10.19 15.29 21
nodew has the primary patlﬁw —r—1-g—d- Sink) Average network diame- | 10.56 6.09 4.72 3.85
back to the base station, it learns another alternate paf@r (p)
(w—v—q—k—e—a— Sink) from nodev which is not
in the same branch as when overhearing’s broadcast. The 0
branch aware flooding is therefore designed to allow nodes to o] = opan
go across a cousin link thereby finding disjoint paths in othe o~ RALTpamh
branches. This mechanism takes advantage of the broadcast
nature of wireless communication. Without introducingraxt
routing messages, nodes that have cousin neighbors are able
to find a few disjoint paths.
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C. Phase Two: Multipath Extension of Flooding

The ability of finding extra paths by branch aware flooding
is limited to nodes that have cousin neighbors. In what fadlo
we present a second mechanism/phase proposed foN-our_ o .
to-1 multipath discovery protocol - a multipath extension t6'% 3 FPath Finding Capability
flooding technique, which is able to find more node-disjoint
paths at each sensor node at the cost of some extra mes?ﬁgg v—q—k—e—a— Sink) from w and it does not yet

exchanges. know a path through branch, it learns a new disjoint path
Phase two message exchange uses the same messag Ao, o —q—k—e—a—Sink). The tradeoff of the second

mat but with mtype field set to "RALT", which refers jhaqe s that it finds more disjoint paths with additionatirg
to “alternate” because this type of messages find altem%%ssages.
paths. The RALT messages are used to further propagate
the alternate paths found at one node to its parent aBd Perf Evaluati
sibling/cousin neighbofs The propagation of RALT messages erformance tvajuation
is initiated distributively and independently at each nadiere ~ We use simulations to evaluate the performance of the
an alternate disjoint path(s) is found during branch awaPsoposedN-to-1 multipath routing protocol. We simulate a
flooding. For each alternate path node » forms a RALT WSN consisting of 100 nodes randomly deployed in a field
message{ RALT, mid, z, ¢.bid, q.cst, ¢} and broadcasts it in of 100m x 100m square area. The base station is located in
its neighborhood. the middle of one edge. Nodes have same transmission range
Upon receiving a RALT messageRALT, mid, nid, bid, in one experiment. In order to evaluate the impact of edge
cst, path}, node z will ignore it if it is from its parent. density on the performance, we vary transmission range in
Otherwise, it will check and see if itself is already in thetpa different experiments to adjust edge density in the network
contained in the message. If not, nogldearns about a new We tried four different transmission ranges, 15, 20, 25, and
pathq = path + (z). Again, nodez includes the new path 30 meterd. Table | summarizes some topological parameters
into its alternate path sed. if ¢ is disjoint from any other of the networks simulated when using different transmissio
paths inQ, of lower cost. Ifg is included, node: excludes ranges, including the average node degtdee., the number
from the path setQ. paths of higher cost and intersectingj)f neighbors a node has) and the average network diameter
with ¢. Whenever a new patly is added t0Q., nodez D (i.e., the maximum hop count from any sensor node to the
forms a new RALT messageRALT, mid, z, q.bid, q.cst, ¢} BS based on the shortest path routing). The simulationtesul
and broadcasts it in the neighborhood. are averaged over 60 random network deployments. The 95%
The propagation of RALT messages terminates when f@nfidence intervals are shown in the figure.
new disjoint path is added to any path set. At this time, eachFig. 3 shows the total number of routing messages and
node has found a set of disjoint paths to the BS. the total number of disjoint paths found in the simulated
The rationale behind the design of phase two mechanidratworks. We observe that the branch-aware flooding mecha-
is to maximize the number of disjoint paths at each node Ksm find disjoint paths without introducing any extra megsa
further propagating alternate paths found at phase onescr@xchanges. When edge density is high, say when average
multiple branches. Using the same example as shown in Fighgde degree is 22, this simple modification could find an
notice that ifw further propagates the disjoint paths it learneg@verage of 8 node-disjoint paths per node. Our multipath
to its neighbors, its parent or siblings/cousins mightrear extension of flooding mechanism, although requiring more

new disjoint path as well. For example, nodbas the primary SRandomly generated networks sometimes are not connected édipe

path (r — I — g — d — Sink). When it hears a disjoint path gensity is not high. In our simulation, 70% of networks are cotnected

when average node degree is 7 (e.g., TR=15m) and 5% of netwoeksot

2Not intended for children because the parent node must beeiprimary  connected when average node degree is 11 (e.g., TR=20m).t@mkesults
path of the child node. from connected networks are considered here.
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Fig. 4. The distribution of nodes in terms of  Fig. 5. The distribution of paths in terms of Fig. 6. The quality of the alternate paths
distance distance

message exchange, is able to find more paths. The results saggregation center to the base station forms the higher. laye
that, in general, the routing algorithm is very efficientémmhs Our proposed algorithm could be made applicable to each
of path finding - the per path cost is less than one messagkyer separately.

The next three figures reveal some more characteristics of
the paths found. Fig. 4 shows the distribution of nodes in  IV. SECURITY AND RELIABILITY ANALYSIS OF
terms of their distances from the BS. Correspondingly, Fig. H-SPREAD
5 depicts the average number of node-disjoint paths found

er node with regard to distance between sensor nodes anlcﬁ1 this section, we provide an analytical framework 1o
b 9 %nalyze security and reliability achievable from the prsgub

the BS. It is observed that the closer the node to the B - P
o SPREAD scheme. More specifically, by “reliability” we
the more paths from that node to the BS. This is reasonable s
o : L meéan the probability that a message generated at one sensor
because it is harder to find node-disjoint paths when nodes ar W -
. node can actually be routed to the BS, and by “security
far away from the BS as each alternate path has to find more o . .
o . . we mean the probability that adversaries/compromised sxode
unused nodes to reach the destination. This property islhctu

desirable for the tasks we are considering. Since the typlggn |n'Fercept the message. The purpose O.f the security and
) reliability study is twofold: (a) provide analytical meass to
task of the network is to collect data from all sensor nodes; : A ;
. evaluate the security and reliability of the data delivetyew
packets are travelling from everywhere toward the BS. Nodés . 2o .
- applying our scheme and (b) provide insights to design aeshar
that are closer to the BS would be used more for forwardin . . . .
location scheme that will tolerate failures and compi®di

traffic thus it is more desirable for those nodes to be MOIE L < in the best possible way (probabilistically)
reliable. More alternate paths gives a node more choices in '

the face of node or link failures thus inferring better riidy.

Fig. 6 shows the average hop count per path correspondingly. Security Analysis

The dotteq line is plotted as the reference, indicating theWe first consider security. Assume thaf disjoint paths
shortest distance to the BS. It is observed that the aver%%g/e been selected to deliver the message. Vegtor
path length is typically 1 or 2 hops longer than the shorte :

Fql,fhw-,qm denotes the security characteristics of the
path, regardiess the length of the shortest path. paths where; denoting the probability that thieth path might
The typical data collection in a WSN involves the followingbe compromiset Let vectorn = [ni,ng,---,ny] denote

communication patterns: (a) broadcast from the base statipe share allocation, meaning that packets are assigned
to sensor nodes (e.g., requests of data of interest); (n) frgo the i-th path for delivery,n; is an positive integer, and
sensor nodes to the base station (e.g., sending back Ezéil n; = N. We assume that if one path is compromised,
sensor readings); and (c) node to node communication (edl, the shares travelling along that path are compromised.
if aggregation of sensor readings are applied). In thisi@ect Since paths are mutually node-disjoint, we further assume
we described our multipath discovery protocol which, simil that the compromising of each path is independent. b}

to any on-demand routing protocol, starts with a route updajenote the indicator function on path with probability g¢;,
initialized at the base station. This route update is a netwoy(;) = 1 indicating thei-th path is compromised, and with
wide broadcast thus can be used to fulfill the above mentionggbability (1—¢;), (i) = 0 indicating that theth path is not
type-(a) communication. Then at the end of the discoverfompromised. Then, the number of shares compromised given
each node will be able to find a set of multiple node disjoinhe allocationn will be given by Zi]\il ¥(i)n;. Notice that
paths to the base station with which our hybrid data cobbecti the adversaries have to compromise a minimun¥’hares
scheme can be implemented for the type-(b) communication.

We do not consider data aggregation explicitly. However,*As discussed in [3], here we consider the information leakagdlem

if data aggregation centers are to be applied, a hieraichifgm the compromised nodes. The eavesdropping on the wirkigsscan

. b d: f h be solved by physical layer measures or link layer encrypfldrerefore, the
routing structure can be constructed: from each sensor n%‘s&)ability that a path is compromised here is the probabttigt any one or

to the aggregation center forms the lower layer and from ea@hre nodes on that path is compromised.



in order to compromise the message, the probability that tberived as follows. Without loss of generality, we assuna th
message might be compromisell{ is then given by g1 < qa <+, < gmn.LetR(j,4) denotes the probability that a
M minimum of j packets are compromised from the firgiaths.
Po(n) =Pr{J > T} =Pr {Z W(i)n; > T} (1) ThenPc can be calculated as
=1 Po(n) = R(T, M)
where 7 is the total number of shares compromised amon ) _
the N packets delivered across thé paths. where R(T, M) can be calculated using the following recur-
In [3], we have shown that, depending on the number §fV€ €quation
paths_ selected to d_eliver the messa@&_ﬁ)*“(, the maximum R(j,i) = ¢R(j —ni,i— 1)+ (1 —¢)R(j,i —1) (3)
security can be achieved when allocating theshares onto ) ) ) L
the M paths in such a way that the adversaries must coiffPlich requires the following boundary conditions:
promise all theM paths to compromise the message. The R(j,i) =1, for §<0,i>0
maximum security, measured as the minimum probability that ) .
the message might be compromisdet] is R(j,0) =0, forj>0
M The computational complexity of Eq. (3) faR(T, M) is
Po(n) = Hq,» O(T(M —-T+1)) whenn; = 1 for all . However, whem,; >
i=1 1forall1 <14 < M, the number of terms to be computed may
We have also shown in [3] that the SPREAD scheme c&¢ much less than that. In addition, the intermediate values
be designed in such a way that a certain degree of redundaft§y meaningful that represedi(j,i) for 1 < j < T and
can be added without sacrificing the security. The maximuin< i < M. These values are helpful in understanding the
redundancy that can be added without scarifying security 3§sessment of the probability accumulatively.
bounded by
r<1/M (2) B. Reliability Analysis

where the redundancy facteris defined as» = 1 — T/N Next we evaluate the reliabili.ty of proposed data collec-
and M is the number of paths selected to deliver the messdif? scheme, namely, how “reliable” a message generated
share8. Then proper(T, N) values (i.e., integers) could peat one sensor node can actually be routeq to the_ BS. In
selected and optimal share allocations could be designedf@6t: in @ WSN, both sensor nodes and wireless links are
achieve the maximum security and at the same time be aBl&or-prone. Node failure might be caused by physical node
to tolerate a certain degree of packet losses. For examgfdlure (€.g., physical damage or depletion of the battery)
for M =3, T =8, N = 10, the optimal share allocation h€avy congestion at.the npde whlch causes packet drop.due
would be[4 3 3] by which the adversaries must compromisk® buffer overflow. Link failure might be caused by media
all the three paths to get enough shares while the schefif€€Ss contention, multiuser interference, or any intemnige
can tolerate the loss of 2 packets. Notice that the optim4fich causes the radio signal not being correctly decoded
share allocations proposed are in terms of security, aghou@t the mtendt_e(_j receiver. If we assume that each node has
achieving maximum security, they actually do not toleraie t €dual probabilityp,o to reliably relay a packet and each
loss of a complete path. In fact, improved reliability obtd Nk ha;_equal probability;g _to.rellably deliver a packet, the
from the this type of traffic dispersion essentially comesyfr Probability that a path consisting df hops can successfully
the redundancy added to the data traffic which should be mugfiver a packet will bep = pnopi (we assume the
enough to tolerate one or more complete path failure. THigStination is reliable). _
makes security and reliability two contradicting objeetv N [21, the author; D_f_ODOSEd an analythal model for the
when using concurrent multipath routing approach, meaniﬁgaluatlon of the rellablllty of multipath routing in mobkilad _
that reliability relies on excessive redundancy while siégu hoc networks. They considered packet loss due to topolbgica
requires no or little redundancy. changes thereforg they modelled each path as a pure erasure
The direct calculation ofP- is hard since it needs to channel, namely, if a path fails, all the segments transohitin
enumerate all possible/) combinations of); and sum up f{hat path will be Ipst, othgrwise, all.the' sggments on th#t pa
the probabilities of those satisfying the condition. Forttely, IS assumed received. This model is similar to the model we
efficient algorithms have been developed for this type Obpmdescrlbed f_or security anz_aIyS|s and can be viewed as a model
lem in the reliability evaluation ok-out-of-nsystem models. Of node failure problem in our case. The authors proposed
Particularly our problem is similar to the reliability evation {0 USe & Gaussian approximation to calculate the religbilit
of weighted-k-out-of-rsystems which were proposed in [15]Th§|r analytical resglts showed that multipath routing isren
and where an efficient algorithm for computing the reliapili 'ésistant to node failure problem and the packet delivetip ra
of the system was presented. The calculationPpf can be €an be improved. However, the improved reliability highly
relies on the excessive redundancy added (actually redtinda

5The number of paths found between a source to a destinationeckemger paths) which will impair the security purpose as we just
than M. Depends on the required security level, it is not necessanse all iscussed
the paths. Only the firsb/ most secure paths that meet the desired security ! N, . .
level are selected. In what follows, we evaluate the reliability from link fail-

6A tighter bound isr < 1/M —1/N ure perspective. In other words, we assume a network with



perfectly reliable nodes but unreliable links. The failwk

a packet's transmission is caused by the link failure and is

independent of other transmissions. We make this assumptio

in order to gain some insights on the impact of link failure

problem on multipath routing. Moreover, in the combinateri

of network reliability an undirected problem with node ta#s

can be transformed into a directed problem without node :

failures [16]. In some cases this assumption can often be

avoided. For example, in the above example, the path reli-

ability with node failures is just the probability that albdes x t

are operational times the path reliability without noddufiags.

Similar to the problem formulation for security analysist'd- 7~ Alternate path packet salvaging

we assume thafl/ disjoint paths have been selected, each

of which is reliably delivering packets with probability;

(i=1,2,...,M). Let again use vectat = [n{,ng, - - -, ny] in the literature where the proposed multipath routing @rot

denote the share allocation, which allocatespackets onto Cols aim to find multiple disjoint paths between a single seur

the:-th path Leth(j) denote the indicator function on path and destination pair on-demand. The end-to-end multlpath

vi(j) = 0 indicates thej-th packet is delivered successfullyyouting approach essentially relies on the redundant paths

and y;(j) = 1 indicates that thej-th packet is lost. Thus, improve reliability, while the unreliability of each path.rr!ains

pi = Pr{x;(j) = 0}, and Z;};l Yi(j) is the number of unimproved. The results are therefore the low efficiency of

packets lost over theth path. Based on this assumption angliability improvement and the excessive redundancy twhic

the fact that as long as the total number of lost packets amcﬁ-@eriorates the foundations of our security enhancement.

the N packets is less than or equal fé — T', the original A distinct feature of our multipath discovery protocol is

information can be correctly recovered by the BS, we obtaihat it finds multiple node-disjoint paths at each sensorenod

that the probability of successful delivery) is given by  If the WSN uses a reliable MAC protocol, such as IEEE

802.11 which acknowledges the successful transmission of

each frame, each node knows whether the transmission is

Pr(n) =Pr{L <N —-T} =Pr Z sz‘(]) SN =T/ successful or not before it removes the frame from its trans-
=14=1 2) mission buffer. Therefore, taking advantage of the mutipl

paths available at each hop, we adopt an active per-hop fpacke
salvaging strategy so that the reliability of each packévels
rfzor each path) can be greatly improved. It works as follows.

In fact, an intuitive solution to this problem is that, give ach packet carries with it the source routing option. At an
, We can maximize this probability by assigning as man X . o CT
P P y by gning rmediate node, if the transmission to the next hop is

p : / anh
as possible shares to the most reliable paths and aSSIgrilé%successfulz actively salvages the packet by sending it to

few as possible shares to the least reliable paths. Thidtre . S
P P another randomly selected available route to the destimati

actually implies that, given the intermittent packet fedlu .
: g ; rather than dropping the packet. Only when all the next hops
model described here, the best reliability is achieved by al from nodez to the BS fail should the packet be dropped.

cating all the packets to the most reliable path. The muhnipa':ig 7 shows an example that a packet originated at node

tr.afflc_d|sper5|on is not helpful in improving reliabilityithis tis salvaged twice at node and f respectively and finally
situation. o= . )
reaches the destination. One potential problem here is when
a node salvages a packet with a new path but that new path
C. Alternate Path Packet Salvaging consists of a node that the packet has already travelled. In
From the above analysis we notice that, multipath routirfjis case, a routing loop would result. This problem can be
is effective in improving reliability in the face of persistt easily solved by the source routing option. Notice that our
errors, such as node failure or persistent link errors, (i.énultipath discovery protocol guarantees the loop freedom f
pure erasure channel model), while it does not help in tiad the paths selected. Each packet carries the sourcengouti
case that lost of packets is due to intermittent link faiureoption when it is sent out. At an intermediate node, when
This observation indicates that security and reliabilitg athe salvaging needs to be done, the node makes sure no
two contradictive design objectives with regard to redumoya loop would form by comparing the partial route the packet
added - reliability requires more redundancy while seguriglready travelled and the candidate path it would use t@galv
requires less or no redundancy. the packet. Only when there is no common node would
We also notice that, the above analysis is based on the effi¢ candidate path be selected. Then the intermediate node
to-end concurrent multipath routing, meaning, the infaiora modifies the source routing option carried in the packet by
is split at the source and the segments are spread onto laultiigplacing the rest of the source route with the newly setecte
paths between the source and destination pair. Howevetesirsalvaging path. When a node reaches the BS, what it carries
path routing is assumed for the delivery of each packetéshais the actual path it travelled through.
This is true for most of multipath routing approaches prepgbbs The per-hop alternate path packet salvaging is an effec-

(tp.n.f.c.Sink]

f

M n;

where £ is the total number of lost packets among the
packets delivered by th&/ paths.



tive and efficient way to improve reliability. Particularly the total number of messages initiated by all the sensorsiode
it improves reliability on a per packet/path basis withouA message is compromised when at leAsshares are com-
imposing redundant information. This property compleraenpromised by the compromised nodes collectively. Therefore
our necessity of H-SPREAD in improving reliability withT = 10 means no redundancy and either the BS or adversaries
little or no redundant information. Alternate path routirey must receive/intercept all the 10 shares to recover a messag
not a new idea and it has been adopted in many single péths observed that without salvaging, the packet loss rate i
routing protocols, such as DSR and AODV, whenever possitdensitive to the redundancy level and is unacceptably high e
to improve unreliable packet delivery in MANETs [7]-[9].with excessive redundancy (small values). However, our
However, the availability of alternate paths is the key also a alternate path packet salvaging effectively maintains i ve
the challenge to fully enjoy the performance enhancemehtgh (close to 100%) delivery ratio at all redundancy leyels
Obviously our N-to-1 multipath discovery protocol has phveeven with zero redundancy. On the other hand, we observe
the way to exploit this technique and has made it particulathat security is very sensitive to the redundancy - the less
suitable to apply this technique to improve the reliabilitfy redundancy, the more secure the scheme is. The (red) dotted
each path in our H-SPREAD data collection scheme. line is drawn as the reference. It represents security level
achieved when all the nodes and links are reliable therefore
no salvaging is performédAs expected, salvaging weakens
security a little bit because of possible overlapping of the
In this section, we evaluate the overall security and rétiabpaths. However, the impact is not significant compared with
ity performance of the proposed H-SPREAD scheme, nametiye significantly improved reliability. This is the most dable
the combination of the concurrent multipath routing on thgroperty that enables our proposed scheme to improve both
end-to-end data collection task and the alternate pathingutsecurity and reliability at the same time.
on each packet delivery along the designated path. Fig. 9 and Fig. 10 plot security and reliability performance
We run theN-to-1multipath discovery protocol we proposedas a function of number of paths used respectively with
in section lll. Then we consider the impact of node failuresarious network error and threat conditions. It is cleat tha
link failure, as well as compromised node problem. We assurseheme is effective in reducing the probability that a mgassa
that node failure is persistent. Once a node fails, it catweot might be compromised. We observe that although the active
used to forward packets. Link failure is intermittent and ipacket salvaging breaks the independence of the paths, the
independent of each packet transmission. When a link erfaobability that the message might be compromised desease
occurs to a packet, no retransmission is performed for thgth the increase of the number of paths used to spread the
same packet. Node compromise is persistent too. If a noddnformation. Notice that the situations we studied are very
compromised, all the shares/packets relayed by that nagle @fiallenging, with 10%, 20%, and 30% of nodes compromised.
considered compromised. In fact, in less challenging situations, the improvementilgo
Due to space limitation, we only report results in networkise more significant (i.e., curves dropping more steeplyg Th
where the transmission range is 20m (refer to section 116D fresults confirm the effectiveness of the proposed scheme -
network parameters). Each node which is at least 2 hops aviais more resistant to the collusive attacks of compromised
from the Sink node initiates 100 messages. Each messageaddes. Correspondingly, the reliability performance shtvat
divided into N = 10 shares and spread onid paths (/ = the proposed scheme is able to maintain pretty good message
1,---,7). For M =1, the shall allocation vector is8 = [10], delivery ratio in the face of both link and node failures. Aga
namely, all the 10 shares go through the primary path. Fire situations we studied are very stressful, with 10%, 20%,
M=2n=[055;M=3n=[433;M=4,n=[3322]; and 30% of nodes failed. Therefore, we conclude that the
M=5n=[22222;M=6,n=[222211]; M=7, proposed scheme with active alternate path salvaging i& mor
n=1[2221111]. robust to node failure problem too.
The simulation results are averaged over 300 randomly
generated networks. The 95% confidence intervals are shown VI. RELATED WORK
in the figures. Efficient data delivery in WSNs is a challenging task. Direct
Fig. 8 shows the significant improvement in reliability whewliffusion [17], [18] and SPIN [19] are two exemplary data
salvaging is used. The results fdf = 1, 4,7 are shown here. dissemination paradigms. As a data-centric approachctdire
Figures for otheM/ values show the same trend therefore adiffusion employs low rate flooding to establish gradiemsd a
omitted. TheX axis is the threshold” (with NV set to 10 uses gradual reinforcement of better paths to accommodate
in all simulations) which can be interpreted as the level @frtain levels of network and sink dynamics. SPIN adopts
redundancy. Here reliability is represented by the prditgbi meta-data negotiation to eliminate the redundant datestran
that message is successfully delivered which is calculagedmission and is suitable for the scenarios where an individua
the total number of messages received at the Sink node osensor disseminates its observations to all sensors imaret
the total number of messages initiated from all the sensBpme other approaches for data dissemination in WSNs in-
nodes. A message is received when at |dasthares of the clude the flooding based Gossiping [20], probabilisticeohs

message reach the Sink. Similarly, security is represente
9 y y P the lower compromise probability for the no salvaging casesdoet

by the probability that message is compromised, which jiicate more security. It is lower than the reference beemisthe loss of
calculated as the total number of messages compromised qseket.

V. SIMULATION RESULTS
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flooding [21], [22], geometry-based flooding [23], clusterfrom every sensor node to the base station, which fits the
based LEACH [24], hierarchical-based TTDD [25], etc. special communication pattern of the WSN very well [26]—
Multipath routing has been a promising technique if28]; (b) We adopt a hybrid multipath approach for data
MANETSs in order to aggregate limited bandwidth, to smoottelivery. We use concurrent multipath scheme to spreafictraf
the burstiness of traffic, to alleviate network congestamdg to onto multiple disjoint paths for end-to-end data delivery.
improve fault tolerance, and most importantly, to improgk-r Meanwhile, taking advantage of the multiple paths avadlatil
ability. Several multipath routing protocols have beerposed each node, the per-hop alternate path packet salvagingheses
to find multiple disjoint or partially disjoint paths betwea multiple paths alternately and helps to improve the relitgbi
single source and destination pair [5]-[11], [18], [23].€Bk of each packet delivery/path significantly; and (c) The aiter
multiple paths can be used in different ways. One way is to useheme improves both security and reliability.
them alternatively, namely, use the primary path first, witen
primary one fails, switch to the secondary one, and so on. The VII. CONCLUSIONS
other type of usage is to use the multiple paths simultarigous Data collection is an important task in a WSN. Reliable and
Our approach distinguishes from most previous work isecure techniques are desired to perform the task effigientl
that (a) OurN-to-1 multipath discovery protocol is receiver-In this paper, we consider a WSN where the typical task is
initiated (in contrast to the common source-initiated eouto disseminate data requests from a base station to all senso
discovery) and the protocol is efficient in that it finds npéiih nodes and to collect sensor readings from every sensor node
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back to the base station. We first propose an effichtib- [21] C. Barrett, S. Eidenbenz, L. Kroc. Parametric probabidi sensor
1 multipath discovery protocol which initiates a route ugdat network routing.Proc. 2nd International Workshop on Wireless Sensor

L . Networks and Applications (WSNA 2008pgn Diego, Sept. 2003
periodically or on demand at the base station and at the B8] v sasson, D. Cavin, and A. Schiper. Probabilistic kst for flooding

of each discovery process, finds every sensor node a set ofin wireless mobile ad hoc networkBroc. of IEEE Wireless Communica-
node-disjoint paths back to the base station. Then basdueon t tions and Networking Conference (WCNC'0B)ew Orleans, Louisiana,

. .. . Mar. 2003
availability of the multiple paths at each node, we Propose[) w. Liu, Y. zhang, W. Lou, Y. Fang, “Scalable and Robustt®a

hybrid multipath scheme for secure and reliable data cidiec Dissemination in Wireless Sensor NetworkEEE GLOBECOM 2004
task. The simulation results show that the proposed mtittipa_ _Pallas, TX, Dec 2004
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