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Abstract—In this paper, we investigate the power alloca-
tion of primary base station (PBS) and cognitive base station
(CBS) across different orthogonal frequency division multiplexing
(OFDM) subcarriers for energy-efficient secure downlink com-
munication in OFDM-based cognitive radio networks (CRNs)
with the existence of an eavesdropper having multiple antennas.
For the sake of defending against eavesdropping, artificial noise
is used to confuse the eavesdropper at the cost of extra power
consumption. For the purpose of improving the energy efficiency
(EE) of secure communications, we propose a secrecy energy
efficiency maximization (SEEM) scheme by exploiting the instan-
taneous channel state information (ICSI) of the eavesdropper,
called ICSI based SEEM (ICSI-SEEM) scheme with a given
total transmit power budget for different OFDM subcarriers of
both PBS and CBS while guaranteeing a certain secrecy rate
(SR) for a cognitive user, where a primary user’ SR is also
taken into consideration for limiting the interference in CRNs
at each subcarrier. As for the case when the eavesdropper’s
ICSI is unknown, we also propose an SEEM scheme through
using the statistical CSI (SCSI) of the eavesdropper, namely
SCSI based SEEM (SCSI-SEEM) scheme. Since the ICSI-SEEM
and SCSI-SEEM problems are fractional and non-convex, we
first transform them into equivalent subtractive problems, and
then achieve approximate convex problems through employing
the difference of two-convex functions approximation method.
Finally, new two-tier power allocation algorithms are proposed
to achieve c-optimal solutions of our formulated ICSI-SEEM
and SCSI-SEEM problems. Simulation results illustrate that
the ICSI-SEEM has a better secrecy energy efficiency (SEE)
performance than SCSI-SEEM, and moreover, the proposed
ICSI-SEEM and SCSI-SEEM schemes outperform conventional
SR maximization and EE maximization approaches in terms of
their SEE performance.

Index Terms—Power allocation, artificial noise, energy effi-
ciency, secure communication, cognitive radio networks.

I. INTRODUCTION

In order to make full use of radio spectrum resources [1],
extensive works have been devoted to investigating cognitive
radio networks (CRNS), including cellular networks [2] and
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satellite networks [3]. In CRNs, the spectrum resources li-
censed to primary users (PUs) can be also allowed to cognitive
users (CUs). Since the primary transmission dynamically
changes with time between busy and idle states, the orthogonal
frequency division multiplexing (OFDM) has been employed
in CRNs by advantage of its flexibility in dynamic spectrum
access [4]. However, even though CUs transmit over their
detected spectrum holes in OFDM-based CRNs, the mutual in-
terference between primary networks and CRNss still exists due
to the occurrence of false alarm of a spectrum hole. Therefore,
it is important to investigate power allocation for OFDM-based
CRNs to control and limit such mutual interference below a
tolerable level.

Besides, due to the broadcast nature of wireless networks,
eavesdroppers (EDs) can overhear the confidential information
transmitted over CRNs [5], which endangers the physical-
layer security (PLS) of wireless communications seriously
[6]. To defend against eavesdropping, many technologies have
been utilized to ensure the secure transmission, including
beamforming (BF) [7], artificial noise (AN) [8] and cooper-
ative jamming [9], especially. Jamming can be used by the
legitimate nodes to interfere with the EDs. Thus, it has a great
potential in improving the transmission secrecy of wireless
networks. For example, a cooperative jamming scheme has
been presented for multi-antenna systems in [10]. Moreover,
the authors also have optimized the power allocation between
cooperative jammers to further improve the PLS. However,
the improvement of secrecy performance is marginal when
friendly jammers are near to legitimate receivers [11]. In
such cases, the secrecy performance can be enhanced by
employing BF technology [12], [13]. The secure BF design
for multiuser multiple-input single-output (MISO) interference
channel with an ED was investigated in [12]. The authors
of [13] designed the secure BF to maximize the secrecy rate
(SR) of secondary transmissions in an underlay MISO CRN,
where broadcast channels are assumed to be overhead by
massive EDs. The PLS of massive multiple-input multiple-
output (MIMO) systems was enhanced in [14] by injecting
the AN at the transmitter to interfere with the EDs at the
cost of extra power consumption and exploiting the spatial
degrees of freedom to guarantee the secure communication.
In [15], AN was used in wiretap channels to improve the
secrecy performance of three schemes, namely, the partially
adaptive, fully adaptive, and ON-OFF schemes. The authors
of [16] have studied the optimal power allocation for AN in
wiretap channels with transmitter-side correlation to minimize
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the secrecy outage probability. In MISO wiretap channels with
multiple antennas transmitter and single-antenna receiver and
ED, AN was used for optimizing the secrecy performance in
[17].

Also, since the energy resources are limited and most of
them are not renewable, energy efficiency (EE) has been
considered to be more and more important in CRNs, which
is regarded as an efficient metric to balance the spectral
efficiency (SE) and the power consumption [18]. In [19], the
authors have studied a joint ergodic capacity maximization and
average transmission power minimization problem for the sec-
ondary networks by employing spectrum sharing and spectrum
sensing while satisfying PUs’ quality-of-service (QoS). With
the aid of cooperative jamming, EE was maximized through
allocating power optimally under the constraints of secure
transmission [20]. The authors of [21] investigated the physical
layer power allocation and network layer delay in energy
harvesting CRNs. For the aim of balancing the delay and
EE, the delay power allocation was proposed and optimized.
Considering the total power of CUs and interference of PUs,
resource allocation problem in a multicarrier-based CRN was
proposed to obtain the maximum CUs’ EE in the condition of
cooperative and uncooperative CUs [22].

Overall, the aforementioned research efforts [5]-[22] address
either the case only concerned about SR or the case focused
on EE. To this end, for the purpose of balancing the SR and
EE better, the secrecy energy efficiency (SEE), has attracted
considerable attention. To be specific, the SEE maximization
(SEEM) problem was investigated in an underlay CRN which
takes into account the transmit power constraint of cognitive
base station (CBS) and SR of CU, at the same time, the QoS
requirement of PU was also considered in [23]. The authors of
[24] maximized the SEE of OFDM access (OFDMA) down-
link network through allocating power, secrecy date rate and
subcarrier resources subject to power consumption constraint
and different QoS requirement. To take advantages of the
cognitive radio and OFDM techniques, we study an SEEM
problem for both instantaneous and statistical CSI of ED in a
downlink OFDM-based CRN and propose an AN aided power
allocation algorithm. The main contributions of this paper can
be summarized as follows.

o We present a maximum ratio transmission (MRT) based
confidential signal beamformer at CBS and propose an
SEE optimization scheme for OFDM-based cognitive
radio downlink transmissions. It is to maximize the SEE
at the CBS by optimizing the power allocation between
confidential and AN signals across different OFDM sub-
carriers with the total transmit power constraints for the
primary base station (PBS) and CBS, while guaranteeing
a required SR for the CU and PU.

o We propose an SEEM scheme by exploiting the instanta-
neous CSI (ICSI) of the ED, namely ICSI based SEEM
(ICSI-SEEM) scheme. However, the ICSI of ED may be
unavailable in some cases. Therefore, we also propose an
SEEM scheme by using the statistical CSI (SCSI) of the
ED, called SCSI based SEEM (SCSI-SEEM) scheme.

o Considering that our formulated ICSI-SEEM and SCSI-
SEEM problems are fractional and non-convex, the orig-

inal problems are converted into equivalent subtractive
forms, and then they are transformed to convex problems
by employing the difference of two-convex functions
(D.C.) approximation method. Since there are no closed-
form solutions for the proposed problems, new two-tier
algorithms are proposed to achieve the corresponding
e-optimal power allocation solutions to our formulated
problems.

o Simulation results are given to prove the superiority of
the proposed ICSI-SEEM and SCSI-SEEM schemes as
well as the proposed MRT beamforming scheme with
e-optimal power allocation. Numerical results indicate
that the proposed ICSI-SEEM and SCSI-SEEM schemes
can balance the relationship between SR and EE better
compared with the previous SR maximization (SRM) and
EEM schemes. Moreover, the proposed schemes with e-
optimal power allocation algorithms obtain higher SEE
than the other power allocation approaches.

The rest of the paper is organized as follows. In Section II,
we describe the system model and introduce the performance
metric used in this paper. Next, Section III formulates an
SEE optimization problem with instantaneous CSI of ED for
OFDM-based CRN systems and presents a two-tier algorithm
to solve our formulated optimization problem. Then, in Section
IV, we propose an SEEM problem with statistical CSI of ED
and gives the corresponding solution, followed by Section
V, where numerical simulation results are given to show
the advantage of proposed SEEM schemes. Finally, a brief
summary of our results are provided in Section V.

Notation: Vectors or matrices are represented in bold let-
ters. E(-) represents the statistical expectation. (-)" denotes
the conjugate transpose. The Euclidean norm of a vector is
expressed as |-||. []" is defined as max {z,0}. Tr(A) is
the trace of A. I denotes the k x k identity matrix. CV*M
is the space of all N x M matrices with complex entries.
CN (0,02) represents a complex Gaussian random variable
with zero mean and variance o2.

II. SYSTEM MODEL AND PERFORMANCE METRIC

In this section, after presenting the system model used in
this paper, we introduce the SEE as performance metric.

A. System Model

We consider a downlink OFDM-based CRN having a CBS
with N¢ antennas, a single-antenna CU and an ED with Ng
antennas coexists with a primary network (PN) having a PBS
equipped with Np antennas and a single-antenna PU, as shown
in Fig. 1. There are I subcarriers in each OFDM symbol. On
subcarrier 7 € {1,..., I'}, CBS transmits confidential messages
to CU with the same spectrum used by PN, where ED attempts
to intercept the CBS-CU transmissions. To improve the PLS
of cognitive transmissions, we adopt AN signals to confuse
the ED.

At the 44, subcarrier, the transmit signals of PBS and CBS
can be respectively expressed by

Xp.i = Vp,iDi, (D
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Fig. 1.  System model for secure communication in OFDM-based CRN.
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where p; is the transmit signal of PBS and P,; = E{|p;|*}
is the transmit power of PBS at the 4, subcarrier, v,, ; is the
BF weight vector of the PBS’ signal on subcarrier 7, s; is
the confidential signal, satisfying E{|sz| } = P, at the ith
subcarrier, z; represents the AN signal with E{|zz| } =P,
on subcarrier ¢, v, ; and v ; are the BF weight vectors of the
confidential and AN signals at the 45, subcarrier, respectively.

The received signals at PU, CU and ED on subcarrier ¢ can
be respectively given by

Xei = Vs,iSi T Vz,iZi,

Yp,i = hpp,ivp,ipi + hcp,ivs,isi + hcp,ivz,izi + Npis (3)
Yei = hpc,ivp,ipi + hcc,ivs,isi + hcc,ivz,izi + Necyiy (4)
Ye,i = hpe iV ipi +Nee iV isi +heeive 2 + e, (5)

where h,,; € CY*Nr h,.; € C**NP and h,., € CNexNre
denote fading coefficients of the channel from PBS to PU,
CU and ED at the 74, subcarrier, respectively, h.,, ; € Cl*xNe,
h..; € C*Ne and h,,.; € CNEXNC are fading coefficients of
the channel from CBS to PU, CU and ED, respectively at the
i, subcarrier, n,; ~ CN (0,02,), ne; ~ CN (0,02,) and
n.; ~CN (0, O’eﬁzINE) denote additive white Gaussian noises
(AWGN) at PU, CU and ED on subcarrier i, respectively,
with the same variance o> ; = 02, = 02 ; = Af Ny, wherein
Af and Ny are the system bandwidth and single-sided noise
spectral density, respectively.

From (3)-(4), the instantaneous signal-to-interference-plus-
noise ratios (SINRs) at PU and CU on subcarrier ¢, respec-
tively, can be written as

2
[hypp,iVp,il Py

|hcp,ivs,i|2ps,i + |hcp,ivz,i|2pz,i + 0—12771' ,

Vp.i = (6)

|hcc iVs z|2Ps i
i+ |hcczvzz| Pzz +ng,

Ye,i = @)

Ihpe,ivp,i |

where the BF vector vp,i and v ; are designed by MRT [25],
H

P,i

ie, vp; = th and v = . Meanwhile, for the
purpose of guaranteemg that AN onfy degrades the channel
condition of ED, we design v ; at the null space of h,. ; and
h.p , namely he.;v.; = 0 and h.p;v.; = 0. Thus, the BF
vector v, ; is given by [26]

Vhil .

V cez
H\I/h

®)

ce, zH

hHh;
where ¥ = Iy, — W, h; =

vector w ~ CN (0,02, In,).

According to [27], the channel rates of PBS-ED and CBS-
ED transmissions at the 7;, subcarrier can be respectively
expressed as (9) and (10) at the top of the next page.

[hepi;hee ] and w is the AN

B. Performance Metric
The achievable SR of the CRN [28] is defined as
Ryee (Ppa PS7 Pz)

I
:Z[Rcc PpnPszaPz )*R (szvpszapz )] )
=1
(11
where Py, = [P,1 Bpo -+ Ppil, Ps = [Po1 Pog - PaJl
and Pz = [Pz,l Pz,2 N 'PZ,I]-

Besides, the total power consumption at the CBS can be
modelled as [29]

I
PtolP57P ZP51+Pzz +Pb; (12)
i=1
where P, is a constant circuit power consumed by the CBS.
Therefore, the SEE nsgg which measures the number of
available secret bits transferred from the transmitter to receiver

per unit energy and bandwidth of OFDM-based CRN systems
can be expressed by [30]

RSCC(Pp) PS7 PZ)

Po(P..P.) (13)

T)SEE =

III. SECRECY ENERGY EFFICIENCY OPTIMIZATIONS WITH
INSTANTANEOUS CSI OoF ED

In this section, we assume that the instantaneous CSI of
ED is known, this CSI can be estimated by some technologies
in some cases [31]-[33]. For example, we can estimate this
CSI through local oscillator power leakage from the ED’s
radio frequency front-end [31]. Besides, if there exists an
active ED in the wireless network, the CSI regarding the ED
will be acquired [32]. Furthermore, due to the openness of
wireless communications, some legal users may be captured
by Trojan and then become EDs to wiretap the confidential
transmissions. In this case, it is available to achieve the
instantaneous CSI of the ED [33]. Therefore, we propose the
eavesdropper’s instantaneous CSI based SEEM (ICSI-SEEM)
scheme. Then, due to the non-convexity of the proposed
problem, we introduce the problem transformation. Finally, a
two-tier power allocation algorithm is designed to obtain the
e-optimal SEE solution.
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P, pe,t

H wH HwWH H ywH 2
’hpe,ivp,iv h 'Pp,i + hce,ivs,iv h 'Ps,i + hce,ivz,iv h 'Pz,i + Ue,iINE’

s,i7 ce,i z,1°ce,

Rpe (Pp,iy Ps,i7 Pz,i) = 10822 HH H v H 5 5 (9)

hC@JVS,iVs,ihce,iPSﬂ' + hce,ivzﬂ'vz,ihce,iPZai + Je,iINE ’

’hpe,ivp,ivgihgi,ipp,i + hce,iVs,ngihfe,iPs,i + hce,in,z'Vfiher,iPz,i + Ug,iINE ’

Ree (Pp,iy Ps,i7 PZ,'L) = 10g2 o o 5 . (10)

’hpeyivp’ivp,ihpe,ipp’i + hceyiVZvivz,ihce,iPZvi + Ue,iINE

I p Py i+ £ Py g Py i to2 T |
P ci Py i+£i Py itgi P it+ol ;IN
1 1 e; Ps i 1 ,i'Np
1; {OgQ ( * biPP,i+Uz,i) 082 CiPpi+giPsi+o? Ing |
PPI,Illi'a:,(Pz TISEE = 7
> (Psi+P.i)+ Py
i=1
2
e: P ciPpi+§iPs i +giP.;i+o0 7~INE‘ )
st.  Cl:log, (1 + 72> — log, o > RZIR Vi,
biPpi +0f ciPyitgiP.+ Ug,iINE‘

(15)

4Py CiPpyi + EiPui + giPri + 02 Iy | ‘

C2:logy (1+ w5 | —logy > RBy, V4,
diPsi + 03 £iPs i +giPzi + UginNE‘

I
033" Py < PG,
=1
I
C4: Z (Ps,i + Pz,i) < P&%§17
i=1

A. Problem Formulation

Our interest is to maximize SEE of the cognitive transmis-
sion under the SR constraints of CU and PU at each subcarrier
and the total transmit power of PBS and CBS. Thus, the ICSI-
SEEM can be formulated as

Z [Rcc (Pp,i7 Ps,i; Pz,i)

i=1

- Rce (Pp,i; Ps,i7 Pz,i)]

max
P,.P,.P. !
Z (Ps,i+Pz,i)+Pb
=1
Pz i)_Rce(Pp,i; Ps,i7 Pz,i) ZRg;?avza

$1.C1:Rec(Ppis Ps i,

C2: Rpp(Pp,i; Ps,i7 Pz,i) _Rpe(Pp,i7 Ps,i; Pz,i) Z R%}}]y V’L,
I
C3:) P, < Pig,
=1
I
C4:Y (Pt Pey) < PSR,
1=1

(14)

where Ry, (P i, Ps i, Ps;) = logy(147p,:) and Ree(Pp 4, Ps,i,
P. ;) =logy(1+~c,), C1 specifies the minimum SR require-
ment R‘g}j‘ to ensure the security performance for CU at each
subcarrier. For the sake of satisfying the SR requirement of
PU, C2 gives a predefined threshold %;Jn at the 745, subcarrier
to guarantee the PU’ secure communications. Additionally, C'3
and C4 are the transmit power constraints for PBS and CBS
in the downlink OFDM-based CRN, where P& and Pl
represent the maximum total transmit power of PBS and CBS,
respectively.

Following [34]-[36], we can readily obtain the non-

convexity of (14) due to its fractional form and logarithmic

function, as shown from the objective function and constraint
conditions in (14). It is challenging to solve a non-convex
problem of (14). To this end, we introduce the following
transformation.

B. Problem Transformation

Let a; |hpp7ivp7¢|2, b1 = |hpcﬁivp7i|2, C;
hpe,ivp,ivHih dz = |hcp,ivs,i|2» €, = |hcc,ivs,i|27 fi
hce,ivs,ivs7ihce7i and g; = hceyivzyivgihfm, problem (14)
can be formulated into (15) at the top of this page. Then, we
are ready to introduce the following theorem.

Theorem 1: The optimal nég; for (15) can be acquired

through the following optimization problem (16) if and only
if f(ngge) = 0.

f(nser) = max
Pp S5

H

e,

I

Z [fl(Pp,u

z

i=1

P i, P.i)—f2(Pyi, Ps i, Py i)l

— 7ISEE Z (Psi+P.i) + Py
i—1
s.it. Cl:fy (Pyiy Psiy Poi) — f2 (Ppi, Psiy Poi) > REG Vi,
02:91 (Pp.,iv Ps,iv Pzz) — 92 (Pp.,iv Ps,i; Pz,z) Z r}_l)i[r}, V’L,
C3, C4,
(16)

where  f1(Pyi, Poi, Poi) = logy(biPp;+ eiPsi+02,)+
10y [CiPpi + 8iPei + 02 ANy |s fo(Ppi, Peyiy Pei) = logy(
biPp,i + Ug,i) + 1Og2 |ciPp,i + fiPs,i + gsz,z —+ UginNE
gl(Pp,i; Ps,i7 Pz,i) = IOgQ(GiPp,i —|— diPs,i + 0’371-) + 10g2
fiPs,i + giPz,i + USJINE' and gQ(Pp,i; Ps,i; Pz,i) = 10g2(
diPs;+02,) + logy|ciPyi+ P+ giPei+ 02 Ing|-
Proof: Please see Appendix A.

>
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From Theorem 1, it is observed that the optimal solution of
an optimization problem in fractional form can be solved by
that in subtractive form. To this end, we will concentrate on
solving the problem (16) in the rest of this paper.

C. D.C. Programming

Since the logarithmic functions f1 (P, i, Psi, Psi), f2(Pp,
Py i, P.;), 91(Ppi, Psi, Pz i) and g2(Pp,i, Py, P. ;) of (16)
are concave, the functions f; — fo and g1 — g2 are D.C.
functions, which become non-convex. For the purpose of
solving the non-convex objective function, we apply the Taylor
formula to approximate concave functions f (PW-, P, P,;)
and ga (P, Ps i, P. ;) into linear forms, which is the so-
called D.C. approximation method [37]. The gradients of

fo(Ppi, Ps i, P.;) and go(Ppi, Ps,, P.;) are respectively
given by
b;
df2(Pp,i7Ps,i7Pz,i) == Pp,i

(biPp,i + Ug,i) In2
Tr [Ci(CiPp,i 4+ fiPs,i =+ gszz 4+ Jg,iINE)_lde-,i}

* In2
Tr [fi(cipp,i +5 P +giP.; + Uf,iINE)ildPs,i}
Jr
In2
Tr [gi(cipp,i +5P s +giP.; + of,iINE)flsz,i}
+ )
In2
(17
and
dgo(Py.i, P, P.i) = i dP,,;
92\ Lpiy Lsjis L24) = (diPsyi + Ug,i) n2 8,1
Tr [Ci(CiPp,i + fiPs,i + giPz,i + Ugﬂ'INE)ilde,z}
_l’_
In2
Tr [fi(cipp,i +5 P +giP.; + Ug_,iINE)ildPs,i}
_l’_
In2
Tr [gi(cipp,i + 6P+ 8P+ oi,iINE)_lsz,i}
+ )
In2

(18)

Then, according to the first-order Taylor series expansions of

fQ(Pp_’i, Psvi’ Pzﬂ) and gQ(Pp,’i; Ps,i7 Pz_’i), we have
_ _ _ bi(P, _PpP ;)
P,i,Pei,P.)< fo(Pys, Py i, P, ; i\Lpi —Ipii
f2( p,iy L s,iy s )—f2( D, , , )+(b1Pp7z+ggz) 113
o [Ci(cipp’i+fip5ai+gipz,i+ag,iINE)71(P:D7i —Pp,i)}
+
In2
Tr [fi(cipp,i+fi15$,i+gil3z7i_;_UgJINE)—l(PSJ_ps,i)}
+
In2
T [gi(cipp’i—i_fipsvi—’—gipzvi+U§,iINE)_1(Pz,i_pz,i)}
+ b
In2
(19)
and

= di(Ps;—Ps;
92(Ppis Ps,iy Pz i) < g2(Ppyi, Ps iy Pz i)+ (P, i)

(dipsﬂ' —I—O‘Zﬂ-) In2

Tr —ci(cipp.,i+fips,i+gipz,i+o—ginNE)_1(Pp,i7pp,i):|
+ L
i In2
Tr fi(cipp,i+fips,i+gipz,i+O'g_iINE)71(Ps,i*ps,i):|
n A ;
i In2
Tr gi(cipp,i+fips,i+gipz,i+0'g,iINE)71(Pz,i*pz,i):|
+— ;
In2
(20)
where (P, ;, Py, P. ;) is a feasible solution of fo(P,;, Ps,,

P.;) and g2 (Pp,i, Psi, P: ;). By substituting (19) and (20)
intg the problem (16), and denoting ; = ¢; P, ; + £;Ps; +
giP.;+ ngiINE, we can reformulate (16) as

I
Pflga:,(Pz z_; {fl (Pp,ia P, Pz,i) _fQ(Pp,iv Py, Pz,i)

~ 1
bi(Ppi = Ppi) 1T [Ci(ﬂi) (Ppi —
(biPyi + ag_’i) In2 In2

Tr {fi(ﬂi) (Ps,i_Ps,i)} Tr [gi(ﬂi) (Pz,i_Pz,i):|

In2 B In2

I
— 1)SEE Z (Psi+ P.;)+ Py

i=1

bi(Pp.i—Pp.i)

s.t.f1 (Pp,i, Ps,i7 Pz,i)_f2 (Ppai7 Ps,i; Pz7i) - (bipp7i+a(2:7i) In2
Te [e; (Ppi—P,0)]  Tr[£Q7 (Poi—Pu)]
N In2 B In2
Tr gzﬁz_l(Pz,'L*PZ{L) min ;
_ [ 5 }ERCU,VZ,

5 di(Psi—Ps.i)
gl(Pp,i;Ps,ivPz,i)fg2(Pp.,i7Ps,i;Pz,i)*(dlp 4+0_2 )1D2
id7s,1 p.i

Tr [Ciﬁ_l(Pp,i—pp7i)] _ Tr[fiﬁi_l(Ps,i—psﬂ')}

i

In2 In2
Tr [giﬁgl(PZJ'_pzﬂl)} min \/;
B In2 = Rpg', Vi,

C3, CA.
2D

Following [38] and [39], it is obvious that the problem (21)
is convex, which results from the convexity of the objective
function as well as that of the constraints C'1, C2, C3 and
C4. Therefore, it is simple and straightforward to obtain the
optimal solution to (21) by using existing convex software
tools, e.g., CVX [40].

Based on (21), we propose the following iterative procedure,
which converges to the optimal solutions of problem (16).

(Pn+1 13n+1 Pn+1> —
P k) S ) z

I
> {1 (Poi, Poi, Poi) — fo( Py, P14, P
=1

R
_ =1 =
bi(PpJ' — P;z) Tr [ci(ﬂi ) (Ppaiipp,i)
(bip;fi +02,;)In2 In2
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—1 = \—1

(Pa=Pr)|  Tr [g(@)
In2 B

- Tr {fz(ﬁ?) (P, — pgz):|

In2

I
— 1)SEE Z (Ps;+ Pyi)+ By

i=1

bi (Pyi—Pr)

s.t.f1(Ppi, Psiy Poi)— fa(B);, P!

5,17

Py — ———
Z"Z) (biP;,i"'Uii)an
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C3, C4,
(22)

where Q' = ¢; P, +£, Pl +gi P +02 In,. (PL, P2, PY)
and (Pg+1,f’g+f,'f>g+1) the optimal solutions in (22) at
iterations n and n + 1, respectively.

Proof: Please see Appendix B for the proof of conver-
gence. |

D. Two-tier Iterative Algorithm for ICSI-SEEM

In this section, we propose a two-tier iterative power al-
location algorithm to obtain an e-optimal power allocation
solution to our formulated ICSI-SEEM problem. The proposed
algorithm is summarized in Table 1. First of all, we initialize
the maximum SEE 7¢pp = 0 and iteration index m = 0, n = 0.
Based on the given maximum SEE 7gi; at the outer tier,
the D.C. approximation method is applied to solve problem
(16) for obtaining the e-optimal solution (P, Py, P7) at the
inner tier. The e-optimal solution (P, Py, P”) will be used to
update the value of f(nsgg) for the next outer tier. Meanwhile,
nseg is found to satisfy f(nsge) = 0 by using the Dinkelbach’s
method [41] at this tier. When all the updated data nearly
keeps unchanged or the number of iterations approaches to the
maximization, the iteration stops; otherwise, another round of
iteration starts.

The computational complexity of the proposed scheme
depends on the number of iterations, variable size and the
number of constraints at the outer and inner tiers. Based
on the given tolerance e, we can give the iteratig\rlls as
O (log (nghs/<) log (g /). where nghy = (Sl )/
and ggir = %. Given 31 scalar variables in problem
(22), so we need at most O((31)35log(1/¢)) calculations at
each inner iteration [42]. Finally, the overall computational

complexity of the proposed scheme can be roughly written as

0 <1og <§> log <U§EE> log (gng) (3])3'5) . (23)

TABLE 1
TWO-TIER ITERATIVE £-OPTIMAL POWER ALLOCATION ALGORITHM FOR
ICSI-SEEM SCHEME

Algorithm 1: Two-tier Iterative e-optimal Power Allocation Algorithm.

Function Outer_ Iteration

Step 1: Initialize the maximum number of iterations Mmax, Mmax
and the maximum tolerance €.

Step 2: Set maximum SEE 1z = 0 and iteration index m = 0.

Step 3: Call Function Inner_ Iteration with nggg to obtain the
e-optimal solution (P}, Py, P7).

Step 4: Update 135 =

: 2
J ei Pl (leiPpiteirlitei Pl ol sing |
2 |loga | 1++—5 > —logy po — 5
i=1 i i T %%, ‘cipp,i+gipz,i+ge,iINE‘

£ (rmerz )i

Step 5: Set m = m + 1.

Step 6: if |7]§§§E — ns”égl| > e or m < Mmax

Step 7: goto Step 3.

Step 8: end if

Step 9: return P, P7, P7.

Step 10: Obtain the e-optimal solution P, = Py, Py = P
and P} = P7 for problem (15).

end

Function Inner_ Iteration (nsgk)

Step 11: Initialize (P}, P2, PY) = (0,0,0) and f° = 0.

Step 12: Set n = 0.

Step 13: Find the e-optimal solution (Pj', P2 P2 of (22)
for given (P}, P7, P7) and ngly by using CVX.

Step 14: Compute
I
n+1 _ Pnfl,Pnj‘ﬁl,Pnfl o Pn«fl,Pnj‘ﬁl,Pnfl
f 7,';1 [fl ( D, 5,1 z,1 ) f2 ( P, 5,1 z,1 )]
I
—n {; (Ps’:ﬁl + Pz"jl> + P .
Step 15: Setn =n + 1.
Step 16: if !f” — f”_1| >eorn < Nmax
Step 17: goto Step 13.
Step 18: end if
Step 19: return Py, Py, PZ.

end

IV. SECRECY ENERGY EFFICIENCY OPTIMIZATIONS WITH
STATISTICAL CSI OF ED

For the reason that the instantaneous CSI of ED may be
unavailable in some cases, we propose an SEEM scheme
through using the statistical CSI of the ED [43], [44], namely
the eavesdropper’s statistical CSI based SEEM (SCSI-SEEM)
scheme in this section. Then, we give the solution of our
formulated SCSI-SEEM problem. Finally, a two-tier iterative
e-optimal power allocation algorithm is presented for SCSI-
SEEM scheme.

A. SCSI-SEEM Problem Formulation

We formulate the SCSI-SEEM problem in OFDM-based
CRNs as

{Rcc(Pp,i; Ps,iv Pzz) - E[Rce(Pp.,iv Ps,i; Pz,z)]}

.
™)~
-

PH113aXP I
D S (Psi+ P.i) + Py

=1
E[Ree(Pp,i,Ps,i, Py i) > REE, Vi,

S-t-01:R(:(:(Pp,izps,iapz,z)
Py i P:i) E[Rpe(Pp,iaPs,th,i)] ZR%}]?VL

C2:Rpp(Ppi,Ps i i) —
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I
C3:ZPP7i S Plgc])?;tglv
i;l (24)
C4: Z (Ps;+ P,;) < nggl.
=1

After some operations, problem (24) can be rewritten as (25)
at top of the next page.

B. SCSI-SEEM Solution

According to Theorem 1, we can achieve the optimal
solution pg&pp of (25) through problem (26) if and only if

h(‘PgEE) =0.
I

h(psER) =, max Z (" (Pyp iy Psiy Pz i) —ho(Pyi, Ps i, P. i)
Pt i

I
— (SEE (Psi+P..)+ B
i=1
s.t. CLlihy (Pyi, Payiy Pei) — ho (Ppi, Poiy Pei) > RED,
C2:71 (Ppi, Ps iy Poi) — 12 (P, Psiy Po i) > RBS,

C3, C4,

Vi,
Vi,

(26)

where h,l (Pp,i; Ps,iy Pzz) = 1Og2 (biPp,i —+ eiPSJ- —+ O'ii) —+
Eflogy |ciPpi + iPsi + 02 Ing |l ho (Ppi Poiy Poi) =
logy (biPp,i+0? ;) +E[log, |ciPy i +£iP i4+8iPy i+ 02 Ins ||,
1 (PPJ" Ps,i7 Pz,i) - 1Og2 (aiPp,i + diPs,i + 0'12771-) + E[10g2|
fiPs,i + giPZ_,Z- + 0'371-INE|] and ro (Ppyi, Ps,i7 Pzz) = 1Og2(
d;i Ps ; + Ufm-) + El[log, ’CiPp,i +£iPsi + giPsi + US,iINE H
The gradients of ho(P, ;, Ps i, P, ;) and ro(Py i, Ps i, P ;) are
respectively written as

b;
(biPp,i + O'ii) In2

b {Tr {Ci (CiPp,i + fiPs,i + giPz,i + Ug,iINE)_lde’l} }

th (Pp,i; Ps,i; Pz,z) =

dpP,;

+

In2
E {TI‘ |:fZ (cipp,i =+ fiPSJ' 4+ gsz,z =+ O'g_’iINE)ildPS_’i} }
+
In2
E {Tr |:gi (ciPp,i +£Ps; +giP.; + UginNE)ilsz,z} }
+ )
In2
(27)
and
dry (P, Psiy Psy) L d
T iy Lsiy L z0) = EX)
2 b, s s (de'PSJ' 4 0_12)71) 1n 2 >
E {T‘I‘ |:Ci (CiPp,i + fiPs,i + giPz,i —|— Ug,iINE)_ldPPai} }
+
In2
E {Tf {fi (ciPpi +£iPsi + giPsi + oﬁ,iINE)_ldPs,i} }
+
In2
E {Tr |:gi (ciPp,i +£Ps; +giP.; + UginNE)ilsz,z} }
+ In2

(28)

Then, assuming (P, ;, ﬁsﬂ-, ISZJ-) is a feasible solution
of ho (Pp,i7 Ps,i; Pz,i) and 1o (PPJ" Ps,i7 Pz,i)» the first-
order Taylor series expansions of hg (P, ;, Ps;, P, ;) and
7o (Ppi, Ps,i, Ps ;) can be obtained as

P,;,P.;) < h/2(]5p,i; P, P.;)+

~ bi~(Pp7i —P,,)
(biPp_’i + O—g,i) In2

~ ~ ~ -1 ~
E{TY{Ci(CiPp,z'+fz'Ps,i+giPz,i+0§,i1NE) (PM—PW-)H

h’2 (Pp,’i )

* In2
~ ~ ~ 1 ~
E{Tr |:fi(CiPp,i+fiPs,i+giPz,i+0-g7iINE) (Ps,i_Ps,i)}}
+
In2
~ ~ ~ 1 ~
E{Tr |:gi(CiPp,i+fiPs,i+giPz,i+Ug7iINE) (Pz,i_Pz,i)i|}
+
In2
(29)
and
~ o~ o~ d;(Ps,; *155,1)

1o (Ppi, Psiy Pay) < 12(Ppiy Psiy Pr i) +—=
( P ’ ) ( P ) (biP57i+O'1277i)1n2

~ ~ ~ -1 ~
E{Tr|:Ci(CiPP7i+fiPS,i+giPZ,i+U§,iINE) (PM—PW-)H

+ In2
~ ~ ~ 1 ~
E{TY {fi(cipp,i'f'fips,i+giPz,i+0'g7iINE) (Ps,i_Ps,i)}}
+
In2
~ ~ - 1 ~
E{TY {gi(cipp,i‘i‘fips,i+giPz,i+Ug7iINE) (P _Pz,i)}}
+ In2 '

(30)

Denoting ﬁi = Ciﬁp,i + fiﬁs,i + giﬁz,i + 0’371-INE and
according to Section III-C, we employ the D.C. approximation
method [37] to transform (26) into an approximate convex
problem (31) at top of the next page. As a result, assuming
that (Py;, P, Pr;) and (PP, Pl PIY) are the optimal
solutions to (31) at iterations n and n + 1, and letting ﬁ?
Py, +L P} +g P+ 02 Iy, the solution of (26) can be
obtained through the iterative procedure at (32). According to
Appendix B, the convergence of the iterative procedure can
be guaranteed. Then, the optimization problem (31) can be
easily solved by CVX [40]. Finally, a two-tier iterative e-
optimal power allocation algorithm for SCSI-SEEM scheme
is summarized in Table II. The pggg satisfying b (psgr) = 0
is found with the help of Dinkelbach’s method [41] at the outer
tier, meanwhile, the solution is achieved for a given ¢sgg at
the inner tier.

In addition, the computational complexity of proposed
SCSI-SEEM scheme is determined by the number of iterations,
variable size and the number of constraints at the outer and
inner tiers. The iterations excluding convex programming can
be given by O (log (¢spr/€)log (dghe/€)), Where pgby =

. . P(oml . . lea] .
(%)/B}, up — max(e)les anq ¢ s the tolerance

. SEE — “AfNoln2 > 4H¢
level. Since the problem (32) has 37 variables, we need at
most O((31)3®1og(1/¢)) calculations at each inner iteration
[42]. Thus, the overall computational complexity of the SCSI-

SEEM scheme can be given by
> (31)3-5> . (33)

1 PSEE SEE
O (log | —)log log
€ € €
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V. SIMULATION RESULTS

In this section, we present numerical results to evaluate
the performance of our proposed schemes. The simulation
parameters can be found in Table III. All simulation results
were averaged over 100 random channel realizations.

Fig. 2 presents the convergence behavior of proposed algo-
rithms for ICSI-SEEM and SCSI-SEEM schemes versus the
number of iterations in terms of average SEE, with I = §,
Np Ne = 4, Ng = 3, and the maximum transmit
power of PBS and CBS, P& = 30dBm, P = 40dBm.
As observed, the average SEE results obtained by proposed
algorithms converge to the optimal SEE of ICSI-SEEM and
SCSI-SEEM schemes respectively after sufficient iterations,
which confirms that proposed algorithms are able to achieve
the optimal solutions of ICSI-SEEM and SCSI-SEEM schemes
by simply increasing the number of iterations.

Fig. 3 shows the average SEE results of proposed ICSI-
SEEM and SCSI-SEEM as well as conventional SRM, EEM
and SEEM without AN schemes versus the CBS transmit
power constraint PS5 with [ = 8, Np = No = 4, Np = 3,

and the maximum transmit power of PBS, P‘%‘gl = 30dBm.

0.25 7

—S— ICSI-SEEM scheme

N X
I o2 | ,
I5) — — - Optimal SEE of ICSI-SEEM scheme
3 —&— SCSI-SEEM scheme
2 Optimal SEE of SCSI-SEEM scheme
L2015 q
L
L
%]
@
g oir i
g
<

0.05 4

0 I I I I I I I I I
0 1 2 3 4 5 6 7 8 9

Iteration number

10

Fig. 2. Covergence behavior of proposed algorithms for ICSI-SEEM and
SCSI-SEEM schemes versus the number of iterations in terms of average
SEE, with I = 8, Np = N¢g = 4, N = 3, and the maximum transmit
power of PBS and CBS, P& = 30dBm, PS4 = 40dBm.

The average SEE performance of proposed ICSI-SEEM, SCSI-
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TABLE 11 TABLE III
TWO-TIER ITERATIVE £-OPTIMAL POWER ALLOCATION ALGORITHM FOR SYSTEM PARAMETERS
SCSI-SEEM SCHEME
Parameters Values
Path loss model, log;, () —34.5 — 38log o (d[m])
Algorithm 2: Two-tier Iterative e-optimal Power Allocation Algorithm. SR threshold for PU, R 0 bit/s/Hz
Function Outer_ Iteration SR threshold for CU, R%™ 0 bit/s/Hz
Step 1: {jni}tlialize the ma)lcimum number of iterations Mmax, Mmax Corresponding dismcef‘g 500m
and the maximum tolerance ¢. Bandwidth, Af 10 MHz
. . 0 . . . i
Step 2: Set maximum SEE @sgr = O and‘ltera}}lon index m = 0. Noise spectral density, No 174 dBm/Hz
Step 3: Cal_l Functl(_)n Innir_ {Lteraflzon with @ggg to obtain the Basic power consumption of CBS, P, 20 dBm
e-optimal 50:32?“ (P, Pg,PY). Maximum iteration, imax 100
Step 4: Update pgpp = ) Convergence threshold, € 10-3
£ (s (vt ety e s TPt )
i=1 Pifpitc leiPpiteiPli+o2 i Inp | 0.4
i (P:'i+P;li)+Pb —o—ICSI-SEEM scheme
i=1 ' ' L SCSI-SEEM scheme |
: = 0.35
gtep 2 j ,SfeT o jrn_lly - - —~ % SEEM without AN scheme
€p 00 ML [PSEp — Pspe | = € OF 1 = Mimax = 5L~ EEM scheme i
g:ep g: go:io'itep 3. __; | |—~6—SRM scheme
ep 8: end i
Step 9: return Py, PY, PZ. ﬁ
Step 10: Obtain the e-optimal solution P, = Py, P; = P¢ b=
and P = P? for problem (25). ~
end =
Function Inner_ Iteration (pseg) N
Step 11: Initialize (P9, P9, PY) = (0,0,0) and h° = 0. e
Step 12: Set n = 0. 5}
Step 13: Find the e-optimal solution (P;}H, P2 P of (30) =
for given (P}, P7, P7) and gL, by using CVX.
Step 14: Compute \_
I o ‘ ‘ ‘ ‘ ‘ ‘ !
Pt = 3 [h1 (P;jl,P;jl,PZf) — ha (P;jl,P;jl,Pz’ff)] 20 25 30 3 40 45 50 55 60
i=1 . P (dBm)
—PSEE Z (P:jl"‘PZ;rl)""Pb . . . .
i=1 Fig. 3. Average SEE versus maximum transmit power of CBS, Pé‘ﬁ"gl, with
Step 15: Set n =n + 11| I =8 Np =N¢ =4, Np = 3, and the maximum transmit power of PBS,
Step 16: if |h™ — A" | > € or 1 < Nimax Pl = 30dBm.
Step 17: goto Step 13.
Step 18: end if
Step 19: return Py, Py, P7.
end

SEEM and conventional SRM schemes all improve with an
increasing P34 in the 20 — 40dBm region of transmit power.
This means that ICSI-SEEM, SCSI-SEEM and SRM schemes

can obtain the maximum SEE with the full transmit power.
Then, as Pé"g‘gl continues to increase after 40dBm, the average
SEE performance of proposed ICSI-SEEM and SCSI-SEEM
schemes approach to a constant, while the SRM scheme begins
to degrade in terms of its SEE performance. This is because
that in the proposed ICSI-SEEM and SCSI-SEEM schemes,
the power allocator would not consume more transmit power
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when the maximum SEE has been achieved. By contrast,
in order to achieve a higher SR, the SRM scheme will
continue to allocate more transmit power, which will result
in the drop of the average SEE. In addition, as observed, the
proposed ICSI-SEEM and SCSI-SEEM schemes significantly
outperform the EEM scheme in terms of the average SEE,
and ICSI-SEEM achieves a higher SEE than the SCSI-SEEM
scheme. In the SEEM without AN scheme, CBS only transmits
the confidential signal to the destination without considering
AN, besides, the powers of CBS’ and PBS’ OFDM subcarriers
are optimized with a given total power consumption for CBS
and PBS, respectively. As can be seen from Fig. 2, the
proposed ICSI-SEEM and SCSI-SEEM schemes achieve a
higher SEE than SEEM without AN scheme, which indicates
the advantage of AN to wiretap the ED.

0.4 T T T
—o—Proposed joint power allocation scheme
0.35 1 |—— CBS power allocation scheme b
—x— PBS power allocation scheme
0.3 F | Equal power allocation scheme 4

0.25

0.2

0.15

Average SEE (bit/Joule/Hz)

0 | . . . . . .
20 25 30 35 40 45 50 55 60

P}"é“é (dBm)

Fig. 4. Average SEE versus maximum transmit power of CBS, Pé%g], for

different power allocation schemes with I = 8, Np = N¢ = 4, Ng = 3,
and the maximum transmit power of PBS, P;%‘gl = 30dBm.

Fig. 4 shows the average SEE versus maximum transmit
power of CBS, P(‘j‘j;gl, for the proposed joint power allocation
of PBS and CBS, pure power allocation of CBS’ OFDM
subcarriers (denoted by CBS power allocation for short), pure
power allocation of PBS’ OFDM subcarriers (called PBS
power allocation) and equal power allocation schemes with
I =8, Np = N¢ =4, Ng = 3, and the maximum transmit
power of PBS, P[‘%tgl = 30dBm. In the CBS power allocation
scheme, the powers of CBS’ OFDM subcarriers are optimized
with a given total power consumption for CBS P and a
fixed power allocation is used for PBS’ OFDM subcarriers,
namely the power of each PBS’ subcarrier is given by 10dBm.
Similarly, the PBS power allocation scheme only considers
the optimal power allocation for PBS’ OFDM subcarriers
with a constrained total power Plﬁ%tgl, while the equal power
allocation is used for CBS’ subcarriers. Moreover, in the equal
power allocation scheme, CBS’ OFDM subcarriers are equally
allocated with their respective total transmit power constraints
while the PBS’ OFDM subcarriers are allocated with fixed
transmit power, namely, P ; = P&l /(21), P, ; = PS3 /(21)
and P, ; = 10dBm.

As can be seen from Fig. 4, the average SEE of proposed
joint power allocation and CBS power allocation scheme

approach a constant in the high CBS transmit power regime.
This is because both the proposed joint power allocation
and CBS power allocation schemes stop assuming more CBS
transmit power when the maximal SEE is achieved. However,
the PBS power allocation and equal power allocation schemes
begin to drop in the regime of Pipd > 40dBm. This is due
to the fact that they allocate all the available CBS transmit
power even without much secrecy rate improvement. On the
other hand, the proposed joint power allocation scheme can
achieve a higher average SEE than other power allocation
methods, which indicates the superiority of proposed joint
power allocation scheme.

0.05 T T T

—o—Proposed joint power allocation scheme
00451 —&— CBS power allocation scheme )
—x—PBS power allocation scheme

—— Equal power allocation scheme

0.035 1
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Average SEE (bit/Joule/Hz)

Number of antennas, Np

Fig. 5. Average SEE versus the number of PBS’ antennas, N p, for different
power allocation schemes with I = 8, No = 4, Ng = 3, and the maximum
transmit power of PBS and CBS, Pg%tg] = 30dBm, Pgﬁg‘ = 20dBm.

Fig. 5 illustrates the average SEE versus the number of
PBS’ antennas, Np, for the proposed joint power allocation,
CBS power allocation, PBS power allocation, and equal power
allocation schemes with I = 8, No = 4, Ng = 3, and the
maximum transmit power of PBS and CBS, Pg‘f;gl = 30dBm,
Pé"g‘gl = 20dBm. It can be observed that as Np increases,
the CBS power allocation schemes begin to increase in terms
of the average SEE, however, the proposed joint power al-
location, PBS power allocation and equal power allocation
methods converge to their respective SEE floors. This means
that given sufficiently high number of PBS’s antennas, the
proposed joint power allocation, PBS power allocation and
equal power allocation can sophisticatedly stop consuming
additional power resources when the resultant secrecy rate
improvement is marginal.

Fig. 6 depicts the average SEE results of the proposed
joint power allocation scheme, CBS power allocation, PBS
power allocation and equal power allocation schemes versus
the number of CBS’s antennas, N¢, in the cases of I = 8,
Np = 4, Np = 3, and the maximum transmit power of
PBS and CBS, PR& = 30dBm, Pl = 20dBm. As shown
in Fig. 5, the average SEE of the all schemes increases as
N¢ increases, which means that the average SEE of OFDM-
based CRNs can be further enhanced by employing more
antennas of the CBS. Besides, the growth rate of proposed
joint power allocation scheme is higher than the other power
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Fig. 6. Average SEE versus the number of CBS’s antennas, N¢, for different
power allocation schemes with I =8, Np = 4, Ng = 3, and the maximum

transmit power of PBS and CBS, P;;’;g‘ 30dBm, P8 = 20dBm.

allocation schemes, showing that the number of antennas for
joint optimal power allocation scheme has a more impact on
the average SEE than the other power allocation schemes.
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Fig. 7. Average SEE versus the number of subcarriers, I, for different
power allocation schemes with Np = No = 4, Ng = 3, and the maximum
transmit power of PBS and CBS, P& = 30dBm, P = 20dBm.

Fig. 7 shows the average SEE results of the proposed joint
power allocation scheme versus the number of subcarriers, I,
for different power allocation schemes with Np = N¢o = 4,
Ng = 3, and the maximum transmit power of PBS and
CBS, P& = 30dBm, PS5 = 20dBm. As observed, the
proposed joint power allocation outperforms the other power
allocation methods in terms of average SEE. Futhermore,
giving the transmit power of PBS and CBS, as the number
of subcarrier I increases, the average SEE of the PBS power
allocation and equal power allocation schemes almost keep
unchanged. However, the average SEE of proposed joint power
allocation and CBS power allocation approaches increase
slightly. Besides, the proposed joint power allocation and CBS
power allocation schemes obtain a higher average SEE than
the PBS power allocation and equal power allocation methods,

which indicates that the CBS transmit power allocation is more
important than PBS power allocation in OFDM-based CRNSs.

VI. CONCLUSION

In this paper, we studied the power allocation of PBS and
CBS across different OFDM subcarries in downlink OFDM-
based CRNs. We first employed AN to improve the PLS of
OFDM-based CRNs, and then formulated a power allocation
problem to maximize the SEE based on instantaneous and sta-
tistical CSI of ED, where the circuit power consumption, mini-
mum SR constraint, and minimum SR requirement were taken
into consideration. New two-tier power allocation algorithms
were presented to optimize the power allocation of PBS and
CBS across different OFDM subcarriers. To be specific, with
the help of the Dinkelbach’s method and D.C. approaches, we
converted the originally formulated non-convex problems into
convex problems. Finally, numerical results showed that the
proposed e-optimal power allocation scheme obtains a higher
SEE than conventional power allocation methods. Also, the
proposed ICSI-SEEM and SCSI-SEEM schemes can improve
the SEE of CRNs significantly compared with conventional
SRM and EEM approaches.

APPENDIX A
PROOF OF THEOREM 1
It is obvious that the problems (15) and (16) have the same
feasible region R; for their same constraint condltlons C 1-C4.

Firstly, we denote (Pp, PS, Pz) € R and (P P P L) ERy
as the feasible and optimal solution of problem (15) respec-
tively, so the maximum SEE 7{; can be achieved by the
following formula
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Based on the fact that Z (PS i+ PZ i)+ Py >0, (A.1) can

=1
be further transmitted into the following form

I g k%
Z|:f1 Pp,is sz ) f2( P, 5i7Pz,i):|

= (A2)

— NSEE )+Pb =0,

M~

N
Il
-



IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY (ACCEPTED TO APPEAR)

I
Z{fl(Pp,uPs sz ) fQ(Pp,uPs uPz,i)i|
=1 , (A.3)
— ISER Z P.i)+ P | <0.
1=1

Combining (A.2) and (A.3), we can observe that the max1mum
value f (USEE) = 0 at the optimal solution (P P P .)- Then,

assuming (P P57 ) € Ry and (P P, P.) € R, are the
optimal and feasible solution of problem (16) respectively, as
well as f(nége) = 0, that is
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After some operations, we can achieve the following fractional
formula
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From (A.5), it is easy to find that (P P,,P.) is also
the optlmal solutlon of (15). Therefore we can obtain

that (P P P ) is equal to (P P P ) if and only if
f(nSEE) 0

APPENDIX B
PROOF OF THE CONVERGENCE

Assuming that (P7+!, P+ Pr+1) and (P7, P7,P7) are
feasible solutions of (22) at iterations n+1 and n, respectively,

and using (19) and (20), we can obtain
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where Q7 = ¢; Py +£;P";+g; P!, +02 Iy,. Substituting
feasible solutions of (22) into C'1 and C2 of (16), we can
obtain
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From (B.3) and (B.4), we can observe that the feasible
solutions of (22) are also suitable for (16).
According to (19), we also obtain
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Then, following the iterative procedure in (22), we arrive at ~ From (B.7), we can observe that the proposed iterative pro-

cedure is monotonically non-decreasing with the increasing

I
Z { £( Pﬁjla Pg;ﬂ, szrl) — fal Py, P, P of iterative numbers. In addition, by emeloymg the transmit
i=1 power constraints of PBS and CBS, i.e., Y. P,; < Pi%al and
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Combining (B.7) and (B.8), we can guarantee that the iterative
procedure in (22) will converge to an ec-optimal solution of
(16) after sufficient iterations.

[1] C. Fan, B. Li, C. Zhao, and A. Nallanathan, “Two-dimensional dis-
tributed spectrum reusing in cognitive radio network: Based on game
theory,” in Proc. IEEE Conf. Commun. (ICC), Paris, 2017, pp. 1-6.
PN PN Dn pPn J. Zhu and Y. Zou, “Cognitive network cooperation for green cellular

ERA Pzai) =2 (vai’ Psai’ Pzai)} networks,” IEEE Access,gvol. 4, pp. 849-857?Feb. 2016. £

1 [3] K. An, M. Lin, J. Ouyang, and W.-P. Zhu, “Secure transmission in

1 cognitive satellite terrestrial networks,” IEEE J. Sel. Areas Commun.,

— NSEE Z (psnz + pznz) + P, vol. 34, no. 11, pp. 3025_—3037, Nov. 2016. N _ _

‘ ’ ’ D. B. Rawat, “Evaluating performance of cognitive radio users in
i=1 MIMO-OFDM-based wireless networks,” IEEE Wireless Commun. Lett.,

vol. 5, no. 5, pp. 476-479, Oct. 2016.

Y. Zou, J. Zhu, X. Wang, and L. Hanzo, “A survey on wireless security:

technical challenges, recent advances, and future trends,” Proc. of the

IEEE, vol. 104, no. 9, pp. 1727-1765, Sept. 2016.

Y. Zou, J. Zhu, L. Yang, Y.-C. Liang, and Y.-D. Yao, “Securing physical-

layer communications for cognitive radio networks,” IEEE Commun.

Mag., vol. 53, no. 9, pp. 48-54, Sept. 2015.

M. Lin, J. Ouyang, and W.-P. Zhu, “Joint beamforming and power

control for device-to-device communications underlaying cellular net-

works,” IEEE J. Sel. Areas Commun., vol. 34, no. 1, pp. 138-150, Jan.

2016.

Y. Zhang, Z. Yang, A. Liu, and Y. Zou, “Secure transmission over the

wiretap channel using polar codes and artificial noise,” IET Commun.,

vol. 11, pp. 377-384, 2017.

T. M. Hoang, T. Q. Duong, N.-S. Vo, and C. Kundu, “Physical layer

security in cooperative energy harvesting networks with a friendly

jammer,” IEEE wireless Commun. Lett., vol. 6, no. 2, pp. 174-177, Apr.

2017.

H. Wu, X. Tao, Z. Han, N. Li, and J. Xu, “Secure transmission in

MISOME wiretap channel with multiple assisting jammers: maximum

secrecy rate and optimal power allocation,” IEEE Trans. Commun., vol.

65, no. 2, pp. 775-789, Feb. 2017.

[11] J. P. Vilela, M. Bloch, J. Barros, and S. W. McLaughlin, “Wireless
I secrecy regions with friendly jamming.” IEEE Trans. Inf. Forensics
—1)SEE Z (p::rl 4 P::Fl) + P Security, vol. 6, no. 2, pp. 256-266, Jun. 2011. . .
=1 ’ ’ H. Xu, B. Zhu, J. Liu, and A. Zhou, “Robust beamforming design for
secure multiuser MISO interference channel,” IEEE Commun. Lett., vol.

[2]

DY)

[fl(p;;l’iap

I
>

i

[4]
(B.6)
Substituting (B.5) into (B.6), we can further have (5]
I
AP BT PETY) — fa(Py Y PIEY PLY)] o
=1

K3
I B [7]
—nsee | > (P4 PIY 4+ Py
=1

I
_ _ _ _ _ _ [8]
>N {ABTL B PR — fa( P, P, PR
=1

S _ [9]
T i) (P = 1)

In2

_n+1 pn
. bi(_Pp,i - Pp,i) .
(b P} 402 )In2
T () (PP D@ TP )]
B In2 - In2

[10]

[12]

! L L 21, no. 4, pp. 833-836, Apr. 2017.
> [fl (P;:i; P£i7 Pzn,l) - f2 (P;J-, Pgiv Pzn,l)} [13] V.-D. Nguyen, T. Q. Duong, O. A. Dobre, and O.-S. Shin, “Joint
i—1 information and jamming beamforming for secrecy rate maximization

I in cognitive radio networks,” IEEE Trans. Inf. Forensics Security, vol.
— — 11, no. 11, pp. 2609-2623, Nov. 2016.
n mn
— TISEE Z (Ps,z' + Pz,i) + B J. Zhu, R. Schober, and V. K. Bhargava, “Linear precoding of data and
i=1 artificial noise in secure massive MIMO systems,” IEEE Trans. Wireless
Commun., vol. 15, no. 3, pp. 2245-2261, Mar. 2016.

[14]

(B.7)



IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY (ACCEPTED TO APPEAR)

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

(33]

[34]

[35]

[36]

(371

S. Yan, N. Yang, Ingmar Land, R. Malaney, and J. Yuan, “Three
artificial-noise-aided secure transmission schemes in wiretap channels,”
IEEE Trans. Veh. Technol., to appear, Dec. 2017.

S. Yan, X. Zhou, N. Yang, B. He, and T. D. Abhayapala, “Artificial-
noise-aided secure transmission in wiretap channels with transmitter-side
correlation,” /IEEE Trans. Wireless Commun., vol. 15, no. 12, pp. 8286-
8297, Dec. 2016.

N. Yang, S. Yan, J. Yuan, R. Malaney, R. Subramanian, and I. Land,
“Artificial noise: transmission optimization in Multi-Input Single-Output
wiretap channels,” IEEE Trans. Commun., vol. 63, no. 5, pp. 1771-1783,
May 2015.

H. Shokri-Ghadikolaei, I. Glaropoulos, V. Fodor, C. Fischione, and A.
Ephremides, “Green sensing and access: energy-throughput trade-offs
in cognitive networking,” IEEE Commun. Mag., vol. 53, no. 11, pp.
199-207, Nov. 2015.

W. R. Mili, L. Musavian, K. A. Hamdi, and F. Marvasti, “How to
increase energy efficiency in cognitive radio networks,” IEEE Trans.
Commun., vol. 64, no. 5, pp.1829-1843, May 2016.

F. Gabry, A. Zappone, R. Thobaben, et al., “Energy efficient analysis
of cooperative jamming in cognitive radio networks with secrecy con-
straints,” IEEE Wireless Commun. Lett., vol. 4, no. 4, pp. 437-440, Aug.
2015.

T. Zhang, W. Chen, and F. Yang, “Balancing delay and energy efficiency
in energy harvesting cognitive radio networks: a stochastic stackelberg
game approach,” IEEE Trans. Cogn. Commun. Netw., vol. 3, no. 2, pp.
201-216, Jun. 2017.

J. Denis, M. Pischella, and D. Le Ruyet, “Energy-efficiency-based
resource allocation framework for cognitive radio network with
FBMC/OFDM,” IEEE Trans. Veh. Technol., vol. 66, no. 6, pp. 4997-
5013, Jun. 2017.

J. Ouyang, M. Lin, Y. Zou, W.-P. Zhu, and D. Massicotte, “Secrecy
energy efficiency maximization in cognitive radio networks,” IEEE
Access., vol. 5, pp. 2641-2650, Feb. 2017.

D. W. K. Ng, E. S. Lo, and R. Schober, “Energy-efficient resource
allocation for secure OFDMA systems,” IEEE Trans. Veh. Technol., vol.
61, no. 6, pp. 2572-2585, Jul. 2012.

R. Corvaja and A. G. Armada, “Phase noise degradation in massive
MIMO downlink with zero-forcing and maximum ratio transmission
precoding,” IEEE Trans. Veh. Technol., vol. 65, no. 10, pp. 8052-8059,
Oct. 2016.

A. EI-Shafie, D. Niyato, and N. AI-Dhahir, “Security of rechargeable
energy-harvesting transmitters in wireless networks,” IEEE Wireless
Commun. Lett., vol. 5, no. 4, pp. 384-387, Aug. 2016.

A. Khisti and G. W. Wornell, “Secure transmission with multiple
antennas part II: the MIMOME wiretap channel,” [EEE Trans. Inf.
Theory, vol. 56, no. 11. pp. 5515-5532, Nov. 2010.

A. Mukherjee, S. Fakoorian, J. Huang, et al., “Principles of physical
layer security in multiuser wireless networks: a survey,” IEEE Commun.
Surv. Tut., vol. 16, no. 3, pp. 1550-1573, 2014.

L. Xu and A. Nallanathan, “Energy-efficient chance-constrained resource
allocation for multicast cognitive OFDM network,” IEEE J. Sel. Areas
Commun., vol. 34, no. 5, pp. 1298-1306, May 2016.

M. El-Halabi, T. Liu, and C. N. Georghiades, “Secrecy capacity per unit
cost,” IEEE J. Sel. Areas Commun., vol. 31, no. 9, pp. 1909-1920, Sep.
2013.

A. Mukheriee and A. Swindlehurst, “Detecting passive eavesdroppers
in the MIMO wiretap channel,” in Proc. IEEE ICASSP, Tokyo, Japan,
Mar. 2012, pp. 2809-2812.

J. Huang and A. L. Swindlehurst, “Cooperative jamming for secure
communications in MIMO relay networks,” IEEE Trans. Signal Process.,
vol.59, no.10, pp. 4871-4884, Oct. 2011.

H. Guo, Z. Yang, L. Zhang, J. Zhu, and Y. Zou, “Power-constrained
secrecy rate maximization for joint relay and jammer selection assisted
wireless networks,” IEEE Trans. Commun., vol. 65, no. 5, pp. 2180-
2193, May 2017.

H. Gao, M. Wang, and T. Lv, “Energy efficiecy and spectrum efficiency
tradeoff in the D2D-enabled HetNet,” IEEE Trans. Veh. Technol., vol.
66, no. 11, pp. 10583-10587, Nov. 2017.

H. Niu, D. Guo, Y. Huang, and B. Zhang, “Robust energy efficiency
optimization for secure MIMO SWIPT systems with non-linear EH
model,” IEEE Commun. Lett., vol. 21, no. 12, pp. 2610-2613, Dec. 2017.
J. Ouyang, M. Lin, W. P. Zhu, T. Hong, and B. Xu, “Distributed-relay
beamforming for secrecy energy efficiency with coordinated eavesdrop-
pers,” IEEE Commun. Lett., no. 99, pp. 1-4, 2018.

H. H. Kha, H. D. Tuan, and H. H. Nguyen, “Fast global optimal power
allocation in wireless networks by local D.C. programming,” /EEE
Trans. Wireless Commun., vol. 11, no. 2, pp. 510-515, Feb. 2012.

[38]

[39]

[40]
[41]

[42]

[43]

[44]

H. Wang, J. Wang, G. Ding and Z. Han, “D2D communications
underlaying wireless powered communication networks,” IEEE Trans.
Veh. Technol., vol. 67, no. 8, pp. 7872-7876, Aug. 2018.

C. Kai, H. Li, L. Xu, Y. Li and T. Jiang, “Energy-efficient device-
to-device communications for green smart cities,” IEEE Trans. Ind.
Informat., vol. 14, no. 4, pp. 1542-1551, Apr. 2018.

M. Grant and S. Boyd, “CVX: Matlab software for disciplined convex
programming, version 2.1,” [Online:] http://cvxr.com/cvx, Mar. 2014.
W. Dinkelbach, “On nonlinear fractional programming,” Manage. Sci.,
vol. 13, no. 7, pp. 492-498, Mar. 1967.

Z.-Q. Luo, W.-K. Ma, A. M.-C. So, Y. Ye, and S. Zhang, “Semidefinite
relaxation of quadratic optimization problems,” IEEE Signal Process.
Mag., vol. 27, no. 3, pp. 20-34, May 2010.

K. An, M. Lin, J. Ouyang, and W.-P. Zhu, “Secure transmission in
cognitive satellite terrestrial networks,” IEEE J. Sel. Areas Commun.,
vol. 34, no. 11, pp. 3025-3037, Nov. 2016.

H. A. Suraweera, P. J. Smith, and M. Shafi, “Capacity limits and perfor-
mance analysis of cognitive radio with imperfect channel knowledge,”
IEEE Trans. Veh. Technol., vol. 59, no. 4, pp. 1811-1822, May 2010.

Yuhan Jiang received the B.Eng. degree in Com-
munication Engineering from Nantong University,
Nantong, China, in July 2016. She is currently
pursuing the Ph.D. degree in Signal and Information
Processing at the Nanjing University of Posts and
Telecommunications. Her research interests include
cognitive radio, physical-layer security and green
communications.

Yulong Zou (SM’13) is a Full Professor and Doc-
toral Supervisor at the Nanjing University of Posts
and Telecommunications (NUPT), Nanjing, China.
He received the B.Eng. degree in information engi-
neering from NUPT, Nanjing, China, in July 2006,
the first Ph.D. degree in electrical engineering from
the Stevens Institute of Technology, New Jersey,
USA, in May 2012, and the second Ph.D. degree
in signal and information processing from NUPT,
Nanjing, China, in July 2012.

Dr. Zou was awarded the 9th IEEE Commu-

nications Society Asia-Pacific Best Young Researcher in 2014. He has
served as an editor for the IEEE Communications Surveys & Tutorials,
IEEE Communications Letters, EURASIP Journal on Advances in Signal
Processing, IET Communications, and China Communications. In addition,
he has acted as TPC members for various IEEE sponsored conferences, e.g.,
IEEE ICC/GLOBECOM/WCNC/VTC/ICCC, etc.

Jian Ouyang (M’S) received the B.S., M.S. and
Ph.D. degrees from Nanjing University of Aero-
nautics and Astronautics, Nanjing, China, in 2007,
2010 and 2014, respectively. Since July 2014, he has
been a full-time faculty member with the College
of Telecommunications and Information Engineer-
ing, Nanjing University of Posts and Telecommu-
nications, Nanjing, China. From 2015 to 2016, he
was a Postdoctoral Fellow with the Department
of Electrical and Computer Engineering, Concordia
University, Montreal, Canada. His research interests

include cooperative and relay communications, physical layer security and
green communications.


http://cvxr.com/cvx

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY (ACCEPTED TO APPEAR) 15

Jia Zhu is an Associate Professor at the Nan-
jing University of Posts and Telecommunications
(NUPT), Nanjing, China. She received the B.Eng.
degree in Computer Science and Technology from
the Hohai University, Nanjing, China, in July 2005,
and the Ph.D. degree in Signal and Information
Processing from the Nanjing University of Posts
and Telecommunications, Nanjing, China, in April
2010. From June 2010 to June 2012, she was a
Postdoctoral Research Fellow at the Stevens Insti-
tute of Technology, New Jersey, the United States.
Since November 2012, she has been a full-time faculty member with the
Telecommunication and Information School of NUPT, Nanjing, China. Her
general research interests include the cognitive radio, physical-layer security
and communications theory.




	I Introduction
	II System Model and Performance Metric
	II-A System Model
	II-B Performance Metric

	III Secrecy Energy Efficiency Optimizations with Instantaneous CSI of ED
	III-A Problem Formulation
	III-B Problem Transformation
	III-C D.C. Programming
	III-D Two-tier Iterative Algorithm for ICSI-SEEM

	IV Secrecy Energy Efficiency Optimizations with Statistical CSI of ED
	IV-A SCSI-SEEM Problem Formulation
	IV-B SCSI-SEEM Solution

	V Simulation Results
	VI Conclusion
	References
	Biographies
	Yuhan Jiang
	Yulong Zou
	Jian Ouyang
	Jia Zhu


