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Abstract—Location-based service (LBS) has been widely used
in various fields of industry, and become a vital part of people’s
daily life. However, while providing great convenience for users,
LBS results in a serious threat on users’ location privacy, due
to its more and more untrusted server-side. In this paper,
we propose a location privacy-preserving system for LBS by
constructing ‘“‘cover-up ranges” to protect the query ranges asso-
ciated with a location query sequence. Firstly, we present a client-
based system framework for location privacy protection in LBS,
which requires no compromise to the accuracy and usability of
LBS. Secondly, based on the framework, we introduce a location
privacy model to formulate the constraints that ideal cover-up
ranges should satisfy, so as to improve the efficiency of location
services and the security of location privacy. Finally, we describe
an implementation algorithm to well meet the location privacy
model. Both theoretical analysis and experimental evaluation
demonstrate the effectiveness of our system, which can improve
the security of users’ location privacy on the untrusted server-
side, without compromising the accuracy and usability of LBS.

Index Terms—Location-based service, location privacy, privacy
protection, security, accuracy, usability

I. INTRODUCTION

ITH advances in wireless communication and mobile

positioning technologies, location-based service (LBS)
has been gaining increasingly popularity in recent years, and
has become an important infrastructure of Industry 4.0 [1],
[2], [4]. It has been reported that the revenue from LBS
has reached an annual global total of over 15 billion dollars
[9]. However, while bringing great convenience to users, LBS
results in a serious location privacy problem [7], [8], because
in order to obtain LBS, a user has to report his current
location to the untrusted server-side. Obviously, the location
information is sensitive, based on which an attacker can infer
user’s location trajectory accurately. It certainly would lead
to a serious threat to users’ location privacy, if the location
information is released to an untrusted third party (e.g., the
LBS provider). In fact, the location privacy protection in LBS
is causing people’s increasingly extensive concern, and has
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become a major barrier for the development and application
of LBS in various fields of industry [5], [6].

This paper aims to construct a location privacy-preserving
system for LBS, which can meet the following requirements,
i.e., under the precondition of not compromising the accuracy
and usability of LBS, ensuring the security of location pri-
vacy and the efficiency of location services. Specifically, the
contributions of this paper are threefold.

(1) We present a framework for location privacy protection
in LBS, whose basic idea is that for a location query request
issued by a user, the client constructs a new request where
the user query range is replaced by a well-designed “cover-up
range”, and submits it to the server, so as to make it difficult for
the untrusted server-side to infer user’s query location. Then,
the client picks out the result corresponding to the user query
request from the result returned by the server, so as to ensure
the accuracy of the result that the user obtains finally.

(2) Based on the framework, we present a location privacy
model to formulate the constraints that an ideal cover-up range
constructed for a user query range should meet, so as to
ensure the efficiency of location services and the security of
location privacy. Moreover, in the privacy model, the relevance
constraint among query locations is also taken into account,
making it still difficult to identify the user locations even if
an attacker has mastered the user query regularity, and further
improving the security of location privacy.

(3) According to the above framework and privacy model,
we present an implementation algorithm running on a trusted
client. For a user location query sequence, the algorithm can
construct a cover-up range sequence that well meets the pri-
vacy model. Besides, we have demonstrated the effectiveness
of the privacy model and its algorithm through theoretical
analysis and experimental evaluation.

The rest of this paper is organized as follows. Section 2 re-
views some related work. Section 3 presents a framework and
attack model for LBS privacy protection. Section 4 describes
a location privacy model and its implementation algorithm.
Sections 5 and 6 demonstrate the validity of the system by
theoretical analysis and experimental evaluation. Finally, we
conclude this paper in Section 7.

II. RELATED WORK

In order to protect location privacy in LBS, many methods
have been proposed, e.g., pseudonym methods, obfuscation
methods, encryption methods and dummy-based methods. In
this section, we briefly review the technical features for these
methods.
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(1) In pseudonym methods, the user identity in each LBS
query is replaced with a pseudonym, so as to disconnect
the user from the query [11], [21]. However, for this kind
of methods, although such solutions as establishing mixed
zones have been designed to improve the effectiveness of
pseudonyms [18], [19], [20], [2], it is still likely for an
attacker to identify the user identity from query content itself,
due to no change to each user query, i.e., it is difficult to
resist the threat from data mining [9], [31]. For example, in
[10], a novel paradigm of de-anonymization attacks based
on mobility patterns of objects was proposed, which can
re-identify the user trajectory accurately from a group of
anonymous trajectories (where the real identities of mobile
objects has been replaced with pseudonyms). In addition, it
is also difficult to be applied to an environment that requires
identity authentication or personalized services due to hiding
user identity [3].

(2) In obfuscation methods, the location information in
a LBS query is generalized (by using a cloaking region to
replace a user location [12], [22], [23], [24]) or perturbed (by
intentionally adding some errors or noises into a user query in
a controllable manner [13], [25]), so as to make it difficult for
an attacker to identify user’s precise location. However, since
each query request submitted to the server has been modified,
it sometimes will lead to a compromise to the accuracy of
LBS, i.e., its privacy protection needs to compromise the LBS
quality to a certain degree. Moreover, the implementation of
a pseudonym or obfuscation method is generally dependent
on a trusted third-party server, making it easy to lead to a
performance bottleneck and a privacy bottleneck [9].

(3) The basic idea of encryption methods is to use en-
cryption techniques to make each LBS query invisible to the
untrusted server-side, typically, such as LBS privacy protection
based on Private Information Retrieval (PIR) [14], [15], [26].
An encryption method would neither reveal any user location
information nor compromise the usability of LBS, thereby
achieving stricter privacy protection. However, this kind of
methods generally requires the change to the existing LBS
algorithm on the server-side and the support of additional
hardware, resulting in the change to the whole LBS platform,
and then decreasing the actual usability of the methods.

(4) In dummy-based methods, each user query would be
submitted together with a group of dummy queries constructed
in advance, to make it difficult for the untrusted server-side
to identify user’s true locations [16], [17]. A dummy method
is generally developed on a client-based architecture, indepen-
dent of a third-party server, resulting in its good practicability.
However, although a number of good algorithms for dummy
construction have been proposed [16], [17], [27], [28], [29],
the security of this kind of methods is dependent on the quality
of dummy construction, i.e., it is often threatened by the attack
based on the feature distribution, resulting in poor security.
Besides, k-anonymity refers to that for an individual, there
exist k-1 individuals which are indistinguishable from it. It
is often combined with pseudonym methods or dummy-based
methods to measure the effect of privacy protection. However,
it is actually only a kind of privacy metric, whose effectiveness
is also dependent on the construction quality of pseudonyms
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(a) The framework used by our system for users’ privacy protection in LBS

(b) A user query range P of E and its cover-up range P* of E* (where the
location coordinates are not true longitude and latitude values)

Fig. 1. An example for the protection of users’ location privacy in LBS

or dummies.

In addition, Zhang et al in [9] have presented a detailed
survey on each kind of location protection methods mentioned
above. From the above, we can conclude that a good method
that can well protect users’ location privacy in LBS should
meet the following requirements. (1) Ensuring the security
of location privacy. It should be difficult for an attacker with
rich prior knowledge to identify user’s location trajectory from
a user query sequence. (2) Ensuring the accuracy of location
services, i.e., the service result that a client user obtains finally
should be consistent before and after the privacy method is
used. (3) Ensuring the usability of location services, i.e., the
privacy protection should neither require the change to the
existing LBS algorithm, nor result in a significant impact on
the efficiency of location services. To this end, in this paper,
we aim to propose a location privacy-preserving system for
LBS, which can meet the above requirements in terms of
accuracy, usability and efficiency.

III. PROBLEM STATEMENT

A. Problem Definition

In general, LBS consists of a server-side (running the LBS
algorithm) and many client-sides (running the user interfaces).
In LBS, each query request issued by a user through a client
interface can be denoted by E = (U, A, T, P), where U is a
user identity, A is a query attribute (such as Hotel and Toilet),
T is a query timestamp, and P denotes a query location and
its related parameter. Here, P is the key to location privacy
protection in LBS, and thus the study object of this paper.
According to the meaning of the parameter of P, LBS queries
can be divided into range queries (e.g., querying the hotels
in the range of 100m) and nearest neighbor queries (e.g.,
querying the nearest 3 hotels). In this paper, we only focus on
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range queries (instead, we will briefly discuss nearest neighbor
queries in the end of Section 4.2), so P (below, called a query
range) is considered to consist of a query location and a radius.
Fig. 1 describes the framework used by our system for location
privacy protection, through using an example of querying the
hotels in the range of 100m. It can be seen that our location
privacy-preserving system runs on the client-side as a layer of
middleware between the server-side and the client interface,
whose processing flow can be briefly described as follows.

o For each user location query request £ = (U, A, T, P),
the “location range cover-up” component running on the
client (located between the server and the client interface)
constructs a new request £* = (U, A, T, P*), where the
user query range P is replaced by a newly constructed
cover-up range P*, and then submits the new request E*
in place of E to the server to acquire a location service.

o The “filtering query result” component picks out the exact
result A (the interest points within the query range P,
e.g., Ag, As, As, Ag in Fig. 1(b)) located within the query
range P) from the coarse result .A* (the interest points
within P*, e.g., Ay — Ag in Fig. 1(b)) that are returned
by the LBS algorithm on the server-side, and then returns
A to the user as the final service result.

It can be seen that the “location range cover-up” component
just rewrites the query range P of E (i.e., changes the location
and enlarges the radius), without changing the request message
format. As a result, we can conclude that under the framework:
(1) the privacy protection is transparent to both the LBS
algorithm on the server-side and each user on the client-side,
i.e., it requires no change to the platform architecture of LBS;
(2) the coarse result returned from the server-side is certainly
a superset of the user exact result, as long as the query range
P is contained in the cover-up range P*, i.e., it requires no
compromise to the accuracy of LBS; and (3) the degree of
the efficiency decrease caused by the privacy protection has a
linearly positive correlation with the area size of the cover-up
range P*, i.e., it does not lead to a significant impact on the
efficiency of LBS. Also, it can be seen that the cover-up range
P* constructed by the “location range cover-up” component
plays a vital role, whose quality is the key to the security of
location privacy and the efficiency and accuracy of location
services. Specifically, for the construction of cover-up ranges,
we should consider the following problems.

o Problem 1. The accuracy of location service. Each cover-
up range should contain its corresponding user query
range; otherwise, the accuracy of location service cannot
be guaranteed.

o Problem 2. The efficiency of location service. In general,
the bigger the area size of a cover-up range, the more the
points of interest located within the cover-up range, and
then the worse the efficiency of a location service. Thus,
to improve the efficiency, the area size of each cover-up
range should not be too big.

o Problem 3. The security of location privacy. In general,
the bigger the area of a cover-up range and the farther
the central location of the cover-up range from the user
extract location, the smaller the probability of an attacker
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to identify the user exact location (or query range). It has
a contradiction between the security of location privacy
and the efficiency of location service, so how balancing
the security and the efficiency to construct suitable cover-
up ranges should be considered comprehensively.

o Problem 4. The relevance among query locations. A user
often likes to periodically issue his requests, among which
there may be strong location relevance. For example,
the queries issued by the same user during a period of
time often occur in some fixed locations or regions (e.g.,
near to House or Company). According to the location
relevance, an attacker with rich knowledge can easily
reduce the active area of the cover-up range and hence
the security of location privacy. Therefore, the central
locations of a cover-up range sequence constructed by the
system should also exhibit the relevance accordant to the
user query regularity, to make it difficult for the attacker
to exclude some active area of each cover-up range.

B. Attack Model

In this study, we only focus on the protection of location
privacy itself (i.e., the privacy related to a user query range
P), although in a LBS request F, there are other kinds of
user privacy information, such as user identity (U) and query
attribute (A). Moreover, similar to the attack model used by
most related studies in Section 2, the server-side of LBS is
considered to be untrusted in this study, since the server-side
has mastered a great number of users’ privacy data, which is
considered as the biggest potential attacker. As a result, we
assume that an attacker has the following abilities. (1) The
attacker can obtain all the location query sequences from the
client-sides, which, however, are the cover-up query sequences
generated by the privacy-preserving system (instead of users’
true query sequences), so it is required for the system to
prevent the attacker from identifying users’ true locations or
ranges from the cover-up query sequences. (2) The attacker
might have mastered users’ location query regularity (e.g.,
some fixed locations or regions that a user often likes to query
around), so he can reduce the active area of each cover-up
range based on the relevance regularity among users’ locations.
(3) The attacker might have obtained a copy of the privacy
algorithm running on the client-side, so he can input each of
the mastered queries to the algorithm and then analyze the
output, to guess the user locations.

In summary, the attacker is powerful, but also knowledge-
bounded, i.e., satisfying the following assumptions: (1) he does
not know any background information on mobile users (e.g.,
house or company address); and (2) he does not know some
right samples of users’ query locations in advance. Although
the above assumptions seem strong, they are reasonable in
practice, because in this study, we only focus on the location
privacy itself, i.e., the ability of the attacker is mainly from
his mastered query range sequences themselves.

IV. PROPOSED METHOD

In this section, we describe our privacy-preserving system
based on the above framework. First, we present a location
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privacy model to formulate the constraints that the cover-
up ranges constructed by the system should meet. Then, we
present an implementation algorithm for the privacy model.

A. Privacy Model

In Section 3, we briefly describe some problems that should
be taken into consideration in the construction of cover-up
ranges. Below, we further formulate the constraints that ideal
cover-up ranges should satisfy, to provide reference for the
design of a construction algorithm of cover-up ranges. First of
all, we define a query range P.

Definition 1 (Query Range): The query range P in each
location query request E can be represented by a circular
region, i.e.,, P = (P.L, P.R), where P.L denotes the central
location of P and P.R the radius of P.

As mentioned in Section 3, when constructing the cover-up
range P* for a user query range P, we need to consider such
problems as the accuracy and efficiency of location service,
the security of location privacy, and the relevance among query
locations. Below, we first present Definition 2 to formulate the
accuracy of a location service.

Definition 2 (Cover-up Range Accuracy): Let P* denote
the cover-up range constructed for a user query range P by a
privacy system. Then, the accuracy of location service can be
guaranteed by P*, if and only if P is contained in P*, i.e.,
P C P~

From the framework shown in Fig. 1(a), it can be known that
the efficiency of a location service is dependent on the number
of points of interest returned from the server-side. However, in
general, the number of points of interest is positively related
to the area of a cover-up range from the client-side, i.e., the
bigger the area of the cover-up range, the more the points
of interest located within the cover-up range. Therefore, we
can use the following definition to quantify the impact of a
cover-up range on the efficiency of a location service.

Definition 3 (Cover-up Range Efficiency): Ler P* denote
the cover-up range constructed for a user query range P.
Then, the loss of location service efficiency caused by the
privacy protection can be measured by

.. 7PR*® PR?
EF(PP) = 5m = prpe

In general, the security of location privacy is in inverse
proportion to the probability of an attacker to identify users’
location or query range from a cover-up range. However, from
the attack model mentioned in Section 3, we know that the
probability of obtaining users’ locations is mainly dependent
on the cover-up ranges themselves mastered by the attacker,
i.e., the larger the area size of each cover-up range, and the
farther the cover-up central location from the user location, the
better the security of location privacy. Therefore, we introduce
the following definition to quantify the impact of a cover-up
range on the security of location privacy.

Definition 4 (Cover-up Range Security): Let P* denote
the cover-up range constructed for a user query range P. The

4

security of user’s location privacy on the server-side can be
measured by

) 1.0,|P*.L — P.L| > o?
PR(P,P*) =9 /[P~ L_P.L|(P*.R*P.R?)

P T2 , otherwise

, where |P*.L — P.L| denotes the distance between the two
locations, and o denotes a distance threshold.

In Definition 4, for a cover-up range P*, if the distance
between its central location P*.L and the user location P.L
is bigger than o2, then it is deemed that it has no harm on the
user location privacy (i.e., it is impossible for the attacker to
obtain the user true query location or range from the cover-up
range). At this time, the security of location privacy reaches the
maximum (i.e., 1.0). Therefore, a? denotes a long enough safe
distance, which can be determined in advance by the system
according to an actual situation.

In Definition 4, we use a single location query request as
the basic unit to formulate the security of a cover-up range.
However, there may be some strong location relevance among
the queries issued by the same user. For example, the queries
from the same user during a period of time are usually around
some fixed locations or regions. An attacker with rich prior
knowledge can easily master user’s query location regularity,
to reduce the active area of each cover-up range constructed by
the privacy system, and hence the security of location privacy
on the untrusted server-side. Below, we use a simple example
to illustrate the problem. Assume that the attacker has mastered
two queries issued by the same user around the same location
P.L at different timestamp. Let P} and P; denote two cover-
up ranges constructed for the queries. Because P and P
meet the accuracy of location service, we have that P.L €
P N P.L € Py. Then, according to the prior knowledge, the
attacker can conclude that P.L € P{'NP;. Therefore, the effect
of the cover-up ranges on the protection of location privacy
is reduced to Py N Py, i.e., in the two query services, the
cover-up range area that can be excluded are P — P N Py
and Py — P N Py, respectively, resulting in that the cover-up
range security in Definition 4 cannot be well guaranteed.

To solve this, we next consider the problem on the relevance
among query locations by using the sequence of location query
requests issued by the same user during a period of time as
the basic study unit, such that each constructed cover-up range
sequence exhibits the location relevance accordant to user’s
query regularity, thereby, making it difficult for the attacker
to reduce the active area of each cover-up range. Below, we
first extend Definition 1 to define a query range sequence and
a query location sequence.

Definition 5 (Range Sequence): A range sequence consists
of the query ranges issued by the same user during a period of
time, which is denoted by P = (Py, Pa, ..., P;), where Py(k =
1,2,...,n) denotes a query range.

Definition 6 (Location Sequence): A location sequence
consists of the central locations of the query ranges from a
range sequence P, denoted by L = (Ly, Lo, ..., Ly,), where
Ly = Py.L (P, € P) denotes a location.

Page 4 of 11
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Below, in order to capture the relevance regularity among
query locations, we define a location region that is a set of
location cells (i.e., locations). Note that all the location regions
located at the same level can be viewed as a partition of the
whole map (i.e., they can divide the whole map into several
disjoint geographical regions).

Definition 7 (Location Region): A location region D is
a set of location cells, which is associated with a level, and
the higher the level of a region, the more the location cells
the region contains. It is obvious that the whole map is also a
location region with the highest level (denoted by r™). A set
D" of all the location regions with the same level r should
meet the following constraints.

(Cl) Any two regions with the same level are disjoint, i.e.,
VD1VD2(D1,D2 eD" - DiNDy = @)

(C2) Any two regions with the same level have the same area,
ie., VD1VD2(D1,D2 e D" — AR(Dl) = AR(DQ)),
where AR denotes the area size of a region.

(C3) The union of all the regions with the same level is the
whole map, i.e., D" = UpeprD.

(C4) Any region should be contained by another region of a
higher level, i.e., YD13Do(Dy € D" A Dy € D™FL A
D, C D).

The relevance among users’ query locations indicates that
the queries from the same user during a period of time are
usually around some fixed locations or regions. Based on the
definition of a location region, we use Definition 8 to formulate
the relevance constraints that the central locations of the cover-
up ranges should satisfy.

Definition 8 (Location Relevance): For a user location
sequence L = (Li,Ls,...,L,), and a cover-up location
sequence L* = (Li,L3,...,L}) (L} corresponds to Ly) con-
structed for L by a privacy system, to minimize the excludable
area of each cover-up range, L* and L should satisfy the
following constraints.

(Cl) For any L} and Ly, if L, and Ly, which are the user
query locations corresponding to L}, and Ly, are the
same location, then L}, and L} should also be the same
location, i.e., YLIVL{ (L%, Ly € L*NLy =Ly — L} =
Ly).

(C2) For any L}, and L}, if L, and Ly belong to the same
region D1 with the level r, then there should exist a
region Do with the level v, such that L}, and L; belong
to Dy, ie., YLINLIVD,(L:, Ly € L*ANDy € D" A
Ly, Ly € Dy — EIDQ(DQ eD" A LZ,LZ S D2))

Fig. 2 illustrates the location relevance constraints of Def-
inition 8, where the top half consists of three user query
ranges (L1, Lo and L3), and the lower half consists of the
corresponding cover-up ranges (L}, L3 and L3). In the figure,
the cover-up ranges L] and L3 meet the first constraint of
Definition 8 (i.e., they belong to the same location (9,7),
as L; and Lo belong to the same location (5,5)), and Lj
and L3 meet the second constraint (i.e., they belong to the
same region colored blue, as L; and Lo belong to the same
region colored red). It can be seen that the location relevance

IEEE Transactions on Vehicular Technology
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Fig. 2. An example for the location relevance constraint (where the numbers
denote virtual coordinate values)

constraints make that the regularity among user query locations
can be well exhibited by the cover-up ranges, so it is difficult
for the attacker to reduce the active area of each cover-up
range, resulting in that the cover-up range security described
in Definition 4 can be guaranteed.

Now, according to Definition 3 (Accuracy), Definition 3
(Efficiency), Definition 4 (Security) and Definition 8 (Location
Relevance), we further formulate the constraints that should
be satisfied by a cover-up range sequence constructed by an
effective location privacy-preserving system developed based
on the framework of Fig. 1(a).

Definition 9 (Location Privacy Protection): For a query
range sequence P = (P, Py, ..., P,) and a cover-up range
sequence P* = (Pj,Py,...,PX) constructed by a privacy
system for P, if both meet the following constraints, then it is
deemed that the location privacy behind P can be protected
effectively by P* (where v and p are given thresholds).

(Cl1) Let L and L* denote the location sequences related to
P and P*, respectively. Then, L* and L should meet the
location relevance constraints of Definition 8.

(C2) Any (Py, P) € (P, P*) should meet the cover-up range
accuracy (P} corresponds to Py), i.e., P, C Py.

(C3) Any (Py, P}) € (P, P*) should meet the cover-up range
efficiency, i.e., EF(Py, P;) > p.

(C4) Any (Py, P}) € (P, P*) should meet the cover-up range
security, i.e., PR(Py, P}}) > pu.

All the above nine definitions constitute the location privacy
model, which formulates the constraints that the cover-up
ranges constructed by an effective privacy-preserving system
developed based on the framework of Section 3 should meet,
thereby, providing reference for the design of a construction
algorithm of cover-up ranges.

B. Implementation Algorithm

According to the privacy model defined in Section 4.1, we
discuss its implementation algorithm, i.e., how to construct a
cover-up range P* for each user query range P, such that
the finally obtained cover-up range sequence P* with its user
query range sequence P can well meet the constraints of
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Algorithm 1: A construction algorithm for location cover-up range

Input: (1) P, a user query range; (2) P, a user historical range sequence;
(3) P*, a historical cover-up range sequence corresponding to P; (4)
(s, p), threshold parameters; and (5) B, a search strategy.
Output: P*, a cover-up range constructed for P.
begin
foreach P, € P do
if P,.L = P.L then
P* < search(B, P, P'.L); /= P} € P* denotes a
cover-up range corresponding to Py x/
P*R<+ P*R-(1+6);// 0<6<0.2
return P*; // 6 is an adjustable random value

for r =1,2,...,7™ do
foreach D € D" do
foreach P, € P do if P,.L € D A P.L € D then
Let D* denote a region of the same level to D and
Py.L € D* (P} is a cover-up range of Py);
P* « search(B, P, D*);
P*.R+« P*.R-(1+6);
return P*;

Procedure search(B, P, D*)
begin
P* «+ {P*|PR(P,P*) > puANEF(P,P*) > pANP C P*\NP*L €
D*}; /+ obtain a set of range candidates */
if B is Strategy 1 then /% Security First =/
| return argmaxp«cp+ PR(P, P*);

if B is Strategy 2 then /* Efficiency First */
| return argmaxpxeps EF(P, P*);

if B is Strategy 3 then /% Balance First =/
| return argmaxp«eps PR(P, P*)- EF(P, P*);

Definition 9. For given threshold parameters (u, p), there may
be no solution, which can meet the constraints of Definition
9 (e.g., when the security parameter p and the efficiency
parameter p are both set to be bigger), but there may also be
many feasible solutions. Therefore, below, we introduce three
strategies from different angles to search a feasible solution
for cover-up range.

Strategy 1 (Security First): For a user query range P,
under the premise of meeting the constraint Cl of Definition
9, we search a solution as follows

P* = argmaxp# PR(P, P*)s.t.
PR(P,P#)>unNEF(P,P*)>pAPC P¥#

Strategy 2 (Efficiency First): For a user query range P,
under the premise of meeting the constraint C1 of Definition
9, we search a solution as follows

P* = argmaxps EF (P, P%)s.t.
PR(P,P#*)> uNEF(P,P*)>pAPC P*

Strategy 3 (Balance First): For a user query range P,
under the premise of meeting the constraint C1 of Definition
9, we search a solution as follows

P* = argmaxps PR(P, P¥) . EF(P, P%)s.t.
PR(P,P*)> uNEF(P,P*)>pAPC P*

According to the above three strategies, Algorithm 1 briefly
describes an algorithm for constructing a cover-up range P*

6

for a query range P. In Algorithm 1, the main body (Lines
1 to 13) is used to search a suitable region for the central
location P*.L of P*, based on the relevance constraints among
query locations. Here, the algorithm takes into consideration
two cases as follows. (1) Case 1 corresponds to the constraint
C1 of Definition 8§, i.e., if in the historical range sequence
‘P, there exists a historical user query range P}, which has
the same central location to the current range P (P.L =
P.L), then the output cover-up range P* also should have the
same central location to the historical cover-up range P €
P* corresponding to Py. (2) Case 2 corresponds to C2 of
Definition 8, i.e., for any location region D with a level r, if it
simultaneously contains the current range P and the historical
range Py, then the cover-up range P* and its historical cover-
up range P (corresponding to Pj) should be contained in a
region D* also with the level r.

In Algorithm 1, the search procedure (Lines 14 to 22)
corresponds to Strategies 1 to 3, i.e., under the precondition
of ensuring the location relevance constraints, the procedure
searches for one feasible solution according to the principle of
“security first”, “efficiency first” or “balance first”. Below, we
introduce Theorem 1 to further demonstrate that the location
relevance constraints of Definition 8 (C1 in Definition 9) can
be ensured by the cover-up range sequence P* obtained by
running Algorithm 1 many times.

Theorem 1: Let L denote the cover-up location con-
structed by Algorithm 1 for a user query location Lg. If a
cover-up location sequence L* = (L3, L5, ..., L) and a user
location sequence L = (Lj,Ls,...,Ly,) meet the location
relevance constraints of Definition 8, then the new sequences

Ly = (L, Ly, ..., L) and Loy = (Lo, L1, ..., Ly,) also meet
the location relevance constraints.

Proof. The location relevance constraints given in Definition
8 consist of C1 and C2. First, we prove that if the location
sequences £* and £ meet C1, then the sequences L and Lo,
where L{ and L, are added, respectively, also meet C1. Let
Ly, € L be the historical location determined by Algorithm 1
for Ly (Line 3), i.e., Ly and Lj are the same location (L =
Lg). Then, from Algorithm 1 (Lines 4 and 16), we know that
Lj is the same to the cover-up location L} € L* corresponding
to Ly, i.e., Lj, = Lj. Now, we only need to prove that for any
L; € L(j # k), if L; = Lo, then Ly = Lg (L} € L7
is the historical cover-up location corresponding to L;). Since
L; = Ly = Lo, and £* and £ meet C1, we have that L;‘ =1Ly,
Le., L} = Lg.

Second, we prove that if £* and £ meet C2, then £ and Lo,
where L§ and L, are added, respectively, also meet C2. Let
Ly, € L be the historical location determined by Algorithm 1
for Ly, and D1 a common region of Ly and Lj, (Lines 8 and 9),
ie., Lo € Dy ALy, € D;. Let Di denote a location region with
the same level with D, and it contains the cover-up location
L} € L* corresponding to Lj, (Line 10), i.e., L} € Dj. Then,
from Algorithm 1 (Line 16), we know that L constructed
by the algorithm is certainly contained in the region Dj, i.e.,
L§ € Dyj. Below, we take into account two cases. (1) Case
1. We prove that if there is a region Ds, such that Ly €
Dy A Ly, € Do, then there is certainly a region D3 meeting
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that L§ € D3 A Ly € Dj. From Algorithm 1, we see that
D is a location region with the lowest level, and it contains
both L; and Ly (Line 6), so we have that ro > r{, where
r1 and ro denote the levels of D; and Ds, respectively. After
combined with the property of location regions (Definition 7),
we know that there exists a region D3 with the same level to
D3, such that D} C D3, i.e., there exists a region D3, making
that Li € D3 A Lj € D3. (2) Case 2. We prove that for any
L; € L(j # k), if L; € D1 A Ly € D, then the cover-up
location L7 corresponding to Lj; is certainly contained in D7,
ie, L7 € DI ALgj € Dy. Since Lj € D1 ALy € Dy, and L*
and £ meet the constraint C2, we have that L;f €EDIANL} €
D7 . Finally, based on Cases 1 and 2, it is easy to further prove
that £§ and £y can meet C2. [

Based on Theorem 1, we conclude that the cover-up range
sequence obtained by running Algorithm 1 several times can
well meet the constraints of Definition 8, which enables
the location privacy to be effectively protected. The time
complexity of Algorithm 1 is equal to O(r™|P]), where r™
is the highest level of location regions, and P is a user query
range sequence.

In addition, it can be seen that Algorithm 1 is only targeted
for a range query, without considering a nearest neighbor
query. To make Algorithm 1 also suitable for a nearest neigh-
bor query, for a nearest neighbor query P, = (P;.L, P;.N)
(where the parameter P;.N denotes the number of interest
points), we only need to rewrite it to a range query request as
P, = (P;.L, P,.R) in advance, where P».R can be obtained
by an estimation function, whose input is P;.N, and whose
output is the radius P».R of a minimum circular region that
contains the P;.N points of interest nearest to the user.

V. EXPERIMENT

A. Experimental Setup

This section aims to evaluate our privacy-preserving system
by experiment. We adopted a similar dataset used in [15],
i.e., the map data was extracted from a square region of size
(80km x 80km) of Connecticut. First, we divided the map
into 800002 location cells, and divided all the regions into 4
levels, where Level 1 (D') consists of 8002 regions, Level 2
(D?) consists of 200? regions, Level 3 (D?) consists of 502
regions, and Level 4 (D*) is the map itself. To simplify the
experiment, a user query request was represented by a query
range P. We used the famous Brinkhoff road network data
generator [30] to construct the location P.L for each query
range P, while the radius P.R was set randomly within a
certain range. The size of each user range sequence P was an
experimental parameter, which can be adjusted dynamically. In
addition, all the algorithms were written by the Java language.
The experiments were performed on a Java virtual machine
with an Intel i7 CPU and a 2G working memory.

In the experiment, the candidate algorithms that we used in-
clude: (1) LBS1_PR, i.e., the algorithm based on the security-
first strategy; (2) LBS2_EF, i.e., the algorithm based on the
efficiency-first strategy; and (3) LBS3_BA, i.e., the algorithm
based on the balance-first strategy. It is obvious that the three
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candidates are proposed in this paper. In addition, for com-
parisons, we also introduced other candidates: (1) DUMMY
[17], i.e., for a user location L, k dummy locations (where
k is a parameter) are constructed and submitted along with
L to the server; (2) NOISE [25], whose basic framework is
similar to our method (i.e., using a random location L* to
replace the user location L), but L* and L should meet geo-
indistinguishability (a notion built on differential privacy); and
(3) RANDOM (i.e., a random method), whose framework is
identical to Algorithm 1, but the central location P*.L of each
cover-up range P* is randomly constructed. In the experiment,
we did not compare against other algorithms mentioned in
Section 2, since they are proposed under different system
models or privacy models, thus they are incomparable to our
method. Instead, in Section 6, we will briefly analyze the
advantages and disadvantages of these algorithms.

B. Experimental Result

In the first group of experiments, we aim to evaluate the
impact of the cover-up ranges constructed by each strategy of
our method in terms of location privacy security and location
service efficiency. Based on Definitions 3 and 4, we define the
metrics of efficiency and security of a cover-up range sequence
P* as follows

EF(P*) = minpcp+ EF(P, P¥)
PR(P*) = minp*ep* PR(P, P*)

It is obvious that for the above two metrics, the bigger the
values the better, which means that the better the effect of
the cover-up ranges to the location privacy protection, and the
smaller the impact on the location service efficiency. It can
be seen that the measures mainly depend on the security and
efficiency parameters (i.e., i and p). It was found that the
length of a cover-up range sequence P* had a little impact on
the metric values, so the length of each sequence was fixed
to 1000. The experimental results are shown in Fig. 3, where
the efficiency parameter p in Fig. 3(a) is set to 0.1, and the
security parameter 4 in Fig. 3(b) is set to 0.1.

From Fig. 3(a), we see that with the increasing of the value
of u, the security metric values of the cover-up range sequence
constructed by LBS2_EF or LBS3_BA also increase, where
the increase for LBS2_EF is almost linear. This is because for
the efficiency-first strategy (LBS2_EF), the area of each of its
constructed cover-up ranges is controlled only by the security
parameter p, not affected by the efficiency parameter p. In
addition, the security of each cover-up range constructed by
LBSI1_PR is unchanged with the increasing of the value of p.
This is because the security-first strategy used by LBS1_PR
would maximize the area of each cover-up range as much
as possible, under the precondition of meeting the efficiency
threshold p, such that the cover-up range area is controlled
only by p, while the value of p is fixed in this group of
experiments. From Fig. 3(b), we see that with the increasing
of the value of p, the efficiency metric values of the cover-
up range sequence constructed by LBS1_PR or LBS3_BA
also increase (where LBS1_PR increases linearly), because the
cover-up area is affected only by p at this time. However, for
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Fig. 3. The evaluation results for the constraints of security and efficiency

LBS2_EF, the efficiency metric values are unchanged with the
change of p, because at this time, the construction of cover-up
ranges is based on the efficiency-first strategy. In summary, the
cover-up range sequence constructed by our method regardless
of what strategy we used can well meet the efficiency and
security constraints presented in Definition 9.

In the second group of experiments, through comparing the
RANDOM method, we aim to evaluate whether the cover-up
ranges constructed by our method can well meet the location
relevance constraints. Therefore, we count the locations in a
cover-up range sequence P*, which cannot meet the constraint
C1 or C2 in Definition 8, i.e.,

RN1(P*) =
RN2(P*) =

{P|P € P*, P cannot meet Cl.}|
[{P|P € P*, P cannot meet C2.}|

For the metric RN2, to make the values not too large, we
only count the locations that cannot meet C2 on the region
level 1. As you can see, the metric mainly depends on the
length of the cover-up range sequence P*. In this group
of experiments, we randomly selected one strategy for our
system, since the cover-up locations determined by each of the
three strategies are the same. In addition, the length of a cover-
up range sequence is set from 200 to 2000. The experimental
results are shown in Fig. 4. From Fig. 4, we see that each
cover-up range sequence constructed by our system can well
meet the location relevance constraints (i.e., the number of
locations that cannot meet C1 or C2 is close to 0), even if the
length of a cover-up sequence has increased to a larger value
(e.g., 2000). In addition, compared to our system, the cover-
up range sequence from RANDOM exhibits an unsatisfactory
effect on the location relevance constraints (especially for C1),
which is mainly because for any locations, if they cannot meet

8

]
. BLBS_RN1
E100 { "5
WLBS_RN2
1400 | =RANDOM RN1

BRANDOM_RN2

=
=3
=3
<

(54
=3
=

Location Relevance Me
- -
(=3
=)

(200) A

200 500 800 1100 1400 1700 2000
The size of a cover-up range sequence

Fig. 4. The evaluation results for the location relevance constraints

C2, then they certainly cannot meet C1, and thus we have that
RN1(P*) > RN2(P*).

In the third group of experiments, by comparing DUMMY
and NOISE, we aim to evaluate the overall performance of
our method in terms of location privacy security and location
service efficiency. To make the comparison fairer, we redefine
the location privacy metrics, namely, the impacts of a cover-up
range P* and k dummy locations on the location privacy are
calculated as follows (where L] denotes a dummy location):

PR(P*) |P*|\/|P*L P.L|
k41
PR(k) = + Z,/\L* P.L|

Since NOISE [25] has a basic framework similar to our
method (using P* to replace P), so its privacy metric is also
calculated by PR(P™*). It is obvious that the bigger the metric
values the better, which means the better the location privacy
is protected. In the experiment, we used the efficiency-first
strategy LBS2_FF, since the cover-up range constructed by
LBS2_EF has the worst security among the three strategies.
In the experiments, we adjusted the related parameters to make
the loss of service efficiency caused by the candidates gradu-
ally increased (compared to that of no privacy protection), and
then observed and calculated the security metric values. The
experimental results are shown in Fig. 5. As you can see from
Fig. 5, with the increasing of the loss of efficiency caused by
the privacy protection, the security metric values of the three
candidates can be improved to a certain degree, but our method
and NOISE has better performance than DUMMY. This is
mainly because under the same loss of efficiency, compared to
DUMMY, a cover-up range P* constructed by our method or
NOISE can cover more location cells. For example, when the
efficiency loss is equal to 1.0, the number of dummy locations
from DUMMY is equal to 1, so the probability of an attacker
to guess the user true location is 0.5. However, at this time,
the cover-up range can cover hundreds of location cells, so
the probability that the attacker can guess the user location
is less than one-percent, which greatly improves the effect
on the location privacy protection. Also, it can be seen that
our method and NOISE have similar performance in terms
of location privacy security and location service efficiency.
However, in the NOISE method, the LBS efficiency cannot
be adjusted dynamically, and the LBS accuracy cannot be
guaranteed (i.e., it cannot ensure that P is contained in P*), so
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our method has better overall performance in terms of security,
efficiency and accuracy.

VI. DISCUSSION

From the framework of Section 3.1, it can be seen that
our system requires no change to the LBS accuracy, the LBS
algorithm and the LBS platform. In addition, it can be also
seen that the impact of the privacy protection on the efficiency
is mainly dependent on the active area of each cover-up range,
i.e., the greater the area size, the worse the location service
efficiency. However, the active area of each cover-up range
also affects the security of users’ location privacy, i.e., the
greater the area size, the smaller the risk of privacy exposure.
As a result, the efficiency loss caused by the privacy protection
is linearly positive to the level of users’ location privacy
protection, i.e., our system does not lead to a significant impact
on the service efficiency. Below, we introduce two remarks to
formally analyze the security of our method.

Definition 10 (Level I Privacy): A privacy-preserving
system developed based on the framework shown in Fig. 1(a)
can meet the Level I privacy, if the attacker cannot immediately
identify the user location P.L or the query range P from any
isolated cover-up range P* constructed by the system for P.

Remark 1: The location privacy-preserving system devel-
oped based on our method can meet the Level I privacy.

Rationale. In the cover-up range P*, the central location
P.L has been replaced by P*.L, making the probability of
the attacker to identify P.L from P* equal to ﬁ (obviously,
it is a smaller value). Then, because the attacker does not know
the radius P.R of P, the probability of obtaining P is even
smaller. Of course, if the attacker has mastered a copy of our
algorithm (i.e., he has mastered the algorithm principle, the
used strategy and the parameter setting) and known the radius
P.R, he can identify a rough outer region within which P.L
is probably located, from the cover-up range P*. However,
in the algorithm, when determining the cover-up range radius
(Lines 5 and 12), we introduced a random value 6, resulting in
a still small probability of the attacker to obtain P.L, which is
approximately equal to ﬁ. In summary, the attacker cannot
identify the user location from P*. [J

Definition 11 (Level II Privacy): A privacy-preserving
system developed based on the framework shown in Fig. 1(a)
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TABLE I
THE EFFECTIVENESS COMPARISON BETWEEN OUR METHOD AND OTHER
RELATED ONES, WHERE \/ DENOTES “GOOD”, ® “GENERAL” AND ® “NOT

GOOD”.
Candidates H Security [ Accuracy [ Efﬁciency[ Usability ‘
Our method v v/ ©) v
Pseudonym ® v v ®
Obfuscation ® ® v v
Encryption Vv Vv v ®
Dummy ® v ® v

can meet the Level Il privacy, if it can meet the Level I privacy,
and the attacker cannot identify the user location P.L or the
user query range P from the cover-up range sequence P*
issued by the same user during a period of time.

Remark 2: The location privacy-preserving system devel-
oped based on our method can meet the Level Il privacy.

Rationale. At this time, the attacker can shrink the active
area of a cover-up range based on his mastered location
relevance regularity, to improve the probability of guessing
user locations. Let us consider the example of two cover-
up ranges Py and Py mentioned in Section 4.1 for location
relevance. In the example, the attacker can conclude that the
user location P.L is certainly within P and Py, such that the
effect of the cover-up ranges to location privacy protection is
reduced to P N Py, i.e., the probability of the attacker to
guess P.L is equal to W. It results in a serious impact
on the cover-up effect to user’s location privacy, especially, if
the area of P N Py is much smaller than that of P or P;.
However, such a situation has been considered by our system,
i.e., the cover-up ranges can well reflect the location relevance
regularity (e.g., the cover-up ranges P;" and P35 can meet that
Pr.L = Pjy.L), making that P N Py ~ P; or P, so the
cover-up effect can be well guaranteed.

Furthermore, if the attacker has mastered a copy of our
algorithm running on the client-side, then he can input each
location L, € P* to the algorithm one by one, and then
observe whether the output is the cover-up range P*. If
successful, then it indicates that L, is the user location.
However, such attempt will be unsuccessful, because in the
algorithm, when determining the radius P*.R for a cover-up
range P*, we introduced a random value 6 (Lines 5 and 12),
which makes that the same input will lead to different output,
and even if obtaining the same output, we still cannot conclude
that the input is the same. From the above, we conclude that
the attacker cannot identify the user locations from P*. [J

In summary, although the attacker has mastered rich prior
knowledge, it is still difficult to identify the user locations
or ranges from the historical query sequence recorded by the
server, so our system has good security. In addition, we know
that: (1) for a pseudonym method, it is difficult to resist
the threat from data mining, and hiding user identity also
reduces the usability of the method; (2) an obfuscation method
generally requires a compromise to the accuracy of LBS, and
its implementation is dependent on a trusted third-party server,
making it easy to lead to a privacy or efficiency bottleneck;
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(3) an encryption method generally requires the change to
the existing LBS algorithm, and the support of additional
hardware, thereby, reducing the usability of the method; and
(4) for a dummy-based method, the security is dependent on
the quality of dummy construction, i.e., it is often threatened
by the attack based on the feature distribution, resulting in
poor security. In Table 1, we present a brief comparison
between our method and other related ones. From the table, we
see that compared with others, our system has better overall
performance in terms of security, accuracy, efficiency and
usability, so it can achieve the goal presented in Section 2.

VII. CONCLUSION

In this paper, we propose a location privacy-preserving
system for LBS, whose basic idea is to construct high-quality
“cover-up ranges” to make it difficult for an attacker on the
untrusted server-side to learn users’ query locations or query
ranges. Specifically, the system consists of: (1) a client-based
framework, which requires no compromise to the accuracy and
usability of LBS; (2) a location privacy model, which formu-
lates the constraints that ideal cover-up ranges should meet
so as to ensure the security of users’ location privacy and the
efficiency of LBS; and (3) a privacy algorithm deployed on a
client-side, which can construct cover-up ranges that well meet
the constraints presented in the privacy model. Finally, both
theoretical analysis and experimental evaluation demonstrate
the effectiveness of the system, which can improve the security
of location privacy, without compromising the accuracy and
usability of LBS.
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