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Broadcast Encryption Scheme for V2I
Communication in VANETS
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Abstract—Information dissemination in vehicular ad hoc net-
works (VANETS) is inseparable from the interaction between
vehicles and infrastructure. The trust authority (TA) often plays
a pivotal role in VANETSs and requires interaction with multiple
vehicles. However, when the TA sends the same message to
multiple vehicles, there are many redundancies, as it needs to
negotiate with each vehicle and send them different ciphertexts.
This greatly reduces the work efficiency of the TA. To the
best of our knowledge, there is no research on the problem
of redundancy that occurs when the same message is sent
to multiple vehicles in VANETs. The proposed scheme adopts
identity-based broadcast encryption (IBBE) technology, which
is a secure data-sharing scheme suitable for the vehicle-to-
infrastructure communication mode, in VANETSs for the first
time. Thus, with only one encryption, the TA can generate a
fixed-length ciphertext for a group of vehicles. When there are
new vehicles that subsequently request a service, the TA can
assign encryption tasks to the proxy server. In terms of security,
our scheme meets the particular requirements of VANETSs. The
encryption overhead of the sender and the length of the ciphertext
were comparatively analyzed. The results demonstrated that the
performance of the scheme improved significantly. Thus, our
scheme can prevent redundancies and effectively improve the
work efficiency of TA.

Index Terms—Broadcast encryption, vehicle to infrastructure
(V2I), multi-receiver, proxy server.

I. INTRODUCTION

ITH the development of science and technology, ve-
hicles can easily obtain information from the outside
world. The vehicle-related information, which is generated
during driving, can be transmitted through a wireless commu-
nication device called the on-board unit (OBU) [1]. There are
several interactive modes, such as vehicle-to-vehicle, vehicle-
to-infrastructure, and vehicle-to-cloud. All of them form a
huge information interaction network. While exchanging infor-
mation, the privacy and integrity of participating vehicles and
messages must be protected to ensure secure communication.
Based on security, the efficiency of communication can be
improved to achieve secure and efficient data sharing. Many
schemes have been proposed to improve the efficiency of data
sharing in VANETS in terms of various aspects [2]-[6].
Typically, there are three communication modes for data
sharing: one-to-one, one-to-many, and many-to-many. Many
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communication schemes in VANETs are based on one-to-
one. When one-to-many and many-to-many modes are im-
plemented, their essence is still divided into many one-to-
one direct communication modes [7], [8]. When a data owner
wants to send the same message to a group of vehicles, the
traditional solution is to split the multi-receiver to allow the
data owner to interact with each vehicle of the group (using
the one-to-one communication mode). The number of relevant
ciphertexts and receivers is the same, and the length of the
ciphertext increases linearly with the number of receivers [9].
This method can also achieve the ultimate purpose of secure
data sharing. However, this has caused many redundancies for
data owners.

The TA usually plays an important role in VANETSs. As
a third party, the TA may be the local traffic administration,
which controls local vehicle information, road conditions, and
other related service information [10], [11]. Furthermore, the
TA can be a nationwide general manager. In this scheme,
the TA is considered a regional manager (not nationwide).
In an area, it is very common for the TA to have one-to-
many communication with vehicles. For example, the vehi-
cles at the scene of an accident send the collected relevant
information to vehicle administrations. Some vehicles request
local vehicle administrations for information related to their
driving schedules. The TA sends local traffic conditions to
vehicles arriving at the same destination or those passing
through the same sections of a road. All situations involve the
(redundancy) problem of sending duplicate messages. Multiple
vehicles may want to request information related to this route
because they have the same destination during a period. At
this time, the TA (as the management of information) needs
to send the same related data to the vehicles [12], [13]. If the
communication mode is split into one-to-one, the messages
need to be encrypted multiple times, which will create multiple
redundant messages, particularly when the number of receivers
is relatively large. As the traditional solution in VANETS does
not provide a corresponding scheme to prevent the problem
of redundancy in one-to-many communication, formulating an
effective solution is essential [14].

To solve this problem, it is necessary to fix the length of
the ciphertext by generating the same ciphertext for multiple
receivers. Through investigation, we found that the IBBE can
solve these problems efficiently. Broadcast encryption can
achieve the effect of broadcasting, namely, one-to-many com-
munication. It can generate a public, fixed-length ciphertext
for a group of receivers using identity-based information.
Next, the receivers use their broadcast encryption private
keys to decrypt this ciphertext and obtain information in
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plaintext. Generally, the purpose of broadcast encryption is
to negotiate a common key shared by the sender and multiple
receivers. Subsequently, secure data sharing can be achieved
using public-key encryption. IBBE has many advantages; for
example, flexibility. The data owner can choose the data being
sent and has control over the group S(a group of authorized
receivers). It can also negotiate a common short key with the
receivers in group .S. Then, the data owner uses a short key to
encrypt the long dataset. Thus, it can obtain a large amount of
data effectively in scenarios where vehicular interactions take
more time than usual [15].

To further improve the efficiency of data sharing in the
system, the proxy server is introduced to construct the op-
timization phase. The proxy server can reduce the encryp-
tion burden of the TA. TA can assign encryption tasks to
vehicles (in group S) and proxy servers. At the same time,
the proxy server can also reduce the decryption cost of the
vehicle. By using proxy re-encryption technology [16], the
proxy server can convert the IBBE ciphertext into an identity-
based encryption (IBE) ciphertext. When a new vehicle wants
to interact with the TA in the next period, the TA does
not need to encrypt the plaintext data by itself; however, it
forwards the encryption authority and the received request to
the vehicle which has obtained the data access authority (in
group S). The proxy server can use the intermediate key to
convert the original ciphertext into a new ciphertext. The new
ciphertext is encrypted with the public key of the authorizer
in the proxy re-encryption process. During the conversion
process, no information related to the plaintext is disclosed.
This makes the proxy re-encryption technology very effective
and secure in a scenario where there is a semi-trusted third
party [17], [18]. Next, the vehicles in group S will generate
a new intermediate key related to the identity of the new
vehicle and send the intermediate key and IBBE ciphertext
to the proxy server. The proxy server can convert the IBBE
ciphertext into IBE ciphertext and send it to the new vehicle
[19]. IBE has lightweight characteristics and does not need to
manage cumbersome public key certificates [20]. This case is
considered unique and special (IBBE with only one receiver).
Therefore, the IBE ciphertext is chosen as the converted
ciphertext to the new vehicle.

Note that the sender here is changed from TA to a certain
vehicle user in the original group S. As the proxy server uses
IBBE ciphertext and has no decryption authority, the proxy
server will not receive any message about the plaintext. This
can reduce the cost of the original sender TA (subsequent
vehicle requests can be completely conducted by members of
the proxy server and the group S), as well as the receiver.
The sender and receiver do not need to be online at the
same time. Thus, our data owner TA can eliminate subsequent
requests after sending encrypted data for the first time. The
TA transfers the authorization task to the vehicle in group
S and the encryption task to the proxy server. Thus, it can
significantly reduce the cost of the sender. Moreover, since the
vehicle receives the IBE ciphertext and the cost of decrypting
the data is negligible, the overall efficiency can be improved.

A. Contributions

To the best of our knowledge, no scheme uses broadcast
encryption technology to prevent redundancies in one-to-many
communication in VANETSs. The main contributions of this
study are as follows.

o To address the problem of redundancies in the one-
to-many communication mode (between vehicles and
infrastructure), a new scheme is proposed for VANETs. In
our scheme, the IBBE technology is used by the sender
TA, and the IBE technology is used by new vehicles.
Our scheme improves the efficiency of the TA, helps
prevent redundant encryption operations, and optimizes
the decryption cost of the vehicle.

o A comprehensive security analysis is presented based
on the security goals of VANETs. Based on a specific
security analysis it is observed that our scheme is secure.

e Through experimental comparison and analysis, it is
observed that our scheme can reduce the encryption
redundancy of the sender TA, improve the communication
efficiency between TA and vehicles, and ensure secure
data sharing. In addition, the converted IBE ciphertext
can greatly reduce the cost of the receiver owing to its
lightweight characteristics.

B. Organization of the Rest Paper

In Section II, related work is introduced. In Section III,
we briefly introduce the basic knowledge, system model, and
security goals that need to be met in VANETS. The structure
of the scheme is detailed in Section IV. Section V provides a
comprehensive explanation and analysis of security goals. The
experimental results of a comprehensive analysis are presented
in Section VI. Section VII presents the conclusions.

II. RELATED WORK

In recent years, many schemes have been proposed to
solve the problem of secure data sharing in VANETs [21],
[22]. They have improved the efficiency of data interaction
in different aspects. Sookhak et al. [23] proposed a more
efficient data sharing scheme between vehicles by using proxy
re-encryption technology. In this scheme the cloud re-encrypt
the data uploaded by the data owner and then sent it to
the newly joined receivers. Liu et al. [24] proposed a real-
time scheme between vehicles by using the evolutionary fuzzy
game. The vehicle and its neighboring vehicle can coopera-
tively decide whether data is distributed out or cached locally.
Compared with the non-cooperative data sharing scheme, the
transmission delay and speed in this scheme are improved.
Pan et al. [25] proposed a cross-domain data sharing scheme
based on edge computing. The edge vehicle can forward
data to the receiver to reduce RSU load and delay. Shen
et al. [26] proposed a scheme that improves the efficiency
of key updating and supports dynamic changes of members.
This scheme use the symmetric balanced incomplete block
design (SBIBD) algorithm and the concept of indistinguishable
confusion. The SBIBD algorithm is improved to eliminate its
complicated structure. However, these schemes do not consider
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the redundancy problem of the encryption phase, and they do
not improve the efficiency of communication.

Broadcast encryption was proposed by Fiat et al. [27]. The
idea is to negotiate a common short key between a sender
and multiple receivers. Then the sender uses this short key
to encrypt data through symmetric encryption technology. For
each member of the receiver, the ciphertext constructed by
the sender is the same. The receiver can use its private key to
decrypt the key ciphertext, as long as the receiver is authorized.
And broadcast encryption has the characteristics of fixed-
length ciphertext, which greatly reduces communication cost
and computational cost. Subsequently, many broadcast encryp-
tion schemes were constructed based on this idea. In terms of
security, Gentry et al. [28] elaborated the related issues of
achieving adaptive security. Boneh et al. [29] proposed func-
tional encryption to achieve the purpose of forming a fixed-
length ciphertext and adaptive security. Then he proposed
two construction methods based on multi-linear mapping [30].
However, the overhead of multi-linear mapping is too high
and is not suitable for practical applications. Kim et al.
[31] proposed a complete identity-based broadcast encryption
scheme that has the fixed-length ciphertext and satisfies adap-
tive security. Because the computational complexity depends
on the number of receivers, the scheme has huge overhead. Ge
et al. [32] improved the performance of traditional broadcast
encryption and realized effective revocation management for
members in S. Only users who have not been revoked can
decrypt the ciphertext. However, due to the use of attribute-
based encryption, the computation cost is relatively large.

In recent years, broadcast encryption has been widely used
in the Internet of Things, such as pay-TV, video conferencing,
and other common applications in daily life. Li et al. [33]
proposed a broadcast encryption scheme with fixed decryp-
tion cost. Based on leakage resilience identity encryption,
the scheme gave a formal definition and security model of
continuous leakage resilience IBBE. This scheme can resist
adaptive selection ciphertext attacks. However, higher security
brings much higher overheads. Kim et al. [34] discussed
the IBBE technology that is more suitable for lightweight
decryption devices in the context of edge computing. Under
the original IBBE technology, interim nodes are introduced to
convert the original IBBE ciphertext into a more lightweight
ciphertext. After adding the outsourced partial decryption
function, the scheme is more suitable for edge devices with
limited computing resources. Chen et al. [35] proposed a
broadcast encryption scheme with personalized information. In
actual applications, the broadcast message related to the user
can be personalized. Combined with the broadcast encryption
technology, the personalized message is encrypted and trans-
mitted with a shared key. However, due to the use of bilinear
pairing operations, the decryption cost becomes very large.

The above is the development of broadcast encryption
technology. Weng et al. [36] proposed a scheme using identity-
based broadcast encryption technology in the environment of
software-defined Internet of Vehicles. When SDN applications
want to access network resources, the broadcast encryption
mechanism enables network administrators to achieve dynamic
access control. At the same time, the purpose of protecting

the privacy of transmitted data is achieved. However, this
scheme cannot solve the efficiency problem. Bunese et al. [37]
evaluated group broadcast encryption in the VANETs. Com-
pared with traditional symmetric encryption and asymmetric
encryption, the author conclude that using group broadcast
encryption can simplify the encryption phase and reduce the
number of messages in the network.

A sender can use the multi-receiver encryption scheme or
the broadcast encryption scheme to interact with multiple
receivers. However, the multi-receiver encryption scheme does
not reduce the encryption burden of sender. Bellare et al.
[38] proposed multi-receiver encryption, which has the same
scenario as broadcast encryption. The sender can generate
identity-based ciphertexts for certain selected receivers. If
the receiver is in the selected group, it can decrypt the
ciphertext, and the receiver does not know the identity of other
receivers except itself. Thus, the privacy of the receiver can
be protected. Hung et al. [39] proposed a new certificateless
multi-receiver anonymous encryption (CLMRE) scheme using
bilinear pairing technology. In this scheme, the decryption cost
is fixed and very low, while the encryption cost increases with
the number of receivers. He et al. [40] improved the previous
CLMRE scheme without using bilinear pairing technology.
Even if the length of the ciphertext increases linearly with the
number of receivers, the encryption cost is still much lower
than the previous scheme. Deng et al. [41] proposed a new
CLMRE scheme applied to the management of community
services. The security of this scheme proved under the standard
model is higher than the previous random oracle model.

Zeng et al. [42] proposed a deniable ring authentication
scheme in VANETs. Here, the main purpose of using multi-
receiver encryption is to hide the identity of the sender in
a group of receivers to achieve the anonymity. This scheme
protects the privacy of the sender and satisfies CCA2 security.
It also shows that this scheme can be used to protect loca-
tion privacy in VANETs. However, its excessive encryption
operation do not solve the problem of sender’s overhead.

None of the existing schemes solve the redundancy problem
in one-to-many communication based on the Internet of Vehi-
cles environment. The ciphertext length in traditional schemes
is too long to satisfy the delay requirement. Therefore, our
scheme uses the method of IBBE [15], which has the char-
acteristics of short key and fixed ciphertext length. According
to the scheme of Bunese et al. [37], it can be concluded that
the scheme uses broadcast encryption technology to satisfy the
security requirements of the Internet of Vehicle. It can reduce
the encryption cost of the sender and improve the efficiency
of data interaction.

III. BACKGROUND

Firstly, a brief review of some basic security knowledge
is described to have a better understanding of the proposed
scheme. Secondly, the model of vehicular network is intro-
duced. There are four main components, TA, the proxy server
(PS), roadside fixed unit (RSU), and vehicles equipped with
the on-board unit (OBU). Finally, the security goals of our
scheme are stated.
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TA

Proxy
Server(PS)

Fig. 1. System model of network

A. Bilinear Pairing

They are two cyclic groups noted by G'1, G, where p is the
prime order of G;. Let g be a generator of G, and there is
a bilinear mapping on these two groups e : G; x G; — Gr
has the following properties:

o Bilinearity: Vg1,90 € Gi,a,b € Z, we have

e(91%, 92") = e(g1,92)*"

o Non-degeneracy: g1, g2 € Gi, it has e(g1, g2) # 1.

o Computability: Vg;,g92 € G, there exists an efficient

algorithm to compute e(g1, g2).

B. Network Model

Fig. 1 shows the vehicular network model considered in
our framework. The details of the various components of the
network are described below.

o TA: TA is a trusted third party with huge storage capacity
and strong computing power. It is trusted completely in
the system. The main functions of TA are to register
public and private keys for vehicles joining the system,
generate public parameters. Then TA loads these pa-
rameters into the vehicle’s tamper-proof device (TPD)
in advance. And it generates IBBE ciphertexts for the
vehicle in group S to communicate with them efficiently.

o PS: The proxy server located on the cloud has the same
powerful computing and huge storage capabilities as TA.
However, it is half trusted. Therefore, only the encrypted
data can be given to the proxy server instead of the
plaintext information. The main function of the proxy
server in this scheme is to perform conversion tasks. By

TA

Receiver V1 ReceiverVi ReceiverVj

L

using the intermediate key, the proxy server can convert
the IBBE ciphertext into IBE ciphertext, even if the
plaintext data is not known.

e« RSU: The RSU is a wireless communication device
located on the roadside between TA and the vehicle. It
is connected to TA through a wire. In our scheme, RSU
only acts as a transmission medium to forward vehicle
information to TA or proxy server.

e Vehicle: The vehicle equipped with TPD is the broadest
participant in the system can act as both a data owner
and a data receiver. We assume that the TPD will never
be attacked successfully. So, no information will be
leaked. Therefore, the TPD can store the private key and
other information obtained from TA securely. Then it
can generate the pseudo identity of vehicle securely. The
vehicle communicates with TA wirelessly through OBU
and RSU.

In our system, the one-to-many communication sce-
nario of V2I is carried out in the IBBE phase. To prevent
confusion caused by too much information, it is assumed
that the same vehicle only requests one message from TA
in a period. A vehicle user has only one identity, whether
it is an IBBE user or an IBE user.

ReceiverVn

m0 m0 m0

Fig. 2. System interaction model of IBBE

C. Security Goals

In VANETS, security and privacy are the basic requirements
for secure communication. A secure Internet of Vehicles
scheme should meet the following basic security goals [43]:

o Message Authentication and Integrity: When the vehicle
gets the message, it will verify the source of the message
to ensure it is from the legitimate requested sender. Then
the vehicle will verify whether the message is complete to
ensure it is not modified or forged during the transmission
process.
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Fig. 3. System interaction model with proxy server

o Identity Privacy Protection: The vehicle continuously
sends requests which contain identity information. To
achieve the purpose of protecting their privacy, the vehicle
uses pseudo identity instead of real identity. And the
vehicle maintains unlinkability by changing the pseudo-
identity regularly. No third party can obtain the true
identity of the vehicle through any method except TA.

o Traceability and Conditional Privacy Protection: In some
special cases, to track the specific vehicle, TA needs to
reveal the true identity. When necessary, the vehicle needs
removing from the communication system.

o Unlinkability: After the vehicle sends so many messages,
no adversary can reveal the vehicle-related information by
collecting and analyzing the massive messages.

o Resist Common Attacks: The scheme needs to resist com-
mon attacks, such as simulation attacks, replay attacks,
modification attacks, and man-in-the-middle attacks in
VANETs:.

IV. THE PROPOSED SCHEME

In this section, the structure of the scheme is described in
detail. A complete communication system is established here.
First, the vehicle that wants to participate in the communi-
cation needs to interact with TA. The vehicle can participate
in the subsequent communication after being authenticated by
TA. The IBBE technology is used when TA sends messages
to the vehicles in group .S, which can reduce the number
of redundant encryption of the sender. TA needs to send the
same ciphertext to the vehicles in group S. Fig. 2 shows the
interaction model of the IBBE phase.

Further, when a new vehicle wants to obtain data in the
future, TA will no longer encrypt the plaintext data in person,

TABLE I
NOTATIONS
Notations | Definitions
TA Trust authority
PS Proxy server
S A group of receiver vehicle
G A cyclic group
g The generator of group G
e A bilinear map:G1 X G1 — G
q Large prime number
rid The real identity of the vehicle
T; The timestamp of message
Vi The vehicle of scheme
h,Q1,Q2 | Random elements in G
pid; A pseudo identity of vehicle
pid; ; A part of the pid;, such that pid; = {pid; 1,pid; 2}

pk System public key

sk; A private key of the vehicle V;
sk j A part of the sk;, such that sk; = {sk; 1,sk; 2}
msk The master key of TA
BKp, The broadcast encryption key of V;
IK The intermediate key to converting the IBBE ciphertext

m; The requested message to TA from V;

mo The encrypted symmetric key

H() A hash function such as H : 0,1* — Z;
Hs(+) A coding function such as G — Gy
hi, ho Two simple one-way hash functions

|| Message concatenation operation

but forward the new vehicle request and the data encryption
authority to the vehicle in group S. Fig. 3 shows the overall
framework of the IBE phase. The vehicle in group S only
needs to generate an intermediate key, and then send the
intermediate key and the IBBE ciphertext to the proxy server.
Then it outsources the data encryption operation to the proxy
server. The proxy server uses re-encryption technology to
convert the IBBE ciphertext into the IBE ciphertext and send
the ciphertext to the designated receiving vehicle. The main
notations in this scheme are listed in Table I.

A. System Setup

Let G1, G are two cyclic groups. Here, g is the generator

of G and q is the order of G and Gr.

o TA randomly chooses r1,7m2 € Z7,8 € Z;,h,Q1,Q2 €
G, let msk = (g, 8) be the system master key.

o TA chooses hash function H {o,1y — Z;
H; : Gy — G4, and hq, ho are two simple one-way
hash functions as well. Then TA computes pub; =
g, puby = g™, g9 = g,hﬁ,h‘ﬂ,...,hﬁm, we set pub-
lic key pk = (pUblaPUb27 6(97 h)a 90, H()a HZ()) Let
pkibe = (907 e(ga h)vgﬁv H()7 HZ())s pkibbe = pkibe-
Here, m as the maximal size of the group S.

o TA securely preloads parameter 71,72 into the vehicle’s
TPD.

B. Request Signing and Verification

1) When a vehicle wants to join the system, TA must
authenticate the identities of all vehicles. Then, only
vehicles that pass TA’s authentication can obtain the
broadcast key generated by TA. Here, the method of
generating pseudonyms by on-board temper-proof de-
vice is adopted. TPD randomly chooses s € Z7,
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compute Pseudo-identity pid; = {pid;1,pid;2} and
Sk'i = {Sk'iﬁl, Skiﬁg}, where

pid;1 = g°,
pid; o = rid; ® H(pubr®),
skiy = pid; 1",
skip = Qszhz(Pidi.l||pidri.2||Ti) .Qth(Pidm).

We use sk; 1 and sk; o to generate the signature on m;.

2) After the vehicle generates the relevant parameters, it
will send a request m; to TA to obtain a specific
message. The vehicle selects the pseudo-identity pid;
related to the latest timestamp 7; and sk; to sign the
request m;, it computes

51‘ = Ski71 . Sk‘,‘ghl(mi)

where m; is the request, then the vehicle sends tuple
(pidi, m;, 0, Tl) to TA.

3) After TA receives the message, the first thing is to check
the T; is valid or not. If T, —T; < Ta, it means that this
message is valid, then TA verify this message through
the following equation. Otherwise, TA will reject this
message.

e(3i, 9) = e(pid; 1 - Qo P1%1) puby)
. e(thl(m1)h2(pidi,1Ilpidiﬂ)’pubZ)

TA accepts the request only if this equation is cor-
rect. Then the batch verification is introduced, the
tuple {pid;, m;,d;,t;}?, denoted as the message
will be verified. Then TA chooses a vector Vi =
(Vity,Vitg, ..., Vt,) with small value, where V; € [1,z].
Here, x is a small value. The batch verification equation
is as follows.

e(Y (V)26 9) = (Y Vitipid; 1 Q" 1), puby )
i=1 i=1
. e(z thl (77L1',)h2 (pidi’lllpidi’2),pub2)
i=1

After V; is verified by TA, TA will uncover the vehicle’s
real identity by computing

rid; = pidiyg D H(pidi,ln),

which is used to compute the broadcast key BKp, for
vehicles.

1
BK;p, = gFraGia)

Here, the BKp, is uesd to decrypt the IBBE ciphertext
for Vi. Then, it is loaded into the TPD on the vehicle.

C. Generate IBBE Ciphertext

After TA receives the vehicle’s data request, it divides the
group S = {H(pid;)}?_, by itself and generates a fixed-
length IBBE ciphertext for these receiving vehicles. Then TA
broadcasts the IBBE ciphertext. Based on the public key PK,
the identity hash collection S, and my € G (the shared
symmetric key to be encrypted), TA will generate ciphertext
CTyppE for the vehicle in group S. The process is as follows:

1) TA chooses a random integer r € Z, to compute

ciphertext for vehicle in group S. The IBBE ciphertext
CTIBBE = (CTo,CTl,CTQ) where

CTo = moe(g, h)Tv
CT, = gar,
CTy = prILi=i (BHH(rid))

2) TA broadcasts the message (CT1pgEg, S, T;) to vehicles.

D. Generate IBE Ciphertext

A data file has been encrypted into IBBE ciphertext and
sent to the vehicle group S. The original vehicle in group .S
can decrypt the IBBE ciphertext with its private key. When
a new vehicle user 7id requests this message, a user rid;
with access permission (a vehicle user in the group S) can
authorize the newly joined vehicle to obtain data. First, TA still
verifies the new vehicle’s identity and then forwards the new
user’s identity hash value H (rid;) to the user V. V; needs to
generate an intermediate key for the newly joined vehicle. and
then send the intermediate key to the proxy server. The proxy
server uses the received intermediate key to transform the
original IBBE ciphertext into IBE ciphertext and then sends
the IBE ciphertext to the new vehicle user.

1) Intermediate key Generation: At this time, the autho-
rization task of the data is transferred from TA to the
vehicles in group S. We assume that the authorization
task is performd by the user V; with identity rid;.
Based on the identity hash value of the new vehicle, V;
can generate an intermediate key. V; chooses a random
element k¥ € G and computes

BK}DJ = BKIDj . HQ(k-)Hz":1¢J H(T"idi)'
Vj chooses random number ¢ € Z; and computes
IKo = ke(g, h)", [K; = hrB+H(rid),

Among them, /Ky and I K; are the parameters needed
to generate the converted ciphertext. Finally, V; outputs
the intermediate key /K = (BK;p,,IKo,IK;) and
send it to PS.

2) Transformed Ciphertext Generation: According to the
intermediate key K, the proxy server can convert
the IBBE ciphertext C'Tgpr into an IBE ciphertext
CTipg. The proxy server generates C'I7pg by using
the intermediate key and C'T7ppg. First, according to
the public key PK, CT1ppE, and I K, the proxy server
can compute

H(rid;)

K = [e(CTy, 72 @) - e(BKGp,, CTy) | T 70
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where
Pj,s
Then the proxy server uses K to compute

CTO/ = CTO/K = mo/e(Hz(k‘), CTQ)
Finally, the proxy server outputs

CTrpr = (CTy, CTy, I Ko, I Ky).

Here proxy server can not compute p; g directly, so we
take apart the formula.

H H(rid;) =

i=1,i#j

H(ridy)H (rids)...H (rid,,)

Pjs =

(B + H(ridy)) — Ro)

(182 + (H(ridy) + H(ridy))B + H(ridy)
- H(ridy)]...(8 4+ H(ridy)) — Ro)
;(5" + Ry 18"t + ..+ RiB + Ry — Ro)
=B '+ R, 1"+ ..+ R

Since H(rid;) is a positive integer, it can be known
that R; is a positive integer as well. Then the value
of (hﬁ,hﬁr“,...,hﬁm) can be obtained from the pub-
lic parameters. The public parameter can be used to
compute hPiS (B), Of course, the overhead becomes
relatively large because there are n times of cumulative
multiplication operations.

E. Vehicle Decryption Phase

In this phase, there are two types of vehicle users, one
belongs to the original group S, and the other is a new vehicle.
1) Upon receiving the IBBE ciphertext, the vehicle in
group S can use the broadcast private key BK;p, to
decrypt the ciphertext. Then the vehicle can obtain the
symmetric key m. Finally the vehicle use the symmetric

key to obtain the data. The vehicle computes

H(ridy)

mpy = |e(CTy, hpis(P)) 'G(BKID]-7CT2):| Mt 700

=e(g,h)".
Then the vehicle uses my, to decrypt CTp.
mo = CTQ/WL()

2) When a new vehicle joins the system, it receives the
converted IBE ciphertext CT;pp. The vehicle needs
to download the IBE ciphertext from the proxy server.
Similarly, the vehicle reveals the ciphertext C'I" to obtain

the symmetric key, and then uses the symmetric key to
recover the plaintext data. IBE ciphertext decryption is
described as follows. First, the new vehicle V; uses the
broadcast key to compute

k=1Ky/e(BKp,IK.).
Then V; uses parameter k to obtain

= CT} - e(Hy(k), CTp).

V. SECURITY ANALYSIS

In this section, combined with the specific security goals in
VANETS, the comprehensive security analysis is presented to
show the security of our scheme. The security proof can refer
to the structure in [19].

First, we introduce the Computational Diffie-Hellman
(CDH) problem. There is a cyclic group G with order p, and
g is the generator of G. For g, g%, ¢° € G, if the algorithm A
can output g% € G with probability Pr[A(g, g%, ¢%) = g*],
it is defined that A can solve the CDH in G where

Pr[A(g, g% ¢")

The probability is over the random choice of g € G, a,b € Z%,
and the random bits of A.

Definition 1: The CDH hard problem holds in G if no
adversary in probabilistic polynomial time can output g*® with
probability at least e.

:gab] > ¢

1) Message Authentication and Integrity: In the vehicle
registration phase, TA can verify whether the signature
comes from a legitimate message (pid;, m;,d;,T;)
through  Equation e (37, (V;)%0;,9)
e (X0, Vit - pid; 1 QM Pidin) [ pub, )

e (Z hl("“)hQ(p‘dl tllpids, 2) pubsy According
to the scheme [44], it can be seen from its security
definition that no adversary can successfully break the
difficult problem of CDH in polynomial time, so the
signature cannot be successfully forged. The security
proof of scheme [15] shows that Advi%y . (t,n)
(the probability of an adversary breaking the IBBE
scheme) is negligible, so IBBE ciphertext cannot be
forged, either. At the conversion ciphertext phase,
the probability of forging the conversion ciphertext
is the same as breaking the IBBE scheme. It is also
impossible to forge the conversion ciphertext because
the IBBE scheme cannot be broken. Therefore, in this
scheme, TA can authenticate the message from the
vehicle and check its integrity. At the same time, when
the vehicle receives the ciphertext, our scheme can
also ensure that the received ciphertext comes from a
legitimate sender, and the integrity is not destroyed.

Identity Privacy Protection: When the vehicle requests a
message from TA, the vehicle hides its real identity by
calculating pid; 1 = ¢° and pid; 2 = pid; & H(pubs).
TA can recover the real identity of the vehicle by
calculating rid; = pid; » ® H(pid;"). Since the master
keys r1 and 75 are only owned by TA, even if a third
party obtains the pseudo identity of the vehicle during

2)
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the communication process, the real identity cannot be
recovered. The real identity of the vehicle is hidden
through the hash function as S = H(rid;). So, the
malicious third party cannot disclose the real identity
of the vehicle even if it intercepts the ciphertext.

3) Traceability and Conditional Privacy Protection: The
vehicle sends a request message m; to TA, then TA
can use its private key r; to restore the true identity
of the vehicle. In this way, TA can achieve the purpose
of tracking malicious vehicles in the system. Whether it
is an IBBE user or an IBE user, it must be authenticated
by TA before entering the system to communicate. So
that TA can control all vehicles in the system, and any
malicious vehicle can be tracked once it is found.

4) Unlinkability: In our scheme, the vehicle chooses a ran-
dom number 7 to generate pseudo-identities pid; 1 = g°
and pid; 2 = pid; ® H(pub;). When the timestamp
expires, the vehicle will choose a new random number
to compute the pseudo identity of the vehicle. So, the
pseudo identity of the vehicle is dynamically updated.
Therefore, even if the adversary intercepts multiple
messages, it is impossible to analyze whether the mes-
sages mi,ms, ..., m; are from the same vehicle. After
joining the system, the vehicle uses the value of H (rid;)
to participate in the computation process. So the real
identity of the vehicle cannot be linked by the adversary
in the communication process.

5) Resist Common Attacks:

o Replay Attack: The tuple is sent by the vehicle to
TA, where T; is the timestamp, so both TA and the
proxy server can verify the freshness of the message
by checking the timestamp. Once a malicious vehi-
cle sends a message requested previously, it will
be found that this message is invalid by checking
the timestamp. In this way, the scheme can prevent
replay attacks.

« Simulation Attack: According to sk;1 = pid; 1™
and Ski,z _ Q71"2h2(Pid1||PID2HTi) . nglpldi,l, if
anyone wants to forge the signature, they have to
obtain r1 and rs. Since r; and 7o are private keys
of TA and loaded in the vehicle’s TPD securely,
the adversary cannot obtain them. So the vehicle’s
signature cannot be forged.

« Man-in-the-middle Attack Protection: Since the ad-
versary cannot forge the signature of the message
m; successfully, the message cannot be simulated.
So this scheme can resist man-in-the-middle attacks.

VI. PERFORMANCE ANALYSIS AND COMPARISON

In this section, we carry out a series of analyses and provide
comparisons with four related schemes [35], [39], [40] and
[41]. These four related schemes have been introduced in
section II. Our scheme is different from these comparison
schemes. It is in the scenario of the Internet of Vehicles. It
also includes the registration phase of the vehicle and the
certification phase of the vehicle from TA. These phases ensure
the security of the scheme in a special scenario. Therefore, we

TABLE 11
EXECUTION TIME OF SINGLE OPERATION
Symbol | Description Time/ms
Topo The bilinear pairing operation 5.086
Teo The exponentiation operation in G or G | 0.694
Tsmo The scale multiplication operation in G 0.3218

focus on the encryption phase (the encryption of the message
during one-to-many communication) and the decryption phase
(the decryption after the vehicle receives the ciphertext). For
the vehicle registration phase and the subsequent phase, we
perform a separate analysis in the same experimental envi-
ronment. The subsequent phase is introduced to optimize the
decryption cost of the vehicle.

Based on the bilinear pairing e : G; X G; — G, which is
built for achieving the security level of 80 bits, the IBBE and
IBE schemes are constructed. The (1 is a cyclic group with
the order ¢ on the supersingular elliptic curve E : y? = 23 +x
mod g. Here g is a 512-bit prime number and ¢ is a 160-bit
Solinas prime number. Then each single operation time on
the platform of 3.4 GHZ i7-4770 with the MIRACL library is
tested. Table II lists the execution time of the cryptographic
operations. Here, the exponentiation operation time, scale
multiplication time, and pairing time were computed.

A. Computation Cost Analysis

Here, a corresponding analysis for the encryption and
decryption phases of each scheme is conducted. Finally, we
get a comparison of the total cost of each scheme. In the
scheme of Chen et al. [35], when generating the header
information Hdr, exponentiation operation is used to compute
the relevant parameters K; for each user. So the encryption
cost here is (3n + 3)To + 2nTsmo- In the decryption phase,
the user only needs one pairing operation, six exponentiation
operations, and four scalar multiplication operations. Then
the total computation cost is (3n + 9)Teo + (2n + 4)Tspmo +
Thpo = 2.7256n + 25.1112 ms. In the scheme of Hung et al.
[39], because the sender uses bilinear pairing technology and
exponentiation operations to generate the relevant parameter
K for each receiver, the overhead of this part is proportional
to the number of receivers. In the encryption part, the sender
requires n pairing operations, n exponentiation operations,
and n + 1 scalar multiplication operations. In the decryption
phase, users only need to compute some parameters related to
themselves. Then only one pairing operation and one scalar
multiplication operation are needed. Then the total operation
is (n4+1)Typo+nTeo+ (n+2)Tsmo ~ 6.1018n+5.7296 ms. In
the scheme of Deng et al. [41] bilinear pairing operations are
also used. Then the overhead is very high. In the encryption
phase, the sender needs (2n + 3) scalar multiplication oper-
ations and n pairing operations. In the decryption phase, the
receiver also needs a pairing operation and an exponentiation
operation. So, the total cost is (n + 1)Tpp0 + (210 + 3)Tamo +
Teo =~ 5.7296n + 7.7108 ms. He et al’s scheme [40] didn’t
use bilinear pairing operations, then the computation cost in
the encryption phase will be lower than the other schemes.
It only requires (3n + 1) scalar multiplication operations
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TABLE III

COMPUTATION COMPARISON
Schemes Encryption Decryption Total cost
Chen et al. [35] | (3n+ 3)Teo + 2nTsmo Typo + 6Teco +4Tsmo | (314 9)Teo + (2n + 4)Tsmo + Thpo
Deng et al. [41] (2n + 3)Tsmo + 1nThpo Typo + Teo (n 4+ DTypo + (2n 4 3)Tsmo + Teo
Hung et al. [39] | nTypo +nTeo + (n+ 1)Tsmo | Thpo + Tsmo (n 4+ DThpo + (14 2)Tsmo + nTeo
He et al. [40] Bn+ 1)Tsmo 2T smo Bn + 3)Tsmo
Our scheme 3Teo + Thpo 2Typo +nleo 3Typo + (n + 3)Teo

~#— Chen et al. —— Hung et al. —4

Heetal Deng et al. == Our scheme
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Fig. 4. Comparison of computation cost

in the encryption phase. Here, the decryption cost is only
requires two scalar multiplication operations, so the total cost
is (3n 4 3)Tsmo =~ 0.9654n + 0.9654 ms.

Finally, in our scheme, unlike the original IBBE scheme, the
master private key [ is owned by the sender. So the sender
can directly use the private key to compute the ciphertext, and
the encryption phase requires three exponentiation operations.
However, in the decryption phase, because the receiver does
not know the value of (3, it needs to be computed based on
the public key, which generates high computation cost. The
decryption phase requires n exponentiation operations and two
pairing operations, so the total cost of this scheme is (n +
3)Teo + 2Tpo ~ 0.694n + 12.254 ms. The total computation
cost of the related schemes is listed in Table III. To see the
comparison between our scheme and the other four schemes
more intuitively, we draw a line chart in which the number of
vehicles ranges from 10 to 100. According to Fig. 4, it can be
seen that even if our scheme uses bilinear pairing technology,
it has reached the same computational cost as He et al. [40].
As the number of receivers continues to grow, the cost of
our scheme still be lower than He et al. [40]. By comparing
the communication cost below, it shows that only our scheme
has a fixed-size ciphertext. The ciphertext length of the other
schemes, including He et al.’s scheme [40], increases linearly.
So, although the scheme [40] has low cost, our scheme has
better performance.

As shown in the previous analysis, the cost of the vehicle
in the decryption phase of this scheme increases linearly with
the number of receivers. The computing power of the OBU
is also greatly improved with the development of technology,
and the IBBE ciphertext decryption time in this scheme is
acceptable in VANETSs. A proxy server is also introduced to

=4 IBBE ciphertext decryption —ll= IBE ciphertext decryption
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Fig. 5. Comparison of decryption cost
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reduce the decryption cost of the receiver further. However,
the comparison scheme does not have the optimization phase
introduced in our scheme. So we will analyze the decryption
cost of the ciphertext before conversion and the decryption
cost of ciphertext after conversion separately. From Fig. 5,
we can see that the decryption cost of the vehicle is reduced
significantly after the proxy server is introduced. According to
the decryption phase of the IBE ciphertext, it can be known
that this part only requires two pairing operations. Then the
efficiency of decryption is greatly improved.

At the same time, since this scheme is a system for the
vehicular networks, there will be other vehicle-related phases.
we analyze the proportion of computation cost in different
phases to total cost. Here, we set 100 vehicle users in the
system. In Fig. 6, it can be seen that the cost of the proxy
server in the ciphertext conversion phase accounts for about
30% of the entire computation cost, indicating that the cost
of this part is not very low. As part of the computing tasks
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TABLE IV

COMPARISON OF CIPHERTEXT LENGTH
Scheme The ciphertext format CT' Length/byte
Chen et al. [35] (001,0027003,011,...,Cln,CQ) 212+138n
Deng et al. [41] | (C,U,V,z,gn—1,---,91,90) 178+4n
Hung et al. [39] | (C1,Ca,...,C:, V,U,A) 102+20n
He et al. [40] (C1,C4,...,Ct, T, v, B) 102+20n
Our scheme (CTy,CT1,CT3) 484

are transferred to the proxy server, the cost of IBE ciphertext
decryption is reduced. Here, the computing power of the proxy
server is relatively strong. Different from TA, the number of
the proxy server is not limited. There can be many proxy
servers in different regions. So the computation cost of the
proxy server is within the acceptable range. When there are
100 vehicles in the system, the cost of the intermediate key
generation phase is about 3 ms, the cost of the IBE ciphertext
generation phase is about 80 ms, and the cost of the IBE
ciphertext decryption is about 2 ms. From vehicle sending the
request to the decrypting, the toal cost is about 85 ms. Based
on the analysis, we can conclude that the computation cost
of our proposed scheme is smaller than that of the related
schemes.

B. Communication Cost Analysis

Here, we have conducted a analysis of the communication
cost of each scheme. We can get the communication cost by
analyzing the ciphertext structure of each scheme. Here the
generator of GG; is g, which the size is 64 bytes, and the
random element in group G is 128 bytes. The hash function
outputs a 20 bytes bit string. The size of the timestamp is 4
bytes. The comparison of communication costs is presented in
Table IV.

In Chen et al. [35] scheme, the form of the ciphertext is
(001, 002, 003, 011, 012, vaey 017“ Cg), where Oli is composed
of two parts, one is the output value of the hash function,
and the other is the value of bilinear pairing, the length of
ciphertext is 64 x 3+ (w/8+ 128)n+ 2L /8 bytes. The length
of w, L is not specified in this scheme, here we analyze it
according to the security level of 80 bits and the result is
212 + 138n bytes. In Deng et al’s [41] scheme, the form
of the ciphertext is (C,U,V,z,gn-1,...,91,90), where C is
the result of the hash function Hs. The output of Hj is a bit
string of length L1+ L2, and a 0,1-bit string w of length L2 is
connected. Here we analyze it according to the security level of
80 bits, then the length of C' is 30 bytes. Among the remaining
parameters, a function f(z) is constructed to decrypt the
relevant parameter. The necessary parameters g, ..., gn,—1 Of
the constructor need to be sent. The length of parameters
9o, ---» gn—1 18 4n bytes, so the length of ciphertext C'T is
30464 x2+2044n = 178+4n bytes. In the scheme of Hung
et al. [39], the ciphertext form is (Ci,Cy,...,C, V.U, N),
where C; is the connection of the output values of the two hash
functions. So the output length is 2w/8 = 20 bytes. It is also
worth noting that the parameter V' = FEsk(m). Hung et al’s
[39] scheme did not specify the security level of the symmetric
encryption. Here, the 128-bit secure AES encryption algorithm
is used, so the length of V' is 16 bytes. Finally, the length

10
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Fig. 7. Comparison of ciphertext length
of the ciphertext is 20n + 16 + 64 + 20 = 100 + 20n

bytes. In the scheme of He et al. [40], the ciphertext form
is (Cy,Cy,...,C¢, T,v, 3), where C; is the same length as C;
in scheme [39]. Respectively, the length of C; is 20 bytes and
the length of V' is 16 bytes. Then the length of the ciphertext is
20n+16 464+ 20 = 1004-20n bytes. Finally, in our scheme,
the structure of ciphertext is (C'Ty, CTy, C'Ty), and the length
of each parameter is 128 bytes. So, the size of the ciphertext
in our scheme is 128 x 3 = 484 bytes. As shown in Fig. 7,
it can be seen intuitively that the size of the ciphertext of our
scheme is smaller than the related schemes [35], [39]-[41]

VII. CONCLUSION

In widespread scenarios, where there is an infrastructural
need to share secure data with multiple vehicles in VANETS,
our scheme can help the TA prevent redundancies. During
the encryption phase, the TA uses identity-based broadcast
encryption technology to improve the encryption efficiency.
At the same time, to further release the encryption burden of
the TA, a proxy server is introduced to convert the original
ciphertext. In terms of security, our scheme meets the special
security requirements of VANETSs. Compared with the existing
one-to-one communication scheme, ours has more advantages
as many vehicles need to interact with the TA simultaneously.
In the future, we will continue to work on improving the
efficiency of one-to-many communication in VANETs. Fur-
thermore, we will try to combine more secure and lightweight
technologies to construct a more efficient scheme for VANETS.
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