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Security Enhancement for Coupled Phase-Shift

STAR-RIS Networks
Zheng Zhang, Zhaolin Wang, Yuanwei Liu, Bingtao He, Lu Lv, and Jian Chen

Abstract—The secure transmission of the simultaneously trans-
mitting and reflecting reconfigurable intelligent surface (STAR-
RIS) aided communication system is investigated. Considering
the coupled phase shifts of STAR-RISs and the fair secrecy
requirement of users, a novel secure beamforming design is
proposed for addressing the unique full-space mutual eavesdrop-
ping of STAR-RIS aided communication. In particular, a penalty
based secrecy beamforming algorithm is developed to solve the
resulting non-convex optimization problem, where the closed-
form solutions of the coupled transmission/reflection coefficients
are obtained in each iteration. Numerical results demonstrate
that 1) the proposed scheme achieves higher secrecy capacity than
conventional RIS; 2) 4-bit discrete phase shifters are sufficient
for secrecy guarantee.

Index Terms—Beamforming, coupled phase-shift, physical
layer security, STAR-RIS.

I. INTRODUCTION

To cope with the rapidly growing demands for various

emerging applications and ubiquitous wireless communica-

tions, reconfigurable intelligent surface (RIS) has been envi-

sioned as a promising key enabler for next generation wireless

networks [1]–[3]. However, the inherent limitation of half-

space coverage of conventional reflecting-only RIS restricts

its application flexibility and electromagnetic propagation ad-

justment capacity. Against this background, a new principle

of simultaneous transmitting and reflecting RIS (STAR-RIS)

has been proposed [4]. By splitting the incident signal into

transmitted and reflected signals on both sides of the surfaces,

STAR-RISs are capable of enabling a full-space smart radio

environment [5]–[8].

However, the unique ability of STAR-RIS to reconfigure

full-space radio propagation environments inevitably results

in full-space wiretapping. In other words, the eavesdroppers

on any side of STAR-RIS can access the confidential informa-

tion passing through STAR-RIS, which raises more stringent

security challenges from the information-theory perspective.

Fortunately, it has been claimed that physical layer security

(PLS) techniques are expected to secure STAR-RIS aided

communications by exploiting intrinsic features of wireless

channels, such as fading, noise, and interference [9]–[12].

Noteworthy, the security design proposed in the aforemen-

tioned works [9]–[12], is based on the ideal STAR-RIS model
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with independent phase shifts, which requires complicated

semi-passive or active STAR-RIS metasurface architectures.

While for low-cost passive lossless STAR-RISs, the recent

works [13], [14] has pointed out that the transmission and

reflection phase shifts are coupled with each other, which

implies there exists a fixed phase-shift difference (π2 or 3π
2 )

between the transmission and reflection coefficients. As such,

the existing security design [9]–[12] cannot ensure the network

security as well as the phase-shift coupling constraint, which

requires the redesign of the transmit beamforming and STAR-

RIS coefficients. Additionally, the conventional sum secrecy

capacity maximization schemes in [9], [10], where more

transmit power is concentrated on the users with better channel

conditions, cannot guarantee fairness among legitimate users

in terms of security transmission.

Motivated by the above, this paper studies secure beamform-

ing optimization with the aim of minimum secrecy capacity

maximization for a coupled STAR-RIS network. The main

contributions of this paper are summarized below.

• We focus on a coupled phase-shift STAR-RIS aided

secrecy communication framework, where a STAR-RIS

is deployed on the building facades to transmit and/or

reflect the confidential information to the indoor user (IU)

and outdoor user (OU) in the presence of multiple eaves-

droppers. Based on this framework, a joint optimization

problem of transmit beamforming and coupled phase-

shift transmission/reflection coefficients is formulated to

maximize the minimum secrecy capacity of IU and OU

for fairness-security tradeoff consideration.

• A penalty based secrecy beamforming (PSB) algorithm

is proposed to solve the formulated non-convex opti-

mization problem, where an augmented lagrangian (AL)

problem is constructed to relax the coupled phase-shift

constraints in the outer loop. In the inner loop, the

semidefinite relaxation (SDR) technique is employed to

obtain the rank-one transmit beamforming, while the first-

order optimality condition is adopted to derive the optimal

coupled transmission/reflection coefficients.

• Numerical results demonstrate the convergence of the

PSB algorithm. It is also verified that: 1) the proposed se-

cure beamforming scheme is superior to the conventional

RIS regarding secrecy performance; and 2) regardless

of whether the phase shifts are coupled, quantization

of 4 bits is sufficient for discrete phase-shift STAR-RIS

to achieve the comparable performance as the case of

continuous phase shifts.

http://arxiv.org/abs/2208.10382v1
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Fig. 1. A coupled phase-shift STAR-RIS aided secrecy downlink network.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. Network Description

We consider a STAR-RIS aided downlink communication

network as shown in Fig. 1, in which an M -antenna BS

exploits an N -element STAR-RIS to transmit the confidential

signals to a single-antenna IU and a single-antenna OU in

presence of two single-antenna eavesdroppers (E1 and E2).

Without loss of generality, we assume that IU is on the trans-

mission side of the STAR-RIS and OU is on the reflection side.

E1 and E2 are assumed to be situated near the IU and OU for

wiretapping signals of both IU and OU. Due to the obstacles,

there is no direct link between the BS and IU/OU/E1/E2. The

baseband equivalent channels from STAR-RIS to BS, IU, OU,

E1 and E2 are represented as G ∈ CN×M , hI,S ∈ CN×1,

hO,S ∈ CN×1, hE1,S ∈ CN×1 and hE2,S ∈ CN×1. Since the

geographical attributes of STAR-RIS can be delicately selected

to favor line-of-sight (LoS) transmission, we adopt the Rician

fading model for all the channels. Additionally, to reveal the

fundamental secrecy performance limit of the coupled phase-

shift STAR-RIS aided wireless communication, we assume

that E1 and E2 are other unscheduled users of legitimate

network with being trusted at service level but untrusted in

data level, such that the full channel state information (CSI)

of all the channels are available at the BS [9]–[12].

B. Coupled Phase-Shift Model of STAR-RIS

To simultaneously serve the indoor and outdoor cellular

users, a coupled phase-shift STAR-RIS is employed to operate

in the energy splitting (ES) mode, where the incident signal

energy upon each element is split into the transmitted and

reflected parts by a set of complex coefficients, i.e.,
√

βt
ne

jθt
n

and
√

βr
ne

jθr
n (1 ≤ n ≤ N ). More precisely, the real-

valued coefficients βt
n, β

r
n ∈ [0, 1] denote the transmission

and reflection amplitudes of the n-th element of STAR-RIS,

and θt
n, θ

r
n ∈ [0, 2π) denote the transmission and reflec-

tion phase-shift adjustments. Considering the purely passive

lossless hardware architecture of STAR-RIS, the elements

are only excited by the incident signals, which produce the

magnetization and electric polarization currents and radiate the

corresponding transmission and reflection fields. Notably, the

excited magnetic and electric currents are required to satisfy

the the law of energy conservation and the boundary condition,

which indicates that there is an inevitable coupling between

transmission and reflection coefficients. Therefore, according

to the conservation of energy, the amplitude coefficients should

satisfy

βt
n = 1− βr

n, 1 ≤ n ≤ N. (1)

By reviewing the boundary conditions of Maxwell’s Equations

[5], the phase-shift coefficients satisfy

| θt
n − θr

n |= π

2
or

3π

2
, 1 ≤ n ≤ N. (2)

As such, for an N -element STAR-RIS, the transmis-

sion/reflection coefficient matrix is given by

Θt/r = diag([
»

β
t/r
1 ejθ

t/r

1 , . . . ,

»

β
t/r

N ejθ
t/r

N ]). (3)

C. Signal Model

The BS exploits the multiple beamforming vectors

wI,wO ∈ CM×1 to send the confidential signals sI and sO

(E{|sI|2} = E{|sO|2} = 1) to IU and OU, respectively. Thus,

the received signals at IU and E1 are given by

yς = h
H
ς,SΘ

H
t G

(

∑

̺∈{I,O}
w̺s̺

)

+ nς , ς ∈ {I,E1}, (4)

where nI, nE1
∼ CN (0, σ2) represent the additive white

Gaussian noise (AWGN) at the IU and E1. Similarly, the

received signals at OU and E2 are given by

yς = h
H
ς,SΘ

H
r G

(

∑

̺∈{I,O}
w̺s̺

)

+ nς , ς ∈ {O,E2}. (5)

On receiving superimposed signals, each legitimate user only

decodes its own signal while treating the other’s signal as

interference. However, due to the full-space propagation char-

acteristic of STAR-RIS, a new type of eavesdropping, i.e.,

mutual eavesdropping, exists, which indicates that both E1 and

E2 can not only wiretap the signal intended for the user on

the same side of STAR-RIS, but also can access the signal for

opposite-side user. Hence, the achievable rates for legitimate

users and eavesdroppers to decode signals they are interested

in are given by

R̺ = log2

Ç

1 +
|hH

̺,SΘ
H
t/rGw̺|2

|hH
̺,SΘ

H
t/r
Gw̺|2 + σ2

å

, (6)

REk,̺ = log2

Ç

1 +
|hH

Ek,S
Θ

H
t/r
Gw̺|2

|hH
Ek,S

ΘH
t/r
Gw̺|2 + σ2

å

, (7)

where k ∈ {1, 2}, ̺ ∈ {I,O}, and ̺ ∈ {I,O, ̺ 6= ̺}.

Accordingly, by adopting the wiretap code scheme, the

secrecy capacity of IU or OU is given by

Rs,̺ = [R̺ −max{RE1,̺, RE2,̺}]+ , ̺ ∈ {I,O}, (8)

where [x]+ = max{x, 0}.

D. Problem Formulation

In this paper, we target for maximizing the minimum

secrecy capacity of legitimate users by jointly optimizing

transmit beamforming at the BS and coupled transmission and

reflection coefficients at the STAR-RIS, subject to the transmit

power budget and amplitude/phase-shift coupling constraints.

The problem is formulated as follows.

max
wI,wO,Θt,Θr

min
̺∈{I,O}

Rs,̺, (9a)

s.t.
∑

̺∈{I,O}
‖w̺‖ ≤ Pmax, (9b)
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βr
n + βt

n = 1, ∀n, (9c)

| θt
n − θr

n |= π

2
or

3π

2
, θt

n, θ
r
n ∈ [0, 2π), ∀n, (9d)

where Pmax represents the transmit power budget at the BS.

Note that (9b) denotes the total power consumption constraint

at the BS, while (9c) and (9d) denote the amplitude and phase-

shift coupling constraints at the STAR-RIS, respectively.

III. PROPOSED SOLUTION

In this section, we devise a PSB algorithm to tackle the

non-convex problem (9). Precisely, we first construct the

AL problem with the relaxed phase-shift constraints in the

outer loop, and then, the transmit beamforming, the transmis-

sion/reflection coefficients and the optimal coupled coefficients

are alternately optimized by employing SDR technique and

first-order optimality condition in the inner loop. Finally, an

appropriate modification of the proposed algorithm is designed

for the extension to the discrete coupled phase shifts.

A. Outer Layer Problem Reformulation

Here, we denote ut = [
√

βt
1e

jθt
1 , . . . ,

√

βt
Nejθ

t
N ]T , ur =

[
√

βr
1e

jθr
1 , . . . ,

√

βr
Nejθ

r
N ]T , V̺ = G

Hdiag(h̺,S) and VEk
=

G
Hdiag(hEk,S), where ̺ ∈ {I,O} and k ∈ {1, 2}. Thus, the

secrecy capacity can be equivalently expressed as

Rs,̺ =

[

log2

Ç

1 +
Tr(W̺V̺Ut/rV

H
̺ )

Tr(W̺V̺Ut/rV
H
̺ ) + σ2

å

−

max
k∈{1,2}

log2

Ç

1 +
Tr(W̺VEkUt/rV

H
Ek
)

Tr(W̺VEkUt/rV
H
Ek
) + σ2

å

]+

, (10)

where the semi-positive matrices satisfy W̺ = w̺w
H
̺ and

Ut/r = ut/ru
H
t/r. To tackle the non-convexity of (10), a

linear lower bound expression of (10) is construct by intro-

ducing slack variables {ln,̺, ld,̺, en,Ek,̺, ed,Ek,̺, µn,̺, νEk,̺}.

Precisely, let

2ln,̺ ≤ Tr(W̺V̺Ut/rV
H
̺ )+Tr(W̺V̺Ut/rV

H
̺ )+σ2, (11)

2ld,̺ ≥ µn,̺, (12)

µn,̺ ≥ Tr(W̺V̺Ut/rV
H
̺ ) + σ2. (13)

Thus, R̺ = ln,̺ − ld,̺ ≤ R̺. Similarly, we define REk,̺ =
en,Ek,̺ − ed,Ek,̺ ≥ REk,̺, where en,Ek,̺ and ed,Ek,̺ satsify

2ed,Ek,̺ ≤ Tr(W̺VEk
Ut/rV

H
Ek
) + σ2, (14)

νEk,̺≥Tr(W̺VEk
Ut/rV

H
Ek
)+Tr(W̺VEk

Ut/rV
H
Ek
)+σ2,

(15)

2en,Ek,̺ ≥ νEk,̺. (16)

As a result, we can rewrite the problem (9) as

max
WI,WO,Ut,Ur,µn,̺,νEk,̺,

ln,̺,ld,̺,en,Ek,̺,ed,Ek,̺

min
̺∈{I,O}

R̺ −REmax,̺, (17a)

s.t.
∑

̺∈{I,O}
Tr(W̺) ≤ Pmax, (17b)

Ut(n, n) +Ur(n, n) = 1, ∀n, (17c)

REk,̺ ≤ REmax,̺, R̺ ≥ REmax,̺, ∀k, ̺, (17d)

W̺ � 0, rank(W̺) = 1, ∀̺, (17e)

Ut/r � 0, rank(Ut/r) = 1, (17f)

(9d), (11) − (16). (17g)

To tackle the non-convex constraints (12) and (16), we con-

struct a linear upper bound approximation function H(x, y)
for any logarithmic function log2(x). Particularly, we define

H(x, y) , log2(y)+
x−y

y log(2) ≥ log2(x), where H(x, y) reaches

the minimum point only when y = x satisfies. Thus, the non-

convex constraints (12) and (16) can be converted to

ld,̺ ≥ H(µn,̺, y̺), en,Ek,̺ ≥ H(νEk,̺, yk,̺). (18)

Furthermore, for the non-convex constraints (9d), we con-

sider exploiting the penalty based approach to relax

the phase coupling to the auxiliary variables ũt/r =

[
»

β̃t
1e

jθ̃
t/r

1 , . . . ,
»

β̃
t/r

N ejθ̃
t/r

N ]T . Specifically, by transforming

the equality constraint ũt/r = ut/r as the penalty term in

the objective function (17a), we can reformulate the original

problem (9) as the following AL problem of problem (9)

max
WI,WO,Ut,Ur,µn,̺,

νEk,̺,ln,̺,ld,̺,en,Ek,̺,ed,Ek,̺

min
̺∈{I,O}

F̺, (19a)

s.t. ũr(n) = ±jũt(n),
∑

ς∈{t,r}
|ũς(n)|2 = 1, (19b)

(11), (13) − (15), (17b) − (17f), (18), (19c)

where F̺ = R̺−REmax,̺− 1
2ρ(

∑

ς∈{t,r} ‖ũς ũ
H
ς −Uς+ρλς‖2).

Note that λς denotes the lagrangian dual variable, while ρ > 0
is the penalty scaling factor.

B. Inner Layer Problem Optimization

1) Transmit beamforming optimization: For any given

{Ut/r, ũt/r}, the active beamforming {WI,WO} can be opti-

mized via solving following problem

max
WI,WO,µn,̺,νEk,̺,ln,̺,

ld,̺,en,Ek,̺,ed,Ek,̺

min
̺∈{I,O}

R̺ −REmax,̺, , (20a)

s.t. (11), (13) − (15), (17b), (17d), (17e). (20b)

Problem (20) can be efficiently solved by iteratively updating

y̺ = µn,̺ and yk,̺ = νEk,̺. Note that the rank-one constraints

can be reasonably dropped because the rank of W̺ only relies

on that of Ut/r, i.e., rank(W̺) ≤ rank(Ut/r)=1, which is

proved in Appendix A.

2) Relaxed transmission/reflection coefficient optimization:

With the fixed {WI,WO}, the transmission and reflection co-

efficients {Ut/r} can be optimized through solving following

problem

max
Ut,Ur,µn,̺,νEk,̺,

ln,̺,ld,̺,en,Ek,̺,ed,Ek,̺

min
̺∈{I,O}

F̺, (21a)

s.t. (11), (13) − (15), (17c), (17f). (21b)

Here, we adopt the penalty based difference-of-convex (DC)

method for extracting the ut and ur. Precisely, by equivalently

converting rank(Ut/r) = 1 to Tr(Ut/r) = ‖Ut/r‖2, the

objective function can be replaced by following DC form with

dropping the rank-one constraints [15].

Fp
̺ = F̺ − τ

(

∑

ς∈{t,r}
ℜ
(

Tr(UH
ς (I− uς,1u

H
ς,1))

))

, (22)
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Algorithm-1: PSB Algorithm

1: Initialize the iteration parameters with l = 1;
2: Outer layer repeat

3: Inner layer repeat

4: Optimize {Wl
I ,W

l
O} by solving problem (20);

5: Optimize {Ul
t ,U

l
r} by solving problem (21);

6: Update {ũl
t , ũ

l
r} by (25) and (26);

7: If V(ũl
ς ,U

l
ς ) ≤ c1V(ũl−1

ς ,Ul−1
ς ) with c1 < 1;

8: λ
l+1
ς = λ

l
ς + 1

ρ
[Ũl+1

ς −U
l+1
ς ];

9: Else ρl = c2ρ
l−1 with c2 < 1;

10: Set l = l+ 1, ;
11: Until converge with the accuracy εth;

where ℜ(·) denotes the real part of the complex number, and

τ > 0 denotes the scaling coefficient of rank-one penalty

terms. As results, transmission/reflection coefficients can be

directly obtained in an iterative manner [12].

3) Coupled transmission/reflection coefficient optimization:

With the fixed rank-one matrices {WI,WO,Ut/r}, the auxil-

iary variables {ũt/r} can be optimized by solving following

equivalent problem

min
ũς

∑

ς∈{t,r}

‖ũς − uς‖2, (23a)

s.t. (19b). (23b)

Since optimization variables {ũς(n), ũς(m)} (n 6= m) are

absolutely separable in the objective function, the problem (23)

can be optimized by solving N independent subproblems with

respect to {ũt(n), ũr(n)}. With some algebraic manipulations,

the resultant subproblem is expressed as

max
ũς(n)

ℜ(uH
t (n)ũt(n)) + ℜ(uH

r (n)ũr(n)), (24a)

s.t. (19b). (24b)

Then, with any fixed β̃
t/r
n , the objective function (24a) can

be rewritten as ℜ([vH
t (n) ± jvH

t (n)]ejθ̃
t
n), where v

H
ς =

u
H
ς diag([

»

β̃ς
1, · · · ,

»

β̃ς
N ]). It reaches maximum only when

∠([vH
t (n) ± jvH

t (n)]ejθ̃
t
n) = 0 holds, yielding the following

optimal solution

θ̃t,opt
n =

®

−∠(vH
t (n)+jvH

t (n)), (θ̃
r,opt
n = θ̃

t,opt
n + π

2 ),

−∠(vH
t (n)−jvH

t (n)), (θ̃r,opt
n = θ̃

t,opt
n + 3π

2 ).
(25)

Similarly, with any fixed θ̃
t/r
n , objective function (24a) is

equivalent to ℜ(ψH
t (n)

»

β̃t
n +ψH

r (n)
»

β̃r
n), where ψH

ς =

u
H
ς diag([ejθ̃

ς
n , · · · , ejθ̃ς

N ]). Let pn = |ψH
t (n)| cos(∠ψH

t (n))
and qn = |ψH

r (n)| cos(∠ψH
r (n)), the objective function can

be further expressed as pn

»

β̃t
n + qn

»

β̃r
n. Then, by checking

the first-order optimality condition, the optimal amplitude

coefficients are given by



























»

β̃
t,opt
n = pn√

p2
n+q2n

,
»

β̃
r,opt
n = qn√

p2
n+q2n

, if pn,qn ≥ 0;
»

β̃
t,opt
n = 1,

»

β̃
r,opt
n = 0, if pn ≥ 0, qn < 0;

»

β̃
t,opt
n = 0,

»

β̃
r,opt
n = 1, if pn < 0, qn ≥ 0;

»

β̃
t,opt
n =

»

β̃
r,opt
n = 0, otherwise.

(26)

C. Overall Algorithm

The overall algorithm is summarized in Algorithm-1, where

V(ũl
ς ,U

l
ς) , ‖ũl

ς(ũ
H
ς )l − U

l
ς‖∞, and εth denotes the con-

vergence accuracy. Since the optimal solutions ũt/r and sta-

tionary point solutions {WI,WO} and {Ut/r} are obtained

at each step, the objective function is ensured to be non-

decreasing over the inner loop iterations. Then, by updating

the Lagrangian dual variable λς or decreasing penalty scaling

factor ρ in the out loop, the proposed PSB algorithm would

converge the stationary point solutions of the original problem

[16].

The overall computational complexity of Algorithm-1 is

mainly determined by solving the SDP with respect to

{WI,WO} and {Ut/r} in the inner loop. By exploiting the

interior point method, the overall complexity is given by

O
Ä

log( 1
εth
)(la2M

3.5 + lp2N
3.5)
ä

, where O denotes the big-O
notation, and la and lp denote the iteration numbers for solving

problem (20) and (21).

D. Extension to Discrete Coupled Phase Shifts

Generally, discrete phase-shift adjustment is practical and

realistic for STAR-RIS, which yields a uniform quantized

phase-shift feasible region, i.e.,

θt,d
n , θr,d

n ∈ Q =

ß

0,
2π

2q
, . . . ,

2π(2q − 1)

2q

™

, ∀n, (27)

where q denotes the number of quantization bits. Note that the

optimization problem in discrete phase-shift case possesses the

same structure as the continuous phase-shift case except for

discrete phase-shift constraint. Thus, we can first perform the

PSB algorithm to obtain the solution θ
t/r,c
n with continuous

phase shifters. Then, the optimal discrete phase shifts can be

obtained by θ
t/r,d,opt
n = arg min

θ
t/r,d
n ∈Q

| θt/r,d
n − θ

t/r,c
n |.

IV. NUMERICAL RESULTS

In this section, numerical results are provided to validate

the performance of the proposed algorithm. As shown in

Fig. 2, we consider a three-dimensional coordinate system

setup, where the BS is located at (0, 0, 0) meter (m), STAR-

RIS is deployed at (50, 0, 0) m, IU and OU are located at

(50, 5, 0) m and (50,−5, 0) m, respectively, while E1 and E2

are situated at (50, 10, 0) m and (50,−10, 0) m. Both the large-

scale path loss and small-scale fading are considered, so the

channel model is given by h =
√
L0d−α(

»

κ
1+κ h̄+

»

1
1+κ h̃).

Thereinto, h̄ and h̃ respectively denote the LoS and non-

LoS components of h, L0 represents the path loss at the unit

reference distance, α and d are the corresponding path loss

exponent and the transmit distance, and κ is the Rician factor.

The main simulation parameters are set as L0 = −30 dB,

αB,S = 2.2, αI,S = αO,S = αE1,S = αE2,S = 2.5, σ2 = −105
dBm, εth = 10−3, κ = 5 and c1 = c2 = 0.99. Moreover, each

result is averaged over 100 independent Monte-Carlo trials.

Fig. 3 depicts the convergence performance of the proposed

algorithm with different M and N . We observe that the

minimum secrecy capacity monotonically increases with the

number of iterations and converges to stable solutions within
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Fig. 2. Simulation setup for the con-
sidered network.
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Fig. 3. Convergence of Algorithm-1

with Pmax = −5 dBm.

the finite iterations. We also observe that increasing both M

and N is conducive to improving the minimum secrecy capac-

ity of legitimate users but an increase in N slightly deteriorates

the convergence performance. An intuitive explanation for

this result is that the larger M and N would provide more

spatial degrees-of-freedom (DoFs), which enables a more flex-

ible beamforming design for secrecy enhancement. However,

increasing N extremely increases the algorithm complexity

when N ≫ M holds, so more iterations are required to

achieve convergence.

Fig. 4 compares the minimum secrecy capacity achieved

by different schemes versus the transmit power budget, i.e.,

independent phase-shift STAR-RIS, time switch (TS) mode

STAR-RIS, conventional RIS (C-RIS), and random phase-shift

STAR-RIS. Particularly, in the TS mode scheme, STAR-RIS

firstly operates in the transmission mode for supporting IU,

and then switches to the reflection mode to serve OU. While

in the C-RIS scheme, a reflecting-only RIS and a transmitting-

only RIS are deployed at the same location as STAR-RIS

with N
2 elements [8]. As shown in Fig. 4, coupled phase-shift

STAR-RIS achieves a higher secrecy performance than C-RIS

and the random phase shifts, which is expected since STAR-

RIS exploits double DoFs than C-RIS to improve legitimate

reception while minimizing information leakage, while the

random phase shifts cannot always guarantee this. We also ob-

serve that due to the phase coupling, the secrecy performance

achieved by coupled phase-shift STAR-RIS is slightly inferior

to that of the independent phase-shift STAR-RIS. Moreover,

since the TS scheme naturally avoids mutual wiretap and

enjoys interference-free decoding, it achieves better security

than ES STAR-RIS in the low transmit power region. But with

the increasing transmit power, the time resource utilization

efficiency of ES STAR-RIS becomes the dominant factor, thus

achieving higher secrecy capacity in the high transmit power

region.

Fig. 5 plots minimum secrecy capacity versus the number

of the phase-shift quantization bits. We observe from Fig. 5

that regardless of whether the phase shifts are coupled or not,

at least 4-bit quantization is required to realize nearly the

same performance as continuous phase shifts. It is because dif-

ferent from the conventional reflecting/transmitting-only RIS,

STAR-RIS needs to simultaneously strengthen the legitimate

links and reduce the confidential information leakage to the

eavesdroppers in an omnidirectional space, so a more exact

phase-shift control is required. It is also shown that due to the

existence of “double path loss” for SATR-RIS aided cascaded
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links, deploying STAR-RIS at the user end can achieve higher

secrecy performance. Moreover, since the difference between

the transmission phase shift and the reflection phase shift is

fixed to π
2 / 3π2 , so the coupled STAR-RIS is invalidated in the

case of 1-bit quantification.

V. CONCLUSION

A novel secrecy beamforming scheme was proposed for

coupled phase-shift STAR-RIS aided downlink communica-

tions. A PSB algorithm was developed to maximize the

minimum secrecy capacity among legitimate users via jointly

optimizing transmit beamforming and transmission/reflection

coefficients with coupled phase shifts. Simulation results were

provided to demonstrate the secrecy advantage of the proposed

secrecy beamforming scheme compared to the benchmark

schemes. It is also revealed that at least 4-bit quantification

should be guaranteed for the coupled phase-shift STAR-RIS to

achieve the comparable secrecy performance of the continuous

phase-shift case.

APPENDIX A: PROOF OF THE RANK-ONE PROPERTY

The rank-one relaxed problem (22) is jointly convex for

optimization variables and satisfies the Slater’s constraint

qualification. Hence, the lagrangian function with respect to

W̺ is given by

L =
∑

̺∈{I,O}
Tr(W̺) + λ1Tr(W̺V̺Ut/rV

H
̺ )−

λ2Tr(W̺VEk
Ut/rV

H
Ek
)−
∑

̺∈{I,O}
Tr(X̺W̺)+ι, (A-1)

where {λ1, λ2,X̺} denote the corresponding lagrange multi-

pliers, and ι is the collection of the terms independent of W̺.

Checking the KKT conditions, we have

K1 : λ∗
1 ≥ 0, λ∗

2 ≥ 0, , X
∗
̺ � 0, (A-2a)

K2 : W
∗
̺X

∗
̺ = 0, (A-2b)

K3 : ∇W∗

̺
L , I−CUt/rC

H −X
∗ = 0, (A-2c)

where C = λ∗
1V̺ − λ∗

2VEk
. With some equivalent algebraic

manipulations, it can readily obtain

W
∗ = CUt/rC

H
W

∗. (A-3)

Hence, we have rank(W∗) = rank(CUt/rC
H
W

∗) ≤
rank(Ut/r) = rank(ut/ru

H
t/r) = 1. This completes the proof.
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