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Abstract

In this paper, we investigate the power efficient resourtecalion algorithm design for secure
multiuser wireless communication systems employing aduflex (FD) base station (BS) for serving
multiple half-duplex (HD) downlink (DL) and uplink (UL) use simultaneously. We propose a multi-
objective optimization framework to study two conflictingtydesirable design objectives, i.e., total
DL transmit power minimization and total UL transmit poweimimization. To this end, the weighed
Tchebycheff method is adopted to formulate the resourcecatiion algorithm design as a multi-
objective optimization problem (MOOP). The considered M®@kes into account the quality-of-
service (QoS) requirements of all legitimate users for gnteing secure DL and UL transmission
in the presence of potential eavesdroppers. Thereby, sédlutransmission is enabled by the FD BS
and would not be possible with an HD BS. The imperfectnesshefahannel state information of
the eavesdropping channels and the inter-user interferelmannels is incorporated for robust resource
allocation algorithm design. Although the considered MO®Ron-convex, we solve it optimally by
semidefinite programming (SDP) relaxation. Simulatiorultssnot only unveil the trade-off between
the total DL transmit power and the total UL transmit powart blso confirm the robustness of the

proposed algorithm against potential eavesdroppers.
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I. INTRODUCTION

The exponential growth in high data rate communication hggéred a tremendous demand
for radio resources such as bandwidth and energy. An impiotechnique for reducing the
energy and bandwidth consumption of wireless systems wghiisfying quality-of-service (QoS)
requirements is multiple-input multiple-output (MIMO)s & offers extra degrees of freedom for
efficient resource allocation. However, the MIMO gain maydifécult to achieve in practice due
to the high computational complexity of MIMO receivers. As alternative, multiuser MIMO
(MU-MIMO) has been proposed as an effective technique falizmg the MIMO performance
gain. In particular, in MU-MIMO systems, a transmitter gopeed with multiple antennas (e.g. a
base station (BS)) serves multiple single-antenna useihwshifts the computational complexity
from the receivers to the transmittér [2]. Yet, the speatesburce is still underutilized even if
MU-MIMO is employed as long as the BS operates in the tradgidalf-duplex (HD) mode,
where uplink (UL) and downlink (DL) communication are segtad orthogonally in either time
or frequency which leads to a significant loss in spectratiefficy.

Full-duplex (FD) wireless communication has recently neme significant attention from both
academia and industry due to its potential to double the tsgdeefficiency of the existing
wireless communication systems [3]-[8]. In contrast tovemtional HD transmission, FD enables
simultaneous DL and UL transmission at the same frequenoyeMer, in practice, a major
challenge in FD communication is the self-interference (&lused by the signal leakage from
the DL transmission to the UL signal reception. Although, [Bl] reported that Sl can be
partially cancelled through analog circuits and digitairsil processing, the residual Si still
severely degrades the performance of FD systems if it is rajegply controlled. Besides, co-
channel interference (CCI) caused by the UL transmissigmaira the DL transmission. Thus,
different resource allocation designs for FD systems weopgsed and studied to overcome
these challenges. For example, the authors lof [5] investigine end-to-end outage probability
of MIMO FD single-user relaying systems. In [6], a resourtiecation algorithm was proposed
for the maximization of the end-to-end system data rate oltiroarrier MIMO FD relaying
systems. In[[7], massive MIMO was applied in FD relaying eyss to facilitate SI suppression
and to improve spectral efficiency. Simultaneous DL and Win$mission via an FD BS in small

cells was studied ir [8], where a suboptimal DL beamformes d@signed to improve the system



throughput.

On the other hand, security is a crucial issue for wirelessmanication due to the broadcast
nature of the wireless medium. Traditionally, secure comication is achieved by cryptographic
encryption performed at the application layer and is basethe assumption of limited compu-
tational capabilities of the eavesdroppers. However, nempriting technologies (e.g. quantum
computers) may make this assumption invalid which resualts potential vulnerability of tradi-
tional approaches to secure communication. The pione&org in [9] proposed an alternative
approach for providing perfectly secure communication blyzing the nature of the channel in
the physical layer. Specifically,|[9] revealed that secummmunication can be achieved whenever
the information receiver enjoys better channel condititras the eavesdropper. Inspired by this
finding, multiple-antenna transmission has been propasedgure communication security [10]-
[13], since multiple antennas provide spatial degreesesfdom which can be utilized to degrade
the eavesdropper channel. In particular, transmitting@atl noise (AN) is an effective means to
deliberately impair the information reception at the edveppers([10]. In[[1l1], a power allocation
algorithm was designed for maximizing the secrecy outageaty via AN generation. The
authors of[[12] proposed a transmit beamforming approackéorecy provisioning by generating
spatially selective AN. In[[13], joint transmit signal andNAcovariance matrix optimization was
studied for secrecy rate maximization. However, all of thewe works focused on HD systems
and the obtained results may not be applicable to FD commatioit systems. In fact, for FD
communication systems, both UL and DL users are exposectosk of eavesdropping because
of the simultaneous UL and DL transmission. Therefore, itesessary to ensure communication
security for DL and UL concurrently. Although guaranteeiig security with a multiple-antenna
HD BS has been exhaustively studied in the literature [3}[UL communication cannot be
secured with an HD BS which can perform either transmissioreception in each time instant
but not both, and thus, cannot jam the eavesdroppers in theldlthe other hand, the single-
antenna UL users lack the required spatial degrees of freéd@nsure communication secrecy.
Multiple-antenna FD BSs are a promising solution to thisopem due to their inherent capability
of performing simultaneous transmission and reception.

The notion of secure communication in FD systems has redeivene attention recently. In
[14], joint information beamforming and jamming beamfongifor an FD BS was proposed
to guarantee DL and UL security. Yet, [14] assumed that tiereo CCIl between DL and UL



users and that the Sl at the FD BS can be cancelled perfedtighwnay be too optimistic
assumptions for practical FD systems. Besides, [14] alsorasd that the eavesdropper channel
state information (CSI) was perfectly known at the FD BS whighich is highly idealistic.

In fact, some idle users (e.g. roaming users) in the systegn miabehave and eavesdrop the
information signal of the legitimate users. Perfect CSltafse potential eavesdroppers may not
be available due to their discontinuous interaction with BS. The authors of [15] proposed
an optimal power allocation algorithm to guarantee secar@ngunication for an FD receiver
employing only statistical CSI of the eavesdropper chanimel[16], robust beamforming for
the case of imperfect CSI was studied for two-way FD commatioo systems. However, the
secure communication approaches proposed in [15][and gi6jat be applied in FD MU-MIMO
wireless communication systems directly due to the conalde differences in the considered
system models. Furthermore, to the best of the authors’ leunye, power efficient secure FD
communication has not been studied in the literature yetci@pally, total DL and total UL trans-
mit power minimization are conflicting design objectivesgcure FD communication networks.
In our previous workl[[11], we investigated a power efficierdaerce allocation algorithm for FD
systems under a multi-objective optimization frameworkchunveiled a trade-off between total
DL and total UL power consumption. However, studying thede-off is still an open problem
for secure FD systems. Besides, lin [1], perfect CSI knowdedgs assumed.

In this paper, we address the above issues. To this end, sloeirce allocation algorithm
design for secure FD communication networks is formulate anulti-objective optimization
problem (MOOP). The proposed MOOP formulation jointly mmizes the total DL transmit
power and the total UL transmit power for secure MU-MIMO J&ss communication systems
employing an FD BS for guaranteeing both UL and DL securitgsiBes, our problem formu-
lation takes into account the imperfectness of the CSI ofiitiles between the FD BS and the
potential eavesdroppers, the links between the UL userspatehtial eavesdroppers, and the
CCI links. Although the considered MOOP is non-convex, Wees@ optimally by semidefinite
programming (SDP) relaxation leading to a set of Paretonwgdtiresource allocation policies.
Our simulation results not only unveil the trade-off betwehe total DL transmit power and
the total UL transmit power, but also confirm the robustndsthe proposed algorithm against

imperfect CSI.



[I. SYSTEM MODEL

In this section, we present the considered MU-MIMO FD wissl&eommunication system

model.

A. Notation

We use boldface capital and lower case letters to denotdamsitand vectors, respectively.
A" Tr(A), Rank(A), anddet(A) denotes the Hermitian transpose, trace, rank, and detanmin
of matrix A, respectively;A~! and AT represent the inverse and Moore-Penrose pseudoinverse
of matrix A, respectively;A = 0, A >~ 0, and A < 0 indicate thatA is a positive semidefinite,
a positive definite, and a negative semidefinite matrix, eesgely; Iy is the N x N identity
matrix; CV*M denotes the set of alNV x M matrices with complex entrie§]¥ denotes the

set of all N x N Hermitian matrices|-|, ||-

, and||-|| » denote the absolute value of a complex
scalar, the Euclidean vector norm, and the Frobenius mabim, respectively£{-} denotes
statistical expectationjiag(zy,--- ,xx) denotes a diagonal matrix with the diagonal elements
given by{x,--- ,zx} anddiag(X) returns a diagonal matrix having the main diagonal elements
of X on its main diagonalR(-) extracts the real part of a complex-valued inguf;- stands for
max{0, z}; the circularly symmetric complex Gaussian distributioithwamean . and variance

o2 is denoted byCN (i, 0%); and ~ stands for “distributed as”.

B. Multiuser System Model

We consider a multiuser communication system. The systamists of an FD BSK legiti-
mate DL users,/ legitimate UL users, and/ roaming users, cf. Figuté 1. The FD BS is equipped
with Nt > 1 antennas for facilitating simultaneous DL transmissiod &l reception in the
same frequency baH.dTheKJrJ legitimate users are single-antenna HD mobile commurinati
devices to ensure low hardware complexity. The number cfrarets at the FD BS is assumed
to be larger than the number of UL users to facilitate regdbL signal detection, i.eNt > J.
Besides, the DL and the UL users are scheduled for simultenéth and DL transmission.
Unlike the local legitimate signal-antenna users, flieroaming users are travelling wireless

devices from other communication systems and are equippdd My > 1 antennas. The

We note that circulator based FD radio prototypes, which wansmit and receive signals simultaneously on the same

antennas, have been demonstrated [3].
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Fig. 1. A multiuser communication system with a full-duplgD) radio base station (BS}y = 1 half-duplex (HD) DL users,

J =1 HD UL users, andV/ = 1 HD roaming user (potential eavesdropper).

multiple-antenna roaming users are searching for accesscab wireless servics However,

it is possible that the roaming users deliberately interdep information signal intended for
the legitimate users if they are in the same service area. Aesalt, the roaming users are
potential eavesdroppers which have to be taken into acdountsource allocation algorithm
design to guarantee communication security. In this papemefer to roaming users as potential

eavesdroppers and we assunie > Ny for studying resource allocation algorithm design.

C. Channel Model

We focus on a frequency flat fading channel. In each schegitime slot, the FD BS transmits
K independent signal streams simultaneously at the sameeiney to theX DL users. In

particular, the information signal to DL usérc {1,..., K} can be expressed as
x; = wid),", (1)

where dP¥ € C and w;, € CM*! are the information bearing signal for DL usérand
the corresponding beamforming vector, respectively. Withloss of generality, we assume
E{|dPM P =1,Vk e {1,...,K}.

However, the signal intended for the desired user may besdawgped by the roaming users.
Hence, in order to ensure secure communication, the FD BSteasmits AN to interfere the

reception of the roaming users (potential eavesdroppé&h®refore, the transmit signal vector,

%In order to receive the wireless services provided by thallé® BS, the roaming users have to transmit pilot signals to

facilitate system clock synchronization and channel estion.



x € CN*1 comprising K information streams and AN, is given by
K
X = Z X, + Z, (2)
k=1

wherez ¢ CVt*! represents the AN vector generated by the FD BS to degradehtenel
quality of potential eavesdroppers. In particularis modeled as a complex Gaussian random
vector withz ~ CA(0,Z), whereZ € H"r, Z = 0, denotes the covariance matrix of the AN.
Therefore, the received signals at DL usef {1, ..., K}, the FD BS, and potential eavesdropper
m € {1,..., M} are given by

K J
vt =hixe + > hilx + bz o+ D VPfad + a3
. artificial noise {2
multiuser interference co-channel interference
J K
yUL — Z \/Pjgjd}m + HSI Z Xk + HSIZ + IIUL, and (4)
j=1 k=1 Y

artificial noise
self-interference

yE = iLZxk + i \/?jej,md}n“ + Lz + np, (5)
k=t =t artific;afljnoise

respectively. The DL channel between the FD BS and uésir denoted byh, € CN¥*! and
fix € C represents the channel between UL usend DL userk. Variablesd;'™, £{|d{"|*} = 1,
and P; are the data and transmit power sent from UL usév the FD BS, respectively. Vector
g; € CNv*! denotes the channel between UL ugeand the FD BS. Matrixtg € CNt>*/r
denotes the SI channel of the FD BS. Matfiy, ¢ CV**"r denotes the channel between the
FD BS and potential eavesdropper. Vectore;,, € C’*! denotes the channel between UL
userj and potential eavesdropper. Variableshy, f;, g;, Hsr, L,,,, ande;,, capture the joint
effect of path loss and small scale fading” ~ CN(0,0¢ In,), ny" ~ CN(0,07 ), and
ny, ~ CN (0,03 Iy,) represent the additive white Gaussian noise (AWGN) at theBSD DL
userk, and potential eavesdropper, respectively. In[(3), the terlﬁj;.]:1 \/?J fj,kd}m denotes the
aggregated CCI caused by the UL users to DL usdn (@), the termHg; Zlexk represents
the SI.



[Il. RESOURCEALLOCATION PROBLEM FORMULATION

In this section, we first define the adopted performance osefdr the considered multiuser
communication system. Then, we discuss the assumptiorssdiag the CSI knowledge for
resource allocation. Finally, we formulate the resourdecation problems for DL and UL
transmit power minimization, respectively. For the sakenofational simplicity, we define the
following variables:H,, = h;h{’, k € {1,... K}, andG; = g;g/, j € {1,...,J}.

A. Achievable Rate and Secrecy Rate

Assuming perfect CSI at the receiver, the achievable ratés/tdz) of DL userk is given by

Ih wy|?

RPY =logy(1+T7Y), with TPV = — - : (6)
> Ihiw, 2+ 37 Pyl finl? + Tr(HLZ) + o2,
r#k j=1

whereT'P is the receive signal-to-interference-plus-noise raBtNR) at DL userk. Besides,

the achievable rate of UL useris given by

R}JL = log,(1+ F}JL), with o (7)
[UL Pilg; v, (8)
J J K ’
S Palglvi|?+ Tr(ij diag (HSIZHg + > HSIWkW,?HQD ) +oip |1v;lI?
n#j k=1

where I'/" is the receive SINR of UL usej at the FD BS. The variable; € CV7*! is
the receive beamforming vector for decoding the infornmatieceived from UL useyj and we
defineV,; = vjvf,j € {1,...,J}. In this paper, zero-forcing receive beamforming (ZF-BF)
is adopted. In this context, we note that ZF-BF closely apghes the performance of optimal
minimum mean square error beamforming (MMSE-BF) when theenterm is not dominati

or the number of antennas is sufficiently large [7]. Besi ZF-BF facilitates the design of
a computational efficient resource allocation algorithrenkk, the receive beamformer for UL
userj is chosen ay; = (u;Q")”, whereu; = [0,...,0,1,0,...,0], Q" = (Q7Q)~'Q", and

~—— —

(3-1) (J=4)
Q = [g1,...,8s]. The termTr (ij diag (HSIZHQ} + 3K, HSIWRW,ng)) in (8) models

the impact of the imperfectness of the Sl cancellation [1@, @)] due to the limited receiver

dynamic range and < p < 1 is a constant modelling the noisiness of the Sl cancellataie

3We note that the noise power at the BS is not expected to bedtméndting factor for the system performance since BSs

are usually equipped with a high quality low-noise amplifieNA).



FD BS. In particular,[[19] has shown that this model acclyateptures the combined effects
of additive automatic gain control noise, non-linearitieshe analog-to-digital converters and
the gain control, and oscillator phase noise which are ptasepractical hardware.

As outlined before, for guaranteeing communication séguroaming users are treated as
potential eavesdroppers who eavesdrop the informationagdesired for all DL and UL
users. Thereby, we design the resource allocation algonthder a worst-case assumption for
guaranteeing communication secrecy. In particular, warassthat a potential eavesdropper can
cancel all multiuser interference before decoding thermtdion of a desired user. Thus, under
this assumption, the channel capacity between the FD BS atehfml eavesdroppen for
eavesdropping desired DL uskrand the channel capacity between the UL usand potential

eavesdroppem for overhearing UL usel can be written as

C’E}{E = log, det(Iy, + X, 'L?w,w/L,,) and (9)
Civ P = logydet(Iy, + P X, lejmell ), (10)

respectively, whereX,, = LZZL,, + U%mINR denotes the interference-plus-noise covariance
matrix for potential eavesdroppern. We emphasize that, unlike an HD BS, the FD BS can
guarantee both DL security and UL security simultaneouiyAN transmission. The achievable

secrecy rates between the FD BS and DL usend UL userj are given by

+
L s R o
UL—Sec __ UL UL-E
Rj — [Rj _me?ll,z.l.%M}{Cj’m }} 5 (12)

respectively.

B. Channel State Information

In this paper, we focus on slowly time-varying channels. ¢ beginning of each time slot,
the FD BS obtains the CSI of all channels to facilitate glotesource allocation. In practice,
the UL users perform handshaking with the FD BS which fat#is UL channel estimation at
the FD BS. Since the channels may change slowly in time, theutirs embed pilot signals
periodically in the data packets. Hence, the FD BS is abledgquently update and refine the
CSI estimate of the UL users. Furthermore, for the acqaisitif the CSI of the DL users at the
FD BS, handshaking is also performed between the FD BS an®lthesers at the beginning

of each scheduling slot which allows the FD BS to obtain tlatusies and QoS requirements of
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the DL users. Then during transmission, the DL users arenesgjto send acknowledge (ACK)
packets to inform the FD BS of successful reception of the geickets. Hence, the FD BS
can regularly update the CSI estimates of the DL transmmskiks. Therefore, perfect CSI
for the UL and DL transmission links, i.eg;,Vj € {1,...,J}, andh,,Vk € {1,..., K}, is
assumed over the transmission period. On the other handh€o€CI channels, the DL users
can receive the pilot signdl®f the UL users and feed back the CCI channel estimates to the
FD BS only at the beginning of each scheduling time slot. leertike FD BS can update the
CSI of the CCI channels only at the beginning of every schiaduime slot. As a result, the
CSI of the CCI channels at the FD BS is imperfect. The roams®yi(potential eavesdroppers)
also perform handshaking at the beginning of a scheduliogvahich facilitates the estimation
of the corresponding channels at the FD BS. However, the Fx@®ot update the channel
information of the potential eavesdroppers during trassimn since they are silent in the current
time slot. Therefore, only imperfect CSI of the channelsseetn the FD BS and the potential
eavesdroppers is available. Furthermore, for the UL us@otential eavesdropper channels,
although there is no direct interaction between the pakeativesdroppers and the UL users, the
UL users can obtain the CSI by measuring the potential eavppdrs’ pilot signals when the
potential eavesdroppers perform handshaking with the FDTBS8n, the UL users can feed back
the CSI of these channels to the FD BS. However, since thenpiateavesdroppers only perform
handshaking at the beginning of each slot, the FD BS can epdatinformation of the UL user-
to-potential eavesdropper channels only once in everydsdimg time slot. Consequently, only
imperfect CSI of the UL user-to-potential eavesdroppemnaets can be obtained at the FD BS.
To capture the impact of imperfect CSI, we model the CSI uag#tly based on a deterministic
model [20]-{22]. In particular, the CSI of the link betweeh User; € {1,...,J} and DL user
ke {l,...,K}, ie., f; the CSI of the link between the FD BS and potential eavegunop
m € {1,..., M}, ie. L,, and the CSI of the link between UL usge {1, ..., J} and potential

“We assume that the DL users, UL users, and roaming userseutitthogonal sequences as pilot signals, which allows the
FD BS to distinguish the pilot signals of different users.
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eavesdroppem € {1,...,M}, i.e., e;,,, are modeled as

fj,k:fjk-irAfjk, ng—{fngC |Afjk|<5gk} (13)
Ly, = Lo + AL, Qor. {L € CNtxMVe ., ||AL,, ||F<5DLM} and (14)
ej,m - ejm + Ae] ms QULJ m {e]m € CNRXl ||Ae] m” < gULJ m} (15)

respectively, wherqf]k, m, and &;,, are the CSI| estimates available at DL ugerthe FD
BS, and UL user, at the beginning of a scheduling slot, respectivély; ., AL,,, andAe; ,,
denote the unknown channel uncertainties due to the timgnganature of the channel. The
continuous sets); x, Qpr,,,, andQyy,,, contain all possible channel uncertainties with bounded

magnitudes; ;, epr,,,, andeyy,,,,, respectively. In practice, the values ©fy, epy,,,, andeyr,,

j,m? J,m

depend on the coherence time of the associated channel$arithhsmission duration of the

scheduling slot.

C. Optimization Problem Formulation

We first study the problem formulation for two desirable systdesign objectives of the
considered secure FD communication system. Then, we igagstthe two system design ob-
jectives jointly under a multi-objective optimization fn@work. The first considered objective is

the minimization of the total DL transmit power at the FD BSlas given by

Problem 1 (Total DL Transmit Power Minimization):

minimize ZHWHF—FTI Z)

ZEHNT jwy, P;

hH 2
7.k €8,
e z Ihfw, |2 + zp | fikl? + Tr(HLZ) + agk
r#k j= 9
c2: bile)v, >V v
_— roq b 9

%;P \g{fvj\QjLTr(pV diag (HSIZHSI—i- ZHSIWkW,fH§{I>>+U%L||Vj||

n#j
C3: e log, det(In,, + X' Lywywi'Ly,) < Ry Vk,m,
C4: ap B logy det(Ly, + P X; e mel ) < le , Vj,m

Aej,7rL EQUL;;
C5:P; >0, Vy, C6:Z=0. (16)

The system design objective ih_{16) is to minimize the totdl @ansmit power which is

comprised of the DL signal power and the AN power. Constdifts > 0 and T > 0
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in constraints C1 and C2 ifh_(1L6) are the minimum required SfoIRDL usersk € {1,..., K}
and UL userg € {1,..., J}, respectively. In particular, in constraint C1, the minimeequired
SINR for DL userk is satisfied for a given CSI uncertainty s@t;, for the CCl channels.
RE)Ikam and R};{}j’m, in C3 and C4, respectively, are pre-defined system parasnegpresenting
the maximum tolerable data rate at potential eavesdroppier decoding the information of DL
userk and UL usery, respectively. In fact, DL and UL security is guaranteed by constraints C3
and C4 for given CSI uncertainty sei,;,, and Qur,,,- In particular, if the above optimization
problem is feasible, the proposed problem formulation guoies that the secrecy rate for DL
userk is bounded below byRP™ 5% > log,(1 + 'Rk ) — mﬁx{R&L&m} and the secrecy rate

reqy
for UL user j is bounded below byR;" > > log, (1 + I'li ) — max{R{j }. Constraint C5
is the non-negative power constraint for UL ugerConstraint C6 and < H"T are imposed
since covariance matri¥ has to be a Hermitian positive semidefinite matrix. We notg the
objective of Problem 1 is to minimize the total DL transmitwss under constraints C1-C6
without regard for the consumed UL transmit powers.
The second system design objective is the minimization t@&f L transmit power and can
be mathematically formulated as
Problem 2 (Total UL Transmit Power Minimization):
J
A, 20

st. Cl-C6 (17)

Problem 2 targets only the minimization of the total UL tnawitspower under constraints C1-C6
without taking into account the total consumed DL transnoiver.

The objectives of Problems 1 and 2 are desirable for the mystperator and the users,
respectively. However, in secure FD wireless communicasigstems, these objectives conflict
with each other. On the one hand, the DL information and ANdgmnaission cause significant Si
which impairs the UL signal reception. Hence, the UL usekseha transmit with a higher power

to compensate this interference to satisfy the minimumiredueceive SINR of the UL users at

°If the eavesdroppers do not emit pilot signals, the estomagirrors for the eavesdropper channéld,,, and Ae; .., are
random and follow certain distributions. In this case, theppsed resource allocation algorithm design can still ®edubut
constraints C3 and C4 have to be converted to probabilistitstcaints which specify the maximum tolerable secrecyageit

probability [13, Eqg. (30), (31)].
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the FD BS. On the other hand, a high UL transmit power resualts strong CCI for DL signal
reception and a higher risk of information leakage to theeptial eavesdroppers. Hence, the FD
BS has to transmit both the DL information and the AN with laglpower to ensure the QoS
requirements of the DL users and the security requirementiseoDL and UL users. However,
this in turn causes high Sl and gives rise to an escalatinggase in transmit power for both
UL and DL transmission. To overcome this problem, we resonnulti-objective optimization
[23], [24]. In the literature, multi-objective optimizati is often adopted to study the trade-off
between conflicting system design objectives via the canakePareto optimality[[23],[[24]. To
facilitate our presentation, we denote the objective fiancof Problemi asQ;(wy, Z, P;). The
Pareto optimality of a resource allocation policy is defimedhe following:

Definition [23]: A resource allocation policy{wy, Z, P;}, is Pareto optimal if and only if
there does not exist any,, Z, P;} with Q;(Wy, Z, P;) < Qi(wi, Z, P;), Vi € {1,2}.

In other words, a resource allocation policy is Pareto ogtiifhthere is no other policy that
improves at least one of the objectives without detrimemihéoother objective. In order to capture
the complete Pareto optimal set, we formulate a third og@ton problem to investigate the
trade-off between Problem and Problem2 by using the weighted Tchebycheff methad[23].

The third problem formulation is given as

Problem 3 (Multi-Objective Optimization):

minimize max {)\i (Qi(Wk, Z,P;) - Qj)}

ZcHNT ,Wk,Pj 1=1,2

st. Cl-C6 (18)

where Q, (wy, Z, P;) = Sor, |wi|? + Tr(Z) and Qa(wy, Z, Pj) = ijl P;. Q; is the optimal
objective value of thé-th problem and is treated as a constant for Problem 3. Marigb> 0,

> ;A = 1, specifies the priority of the-th objective compared to the other objectives and
reflects the preference of the system operator. By varyingve can obtain a complete Pareto
optimal set which corresponds to a set of resource allatgimicies. Thus, the operator can
select a proper resource allocation policy from the set aflable policies. Compared to other
formulation methods for handing MOOPs in the literaturey.(ehe weighted product method
and the exponentially weighted criterion [23]), the weaghfTchebycheff method can achieve
the complete Pareto optimal set with a lower computatiooaifexity, despite the non-convexity

(if any) of the considered problem. It is noted that Problens equivalent to Problem when
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Ai =1land); =0, Vi # j. Here, we mean by equivalence that both problems have the sam

optimal solution.

[V. SOLUTION OF THE OPTIMIZATION PROBLEM

Problems 1, 2, and 3 are non-convex problems due to the norexcconstraints C1-C4.
Besides, constraints C1, C3, and C4 involve infinitely mamgquality constraints due to the
continuity of the corresponding CSI uncertainty sets. Ttvesdhese problems efficiently, we
first transform C1, C3, and C4 into equivalent linear matngquality (LMI) constraints. Then,
Problems 1, 2, and 3 are solved by semidefinite programmibg?)3elaxation.

To facilitate the SDP relaxation, we defil®, = w,w}’ and rewrite Problems 1-3 in the
following equivalent forms:

Equivalent Problem 1:

K
minimize Z Tr(Wy) + Tr(Z)

Wy, ZEHNT P; —1

Tr(Hka) > TDL

reqy,?

VE, J,

s.t. C1: min
Af k€ K J
> Tr(HyW,) + > Pl fiwl? + Tr(HiZ) + o3,
r#k j=1
P Tr(GjVj) >UL v,

C2:
J K req].?
> Pilgliv,l +Tx(pV; diag (HyZHE +;1HSIWRH§§))+U%LHVJ'H2

n#j =

. 1T H DL
3 ALS&%}};LW log, det(Iny, + X, Ly, WiLy,) < lek’m, Vk, m,

: -1 H UL -
C4:  max  logydet(In, + P X, 'ejme;,,) < Ry, Vj,m,
AL’HLeQDL"L 7
Aej,'m eQULj m

C5: P, >0,Vj, C6:Z>0, C7:W,>0,Vk, C8: Rank(Wj) <1,Vk, (19)

where W, = 0, W, € H"t, and Rank(W,) < 1 in (I9) are imposed to guarantee that
W, = w,w/ holds after optimization.
Equivalent Problem 2: ;
o P
whiimize, )P,
s.t. Cl-C8 (20)
Equivalent Problem 3:
minimize T
Wy, ZeHNT P r
s.t. Cl-C8,
CoO\(Qi —QF) <1,Vie{l,2}, (21)
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wherer is an auxiliary optimization variable and_(21) is the epmraepresentation of (18).
Since Problem 3 is a generalization of Problems 1 and 2, wesfon solving Problem 3.
Now, we introduce a Lemma which allows us to transform c@mstrC1 into an LMI.
Lemma 1 (S-Proceduré [25])Let a functionf,,(x), m € {1,2},x € C¥*!, be defined as

fn(x) = x¥ A x + 2R{b%x} + c,p, (22)

where A, € HY, b,, € CN*!, andc,, € R™*!. Then, the implicationf,(x) < 0 = f,(x) < 0

holds if and only if there exists a variabde> 0 such that

T Rl I Rl (23)
bl ¢ bl ¢,
provided that there exists a poiRtsuch thatf,(x) < 0.
To facilitate the presentation, we first defitie= [ fix, .. -, fox]"» 8= [frr - - frx] s Afi =
[Afig, .., AfJ,k]T, andP =diag (P, ..., Py), wheref;, f,, and Af, denote the collections of
the CCI channels, CCI channel estimates, and CCI estimati@ns at DL usek, respectively.

Hence, the collection of CCIl channels at DL ugecan be modeled as

fo=F+ Afy, ke {l,... K}, Q2 {fk e C7¥L L ||Af| < gk}, (24)
wheree? = ijl €74 As a result, by applyind (24), C1 can be equivalently exggesas
— s Tr(H, W)
CL: 0> ARIPAf +2R{EIPAL} +EIPE A+ Tr(HW,) — — 5 + Te(HZ) + 02 .
r#k redy

By exploiting Lemma 1, we obtain the following implicatians

AFIAf, — 2 < 0= C1

holds if and only if there exists a variabdg > 0 such that

C1: Rak (Wk, Z, Pj, 5k)

01, —P —f K W
_ | o _BH Eer——’“ Bn, = 0,Vk,j, (25)
H 2 2 H hy, ['DL k
_fk _6k5k_gnk _fk Pfk—TI"(HkZ) rk reqy

holds, Wherd3h,C = [0 hk}
Next, for handling the non-convex constraints C3 and C4, stalkdish the following propo-

sition for facilitating the constraint transformation ftire considered optimization problem.
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Proposition 1: For RP* > 0 and RE{){“J > 0, we have the following implications for

tohc,m

constraints C3 and C4 of equivalent Problems 1-3, respagtiv
C3 = C3:LIW,L,, <P X,,, VL, € Qo,,, Yk, m, (26)

C4 & Ch Pejell <X, Ve, € Qui,,, VL, € QoL Vi, m, (27)

where ¢ = 2Mim — 1 and = 2ol _ 1. We note that C3 and€3 are equivalent
respectively ifRank(W,) < 1. Besides, C4 an€4 are always equivalent.

Proof: Please refer to Appendix A. |
Although C3 andC4 are convex LMI constraints which are less difficult to Hancbmpared
to C3 and C4, they still involve an infinite number of ineqtyaonstraints. To circumvent this

difficulty, we introduce the following Lemma to further sitifp C3 andC4.
Lemma 2 (Generalized S-Procedurel[26]et f(X) = X?AX + X7B + BfX + C, and
D = 0. For somet > 0, f(X) = 0,VX € {X\ Tr(DXX) < 1}, is equivalent to

Cc BH I O
—t = 0. (28)
B A 0 -D
As a result, we first substitute,, = L, + AL,, into (28) and express constrai@B as
0 < ALX(PMZ — W))AL, + ALY (P47 — W)L,

+ LI(ENZ — Wy)AL, + LE(EP4Z — W)Ly, + 0508, Iy, Y, m, (29)
for AL,, € {ALm|Tr(sgimALmALﬁ) < 1}. Then, by applying Lemma 2, constraiéB is
equivalently represented as

@: R@k,'m (Wk, Z, tk,m)

&R ZL + (00,08, — thoan) I, &Lz H
— ’ ’ m ’ , _ >_
&PLZL, DTty eg? T |l P = OV (30)

for ty,, > 0, Vk,m, whereBy,, = [L, Iy.]. On the other hand, for constrai@4, two

estimation error variables are involved, namele; ,, and AL,,, and Lemma 2 cannot be
directly applied. Hence, we introduce a slack matrix vdeabl;,, € H"* to handle the
coupled estimation error variables in constraddt In particular, constrair@4 can be equivalently

represented by

Cda: Pje; el < M;,., Ve, € Qur,,.. Vi, m, (31)
Cab: M, < (€% — 1)X,,, YL,, € Qpr,,, Vi, m. (32)
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Proposition 2: ConstraintC4 holds if there exists a Hermitian matrd;,, € HY®, j €
{1,...,J}, me{1,..., M} which meets constraint§4a andC4b.

Proof. Please refer to Appendix B. |

Then, we apply Lemma 2 to constrair@g4a andC4b in a similar manner as for handli@

and obtain the following equivalent LMIs fa€4a andC4b, respectively:

. —Pjé; me it M = 1 —Pié; .,
Caa:Reg, (M. P, ) = 2 e 7 1=0,95,m, (33)
’ _Pjej m _F)j +aj7m€6L
for o, > 0, Vj, m, and
Cdb: Rab,__m(z, M, Bjm)
VLA Z L 4§02, — Bim) Ing — My P v/
_ |onlnZlnt Gnos, ~finlin—Min Gl - 0.9jm, (34
5UL ZL EmZ+B;, mED Ly LNy

for B;m >0, Vj,m
The remaining non-convex constraint [0 {21) is the rank-oaestraint C8. Solving such a
rank-constrained problem is known to be NP-hard [27]. Hetceobtain a tractable solution,
we relax constraint C8ank(W,) < 1 by removing it from the problem formulation, such that
the considered problem becomes a convex SDP and is given by
W ZEHNT M, o €, |

Py, 7,6k itk m 0, m»Bj,m

st. C2C5 C6.C7,C9, C10: 8y, byrms s By = 0,k j,m
C1: Rﬁk (Wk, Z, Pj, 5k) = 0,VEk, C3: R@k - (Wk, Z, tk,m) = 0,Vk,m,
C4a: R@aj - (Mj,mu Pj, Oéj7m) = 0,Yj,m, C4b: R@bj - (Z, Mj,m; Bj,m) = 0,Yj5,m. (35)

The relaxed convex problem in{35) can be solved efficienglgtandard convex program solvers
such as CVXI[[28]. Besides, if the solution obtained for axeth SDP problem is a rank-one
matrix, i.e.,Rank(Wy) = 1 for W, # 0, Vk, then it is also the optimal solution of the original
problem. Next, we verify the tightness of the adopted SDRxadion in the following theorem.
Theorem 1:Assuming the considered problem is feasible,ﬁﬁ[;k > 0, we can always obtain
or construct a rank-one optimal mati#; which is an optimal solution foi (35).
Proof: Please refer to Appendix C. [ ]
By Theorem 1, the optimal beamforming vectof can be recovered froV; by performing

eigenvalue decomposition &V ; and selection of the principle eigenvectorws.
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SYSTEM PARAMETERS

Carrier center frequency and system bandwidth 1.9 GHz and200 kHz
Path loss exponent and Sl cancellation constant, 3.6 and —80 dB [3]
DL user noise power and UL BS noise powef, and oy, —100 dBm and—110 dBm®
Potential eavesdropper noise povuﬁﬁm, and BS antenna gain —100 dBm and10 dBi
Maximum tolerable data rate at potential eavesdropper®fousers, RB)%R .| 1 bit/s/Hz
Maximum tolerable data rate at potential eavesdroppersfousers, le 1 bit/s/Hz

V. RESULTS

In this section, we investigate the performance of the psedomulti-objective optimization
based resource allocation scheme through simulationsmibis¢ important simulation parameters
are specified in Tablg I. There atf€ = 3 DL users,J = 7 UL users, andV = 2 potential
eavesdroppers in a cell. The users and potential eavest®ppe randomly and uniformly
distributed between the reference distances®imeters and the maximum service distance of
600 meters. The FD BS is located at the center of the cell and pgdigvith Ny antennas. Each
potential eavesdropper is equipped withh = 2 antennas. The small scale fading of the DL
channels, UL channels, CCI channels, and eavesdroppimnelsaare modeled as independent
and identically distributed Rayleigh fading. The multipdading coefficients of the SI channel
are generated as independent and identically distributerRrandom variables with Rician
factor 5 dB. To facilitate the presentation, we define the maximunmadized estimation error

of the CCI channels, DL eavesdropplng channels, and UL dawpping channels aﬁﬂ—‘“‘2

nfk, HLD:H; = nDL , and HUL ﬁg = nUL , respectively. Furthermore, we assume that different

channels have the same maximum normalized estimation 80k}, = k?y, = Ky, = Fag

In addition, we assume that all DL users and all UL users regihie same minimum SINRs,

respectively, i.e.JPL = TPL and VL = UL,

reqy req req; req”
A. Transmit Power Trade-off Region

In Figure[2, we study the trade-off between the DL and the Uhlttransmit powers for a
maximum normalized channel estimation error«df, = 5% and different numbers of antennas
at the FD BS. The trade-off region is obtained by solving (f8)different values of) < \; <

5The DL user and potential eavesdropper noise powers aremighn the UL noise power at the BS since the BS is usually
equipped with a high quality LNA29].
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Fig. 2. Average system objective trade-off region achielogdthe proposed resource allocation scheme. The doubde-sid

arrows indicate the power saving due to additional antennas

1,Vi € {1, 2}, i.e., the); are varied uniformly using a step size®01 subject to) _, \; = 1. We
assume a minimum required DL SINR D Cg = 10 dB and a minimum required UL SINR of
F}f& = 5 dB. It can be observed from Figure 2 that the total UL trangower is a monotonically
decreasing function with respect to the total DL transmiv@o In other words, minimizing the
total UL power consumption leads to a higher power consumpti the DL and vice versa. This
result confirms that the minimization of the total UL transmower and the total DL transmit
power are conflicting design objectives. For the cas&pt= 12, 5 dB in UL transmit power can
be saved by increasing the total DL transmit powei6tgB. In addition, Figure 2 also indicates
that a significant amount of transmit power can be saved inFibesystem by increasing the
number of BS antennas. This is due to the fact that the exiyeeds freedom offered by the
additional antennas facilitate a more power efficient resmallocation. However, due to channel
hardening, there is a diminishing return in the power sadaghe number of antennas at the
FD BS increases [17].

For comparison, we consider a baseline scheme. For theirmseheme, we adopt ZF-BF
as DL transmission scheme such that the multiuser interterés avoided at the DL legitimate
users. In particular, the direction of beamformey for legitimate usert is fixed and lays in the
null space of the other DL legitimate users’ channels. Thenjointly optimizeZ, P;, and the
power allocated tav, under the MOOP formulation subject to the same constramis 3) via

SDP relaxation. Figurel 2 depicts the trade-off region fer taseline resource allocation scheme
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for comparison. As can be seen, the trade-off regions aetliby the baseline scheme are above
the curves for the proposed optimal scheme. This indicai@stihe proposed resource allocation
scheme is more power efficient than the baseline scheme tbr Db and UL transmission.
Indeed, the proposed resource allocation scheme fullyoggphe available degrees of freedom
to perform globally optimal resource allocation. On the tcary, for the baseline scheme, the
transmitter is incapable of fully utilizing the availablegtees of freedom since the direction of
the transmit beamformew,, is fixed. Specifically, the fixed beamformer, can cause severe
Sl and increase the risk of eavesdropping which results iimgh power consumption for UL
transmission and the AN. Besides, the trade-off regionHerltaseline scheme is strictly smaller
than that of the proposed optimal scheme. For instance, Wwher- 12, the baseline scheme
can save onlyi dB of UL transmit power by increasing the total DL transmitwgo by 2 dB,
due to the limited flexibility of the baseline scheme in hamgllthe interference.

We note that we also considered two other baseline scheroethé-first scheme, we adopted
an isotropic radiation pattern fd and optimizedW, and P;. For the second scheme, we
considered a wireless communication system with an HD BSvewer, both of these schemes
could not satisfy the QoS requirements in constraints C1 @ador the adopted simulation

setting. Therefore, performance results for these tworaeleare not shown in the paper.

B. Average Total Transmit Power versus Minimum RequiredRSIN

In Figure[3, we investigate the average power consumptioth@fDL and UL users versus
the minimum required DL SINRT'Y, for a minimum required UL SINR of [t = 5 dB and
a maximum normalized channel estimation errorsgf = 5%. The FD BS is equipped with
Nt = 10 antennas. We select the resource allocation policy Wite= 0.1 and A, = 0.9 which
indicates that the system operator gives priority to totél tthnsmit power minimization. It
can be observed that both the DL and the UL power consumpticnease with'. However,
the DL power consumption grows more rapidly than the UL poa@nsumption. The reason
behind this is threefold. First, a higher DL transmit powseraquired to fulfill the more stringent
DL QoS requirements. Second, a higher AN transmit powerdsired to neutralize the higher
potential for information leakage. In particular, with tgeowth of the DL transmit power, the
channel capacity between the FD BS and the potential eaygselrs increases. Hence, the FD

BS also has to allocate more power to the AN to prevent inptime by potential eavesdroppers
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Fig. 3. Average power consumption (dBm) versus the Fig. 4. Outage probability versus the minimum required

minimum required DL SINR (dB)I'Ly, for different DL SINR (dB), TRk, for different resource allocation

resource allocation schemes. schemes.
which results in a higher DL power consumption. Third, theb&tomes more severe for higher
DL transmit powers. Specifically, since the FD BS tries topkélee total UL transmit power
low to avoid strong CCI for increasing required SINR, morgraées of freedom at the FD BS
have to be utilized to suppress the Sl to improve the recdiM® Sf the UL users. As a result,
fewer degrees of freedom are available for reducing the Bhsimit power consumption causing
even higher DL transmit powers. On the other hand, the pepesheme provides substantial
power savings compared to the baseline scheme in both DL arfdrithe entire range of &

req”
Also, the baseline scheme cannot satisfy the QoS requirlasmmenFPCg is larger thani2 dB.
In Figure[4, we study the outage probability for the proposeldeme and the baseline scheme
versus the minimum required DL SINR for a maximum normalizbdnnel estimation error of
k2. = 5%, a resource allocation policy with; = 0.1 and X\, = 0.9, and different numbers of
antennas. An outage event occurs whenever the probldm)jris(BBeasible. As can be observed,
a large outage probability reduction can be achieved wighpitoposed scheme compared to the
baseline scheme. For the caselgf: = 12 dB and Nt = 10, the outage probability for the
proposed scheme is only5%, whereas the outage probability for the baseline scherfg 3§.
These results confirm that the proposed scheme is more rahdsteliable in the presence of
imperfect CSI compared to the baseline scheme.

In Figure[®, we study the power consumption of the DL and ULrsisersus the minimum

required UL SINR,I'YL, for a minimum required DL SINR of X = 10 dB and a maximum

req’ req
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Fig. 5. Average power consumption (dBm) versus the minimequired UL SINR (dB),F}Lﬁ, for different resource allocation

schemes.

normalized channel estimation error ef, = 5%. The FD BS is equipped witliNy = 10
antennas. The other system parameters are identical te tmspted in Figuré]3. As can be
observed, the total transmit power of DL and UL increase asniimimum required UL SINR
increases. In fact, for the UL users, they need to transnih higher power to fulfill the more
stringent UL QoS requirements. Furthermore, increasimgttial UL transmit power causes
more CCI to the DL users. Hence, the FD BS has to allocate mmsepto the DL information
signals to satisfy the DL QoS requirements. Moreover, tighér UL and DL information signal
powers increase the susceptibility to eavesdropping foin k. and DL users. Hence, the FD
BS also has to increase the AN power to guarantee DL and Ulsrrasion security. On the
other hand, Figurkl5 clearly shows that the proposed scheovidps significant power savings
compared to the baseline scheme in all considered scenhbritact, the baseline scheme cannot

find a feasible solution forVt > 8 dB.

req

C. Average User Secrecy Rate versus Minimum Required SINR

Figure[6 depicts the average user secrecy rate of the DL anddgts versus the minimum

required DL SINR,T'2L, for a maximum normalized channel estimation errorsgf = 5%

req?

and F}iﬁ = 5 dB. The FD BS is equipped witiNy = 10 antennas. We select the resource
allocation policy withA; = 0.1 and A, = 0.9. The average user secrecy rates for DL and UL
K DL —Sec
users are calculated by averaging the total DL and the totasét¢recy rates, i.e.,k:%
J RUL*SCC

and ZF% respectively. It can been seen that the average DL usescserate increases
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with FPCg since the channel capacity between DL usend potential eavesdropper is limited
to CDL E — 1 bit/s/Hz. Besides, the average UL user secrecy rate depmrigsveakly onFreOl

due to the proposed robust optimization. In addition, we para the average DL and UL user
secrecy rates of the proposed scheme with the minimum ejiit. and UL user secrecy rates,

i.e., logy(1 4+ T'RE) — max{R

req

} andlog,(1 + T'UE) — maX{Rtol _}, respectively. As can be

toly, m req

seen, although the CSI of the DL eavesdropping channels,aveselropping channels, and CCI
channels is imperfect, the average user secrecy rate achlay the proposed scheme fulfills
the minimum required user secrecy rate in both DL and UL whichfirms that the security
of both links can be guaranteed simultaneously. This is duhé robustness of the proposed
optimization algorithm design. On the other hand, the liaselcheme achieves a higher secrecy
rate than the proposed scheme]ﬂﬁg ranges fron2 dB to 12 dB. However, to accomplish this,
the baseline scheme requires exceedingly large transmwéngoat both the FD BS and the UL
users compared to the proposed scheme, cf. Figure 3. Betidesuperior performance of the
baseline scheme in terms of secrecy rate also comes at teasxpf a extremely high outage
probability. In particular, the baseline scheme is alwaygsasible wheri“?e{;l is larger thanl2
dB, cf. Figure[4.

FigurelT illustrates the average user secrecy rate versusitimum required UL SIN req,
for a maximum normalized channel estimation errowgf = 5% and a minimum required DL
SINR of FPCg = 10 dB. The system setting is the same as for Fiddre 6. It can be the

the average UL user secrecy rate increases Wjﬁ;\ since the channel capacity between UL
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userj and potential eavesdropper is limited to C}:™* = 1 bit/s/Hz. Besides, the average
DL user secrecy rate is not sensitive to the increasE}{ggf. Similar to Figurd B, the proposed
scheme achieves a higher average user secrecy rate thamiheum required user secrecy rate
despite the imperfect CSI which confirms the robustnesseoptbposed scheme for guaranteeing
communication security. The baseline scheme achieves aghigher average user secrecy rate
than the proposed scheme and simultaneous DL and UL seamsntission can be guaranteed
when Tl < 8 dB. However, the baseline scheme consumes significantjedabL and UL
transmit powers than the proposed scheme, cf. Figlre 5d8gsthe baseline scheme incurs
again a high outage probability. In fact, the baseline s@&heannot guarantee communication

security if [l is larger thar8 dB since it always becomes infeasible.

D. Average Transmit Power versus Maximum Channel Estimdfiwor

In Figure[8, we investigate the average transmit power qopson versus the maximum
normalized channel estimation erraf,, for a minimum required DL SINR of D\ = 10 dB
and a minimum required UL SINR df: = 5 dB. The FD BS is equipped wittNy = 10
antennas. We select again the resource allocation politty yi = 0.1 and A, = 0.9 to give
preference to the total UL transmit power minimization. As1de observed, the average total
DL and UL transmit powers increase with increasing maximwimmmalized channel estimation
error, k2. In fact, with increasing imperfectness of the CSl, it is mdifficult for the FD BS

to perform accurate DL beam steering. Hence, the FD BS triamshe information signal and

the AN with higher power to satisfy the DL Qo0S requirements &m guarantee transmission
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security in both DL and UL. On the other hand, the higher t@al power causes more SI
to the UL reception. As a result, the UL users are forced tastrat with higher powers to
satisfy the minimum required receive SINR at the FD BS. Asthar baseline scheme, feasible
solutions can only be found fe,, < 12% which indicates that the maximum channel estimation
error tolerance is much lower than for the proposed scherasidBs, for the baseline scheme,
a significantly higher power is consumed for both DL and Ulnsmission compared to the
proposed scheme even if the problem is feasible.

VI. CONCLUSIONS

In this paper, we studied the power efficient resource dilogalgorithm design for enabling
secure MU-MIMO wireless communication with an FD BS. Theoaihm design was formulated
as a non-convex MOOP via the weighted Tchebycheff method.prbposed problem aimed at
jointly minimizing the total DL and UL transmit powers for l@eving simultaneous secure DL
and UL transmission. The imperfectness of the CSI of the sshepping channels and the CCI
channels was taken into account for robust resource aitocatgorithm design. The proposed
MOOP was solved optimally by SDP relaxation. We proved thatglobally optimal solution can
always be obtained or constructed by solving at most two €or8DP optimization problems.
Simulation results not only revealed the trade-off betwt#entotal DL and UL transmit power
consumption, but also confirm that the proposed FD systewiges substantial power savings
over a baseline scheme. Furthermore, the simulation sesohlfirmed the robustness of the
proposed scheme with respect to imperfect CSIl. More imptiytaour results revealed that an
FD BS can guarantee secure UL transmission which is not lpessith an HD BS.

APPENDIX
A. Proof of Proposition 1

We start the proof by rewriting constraints C3 and C4 as
. 1r H ROY (@) “1/27 H ~1/2\ - oR0x
C3: det(In,+X,, L, WiL,,) <2 **m <= det(In,+X,, "/ “L,, WL, X, /%) <2 *m (36)

UL UL
Ca: det(Iny+PX; e; mell ) <20 L det(Ty,+ P X, 2e; mel!, X;12) <2l (37)

7,m m

respectively(a) and(b) hold due to a basic matrix equality, namelyt(I+AB) = det(I+BA).
Then, we study a lower bound df (36) arnd](37) by applying tHeiong Lemma.

Lemma 3[[1B]:For any semidefinite matriA > 0, the inequalitydet(I + A) > 1+ Tr(A)
holds where equality holds if and only Kank(A) < 1.
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We note thatX,,"/*LZ W, L,,X,,"/> = 0 holds in [36). Thus, applying Lemma 3 fo136) yields
det(Ty, + X Y2LAW, L, X ?) > 1 + Te(X,/*LEW, L,, X 1/?). (38)

As a result, by combinind (36) and (38), we have the followimglications
Te(X;, 2LAW, L, X;72) < P L4\ (X 2LEWLL,, X1 2) < P

= XL Wil X0 2 0l = L Wik 2 605X, (39

where \,...(A) denotes the maximum eigenvalue of matAxand (c) is due to the fact that
Tr(A) > Amax(A) holds for anyA = 0. Besides, ifRank(W;) < 1, we have

Rank(X,,'*LiT WL, X, ?) - < min{Rank(X;g”Lg),Rank(kamX;l/z)}

< Rank(W,L,, X %) <1. (40)

Then, the equality in({38) holds. Besides, M1(3%)(X,,"*LZW, L, X,.""*) < ¢PL are equiv-
alent with A, (X5 *LEW, L, X;,"%) < €L . Therefore, [[36) and(39) are equivalent if
Rank(W)) < 1.

As for constraint C4, we note th&ank(P; X, %e; e’ X..'/?) < 1 always holds. Therefore,

by applying Lemma 3 td_(37), we have
det(In,, + P;X; % et X12) =1 4+ Tr(PX; V2 el X 1/2). (41)

j,m*rm j,m*rm

Then, by combiningl(37) and_(#1), we have the following iroations:
C4 = Tr(PX,ejmel X, 11?) < ¢Th = Auax(PX,) e el X12) < ¢

Jm*tm 7,m*rm
= PX, e el X 12 <y = Piejnell 2 TEX,. (42)
B. Proof of Proposition 2

To facilitate the presentation, we defisg,, € H'* andT,, € H'* asS;,, = Pje;nel,
andT,, = (£/% —1)X,,, respectively. If there exists a Hermitian math%; ,, € H"® satisfying

ym

constraintsC4a andC4b, then constraint€4a andC4b imply
Cda<= x"(S;,, — M;,.)x <0, and Cab<= x"(M,,, — T,,)x <0, (43)

wherex € CV=*1 js any non-zero vector. Frorh_(43), we have
x7 (S — Ti)x <0< C4:S;,, < T,. (44)
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C. Proof of Theorem 1

The SDP relaxed version of equivalent Probl8nn (38) is jointly convex with respect to
the optimization variables and satisfies the Slater's caimgt qualification. Therefore, strong
duality holds and solving the dual problem is equivalentdlvisg the primal problem [25]. For
obtaining the dual problem, we first need the Lagrangiantfanof the primal problem in[(35)

which is glvelg by J K

K
L= MOy T(Wi) =Y Tr(Rey, (Wi Z, Py, 00)Der,) + Yy > Te(pW HE V,H)

k=1 k=1 j=1 k=1

M K K
- ) ) TR, (W Ztkm)Dag, ) — > Tr(WiYy) + A, (45)
m=1 k=1 k=1
Here,A denotes the collection of terms that only involve varialthes are independent &V y;

andd; are the Lagrange multipliers associated with constrai2tsu@ C9, respectively. Matrices
Dy, € CUTDXUH) and Dy, € CVrHAm)x(Nr i) are the Lagrange multiplier matrices for
constraintsC1 andC3, respectively. Matrixy,, € CVt>Nt is the Lagrange multiplier matrix for
the positive semidefinite constraint C7 on mati,. For notational simplicity, we defin& as
the set of scalar Lagrange multipliers for constraints C%, &d C10 andpb as the set of matrix
Lagrange multipliers for constrain®1, C2,C3, C4a,C4b, C6, and C7. Thus, the dual problem

for the SDP relaxed problem if_(B5) is given by

maximize minimize L\W ., Z, M, ., P, 7T, 0k, tiem, @y Bjim, ¥, <I>>
V>0,220 W, ,ZeHNT M, ,,eHVR, 9

Pj’Tﬁékvtk,m‘ﬂj,'nwﬁj,nb
sty 0;=1 (46)
i=1
Constrainty_?_, 6; = 1 is imposed to guarantee a bounded solution of the dual profi&].
Then, we reveal the structure of the optimal, of (38) by studying the Karush-Kuhn-Tucker

(KKT) conditions. The KKT conditions for the optimaV; are given by:

Y, Doy Diy =0, 41,6, >0, (47)
Y W;=0, (48)
Vw:L=0, (49)

C1y’
Vw: L denotes the gradient of Lagrangian functinwith respect to matrixWj. The KKT

whereY;, Di- Dts o, andd; are the optimal Lagrange multipliers for dual problém] (46),

condition in [49) can be expressed as

*

J M D*
MO I, + Z 10;pHg; diag(V;)Hgp + Z Br, F;’Lk’m By =Y;+By, F]SIik Bl .  (50)
m=1

reqy reqy

Jj=1
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Now, we divide the proof into two cases according to the valtie\,. First, for the case of

*

M
. . : C3jom
A = E ,uijg diag(V;)Hg + E B, DL it

=1 m=1 reqy

0 < M\ <1, we define
J

By ., and II; = \0:Iy, + A}, (51)

for notational simplicity. Then[(30) implies s _
Y* =1II; — By, rClk B/ . (52)
reqp,

Premultiplying both sides of (52) by, and utilizing (48), we have

Wi = W:B D*kaH 53
ke — kPhy DL ( )
reqy

By applying basic inequalities for the rank of matrices, tbkowing relation holds:

DClk BH )

Freqk

Rank(W:) ¢ Rank(W:IIY) = Rank <Wthk

(0) Dm DCI

< & < k
mm{Rank(Wk) Rank (Bhk o B! )} Rank (Bhk o B! ) (54)

where(a) is due toIT; > 0, (b) is due to the basic resuitank(AB) < min { Rank(A), Rank(B)},

and (c¢) is due to the fact thamin{a, b} < a. In order to further reveal the structure W in

D*
(&4), we study the rank cBhk%BHk which is given by

Rank (By, ]F)Clk Bl ) = Rank ([0 Ty ]PDSle B/ )
reqy, req
2 min { Rank ([0 h,]), Rank (?gng )} © Rank (o m])<1, (9

reqy,

where for(d) and (e), we used the same results as oy and (¢), respectively. By combining

(54) and [(Bb), the rank oW; is given by

D C1
Rank(W?) < Rank <Bhk o thk) <1 (56)

reqy,

We note thatW; # 0 for qu > 0. Thus,Rank(W7}) = 1.
Then, for the case oA; = 0, we show that we can always construct a rank-one optimal

solutionW;*. We note that the problem ifi_(85) with = 0 is equivalent to a total UL transmit
power minimization problem which is given by

minimize E P;

kazeHNTij,meHNR7 j=1
Pj 0k stk m»,myBim

st.  C1,C2C3 C4 C5C6,C7,C9 Cl0 (57)

We first solve the above convex optimization problem andiolitee UL transmit power’;*, the

DL beamformimg matriXW7, the AN covariance matri%*, and the optimal auxiliary variables
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which are collected IE* £ M L 0% T O s Bi b+ If Rank(W7) = 1, Vk, then the globally
optimal solution of problem(21) fok, = 0 is achieved. Otherwise, we substitute*, Z*, and

E* into the following auxiliary pro}lglem:

minimize Y Tr(Wy) + Tr(Z")
Wi cHNT =1

st C1 C2C3 C4 C5 C6,C7,C9 C10 (58)

Since the problem ir ($8) shares the feasible set of prol&f)) problem[(5B) is also feasible.
Now, we claim that for a giverP;*, Z*, and 2* in (&8), the solutionW;* of (&8) is a rank-
one matrix. First, the gradient of the Lagrangian function &8) with respect toWV;* can be
expressed as I Dz;

Y™ = II;* — By, rClk B[ (59)

reqy

D**
WhereH,’g* =TIy, + A and A = Y7 |y pHY diag(V;)Hg + Y, Br,, FS" ~Bf , and

D*C*1 : D%k, , and u;* are the optimal Lagrange multipliers for the dual problerr(]@).

Premultlplylng both sides of (59) by the optimal soluti®¥i;*, we have
Dz
WL = WiBy, FC1"B (60)
reqy,

We note thaflI;* is a full-rank matrix, i.e.IT;* > 0, and [60) has the same form &sl(53). Thus,
we can follow the same approach as for the casé ef \;, < 1 for showing thatW;* is a
rank-one matrix. Also, sincdV;* is a feasible solution of (57) foP;*, an optimal rank-one

matrix W;* for the case of\; = 0 is constructed.
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