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Abstract

To keep the hardware costs of future communications systearsageable, the use of low-cost
hardware components is desirable. This is particularlg fior the emerging massive multiple-input
multiple-output (MIMO) systems which equip base statioBSg) with a large number of antenna
elements. However, low-cost transceiver designs willferraccentuate the hardware impairments which
are present in any practical communication system. In thfgep we investigate the impact of hardware
impairments on the secrecy performance of downlink masklM&O systems in the presence of a
passive multiple-antenna eavesdropper. Thereby, for el the legitimate users, the joint effects
of multiplicative phase noise, additive distortion noissd amplified receiver noise are taken into
account, whereas the eavesdropper is assumed to empldyhateavare. We derive a lower bound for
the ergodic secrecy rate of a given user when matched filt&) @ata precoding and artificial noise

(AN) transmission are employed at the BS. Based on the deawalytical expression, we investigate
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the impact of the various system parameters on the secrézyana optimize both the pilot sets used
for uplink training and the AN precoding. Our analytical asmnulation results reveal that 1) the
additive distortion noise at the BS may be beneficial for therecy performance, especially if the
power assigned for AN emission is not sufficient; 2) all othardware impairments have a negative
impact on the secrecy performance; 3) despite their subdéptto pilot interference in the presence
of phase noise, so-called spatially orthogonal pilot sagaes are preferable unless the phase noise is
very strong; 4) the proposed generalized null-space (NS)pAdt¢oding method can efficiently mitigate

the negative effects of phase noise.

This work has been in part presented at The 17th IEEE Intemet\Workshop on Signal Processing Advances in Wireless
Communications 2016 (SPAWC 2016) [1].
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I. INTRODUCTION

The emerging massive multiple-input multiple-output (MM architecture promises tremen-
dous performance gains in terms of network throughput aretggnefficiency by employing
simple coherent processing across arrays of hundreds orteeeisands of base station (BS)
antennas, serving tens or hundreds of mobile termihald3R];Thereby, physical layer channel
impairments such as fading, additive Gaussian noise, dadenence are averaged out in the limit
of an infinite number of antennds [2]-/ [5]. As an additionah&ft, massive MIMO is inherently
more secure than conventional MIMO systems, as the largle-ssmtenna array equipped at
the transmitter (Alice) can accurately focus a narrow andational information beam on the
intended terminal (Bob), such that the received signal pawBob is several orders of magnitude
higher than that at any incoherent passive eavesdroppe) (B} Unfortunately, this benefit
may vanish if Eve also employs a massive antenna array f@asdavpping. In this case, unless
additional measures to secure the communication are takéxlide, even a single passive Eve
may be able to intercept the signal intended for Bab [7], [8].

Since security is a critical concern for future communmmatsystems, facilitating secrecy
at the physical layer of (massive) MIMO systems has recesigdificant attention recently.
Physical layer security for conventional (non-massiveM@ transmission has been extensively
studied in the literature, e.d.|[9]=[11]. A large systemrseg analysis of MIMO systems was
provided in [12], [13]. Thereby, availability of Eve’s chael state information (CSI) at Alice
was assumed, which is an optimistic assumption in pracfegficial noise (AN) generation
[14] was employed to provide physical layer security in atiregll massive MIMO system with
pilot contamination in[[7] for the case when Eve’s CSI is nabwn. Thereby, it was shown
that secure communication can be achieved even with simpkehed filter (MF) precoding
of the data and null-space (NS) precoding of the AN. Nevéatise it was revealed in [15]
that significant additional performance gains are possilille more sophisticated data and AN
precoders, including polynomial precoders. Furtherméwd;aided jamming of Rician fading
massive MIMO channels was investigated[in/[16]. In the candé massive MIMO relaying, the
work presented in_[17] compared two classic relaying sclseme., amplify-and forward (AF)
and decode-and-forward (DF), for physical layer securiithvimperfect CSI at the massive

MIMO relay. While [7]- [17] assumed that Eve is passive, tleecalled pilot contamination
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attack, a form of active eavesdropping, was also considarte literature. In particular, several
techniques for detection of the pilot contamination attaeke proposed in_[6]. Moreover, the
authors in[[18] developed a secret key agreement protoa# e pilot contamination attack,
and the authors in_[19] proposed to encrypt the pilot sequencorder to hide it from the

attacker. Several techniques for combating the pilot comtation attack at the physical layer
of a multi-cell massive MIMO system were proposed[in! [20].

All aforementioned works on secure massive MIMO are basedhenassumption that the
transceivers of the legitimate users are equipped withepeiiardware components, i.e., the
effects of hardware impairments (HWIs) were not taken irdocoant. Nevertheless, all practical
implementations do suffer from HWIs such as phase noisentmqadion errors, amplification
noise, and nonlinearities [21]. These impairments are @rpeto be particularly pronounced
in massive MIMO systems as the excessive number of BS argemad&es the use of low-
cost components desirable to keep the overall capital eipeas for operators manageable.
Although HWIs can be mitigated by analog and digital sigmalcessing techniques [22], they
cannot be removed completely, due to the randomness imdeodby the different sources of
imperfection. The remaining residual HWIs can be modelled bombination of phase noise and
additive distortion noises at the transmitter and the vexdP2]. Several works have investigated
the impact of HWIs on massive MIMO systems [21], [[23]- [26heTimpact of phase noise
originating from free-running oscillators on the downlip&rformance of massive MIMO systems
was studied in[23] for different linear precoder designsn§&tant envelope precoding for massive
MIMO was studied in[[24] and [25] with the objective of avaidi distortions caused by power
amplifier nonlinearities at the transmitter. The impact o tiggregate effects of several HWIs
originating from different sources on massive MIMO systemas studied in[[21] by modelling
the residual impairments remaining after compensationdalitige distortion noises [22]. The
authors in[[26] presented closed-form expressions for théegable user rates in uplink massive
MIMO systems for a general residual HWI model including bwottltiplicative phase noise and
additive distortion noise. The aforementioned works destrated that HWIs can severely limit
the performance of massive MIMO systems. Thereby, a cruclalis played by the degradation
caused by phase noise to the quality of the CSI estimatesdded precoder design. On the
one hand, phase noise causes the CSI estimates to becomageduttbre quickly. On the other

hand, it may cause a loss of orthogonality of the pilot seqesemployed by the different users
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in a cell for uplink training. To overcome the latter effest-called temporally orthogonal (TO)
and spatially orthogonal (SO) pilot sequences were inyatd in [26]. Furthermore, the impact
of the number of local oscillators (LOs) employed at the rvaskIIMO BS on performance in
the presence of phase noise was studied in [23], [26], whieefffect of HWIs on full-duplex
massive MIMO relaying was considered in [27].

Communication secrecy aspects are not adequately coedideexisting works studying the
impact of HWIs in the context of massive MIMO system desigh][Z23]- [27]. However, if
communication secrecy is considered, an additional angdlarises: Whereas the legitimate user
of the system will likely employ low-cost equipment givinige to HWIs, the eavesdropper is
expected to employ high-quality HWI-free equipment. Thispdrity in equipment quality was
not considered in the related work on physical layer sec{if}t [20] nor in the related work on
HWIs [21], [23]- [2€] and necessitates the development oéwa analysis and design framework.
For example, NS AN precoding, which was widely used to enbdhe achievable secrecy rate
of massive MIMO systems [7]|_[15]| [29], becomes ineffeetin the presence of phase noise.

Motivated by the above considerations, in this paper, weanethe first study of physical layer
security in hardware constrained massive MIMO systemsréliye we focus on the downlink
and adopt for the legitimate links the generic residual HV@del from [22], [26], which includes
the effects of multiplicative phase noise and additiveadtgin noise at the BS and the users.
As a worst-case scenario, the eavesdropper is assumed foyemdpal hardware. Our main
contributions are summarized as follows.

« For the adopted generic residual HWI model, we derive a tmhier bound for the ergodic
secrecy rate achieved by a downlink user when MF data pregodi employed at the
massive MIMO BS. The derived bound provides insight into ithpact of various system
and channel parameters, such as the phase noise variaacadditive distortion noise
parameters, the AN precoder design, the amount of powecad#d to the AN, the pilot
sequence design, the number of deployed LOs, and the nunihesecs, on the ergodic
secrecy rate.

« As conventional NS AN precoding is sensitive to phase noige propose a novel gen-
eralized NS (G-NS) AN precoding design, which mitigates A leakage caused to the
legitimate user in the presence of phase noise at the expéseeduction of the available

spatial degrees of freedom. The proposed method leads ndicant performance gains,
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especially in systems with large numbers of antennas at e B

« We generalize the SO and TO pilot sequence designs fromdagthogonal pilot sequences
with arbitrary numbers of non-zero elements. Although SQuseces, which have no
zero elements, are preferable for small phase noise vasasequence designs with zero
elements become beneficial in the presence of strong phase no

« Our analytical and numerical results reveal that while HWilgeneral degrade the achiev-
able secrecy rate, the proposed countermeasures araveffiectimiting this degradation.
Furthermore, surprisingly, there are cases when the addiiistortion noise at the BS is

beneficial for the secrecy performance as it can have a siefilect as AN.

The remainder of this paper is organized as follows. In $adil, the models for uplink
training and downlink data transmission in the consideradsive MIMO system with imperfect
hardware are presented. In Secfiaoh Ill, we derive a lowendan the achievable ergodic secrecy
rate and introduce the proposed G-NS AN precoder designettidh[IV, the impact of the
various system and channel parameters on the secrecymparfoe is investigated based on the
derived lower bound. In Sectidn]V, the achievable secrety is studied via simulation and
numerical evaluation of the derived analytical expressi@onclusions are drawn in Section VI.

Notation: Superscriptd’ and H stand for the transpose and conjugate transpose, resggctiv
Iy is the N-dimensional identity matrix. The expectation operatiod ¢he variance of a random
variable are denoted b¥[-] andvar|-|, respectivelydiag{x} denotes a diagonal matrix with the
elements of vectox on the main diagonatr{-} denotes the trace of a matrik"*" represents
the space of alln x n matrices with complex-valued elements.~ CN(Oy, ) denotes a
circularly symmetric complex Gaussian vectoe CV*! with zero mean and covariance matrix
3. [A]y; denotes the element in thé" row and!™ column of matrixA. [z]" = max{z,0} and
|z] stands for the largest integer no greater thafinally,
S.

S| represents the cardinality of set

[I. SYSTEM AND CHANNEL MODELS

The considered massive MIMO system model comprised’aantenna BSK single-antenna
mobile terminals (MTs), and aiVg-antenna eavesdropper. The eavesdropper is passive in orde
to hide its existence from the BS and the MTs. Similar[tal [J2B], we assume that after

proper compensation the residual HWIs manifest themsedvabe BS and the MTs in the
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Fig. 1. Uplink training and downlink transmission phase.

form of 1) multiplicative phase noises at transmitter anzkneer, 2) transmit and receive power
dependent distortion noises at transmitter and receiespectively, and 3) amplified thermal
noise at the receiver. The impact of this general HWI modelplink training and downlink

data transmission is investigated in Sectipns]ll-A andllr&spectively, and the signal model
for the eavesdropper is presented in Sedtionl II-C. In thiepave consider a single-cell system.
This allows us to concentrate on the main focus of our woek, studying the impact of HWIs

on physical layer security in massive MIMO systems. Natyréhe obtained results can serve

as a benchmark for multi-cell massive MIMO systems with HWIs

A. Uplink Pilot Training under HWIs

In massive MIMO systems, the CSI is usually acquired via nkpliraining by exploiting
the channel reciprocity between uplink and downlink in tidigision duplex (TDD) model[3],
[5]. Here, we assume that the firBt symbol intervals of the coherence time, which comprises
T symbol intervals, are used for uplink training. Thereby, spdit the training phase int@,
sub-phases of lengths,, 1 < b < B,, wherer’:"1 B, = B, cf. Fig.[d. Furthermore, thé&
MTs are assigned td3, disjunct setsS,, 1 < b < B,, with |S,| < B, and Zfz“l ISy = K.

In training sub-phasé, the MTs in setS, emit mutually orthogonal pilot sequences, =
[wi(1),wr(2), ..., we(By)]T € CBXL |k € S, for which we assume a per-pilot power constraint
|wi(t)|* = p,, Yk, t, whereas all MTs ¢ S, are siIenH. For larger values oB,, the total energy
of the pilot sequences is larger but, as will be shown late,lbss of orthogonality caused by
phase noise becomes also more pronounced. Hdscer equivalentlyB, (assuming a fixed

B) should be optimized for maximization of the secrecy rate NWdte that the proposed pilot

We adopt a per-pilot power constraint, as in practice, systare peak power limited, e.d.] [4]] [S[.]21]. We note thaine

of our results and conclusions may change if an average powestraint for the pilot sequence was employed.
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design is a generalization of the SO and TO pilot designsgseg in [23], [26] which result
as special cases fds, = 1 and B, = B, respectively.

In symbol intervalt € T,, where7, denotes the set of symbol intervals in training sub-phase
b, 1 < b < B,, the received uplink vectoyV"(¢t) € CV*! at the BS is given by

YU () = Y Ox(t)gr(wr(t) + mii (1) + nS(t) + €74(2). (1)
keSy

Here, the channel vector of the" MT, g, ~ CN(0y, 8:Iy), is modelled as block Rayleigh
fading, whereg,, denotes the path-loss. Therely, is assumed to be constant during coherence
time 7 and change independently afterwards. [[h (1), the te@nst), n,"(¢), n,°(t), and
¢YL(t) characterize the HWIs affecting the uplink training phasd are explained in detail in
the following:

1) Phase noiseMatrix
O, (t) = diag <ej9i(t)1lxN/No, e 6j6]1"vo(t)11><N/No> c CNxN )

models the phase noise originating from the free-running eQuipped at the BS and the MTs
[23]. Thereby, we assume that at the BS each grougvV, € Z antennas is connected to
one free-running LOG. (t) = v, (t) + ¢x(t) is the phase noise that distorts the link between the
[*" LO at the BS and thé&'" MT. Adopting the discrete-time Wiener phase noise mode],[23
in time intervalt, the phase noises at tlié& LO of the BS and thé'" MT are modelled as
Pi(t) ~ CN(¢y(t — 1),07), 1 <1 < N, and gy (t) ~ CN(¢y(t — 1),03), 1 <k < K, whereo,
and ag are the phase noise (increment) variances at the BS and tlse fédpectively.

2) Distortion noise: 7, (t) € C andn*(t) € C"*' model the additive distortion noises at the
k'™ MT and the BS, respectively, which originate from residufiéets after compensation of
HWiIs such as power amplifier non-linearities at the trangwmitjuantization noise in the analog-
to-digital converters (ADCs) at the receiver, etc./[21]sDOrtion noise is modeled as a Gaussian
distributed random process in the literaturel [21],][22].isTmodel has been experimentally
verified in [28]. Furthermore, at each antenna, the diginrtioise power is proportional to the

corresponding signal power, i.epi’ (t) ~ CN(0,v}i") andnS(t) ~ CN(Oy, X)°), where

K
O = TE(OF] and X = KPS S Bl () IRE™ @
k=1
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Here, R} = diag (|g}|% . .., |g'|?), wheregi denotes the'™™ element ofg;, and parameters
xMT kBS > 0 denote the ratio between the additive distortion noiseavae and the signal
power and are measures for the severity of the residual HWIs.

3) Amplified thermal noise: £€""(t) ~ CN(0y, £€""1) models the thermal noise amplified by
the low noise amplifier and other components such as mixdateateceiver([26]. Therefore, the
variance of this noise is generally larger than that of theadhermal noise?, i.e., ¢ > o2

For channel estimation, we collect the signal vectors veckduring theb'® training phase

in vectore, = [(y""(By_y + 1))7, ..., (y"(B,)T|T € CBN>1 b =1,...,B,, where B, £
Zﬁ’zl B; and B, = 0, and define the effective channel vector at tites g, (1) = ©(t)g;.. With
these definitions, the linear minimum mean-square errorNIQ&) estimate of the channel of

MT k € S, attimet € {B+1,...,T} (i.e., during the data transmission phase) can be written

as [26]

&:(t) = Elgn(0)9ll] (Elpyypll]) " 9y = (Brwl0% S, @ Iy) b, 4)
where
02 402 o 02 102 o
O, = diag <e— Bl e 4’|t—Bbl) and By = > B, (Wh + Up) + €V ,.
keSy
5)

2
Uw+

02
Here, we adopted the definitiofev?]; ; = w;(i)wi(j)e= "z "1, i, j € {1,... B}, andU? =
(52" + £2%)pr L,

Considering the properties of LMMSE estimation, the chaeaa be decomposed gs(t) =

g.(t)+e(t),t=1,..., B, whereg.(t) denotes the LMMSE channel estimate given[in (4) and
ex(t) represents the estimation errgy, () and e, (t) are mutually uncorrelated and have zero

mean [21, Theorem 1]. The error covariance matrix is given by
Elex(t)er ()] = Br (1 — Brwi! Oy By ' Ogywi) I (6)

Egs. [)4(6) reveal that fdiS,| > 1 ando}, o7 > 0, the channel estimate of thé" MT contains
contributions from channels of other MTs emitting theiropél in the same training sub-phase,
i.e., the pilots interfere with each other although the tedipilot sequences are orthogonal. This
loss of orthogonality at the receiver is introduced by thagghnoise via matric@f,(t) andW?,
and can be avoided only by enforcing that in any sub-phasge mm¢ MT emits its pilots, i.e.,
|Sy] = 1, 1 < b < B,. In particular, for the caseS,| = B, =1, 1 <b < B, = B, for symbol
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intervalt € {B+1,...7T}, the LMMSE channel estimate of MF € S, can be simplified to
o3+l

A o p'rﬁk:e_ 2
gi(t) = MT | ,.BS

p'rﬁk:(l TRy TR

with yVL(¢) given in [3), i.e.,gx(t) is not affected by the channels of other MTs despite the

t-b)
T yE(b), (7)

phase noise. The corresponding error covariance matriglgies to

—(02 +02)[t—b|
Elex(t)ey (t)] = B (1 - pTﬁk(ﬁTfk;“Tw—l— ;1;,8) n gUL) In. (8)

Egs. [4) and[{7) reveal that the channel estimate dependsnert.tAs a consequence, ideally,
the channel-dependent data and AN precoders employed Yanlidd transmission should be
recomputed in every symbol interval of the data transmisgibase, in accordance with the
corresponding channel estimate, which entails a high ceatipnal complexity. Therefore, in
the following, we assume that data and AN precoders are ctadfnased on the channel estimate
for one symbol intervat, (e.g.,to = B + 1) and are then employed for precoding during the
entire data transmission phase, i.e..ffar {B+1,...,T}. For notational conciseness, we denote

the corresponding channel estimatedy= g (to), k = {1,..., K}.

B. Downlink Data Transmission and Linear Precoding

Assuming channel reciprocity, during the downlink datasraission phase, the received signal
at thek'™ MT in time intervalt € {B +1,...,T} is given by

e (1) = g OF (t)(x +n;° (1)) + i (1) + &74(1). (9)

In @), similar to the uplinkni(t) ~ CN(Oy, X7°) and nT () ~ CN(0, v} (¢)) denote the
downlink distortion noise[[21] at the BS and th& MT, respectively, where

Y75 = kP diag (X1, ..., Xyn)  and ol (t) = &) g () Xgk(t) (10)

with X = E[xx] and X;; = [X];;,i = 1,..., N. Furthermore£P (t) ~ CN(0, £P¥) represents
the amplified thermal noise at the" MT. For simplicity of presentation, we assume that
parameters:>°, xMT, and¢Pr are identical for all MTs.

The downlink transmit signat € C¥*! in (@) is modeled as

x = \/pFs + /qAz € CN*!, (11)
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10

where the data symbol vecterc CX*! and the AN vectorz € Ct*t, L < N, are multiplied

by data precodeF € CV*X and AN precoderA € CV*L, respectively. As we assume that
the eavesdropper’s CSl is not available at the BS, AN is tep¢to degrade the eavesdropper’s
ability to decode the data intended for the MT5 [7],/[15].][ZBhereby, it is assumed that the
components o andz are independent and identically distributed (i.i.d.) glegly symmetric
complex Gaussian (CSCG) random variables, s.e;,CN(0x, Ix) andz ~ CN(0;,1;). In (11),

p = ¢Pr/K andq = (1 — ¢)Pr/L denote the power assigned to each MT and each column
of the AN, wherePr is the total power budget angl € (0, 1] can be used to strike a balance

between data transmission and AN emission. Combiring (&d)(8) we obtain

K
et (t) = vk (Ofisk+ > voel (Ofisi+/agl () Az+gy (nS )+ () +EM (1), (12)
14k

wheres;, andf, denote thek!" element ofs and thek™ column of matrixF, respectively.

C. Signal Model of the Eavesdropper

We assume that the eavesdropper is silent during the toajtiase, i.e., fot € {1,..., B},
and eavesdrops the signal intended for MTduring the data transmission phase, i.e., for
te{B+1,...,T}. Let Gg denote the channel matrix between the BS and the eavesdroppe
with i.i.d. zero-mean complex Gaussian elements havingavee Sz, where g is the path-
loss between the BS and the eavesdropper. Since the céipahii the eavesdropper are not
known at the BS, we make worst-case assumptions regardengatflware and signal processing

capabilities of the eavesdropper with respect to commtinitca@ecrecy. In particular, we assume

the received signal at the eavesdropper at tiree{ B + 1,...,7'} can be modelled as
yu(t) = GE®™(t)(x +n,5(t)) € CV&, (13)
where ¥ (t) = diag <ej¢1(t)1lTxN/No, L, evNe® 11T><N/No>' Thereby, we assumed that the eaves-

dropper employs high-quality hardware such that the onlyl$i&fe the phase noise and the
additive distortion noise at the BS. EQ.{13) also impliext the thermal noise at the eavesdropper
is negligibly small [7], [15], [29]. Furthermore, we assuri&t the eavesdropper has perfect
CSl, i.e., it can perfectly estimate the effective eavegpen channel matriG 2 ¥# (¢), and can

perfectly decode and cancel the interference caused by Bl &kcept for the MT of interest
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11

[7], [15], [29]. These worst-case assumptions lead to areuppund on the ergodic capacity of

the eavesdropper in time intervabiven by

Cp(t) = Ellogy(1 +ve(t))] (14)

where
Yi(t) = pgh(t) (GEE (1) (qAAT + YPW(1)Gp) " (gh(t)” (15)

andgh (t) = f/W(t)Gy. We note that since we assumed that the thermal noise atdbivee of

the eavesdropper is negligibleg(¢), and consequentlg's(t), are independent of the path-loss
of the eavesdroppefi;. Furthermore, we observe from {15) that the additive diEtomoise at
the BS,nPS(t), with co-variance matrix("S, affects the ergodic capacity of the eavesdropper

in a similar manner as the injected AN.

[1l. ACHIEVABLE ERGODIC SECRECY RATE IN THE PRESENCE OFHWIS

In this section, we analyze the achievable ergodic secraiy af a massive MIMO system
employing non-ideal hardware. To this end, we derive a ldwmmd on the achievable ergodic
secrecy rate in Sectidn II[JA, and present an asymptotidyaigafor the downlink data rate of
the legitimate MTs when MF data precoding is adopted by tharBSection IlI-B. In Section
[M-C] a generalized NS AN precoder is proposed to avoid thel@akage caused by phase noise
for conventional NS AN precoding. Finally, in Sectibn Ill-@ simple closed-form upper bound

for the eavesdropper’s capacity for the new AN precoder es¢mted.

A. Lower Bound on Achievable Ergodic Secrecy Rate

In this paper, we assume that communication delay is tderahd coding over many inde-
pendent channel realizations is possible. Hence, we atepergodic secrecy rate achieved by
a given MT as performance metric [29].

Before analyzing the secrecy rate, we first employ [26, Lenijrta obtain a lower bound on
the achievable rate for the multiple-input single-outpdt0O) phase noise channel given by (9).
In particular, the achievable rate of thé MT, 1 < k < K, in symbol intervak € {B+1,...,T}
is lower bounded by

Ru(t) > Ry(t) = logy(1 + (1)), (16)
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with SINR ~(t) =
p|E [gf (1)

lﬁpE 18 (067] — p E (e (06 + E [l (1) (aAA" + T25)gu(t)] +E [o}iT(0)] + ¢
=1 (17)

The expectation operator ih _(17) is taken with respect tcmobhvectors,g;, as well as the

phase noise processeg,t) and ¢,(t). The rate given in[{16) is achievable because: 1) The
SINR in (I7) is underestimated by assuming that only the BS dfmnnel estimates, while
the MTs only know the mean of the effective channel gﬁih[g,f(t)fk” and employ it for
signal detection. The deviation from the average effectivannel gain is treated as Gaussian
noise having variancg Dgf(t)fk}z} — [E [gf (t)f] | cf. [B], [7], [15], [20]; 2) Following [26,
Lemma 1], we treat the multiuser interference and distortioises as independent Gaussian
noises, which is a worst-case assumption for the calculatiothe mutual information. The
tightness of the bound will be confirmed in Sectioh V. BasedId), we provide a lower bound
on the achievable ergodic secrecy rate of #HeMT, 1 < k < K, in the following Lemma.

Lemma 1 The achievable ergodic secrecy rate of e MT, 1 < k < K, is bounded below
by

RE>RE =5 Y R - Cul)], (18)

te{B+1,..,T}
whereR, (t), 1 < k < K, is the lower bound of the achievable ergodic rate ofitheMT given
in (18) andCx(t) is the ergodic capacity between the BS and the eavesdropgsr ig (14).
Proof: Please refer to Appendix B. [ |

The sum in[(IB) is over th& — B time slots used for data transmission. Motivated by the
coding scheme for the non-secrecy casé in [30], a similaingogtheme that supports the secrecy
rate given in[(IB) is described as follows. For a given{B +1,..., T}, the statistics of;.(¢)
in (I7) given the estimatg, are identical across all coherence intervals and the qurneing
channel realizations are i.i.d. Hence, we empgloy B parallel channel codes for each MT; one
code for each time € {B + 1,...,T}, i.e., thet'™ channel code is employed across e
time slots of multiple coherence intervals. Then, at each M& t'" received symbols across
the multiple coherence intervals are jointly decoded [3WUith this coding strategy the ergodic

secrecy rate given im_(18) is achieved provided the paratldes span sufficiently many (ideally
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an infinite number) of independent channel realizatignsand phase noise samplegt) and

Or(t).

B. Asymptotic Analysis of Achievable Rate for MF Precoding

In this subsection, we analyze the lower bound on the achbiewergodic rate of thé'" MT,
1 <k < K, in [@8) in the asymptotic limitV, K — oo for fixed ratio 5 = K/N. Thereby, we
adopt MF precoding at the BS, i.€;, = gx/||gk||, as is commonly done for massive MIMO
systems because of complexity concerns for more sophistigaiecoder designs. In the following
Lemma, we provide a closed-form expression for the gain efdésired signal.

Lemma 2 For MF precoding at the BS, the numerator[of] (17) reflectimgydain of the desired

signal at MTk € S, 1 < b < B,, can be expressed as

02 JH72
E [gf OF (1)f,] = /BN A, - e 7 1710l where A = Buwf O, X100 wr.  (19)
Proof: Please refer to Appendix C. [ ]

The terme—@“—m in (T9) reveals the impact of the accumulated phase noise tie time
of channel estimation,, to the time of data transmissiof),on the received signal strength at
MT k. On the other hand, the phase noise within the training patisets)\;, and consequently
the received signal strength, v'@f,(to) and X, cf. (8), when multiple pilot sequences are
simultaneously emitted in a given training sub-phase. Imtrest, when TO pilots are adopted,

i.e., only a single user emits pilots in each training subgghandB, = 1, 1 < b < B, \; in

(@9) reduces to\, = PG +E§}€’jﬁ§s) waun and is not affected by the phase noise.
Next, an expression for the multiuser interference poweahenfirst term of the denominator
of (I7) is derived.
Lemma 3When MF precoding is adopted at the BS, the power of the osétiinterference

caused by the signal intended for the MT, [ # k, at MT k€ S,, 1 < b < B,, is given by

[}gk )fl}} <5k+(x,§12+x<2>+x,§}) (%H)),Mesb (20)

. o2 | Biwleb s luls el
and by 3, otherwise. Hereg = ¢ 7ult=tol  x () — & — “0) LX® - N
’ l a(to) a(to) ’ °
prwilet  x-leb
Biwi'® U(tO) 1W Zy U(to) il andX =N (1 — L) . e (0
"-’{{ o (tg 2 a(t yw kit No leeg(to)E; a(to)wl
Proof: Please refer to Appendix D. [ ]
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Lemma 3 confirms that when the number of BS antennas is suffigiarge, i.e.,N — oo,
as long ag ¢ Sy, the impact of the multiuser interference from the MT vanishes, as is
commonly assumed in the massive MIMO literature, é.9. ], However, the same is not true
for MTs that emit pilots in the same training sub-phase asMTe., MTs! € S,. Because of
the impairment incurred by the phase noise during the trigiphase, the interference power of
these MTs grows linearly withv-and does not vanish compared to the strength of the desired
signal in [19) in the limit of N — oc.

Furthermore, for the summand with= £ in the sum in the first term of the denominator of
(@7), we obtaink [\gf@f(t)fk\z} =

H H gkg/? 1—c¢
E [tr (gk(to)gk (to)‘I’tO (t)A—leltO(t))} = Bk + Br(N — 1)\ ( + e) ) (21)
&l N,

where k € S, and ¥, (¢) is defined in Appendix C. The last equality in {21) is obtained
by applying Theorem 1 in Appendix A [34]. The variance of tha@ngof the desired signal,
gH e/ (t)f,, is obtained by subtracting the right hand side[of (21) fréva $quare of the right
hand side of[(19).

The two terms in the denominator ¢f{17) originating from the/Is at the BS and thé'"

MT, i.e., ny’*(t) andn)}'(t), respectively, can be calculated as
E [lgf ©F ()X Ox(t)gr|] = Aurc®Pr and  E[opif ()] = B Pr. (22)

Substituting the results in_(19)-(22) intb {17), we obtde received SINR at Mk € S, in

symbol intervalt as

_ PN Bk
pﬁk(ak -+ Ck) + qLIXN -+ 5k(HPS + /<L7MT)PT + §DL7

Vi(t) (23)

with

1—e€
ap =Y (1 + (X,S} + X +X,§f”}) ( - e) /ﬁk) + (K —[S)), (24)

N,
1S, °

cn = (1 - Ni) (1—€) + [(N = DA +1] <1NOE + e) ~ Ny, (25)

— _ (2 2 _ . .
where ), = \e @ todl=l  Fyrthermorea, and c; represent the multiuser interference re-

ceived at thek'" MT and the variance of the gain of the desired signal, resmygt Moreover,
the termLk = E [gf@f(t)AAH(ak(t)gk] in (Z3) represents the AN leakage in the received
signal of thek'™™ MT in time slott. This term will be characterized in detail for the considere
AN precoders in Section III-C.
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C. Generalized NS AN Precoding

The AN leakage terni% in (23) depends on the particular AN precoder used. Thezefor
this subsection, we first evaluafé, for the conventional NS precoder, whefeis designed
to lie in the NS of the estimated channel vectors of all Mgs,1 < k£ < K, which is the most
common design used in the literaturé [7],[15]./[29]. Suhssdly, we propose and analyze the
G-NS AN precoder design which is less sensitive to HWIs thendonventional NS design.

The AN leakage incurred by the conventional NS AN precodegiven in the following
Lemma.

Lemma 4 For the conventional NS AN precoder, whete= N — K [7], [15], [29], the AN
leakage power received at M € S, in time intervalt is given by

L’;Nzﬁk(N—K)<(1—Ni) (1—e)+1—)\k). (26)

o

Proof: Please refer to Appendix E. [ ]

In Lemma 4, the terms and )\, reflect the negative impact of the HWIs on the AN power
leakage. If only one LO is employed, i.eN, = 1, the impact ofe is eliminated. However,
the negative effect ot increases as the number of LQE,, increases since the phase noise
processes of different LOs are independent destroying ttiegonality of the columns oA
andgi(t), 1 <k < K.

This problem can be mitigated by employidd, NS AN precoders where each precoder
encodes the data signals intended for the antennas codntecf€,/), LOs. Thereby,N, is
assumed to be a multiple éf,, i.e., N, /M, € Z. The resulting AN preorder is referred to as G-
NS AN precoder. More in detail, for the G-NS AN precoder, weidk each channel estimation

vector,g,, 1 < k < K, into M, sub-vectors

T T 77
o= [ () () o ()] @)

whereg!™ ¢ CV/Mox! which contains thé(m — 1)N/M, + 1) to the (mN/M,)™* elements
of g, for 1 < m < M,. Correspondingly, we split matriA into M, sub-matrices as follows

T

with A, € CN/Mox(N/Mo=K) 11 <y < M, i.e., we havel = N/M, — K. Now, matrix A,
is designed to lie in the null-space af™, 1 < k < K, i.e., Apmgl™ = 0,1 < k < K,
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1 <m < M,. For M, = 1, the G-NS precoder simplifies to the conventional NS precode
On the other hand, for/, = N,, the antennas connected to each LO have their own NS AN
precoder.

The AN leakage of the G-NS precoder is analyzed in the folhguiemma.

Lemma 5 For the G-NS AN precoder, where = N/M, — K and1 < M, < N,, the AN

leakage power received at M € S, in time intervalt is given by

L’;N:ﬁk<%—l{) ((1—%)(1—e)+1—Ak). (29)

Proof: Please refer to Appendix F. [ ]

Several observations can be made framl (29). First, we nate #s expected, fob/, = 1,
(29) reduces to[(26). Second, the negative impact of theephaise viac on the AN leakage
can be completely eliminated by choosing, = N,. Third, the G-NS precoder requires the
calculation of M, null spaces of dimensioV/M, x K. Hence, the computational complexity
increases with\/,. We will elaborate on the optimal choice af, in Sectiong IV and V.

Remark 1We note that the proposed G-NS AN precoder is not optimahemaximization of
the achievable secrecy rate. Nevertheless, the G-NS AN @ee@chieves high performance and
facilitates the derivation of closed-form expressiondifierachievable secrecy rate, which provide
substantial technical insight for system design. Optingzihe AN precoder for maximization
of the secrecy rate [35] is an interesting topic for futurerkwo

The achievable rates of M% € S, in time slot¢ with conventional NS and G-NS precoding
are obtained by inserting_(26) and (29) info](23), respebtivHence, for the proposed G-NS

precoder, we obtain

B M@ N
Bi(t) = log, (1 * (ar + cr — Bug)d + B + §k) ’ (30)

where i, = ({- — K) <(1 — %) (1—€)+1-— )\k), & = BT + K+ EPV/(BrPr)), and
8=K/N >0,

D. Upper Bound on the Eavesdropper’s Capacity

In the following Proposition, we provide a tight and tradeabpper bound on eavesdropper’s

capacity.
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Proposition 1 For N — oo and (G-)NS AN precoding, the eavesdropper’s capacity i) (14
can be upper bounded as

pNg
qL—i‘FLPSPT—XNE

(14 PVL + (895K
(1+ &kPS)gL + kPSpK
(31)

for ¢L + kP5Pr > xNg, and whereL, = N — K and L = N/M, — K for the conventional NS
and the G-NS precoders, respectively.

Cp(t) < Ok = log, (1 + ) , with x =

Proof: Please refer to Appendix G. [ ]
We observe from[(31) that, as expected, the capacity of thesdeopper is increasing in the
number of its equipped antennagg. Another non-trivial observation is that the bound prodde
in Proposition 1 is no longer a function of time slot indexdue to the worst-case assumption
that the eavesdropper has perfect instantaneous CSI,atfoSifl-C. Interestingly, when no AN

is injected, i.e.g = 0, (31) reduces to

Ng )
=lo 1+ =, 32
4=0 52 ( kS (K — Ng) (32)

for K > Npg. For perfect BS hardware, we havé®® — 0 and Cr — oo making secure

Cr

communication impossible. Hence, if AN is not injected, HWWhay in fact be beneficial for
secure communication as the distortion noise at the BS iketAN and may facilitate secrecy.
This surprising insight will be studied more carefully irethext section. Furthermore, the number
of independent distortion noise processes at the BS is eqube number of userdy. Hence,

K > Ng is needed to prevent the eavesdropper from nulling out te®uion noise and for
achieving secrecy.

The Worst-g:rase ergodic secrecy rate achieved by AVili time slott is lower bounded by
{Ek(t) —54 , WhereR, (t) andC'p are given in[(3D) and(31), respectively. Hence, although
the CSI and location information of the eavesdropper asdutmebe not available at the BS,
with the proposed transmission strategy, the BS can st@ltantee the derived worst-case ergodic
secrecy rate in the presence of HWIs. In non-worst-caseasiosn higher ergodic secrecy rates

are expected.

IV. GUIDELINES FORSYSTEM DESIGN

In this section, we exploit the analytical results derivedhe previous section to gain some

insight into the impact of the various system and HWI paramsetn system design. To this end,
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we carefully study the closed-form lower bound on the ackidy ergodic secrecy rate obtained

by combining [(18),[(30), and_(B1).

A. Design of the Pilot Sequences

Assuming that we assign the maximum number of users to eadhing sub-phase, i.e.,
|Sy| = By, the relevant design parameter for the pilot sequencesisitimber of training sub-
phasess,, or equivalently, the size of the training sub-pha&s&szlﬁi‘)1 B, = B. In particular,

B, affects the lower bound on the achievable ergodic rate of il (30) via \;, az, andc,
wherec;, becomes proportional ta, for N — oo, cf. (28). Thereby, close inspection ¢f {19)
reveals that\,, which reflects the power of the received useful signal, ismonotonic inB;.
This can be explained as follows. On the one hand, since thempof each pilot symbol is
constrained, i.e.|w:(t)]* = p,, Vk,t, the sum power of the pilot sequence per MT increases
with B,. On the other hand, for largelB,, more MTs are allowed to emit pilots in training
sub-phasé introducing more mutual pilot interference due to phaseorhis has an adverse
effect on the quality of the channel estimate and consefjuent the power of the received
useful signal. Similarly, close inspection &f {24) revetiat a;, which reflects the multiuser
interference incurred to the™ MT, is a monotonically increasing function d$,, as a lower
channel estimation accuracy caused by more mutual pilerference, gives rise to stronger
multiuser interference. Considering the behaviour\gf a;, and ¢, and their impact on the
achievable ergodic rate of M in (30), we conclude thaB,, 1 < b < B,, should be optimized
and the optimal value depends on the channel and HWI paresndieereby, the optimaB, is
decreasing in the phase noise variano@sand 03), as the degradation introduced by concurrent
pilot emission by multiple MTs is increasing in these partare This conclusion will be verified
in SectionV-B by numerically evaluating (/18).

B. Selection of\/, for G-NS AN Precoding

The number of G-NS AN precoding sub-matricés,, 1 < M, < N,, employed affects the
achievable ergodic secrecy rate via the AN leakddg in (29) and via the (bound on the)
eavesdropper capacity in (31). The AN leakage is a decreasing function with respedt,,
i.e., as far as the AN leakage is concernéfl,= N, is preferable. On the other hand, since the

dimensionality of the G-NS AN precoder is given by= N/M,— K, the eavesdropper capacity
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is an increasing function a7, cf. (31), which has a negative effect on the ergodic secraiey
Hence,M, has to be optimized. Since the eavesdropper capacity ddedepend on the phase
noise, we expect that the optim&l, increases with increasing BS phase noise variam@eas
ai affects the AN leakage viain (29). This conjecture will be numerically verified in Siect

C. Secrecy in the Absence of AN

In [[7], [15] it was shown that if perfect hardware is employagection of AN is necessary to
achieve secrecy. In particular, without AN generation, amaorst-case assumptions regarding
the noise at the eavesdropper, the eavesdropper capacibpainded. On the other hand, we
showed in Sectiof II[-D that in the presence of HWIs the edr@sper capacity is bounded
since the distortion noise generated at the BS has a sinffiecteas AN. Motivated by this
observation, in this section, we calculate the maximum remd eavesdropper antennas;
that can be tolerated if a positive secrecy rate is desir¢dowt AN emission.

If AN is not emitted, we have> = 1 or ¢ = 0. In this case, the proposed lower bound on the

ergodic secrecy rate of the" MT in time intervalt simplifies to

. XkN (0% *
=0 {logQ (1 " ay + cx +§kz) ~logz <1 " Ry (6 — 04)) ] ' &)

wherea = N /N denotes the normalized number of eavesdropper antenndse liollowing

R (t)

Proposition, we provide a condition for the number of eavgspler antennas that has to be met
for secure communication to be possible.
Proposition 2 If AN is not generated, the maximum number of eavesdropp&rmas that
the k' MT can tolerate while achieving a positive ergodic secretg isN; = |axxN |, where
M NKES B
MeNEPS + ag + o + &
Proof: First, we note tha?, (¢) is a decreasing function @f Hence, considerindg_(18), it is

(34)

QAN =

t=B41

sufficient to ensure?, (B + 1) > C for achieving a positive ergodic secrecy rate. Eql (34) is
obtained by settind (33) to zero and observing tRgt (¢) is a decreasing function of. ®

Eq. (33) clearly shows that the additive distortion n(%i:soehﬂt BS is essential for achieving
a positive secrecy rate if AN is not injected agx = 0 results ifx25 = 0. On the other hand,

aax is a decreasing function of all other HWI parameters, k&5, x)'", k)", £PF, 07, and
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ai, as the corresponding HWIs affect only the achievable ecgmate of the MT but not the
ergodic capacity of the eavesdropper. We note ¢hat is an increasing function of since the

dimensionality of the additive distortion noise at the B$iisportional tog.

D. Maximum Number of Eavesdropper Antennas

Now, we consider the maximum number of eavesdropper ardetinad can be tolerated if a
positive ergodic secrecy rate is desired and AN injectiopassible. Combinind (18)[ (80), and

(31), the lower bound on the ergodic secrecy rate in timevate can be expressed as

sec _ Xk’QSN _ qub ’
)= o (1 i re) o (1 s ) (LS’)

BS\2(1_ 42 BS\2 /2
where ' = L 00 WL 060,

Proposition 3 If AN injection is possible, a positive secrecy rate can beieved by the:"

MT if the number of eavesdropper antennas does not extged | ..V |, where
B (1+ &BSNL

 L/N (g, + £MT + k8BS + €PL /(B Pr)) + AN (1 + B9) le=p+1
and¢ — 0, i.e., almost all transmit power is employed for AN generati

(36)

aSCC

Proof: Exploiting again thatR,(¢) is a decreasing function dfit suffices to consider the
ergodic secrecy rate far= B + 1. Then, an expression far,.. is obtained by settind?;*(¢)
in (39) to zero. This expression is monotonically decre@sm ¢ and hence can be further
simplified by letting¢ — 0 which yields [(36). [ ]
Proposition 3 reveals that, as expected, the number of éemser antennas that can be
tolerated increases with the channel estimation accuriey X;) and the number of spatial
dimensions available for AN (i.el,). Furthermore, similar tasy, o IS @ decreasing function
of the HWI parameters,®, x}'", x)'", ¢PY, 07, and o}, and an increasing function of®.

r 1

However, unlikeaan, ase. IS independent off.

E. Number of LOs

The number of LOs)N,, affects the ergodic secrecy rate via the tewpsc,, and ;. in the
achievable ergodic rate ia (80). FoF — oo, a;, and¢;, are decreasing functions éf,, i.e., less
multiple access interference is caused if more LOs are graglovhereas the AN leakage term

1 1S an increasing function iv,. Therefore, considering the specific form of the denominato
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of the fraction inside the logarithm if_(B0), the optimalwelof V,, which maximizes the ergodic
secrecy rate, depends @n In particular, for a given\/,, for ¢ = 1 no AN is injected andu,
cancels in the expression for the achievable ergodic ra@0dn Hence, in this case, the ergodic
secrecy rate is a monotonically increasing functiom\gf i.e., increasing the number of LOs is
beneficial. On the other hand, for a givéf,, for ¢ < 1, the optimalN, maximizing the ergodic
secrecy rate can be found by performing a numerical searsbdban [(3D).

We note that by employing G-NS AN generation and enforcliig= N,, we can avoid the
harmful effect of the multiple LOs on the AN leakage tepm. In this case, the achievable
ergodic rate of the MT becomes an increasing functionfgf= N,. However, at the same time,
the number of dimensions available for AN injectidn= N/M, — K, is a decreasing function
of M, = N,. Therefore, the optimal/, = N, maximizing the ergodic secrecy rate has to be

found again by a numerical search.

F. Are HWIs Beneficial for Security?

Since the HWI parameters’®, x}'", )T, ¢PF, o7, ando?, only affect the legitimate user but
not the eavesdropper, the corresponding HWIs are alwaysngettal to the ergodic secrecy rate.
However, the additive distortion noise at the BS affectdhlibe achievable ergodic rate of the
MT and the capacity of the eavesdropper. Hence, it is notaipdear if this HWI is beneficial
or detrimental to the ergodic secrecy rate. The followingp®sition provides a criterion for
judging the benefits of the additive BS distortion noise.

Proposition 4 For time intervalt, non-zero additive BS distortion noise with smaf® > 0,
kPS — 0, is beneficial for the achievable ergodic secrecy rate ofitheMT if and only if

1— Ng/L ay(NAr¢ +7)
1—(1—-2¢)Ng/L 82NN
wherey = (ay + cx)d + B (1 — @) + Bk + €V /(B Pr)).

Proof: For additive BS distortion noise to be beneficial for a giviemetintervalt and small
k25 > 0, the derivativedR;*(t)/0xP® at k2% = 0 has to be positive. Assuming;*(t) > 0,
this condition leads t@R,(t)/dr;>|ps_g > 0C /9K | 55—y, Which can be further simplified

to (37). [

Remark 2: We note that the criterion in Proposition 4 only guarantdest additive BS

(1-=¢)1—=Ng/L—(1-Ng/L— Ng/K)$| x , (37)

distortion noise with small positive™® is beneficial. The ergodic secrecy rat@;  (t), is in
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general not monotonic irS and largers>> may be harmful even if smalt®® are beneficial,
see Section VFE. Furthermore, since the right hand side@f i€3always positive, we conclude
that additive BS distortion noise with smalf® is always beneficial when = 1, i.e., when AN

is not injected.

V. NUMERICAL EXAMPLES

In this section, we provide numerical and simulation restdt verify the analysis presented
in Sectiond 1l and_IV and to illustrate the impact of HWIs dmetergodic secrecy rate. For
the numerical results, we numerically evaluate the arytexpression for the lower bound
on the ergodic secrecy rate obtained by combining (18),, (80) (31). For the simulation
results, we employ Monte Carlo simulation and evalugté (i8)g R;(t) = log,(1 + (1))
andCx(t) = log,(1+~vg(t)) with v, (¢) andvg(¢) given by [1T) and(15), respectively, for000
independent channel realizations. For simplicity, in thégtion, we assume that the path-loss
for all MTs is identicaly, i.e., 5, = 1, 1 < k < K, and the coherence block length is equal
to 7' = 500 time slots. Typical values for the phase noise incrementdstal deviationsg,,

o, Used include).06°, which was adopted in the long-term evolution (LTE) speatfns [33],
and 6°, which corresponds to strong phase noise according to [32], Furthermore, typical
values for the additive distortion noise'™ = xB5 = kB = kMT include {0, 0.052,0.15?} [21],
whereas the amplified receiver noise was sef'to = ¢PY = 1.58¢2 [26], with ¢ = 1. The
specific values of the adopted system and HWI parametersravédpd in the captions of the

figures.

A. Capacity of Eavesdropper for G-NS AN Precoding

Fig. [2 depicts the eavesdropper’s ergodic capacity, as a function ofg for G-NS AN
precoding withM, = {1,2,4}. Besides results for the analytical upper bou@g, from (31),
we also show simulation results f@ry by averaginglog,(1 + vg) over 5,000 independent

channel realizations, wherg; is given by [(15). From Fid.]12 we observe that the proposedmuppe

2Although the analytical results presented in this papervalie for unequal path-losses, for the presented numerésallts,
we employ equal path-losses in order to be able to focus ointpact of HWIs on the achievable ergodic secrecy rate. The
investigation of this impact is the main objective of thigppa and unequal path-losses do not provide any additios#dhts

in this regard.
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Fig. 2. Capacity of the eavesdropper vs. the normalized Fig. 3. Achievable ergodic ratéy, anda, vs. phase

number of MTspj for a system withV = 128, N, = 4, noise standard deviatioa, = o, for different pilot

Ng = 16, Pr = 10 dB, ¢ = 0.25, k% = 0.15%, and designs for a system withV = 128, N, = 2, Ng = 16,

G-NS AN precoding withM, = {1,2,4}. K =B=16, p, = Pr/K, Pr =10 dB, ¢ = 0.5, and
kS = kES = M = MT = 0.05%.

bound on the capacity of the eavesdropper is very tightheuaniore, as expected, the ergodic
capacity of the eavesdropper is an increasing functiof/gfsince the number of dimensions
available for AN generation. = N/M, — K, is a decreasing function af/,. In fact, since

L = N/M,— K > Ng is needed for successfully jamming the eavesdropper)pe= 4, we
depict the ergodic capacity of the eavesdropper onlydor 0.125. Nevertheless, as will be
shown below, choosind/, > 1 may still be beneficial as far as the ergodic secrecy rate is
concerned as the achievable ergodic rate of the MT is anastrg function of)M,,.

B. Achievable Ergodic Rate of MT for Different Pilot Designs

Next, we investigate the impact of the general pilot desigioduced in Sectiof 1I-A on
the lower bound of the achievable ergodic rate of the constti®¥T given in . Note that
the capacity of the eavesdropper is not affected by the disign. For simplicity, we assume

equal duration for all training sub-phasé$, = B/B,, b € {1,...,B,}, and B = K. The same

3We note that all results obtained by numerically evaluatimg analytical expressions derived in this paper were eekrifiy

simulations. However, the simulation results are not idetliin all figures for clarity of presentation.
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number of users is assigned to each training sub-phasegli@ Rive show the achievable ergodic
rate of a MT in training seSp, as well as the corresponding, which reflects the power of the
received useful signal, and,, which reflects the multiuser interference. Resultsfgr= 1 (SO
pilots), B, = 2, andB, = 16 (TO pilots) are shown. As predicted in Sectlon V-A, the rnuder
interference,, is monotonically decreasing iB, as largerB, improve the robustness against
phase noise during the channel estimation phase, whiclvab@tter suppression of multiuser
interference via MF precoding. Somewhat surprisingly, #gr= o4 < 5°, a; is a decreasing
function of the phase noise variance. This may be attribtdete fact that phase noise prevents
the coherent superposition of the multiuser interfereneeegated by different MTs such that
large interference values are avoided. On the other hand,fe- o, > 5°, the detrimental effects

of the pilot interference caused by the loss of orthogondtit B, < 16 outweigh this positive
effect anda,, increases with the phase noise variance. Xgii.e., the received signal power, we
observe from Figl13 that the optimal, depends on the phase noise variance. In particular, for
small phase noise variances, small are preferable since the increased pilot power outweighs
the loss of orthogonality during training. On the other hafwt large phase noise variances,
eventually TO pilots become optimal as the preserved odhality during training becomes
crucial. The behaviour of, anda, is also reflected in the behaviour of the achievable rate of
the considered MT. In particular, for the considered sysparameterspB, = 1, B, = 2, and

B, = 16 are optimal foro,, = 04 < 6°, 6° < 0y = 04 < 21°, andoy, = 04 > 21° (Which is not

a practical range), respectively. Hence, in practice, thnal B, can be found by evaluating

30).

C. Optimal Power Allocation to Data and AN

Fig.[4 shows the achievable ergodic secrecy rate as a foraftitne power allocation parameter
¢ for SO and TO pilots and different phase noise variances.SGANl precoding with)M, =
N, = 2 is adopted. The curve for ideal hardware components,4ie. = xB5 = gMT = gMT =
oy =04 = 0, is also provided for reference. We investigate the optjpealer allocation between
data transmission and AN emission for the maximization ef éhgodic secrecy rate achieved
for different phase noise levels. When the phase noisenegisgs small, i.e.g;, = 0, = 0.6°,
SO pilots outperforms TO pilots for all values ¢f However, this is not true for stronger phase

noise. We also observe that the optimal valuedanaximizing the ergodic secrecy rate is only
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Fig. 4. Achievable ergodic secrecy rate gsfor SO and Fig. 5. Achievable ergodic secrecy rate vs. number of
TO pilots and a system witl = B = 4 , N = 128, BS antennas for G-NS AN precoding and a system with
No =M, =2, Ng =4, p- = Pr/K, Pr = 10 dB, and K=B=4,Ng=4,N, =16, B, =1, p, = Pr/K,
KPS = kBS = gMT = gMT — 0.152, Pr =10 dB, andxPS = k85 = gMT = gMT = 0.152.

The optimal¢ is adopted.

weakly dependent on the phase noise variance.

D. Achievable Ergodic Secrecy Rate with G-NS AN Precoding

In Fig.[d, we show the ergodic secrecy rate achieved with GANSprecoding for different
values of}M, as a function of the number of BS antennas. The cases of weak ¢, = 0.6°)
and strong ¢, = o4 = 6°) phase noise are considered. For weak phase noise, usyegvialues
of M, becomes beneficial only for large numbers of antennas, Niex 200, as for smaller
numbers of antennas the positive effect of larger value®/pbn the AN leakage is outweighed
by their negative effect on the number of spatial dimensiaveilable for AN precoding. On
the other hand, for strong phase noise, the AN leakage isfangd its mitigation by choosing
M, = N, = 16 is beneficial already fotN > 150. These observations are in line with our
theoretical considerations in Sectibn TV-B. FId. 5 also feoms the accuracy of the derived

analytical expressions for the ergodic secrecy rate.
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Fig. 6. aax andasec vs. the normalized number of MTs Fig. 7. Achievable ergodic secrecy rate vs. BS distortion
B for SO and TO pilots and a system with = 128, noise parameter>° for a system withV = 128, K =
Mo = 2, pr = PT/K, PT =10 dB,UZ/, =0¢ = 60, and B = 32, NE = 4, No = Mo = 2,p-,— = PT/K, PT =10

KPS = kBS = gMT = gMT — 0.152, dB, andxES = kMT = gMT = 0.152.

E. Maximum Tolerable Number of Eavesdropper Antennas

Fig. [8 depicts the (normalized) maximum tolerable numbera¥esdropper antennas for
achieving a positive ergodic secrecy rate for the case witAd generationo,y, and the case
with AN generation,a,.., as a function of the (normalized) number of usets,Results for
channel estimation based on SO and TO pilots as well as tree afaso phase noiser(, =
o, = 0°) are shown forN, = 2 and N, = 4 LOs. First, we note that, as expected from our
considerations in Sectidn IVLE, for the case without Ap=£ 1), increasingN, from 2 to 4 is
beneficial, i.e., the number of tolerable eavesdroppernaake increases. In contrast, if AN is

injected, N, = 2 is preferable. Second, AN generation is beneficial and inggahe robustness

against eavesdropping, i.ev.. > aan. Third, as expected from Sections IV-C dnd V-0,
is a monotonically increasing function of whereaso,.. is independent of3. Fourth, for the
considered example of weak phase noise, SO pilots outpertfoe TO pilots for all considered

cases.
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F. Is Additive Distortion Noise at the BS Beneficial for S&gar

In Fig.[d, we show the achievable ergodic secrecy rate asaidumnof the BS distortion noise
parametersS, for different phase noise variances and different powlecation factorsp. For
comparison, the achievable ergodic secrecy rates with@idBtortion noise (i.e.x25 = 0)
are also shown. Fid.] 7 shows that if the power allocated to &Nubstantial (e.g¢ = 0.05),
the additional distortion noise has a negative effect onetflgwdic secrecy rate. On the other
hand, if the power assigned for AN is not sufficient (eqg= 0.25), non-zero additive distortion
noise at the BS is beneficial as the distortion noise actsddditional AN. In particular, for
¢ = 0.25, o, = 0.06°, we obtain for the left hand side and right hand side[of (8B and
1.66, respectively, which we represent @s52, 1.66). Correspondingly, we obtain faf = 0.25,
oy = 6° and¢ = 0.05, o, = 0.06° and¢ = 0.05, o, = 6° the tupels0.52, 2.53) and(0.80, 0.16)
and(0.80, 0.35), respectively. These values and the results in[Big. 7 stdgas[37T) can indeed

be used to predict whether or not BS distortion noise is beaéfi

VI. CONCLUSIONS

In this paper, we have investigated the impact of HWIs sucimakiplicative phase noise,
additive distortion noise, and amplified receiver noise lo@ $ecrecy performance of massive
MIMO systems employing MF precoding for downlink data tnamssion. To mitigate the loss
of pilot orthogonality during uplink training if multiple Mis emit pilots concurrently, a gen-
eralized pilot design was proposed. Furthermore, to avoedAN leakage caused by the loss
of orthogonality between the user channels and the NS ANopexcif multiple noisy LOs are
employed at the BS, a novel G-NS AN precoding scheme wasdated. For the considered
system, a lower bound on the achievable ergodic secrecyofatee users was derived. This
bound was used to obtain important insights for system desigluding the impact of the pilot
sequence design, the AN precoder design, the number of l@sha various HWI parameters.
The following general conclusions can be drawn: 1) Additilvstortion noise at the BS may
be beneficial for the secrecy performance especially ielitr no AN is injected; 2) all other
HWIs have a negative impact on the ergodic secrecy rate; Sitdetheir susceptibility to pilot
interference in the presence of phase noise, SO pilots aferpble except for the case when the

phase noise is very strong; 4) if the number of BS antennasfigiently large, the proposed
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G-NS AN precoder outperforms the conventional NS AN precddethe presence of phase
noise.

Interesting extensions of this paper which could be stuiddture research include the impact
of HWIs on the physical layer security of multi-cell massivdMO systems, pilot sequence
design under an average power constraint, and optimal ANopex design for secrecy rate

maximization under HWIs.

APPENDIX
A. A Useful Theorem from Free Probability Theory
Theorem 1[34]: If (U, V) e CV are free from(Y,Z) € CV, thenTr (UYVZ)

Tr (U)Tr (V) Tr (YZ) 4+ Tr (Y) Tr (Z) Tr (UV) — Tr (U) Tr (V) Tr (Y) Tr (2Z) (38)

whereTr (+) = limy oo tr (+) /N.

B. Proof of Lemma 1

The ergodic secrecy rate achieved by the MT in symbol intervalt € {B +1,...,T} is
given by [7, Lemma 1]
Rie(t) = E [[Ry(t) — logo(1 +ve(t)]"] > [E[Rk(t)] — Cr(t)]" 2 [Ry.(t) = Cr(®)]" = Bi“(1),
(39)
where R;(t) is an achievable lower bound fdt;*(¢), and(a) uses[(dB). By averaging;e(¢)
over all symbol interval$ € {B +1,...,T} we obtain Lemma 1. This completes the proof.

C. Proof of Lemma 2

The expectation given in_(19) for € S, is calculated a& {gf e (t)fk]

SHIOH (M o oH
) E{gk l’I‘Ifo (|1|t)gk ej(dm(t)—dm(to))} ® ¢ (E[ﬁﬁgiﬂ ]E{@g(t)b E{ej(%(t)—(ﬁk(to))]
8k gk
o'i+0'i

= VBNA, ezl (40)

whereW, (t) = diag <ej(¢1(t)‘¢1(t0)>1fo/No, o ej(wzvo(w—wm(to))1lTxN/NO) and ), is defined in
Lemma 2. In[(4D){a) exploits that the channel estimate and the estimation arsouncorrelated
[21], and (b) exploits the mutually independence gfgi’, ¥ (¢), and e/(#x")=2x(t0))  This

to

—
S

completes the proof.
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D. Proof of Lemma 3

In (17), the term reflecting the interference caused by thaaiintended for MT] € S, to
MT k € S, can be expanded @[\gf@f(t)fl\z] =

~ 2 ~ oA H
i _ g8
E g;?(to)‘l’g(t) HgHeJ(m(t) )| | — | {tr (gk(to)g,f(to)\llg(t) ||fl§l |l|2lIltO(t))}
o (] st x| 1 :
- B + — — B | Ey [ <—tr \IIH(t) ) }, (41
Bwl Ol B 0N, \wiN N (23 (1)

whereX; = @w{f@g(m)z;l@IN, and(a) exploits Theorem 1 from free probability theory, since
the phase drift matrice®,,(¢) and ¥,/ (¢) are free fromg,(to)g} (o) and ﬁ;’g|l|2 For notational
simplicity, we definel = E [tr (X g (to)g (to) X9, )], which can be further expanded as
I = E[tr (Yiie! Yugrgr)] + tr (BXXy(Zp — B (W + U})) @ In) +
E [tr (X gigl X (U} @ diag (o, 0)))] (42)

where
Y, = 0} (t0)X; [OF (By—1 + Dwr(By—1 + 1), ., @f(to)wk(to)]T- (43)

Denoting thet'™ column of Iy by e/ € CV*!, the first term on the right hand side ¢f142),

denoted by/;, can be expanded as

L= Y [5Xel © Il [BXiel @ In)L % wi(b)wi(b2)O (1, na, by, ba, to)
ni,n2,b1,b2
2
= |tr (BeXi(Of iy wi @ In))|” + tr (BiX]" X, (W @ Ly))
N
+ Z Bilen ) "X, (W — Oy wikwi ©4 ) @ ey (en,)) X[Tel), (44)
|n1 n2‘<NO

where the expectation with respect to the phase ®ifty;, 1, b1, b2, ty), depends on the number
of LOs, N,, and is given b)@(nl,ng, bl,bg,to) =

2 2
+o
ll) (p‘bl—bz‘

e

|ny —no| < rL

E {6921 (b1)—0, 1 (to)—0,2 (b2)+6,2 (to)} _

2
+o‘
d’ 2 tg— bilp— d)lto ba|

e \nl—ng\ > .
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Furthermore, we rewritdJ? = (kM7 + xB%)p, 37 el (e/)" and diag (g,il),...,g,gN)> —

SN [(eN)H g |2eN (eN)H. Using these results in the third term on the right hand sid@2),

n=1
denoted byl,, we obtain
N

L = Bitr (XX (UL @1y)) + Y Bilel)X, (U} @ e) (e))) Xel). (46)
n=1
Applying (44) and [(46) in[(41) and exploitin@{ (+tr (@g(t)))z} = 1= + ¢, we obtain the
result in Lemma 3 fokk,l € S,,.

For the case of ¢ S, the multiuser interference term simplifies to

A

g (to) Wl (t) ||gl i ICHORENCY)
0 ~
g

E||gf0f (t)f]’] = E

] = [k, (47)

where the last equality follows from the independencegpf g, | ¢ S,, and \If{j(t). This

completes the proof.

E. Proof of Lemma 4

The AN leakage power received at th& MT in time slot¢ can be expanded as

Lin(t) = E [tr (&g i (DAAT®, (1)] + E [e} (to) Ty () AAT R (ter(to)] . (48)

to to to

By using Theorem 1, the first term ih_(48) can be further expdnaks
Lo, |=ar(1-L)a-a. @9
N I to — Mk N €),

o

BeL + (E [tr (&g AAT)] — BiL) E,,

since phase drift matrice®,,(t) and ¥/ (¢) are free fromg, g’ and AA". Furthermore, we
exploitedg’ A = 0, 1 < k < K, which holds for the NS AN precoder.

The second term in_(48) is equal R L(1 — \;), with )\, as defined in Lemma 2, due to the
mutual independence of the estimation error veeidr,), the phase drift matrix¥, (¢), and

the AN precoderA. Combining these two terms completes the proof.

F. Proof of Lemma 5

For the G-NS AN precoder, we rewrite the leakage power receat thek'™ MT in time slot

t as
M,

- 3 [(6) (6070) Al ol 0] 0)
m=1
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whereg™ e CN/Mox1 contains the{(m — 1)N/M, 4+ 1)™ to the (mN/M,)™ elements of vector
g, 1 <m < M,, and®\™(t) € CN/MoxN/M. s a diagonal matrix with thé(m —1)N/M,+1)

to the (mN/M,)™™ elements of matrixd,(¢) on its main diagonal. Using similar steps as in
Appendix E but withN, /M, substituted byN, for calculation of the expectation terms [n{50),
we obtain [[29). This completes the proof.

G. Proof of Proposition 1

We first adopt Jensen’s inequality to upper bound the eawppdr’s capacity at time interval
t, asCg(t) <log, (1 + E[yg(t)]), with vg(t) given in (15). One further step to simplifyyx(t)]
requires the statistical independence betwg() and the matrixX = GEW (t)(¢AAT +
YTE5)W(1)Gp. We note that the entries dfiz are independent complex Gaussian random
variables. On the other hand, for the G-NS AN precoder, tHanoos of ¥ (t)A ¢ CN*F
form an orthonormal basis. Hend&,2 ¥ () A also has independent complex Gaussian entries,
which are independent from the entriesglf(¢) [9]. Besides, the ternGZ ¥ (1) Y5 (1)G g
converges to a deterministic diagonal matrix fir— oo, which is obviously independent of
gh (t). Therefore,E {gg(t)X‘l(gfg(t))H can be rewritten a& |gh (1)E[X](gk ()|, with
E[X~!] approximated as a scaled identity matrix as’in [7, AppendixT@is leads to the upper
bound given in[(31).
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