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Abstract—In this paper, a new relay-aided secure communica-
tion system is investigated, where a transmitter sends signals to a
destination via an amplify-and-forward (AF) relay in the presence
of an eavesdropper. We consider a general system configuration,
where the source, relay, destination, and eavesdropper are all
equipped with multiple antennas. In the practical scenarios of
unknown eavesdropper’s channel state information (CSI) and
uncertainty of the eavesdropper’s location, we aim to maximize
the expected value of the system secrecy rate over the presumed
distribution of the eavesdropper’s channels, by exploiting the
artificial noise (AN) transmitted by the source and relay nodes.
The system design issue is formulated as a nonconvex stochastic
optimization problem with a source transmission power con-
straint and a nonconvex relay transmission power constraint. A
novel computational method is proposed to solve this challenging
problem. The new method is developed based on an exact penalty
function method together with a parallel stochastic decomposition
algorithm. Numerical simulations are performed to study the
effectiveness of the proposed scheme at various locations of the
eavesdropper. Simulation results show that for most cases, secure
communication can be achieved without the CSI knowledge of
eavesdropper’s channels, and the achievable secrecy rate follows
the trend of a benchmark system where the eavesdropper’s full
CSI is available. In particular, the achievable system secrecy rate
increases with the number of antennas at the legitimate users.
Moreover, the optimal power allocated for the transmission of the
AN increases with the system signal-to-noise ratio. The proposed
computational method achieves a higher system secrecy rate than
a conventional penalty function based approach.

Index Terms—secure communication, amplify-and-forward re-
lay, artificial noise.

I. INTRODUCTION
A. Background

With the growing popularity of mobile Internet, providing
secure communication services has become a critical issue
for system operators and designers. Traditionally, security
in wireless communication networks is mainly realized by
cryptographic techniques applied to the upper layers of the
communication protocol stack utilizing secret keys. However,
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these techniques have a major drawback that secret keys are
often vulnerable to malicious attacks from eavesdroppers.

To improve the security of wireless communication, phys-
ical layer security [1] has attracted much research interest
recently. Physical layer security technologies prevent smart
devices and Internet of Things (IoT) from potential attacks of
eavesdroppers. Probabilistic characteristics of the achievable
secrecy rates and average secrecy rates were presented in [2].
Physical layer security in probabilistic caching was analyzed in
[3]. Three secrecy metrics for secure transmission over quasi-
static fading channels were proposed in [4]. Various techniques
such as relay-aided security [5] and artificial noise (AN)-aided
security [6] have been proposed to increase the system secrecy
capacity.

B. Literature Review

Cooperative relaying is an emerging physical layer security
approach. It is shown in [5] that relaying is capable of
improving the level of physical layer security. This discovery
has led to further research efforts devoted to investigating
the security of relay-aided communications from the physical
layer perspective [7]. A wireless relay can adopt either the
amplify-and-forward (AF) or the decode-and-forward (DF)
strategy for forwarding source messages. For the DF relay-
ing, the optimal weights that achieve the maximum secrecy
capacity were derived in [8] and [9]. The achievable secrecy
rate of an AF relay network in the presence of direct links to
the destination and eavesdropper was characterized in [10].

Cooperative jamming is a promising technology for improv-
ing information secrecy at the physical layer [11]. Cooperative
jamming can reduce the probability of being eavesdropped by
sending jamming signals, while maintaining the fine reception
of intended information. Hence it can efficiently improve
the system secrecy performance [12]. Jamming signals can
be transmitted at the destination to degrade the eavesdrop-
per’s channel [13]. A destination-aided secure transmission
scheme was proposed in [14] where the destination broadcasts
jamming signals concurrently with the transmission of the
confidential messages to protect the confidential messages.

Jamming signals can also be transmitted from the source
in the form of temporal AN [15]. Precoding methods can be
applied to send the AN to the null space of the legitimate
link to enhance the secrecy performance [16]. The optimal
power allocation between the information and jamming signals
for a DF relay system was derived in [17]. A source-based
jamming strategy was proposed in [18] for a dual-hop AF
cooperative network. The optimal distribution of the jamming



signals from the attacker’s point of view was studied in [19].
In [20], a relay-jammer scheme was proposed to improve
the primary user’s secrecy in cognitive radio networks. An
AN-aided precoding strategy employing a full-duplex relay
with imperfect channel state information (CSI) was investi-
gated in [21] to enhance the secrecy performance of wireless
communication systems. In [22], an AN-aided secure on-off
transmission scheme in a wiretap channel was developed. The
secrecy capacity of an AF relay system was studied in two
scenarios in [23] with the AN added either at the source node
or the relay node, and the optimal power allocation between
the confidential signal and the jamming signal is derived to
maximize the secrecy rate. Wireless-powered jammers were
investigated in [24], [25]. Recently, the presence of randomly
distributed non-colluding eavesdroppers has been investigated
in multi-antenna DF relay wiretap channels [26].

C. Contributions

In this paper, we consider secure wireless communications
between a pair of multi-antenna source and destination nodes
aided by a multi-antenna AF relay node, subjecting to individ-
ual transmission power constraints at the source node and the
relay node. This setup is applicable to the scenario where a
powerful relay station assists secure communications between
two wireless terminals.

It is worth noting that in [16], [20], [27], the knowledge on
the CSI of the eavesdropper’s channel is required. However,
in practice, as there is no cooperation between the legitimate
users and the eavesdropper, we cannot obtain the eavesdrop-
per’s CSI, and the location of the eavesdropper can change
over time. To prevent confidential information leakage under
the conditions of unknown eavesdropper’s CSI and location,
the source node transmits AN along with the information
signals. Meanwhile, the half-duplex AF relay transmits its own
AN jamming signal while forwarding the signal-of-interest to
the destination node.

Considering such a practical system setup, we aim at
maximizing the expected value of the system secrecy rate over
the presumed distribution of the eavesdropper’s channels under
the source and relay transmission power constraints. Note that
in practice, there may be mismatch between the actual and
presumed distributions. To the best of our knowledge, this
problem has not been studied before for the system setup
given above. To maximize the signal power received at the
destination node, the source beamforming vector and the relay
precoding matrix are chosen to match the strongest subchan-
nels in the source-relay and relay-destination links. Moreover,
the direct source-destination link is considered in the system
optimization. We show that the system design problem can
be formulated as a stochastic programming problem with a
nonconvex objective function, a source transmission power
constraint and a nonconvex relay transmission power con-
straint. There are two difficulties in this challenging problem.
Firstly, both the objective function and the constraints are
nonconvex. Secondly, the distribution of the eavesdropper’s
CSI is unknown.

To overcome these difficulties, a novel computational
method is developed in this paper. Firstly, an exact penalty

function method is utilized to append the nonconvex relay
transmission power constraint to the objective function, which
leads to a simpler stochastic optimization problem with a
nonconvex objective function and convex constraints. By
observing the structure of the resulted problem, a parallel
stochastic decomposition algorithm is introduced to tackle
the second challenge. The result of the optimization problem
provides the optimal power allocation at the source and relay
nodes for transmitting the AN and the signal-of-interest to
maximize the expected value of the system secrecy rate.

Numerical simulations are performed to study the effective-
ness of the proposed scheme at various locations of the eaves-
dropper. Simulation results show that for most cases, secure
communication can be achieved without the CSI knowledge
of eavesdropper’s channels, and the achievable system secrecy
rate follows the trend of a benchmark system where the eaves-
dropper’s full CSI is available. In particular, the achievable
secrecy rate increases with the number of antennas at the
legitimate users. Moreover, we find out that to maximize the
system secrecy rate, the power allocated for the transmission
of AN increases with the signal-to-noise ratio (SNR) at both
the source and relay nodes. The proposed method consistently
achieves a higher system secrecy rate than a conventional
penalty function based approach. In many cases, the proposed
method also yields a higher secrecy rate than a beamforming
algorithm where the eavesdropper’s CSI is known, but without
applying the AN at the relay node.

Based on our best knowledge, currently there is no wire-
less communication standard explicitly incorporating physical
layer security technologies. Nevertheless, the scheme proposed
in our paper can be applied to general two-hop AF relay com-
munication systems, where the source, relay, and destination
nodes are equipped with multiple antennas.

D. Structure

The rest of the paper is organized as follows. The model
of an AF relay-aided secure communication system with AN
from both the source and the relay nodes is presented in
Section II. The secrecy rate maximization problem is also
formulated in Section II. An efficient algorithm to solve the
optimization problem is developed in Section III. Numerical
examples are presented in Section IV to demonstrate the
performance of the proposed scheme. Finally, we conclude
this paper in Section V.

II. SYSTEM MODEL

We consider a relay-aided secure communication system
in Fig. 1, where the source node sends signals to the des-
tination node via a half-duplex AF multiple-input multiple-
output (MIMO) relay node, and there is an eavesdropper in
the system'. We assume that the number of antennas at the
source, relay, destination, and eavesdropper are N, N,., Ny,
and N, respectively. The channel between the source and

IFor a clear demonstration of the proposed approach, one relay node and
one eavesdropper are considered here. We would like to note that the proposed
approach can be applied to systems with multiple relay nodes and multiple
eavesdroppers.
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Fig. 1. Block diagram of an AF MIMO relay communication system in the
presence of an eavesdropper.

relay nodes is H, between the relay and destination nodes
is G. The direct link between the source and destination
nodes is T, and we denote the channels from the source and
relay nodes to the eavesdropper as A and B, respectively. We
assume that channels H, G, and T are known. However, the
eavesdropper’s channels A and B are unknown, as in practice
there is no coordination between the source and relay nodes
and the eavesdropper to obtain the knowledge of A and B.
To enable secure communication without the eavesdropper’s
CSI, we assume that there is no eavesdropper within a certain
distance to the source node?.

Let us introduce the sinﬁular value decomposiltion (SVD) of
Hand G as H = UhAZVf and G = UgAgi, respec-
tively, where (-)7 denotes the matrix and vector Hermitian
transpose, and the diagonal elements of A}, and A, are sorted
in a descending order. The communication between the source
and destination nodes is completed in two time slots. At the
first time slot, the source node transmits the following signal
vector to the relay and destination nodes

/ Pa —Pp
Xq = \/ﬁV}hlS —+ ﬁvh’iwa (1)

where V), = [v41, V1], P, is the transmission power
available at the source node, s is the signal-of-interest with

E[|s]?] = 1, and w, is the AN vector with E[w,wk] =

In,—1. Here E[] stands for the statistical expectation, I,
denotes the n x n identity matrix, the subscript “1” in vy, 1
denotes the singular vector with the largest singular value,
and “1” in V1 denotes a matrix containing all the other
eigenvectors.

It can be seen from (1) that tr(E[x,x]) = P,, where tr(-)

a
stands for the matrix trace, and the amount of power spent on

transmitting s and w, is p and P, — p, respectively. In (1),

2When the CSI of the eavesdropper is not available, secure communication
may be impossible to achieve if the eavesdropper’s channel is much stronger
than that of the relay and destination nodes, which occurs when the eaves-
dropper is located much closer to the source node than the legitimate users.
This can be seen from the simulation results in Fig. 10 where for certain
source-eavesdropper distances, except for the scheme with the full CSI, the
other three systems considered cannot achieve secure communication, due to
a much weaker channel of the legitimate users. To exclude this situation, we
assume that there is no eavesdropper within a certain distance to the source
node.

vp,,1 18 used to maximize the gain of sending s through H, and
V), 1 is applied such that w, does not affect the transmission
of s to the relay node, as w,, is transmitted through a channel
that is orthogonal to that of s. The received signal vector at
the relay node is given by

Yr = Hxa +n, (2)

where n, is the additive noise vector at the relay node with
E[n,nf] = 021y, and o2 is the noise variance. Substituting

(1) into (2), we have

| P, — 1
Yr = v )\h,lpuh,ls + TfiUh,iAijwa + n, 3)

where U, = [up,1, Uy 1] and Ay, = diag[Ap 1, Ay, 1]. Here
diag[-] stands for a diagonal matrix.

The received signal vector at the destination node at the first
time slot is given by

Yo,1 = Txq +mp 1 €]

where ny ; is the additive noise vector at the destination node
at the first time slot with E[n; 1n//,] = 071y, and o} is the
noise variance at the destination node. By substituting (1) into
(4), we obtain

P, —
yu,1 = /PTvh 15+ Hth,iwa +np1. (5
VN, =

At the second time slot, the relay node linearly precodes y,
with F, superimposes its own AN jamming vector w,, and
transmits the following signal vector to the destination node

X, = Fy, + VBV, 1w, (©6)
where Vy = [vy1,V, 1] and E[w,w/] = Iy _;. Here
we choose F = \/&vg,lule such that the power of s is

maximized at the destination node, as s is transmitted through
the strongest subchannel of G. Furthermore, Vg,i is used such
that w,. does not interfere with the transmission of y, to the
destination node, as w,. is transmitted through a channel which
is orthogonal to that of y,.. Substituting (3) into (6), we have

Xp = /@A 1pVg1s + Vavgufin, + \/BVg,iWr~ @)

From (7), we can see that the amount of power spent on
transmitting the AN vector w, is B(N, — 1), and the total
amount of transmission power consumed by the relay node is

tr(E[xrxf]) =a\1p+ ao? + B(N, —1). (8)

The received signal vector at the destination node at the
second time slot can be written as

Vo2 = Gx, + 132 )

where n; o is the additive noise vector at the destination
node at the second time slot with E[n, onfl,] = 02Iy,. By
substituting (7) into (9), we obtain

H
Yb,2 =1/ aPAp1Ag1Ug18 + 1/ Qg 1Ug 11U, 1Dy

Jr\/BUg,iAgE,iWr +np 9o (10)



where U, = [u,1,U, 1] and A, = diag[\g1,A, 1], From
(5) and (9), the received signals at the destination node over
two time slots are given by

_ [ Yb2
v <.‘/b71>
_ <\/ Oép)\h,1)\g,1llg,1) s

VP TVvh 1
1
vV a)‘gJugJuhH,lnr +\/BUQ,1A;)1WT+HI),2

Pa—p -
No—1 TVh’IWa + nb’1

Y

+

Using the maximal ratio combining (MRC) technique, the
SNR at the destination node can be obtained from (11) as

apAp,1Ag 1

SNRp = ———
" arg 102 + o2

12)

—1

P,—
Pov, vE 1TH+O'§INb> Tvii

N,—1
where (-)~! denotes the matrix inversion.

From (1), the received signal vector at the eavesdropper at
the first time slot is given by

+pva{71TH(

Ye1= AXa + e

| P, —
=/DAv} 15+ N _‘TiAthwa +n.; (13)

where n. ; is the additive noise vector at the eavesdropper at
the first time slot with E[n.n/’|] = 621y, and o2 is the
noise variance at the eavesdropper. The received signal vector
at the eavesdropper at the second time slot can be obtained
from (7) as

Ye2 = Bx, + e 2
= \/MBVQJS + ﬂng,luﬁlnr
+v/BBV, 1w, + 0

where n, > is the additive noise vector at the eavesdropper at
the second time slot with E[nonfl,] = 02Iy,. From (13)
and (14), the received signals at the eavesdropper over two
time slots are given by

Ye = (}’e,1> =hs+v

(14)

Ye,2 (15)

where h is the equivalent channel and v is the equivalent noise
vector given by

h— \/f)AVhﬁl
\ a)\h,lpBVg,l ’

Po—p -
N,—1 Avh,lwa + e

V= . (17)
(ﬁng,luhH,lnr + VBBV, iw, + ne,2>

Based on (15), the SNR at the eavesdropper with an MRC
receiver is given by

SNR. =h"R,'h

(16)

-1

Pa - P
:pvhH,lAH(N — 1AthVhH’1AH+O€INe> AVh71
+adnipv BY (5BV9)1V§%BH
+a0?Bvy v B 4+ 021y) By, (18)

where
R, = E[vv] (19)
1 P —p ~H AH | 2
= diag AV, (VE AR L 52Ty
N,—17 " toh ‘

BBV, VI B +ao?Bv, v B 4021y, |

is the covariance matrix of v in (17). From (8), (12), and (18),
the optimization problem which maximizes the expected value
of the secrecy capacity subjecting to the transmission power
constraints at the source and relay nodes can be formulated as

max %EAyB{[log(l + SNRy) — log(1 4+ SNR,)]*} (20)

Y2
st.0<p< P, O0<a 0<p 21
(22)

ap 1D + aaf +B(N,—1) <P,

where a factor 1/2 is included to consider that two time slots
are used in transmission, P, is the transmission power avail-
able at the relay node, for a real number z, [z]T = max{z, 0},
Ea B{‘} denotes the expectation over the presumed distribu-
tion of channels A and B, since the exact value of A and B
is unknown. Note that as SNR, is a complicated function of
A and B, a closed-form expression of the expectation in (20)
cannot be obtained.

Remark 1: It is worth noting that as the eavesdropper is
assumed to be capable of performing the MRC operation
(18) on the received signals, (20) is a pessimistic value of
the achievable secrecy rate. In practice, it is difficult for the
eavesdropper to obtain the knowledge of Vj, and V. Thus,
the SNR achievable at the eavesdropper is lower than (18).

Remark 2: A single data stream is used mainly to demon-
strate the key idea of the algorithm proposed in this paper.
In general, the data rates from the source node to both
the destination node and the eavesdropper increase with the
number of data streams.

III. PROPOSED ALGORITHM

The problem in (20)-(22) is a stochastic optimization prob-
lem with a nonconvex objective function in (20) and a non-
convex constraint in (22). There are two challenges in this
problem. First, this optimization problem has a nonconvex ob-
jective function and a nonconvex constraint. The second chal-
lenge is that the distributions of A and B in (20) are unknown.
In this section, we develop a novel computational method to
solve this challenging problem. More specifically, for tackling
the first challenge, we construct an exact penalty function from
the constraint in (22) to augment the objective function in (20).
This leads to a simpler stochastic optimization problem with
nonconvex objective function and convex constraints. Then
a parallel stochastic successive convex approximation-based
algorithm [28] is introduced to solve the augmented problem
by observing its structure. Since this approach does not require
the exact distribution information of A and B in (20), the
second challenge is tackled in this step.

By applying the inequality of E{[z]T} > [E{z}]T, it
follows that

—Ea p{[log(1+ SNRy) — log(1 + SNR.)] "}
< —[log(1 + SNRy) — Ea B{log(1 + SNR.)}] . (23)



Using the upper bound (23), the problem in (20)-(22) is
converted to the following problem

mi% —log(1 + SNRy) + Ea g{log(1 +SNR.)} (24)

p,«,
st.0<p< P, O0<a 0<p (25)
(26)

aXp1p + cwf + B(N, —1) < P,.

Note that for simplicity, the factor 1/2 in (20) is omitted in
(24) and the derivations later on. By utilizing an exact penalty
function method introduced in [29] and [30], the problem (24)-
(26) is converted to the following problem with an augmented
objective function

mﬁin —log(1 + SNRy) + Ea B{log(1 + SNR,)}

+e "A(p, o, By €) + 5é? 27)
st.0<p< P, O0<qa 0<p (28)
0<e (29)

where € = [p, a, 3,¢€]T is the vector containing all optimiza-
tion variables, § > 0 is a penalty parameter, 7 > 0 and 6 > 2
are fixed constants. The penalty function e ~"A(p, a, 3, €)+de’
in (27) includes the violation function A(p,«, 3,¢) for the
constraint in (22) defined by

A(p,a, B,€)
= [max{0, @\, 1p + ac? + B(N, — 1) — P, — e*W}]*(30)

where ¢ > 0 and 0 < W < 1 are fixed constants. Different
from the conventional penalty function method, the penalty
function in (27) also includes an additional penalty term Je?.
In addition, ¢ is a decision variable and the violation function
(30) has an extra relaxed term —e*W.

Remark 3: One of the key differences between the exact
penalty function method and the conventional method is that
for the proposed algorithm, there are two penalty factors (e
and ) in the penalty function. One of the penalty factors e
is a variable to be optimized in the problem (27)-(29), while
in the conventional method, there is only one fixed penalty
factor. Moreover, for the exact penalty function method, the
optimal solution can be obtained as the other penalty factor §
is set as a finite number. In contrast, the conventional method
cannot obtain an optimal solution with a finite penalty factor.

The idea of the exact penalty function can be interpreted
as follows. It can be shown from [29] and [30] that if § is
sufficiently large, the solutions of p, a, § from the problem
in (27)-(29) are equal to the solutions of the problem in
(24)-(26). Intuitively, during the process of minimizing the
objective function in (27), since ¢ is fixed and e is a decision
variable, ¢? should be reduced. As a consequence, €~ will
increase, and hence the value of the constraint violation
function A(p, , 8,€) is reduced, leading to the satisfaction
of the following constraint

arp1p+ao? + B(N,. —1) — P, — W < 0.

Remark 4: An optimal solution of the problem in (27)-(29)
is also an optimum of (24)-(26) according to [29] and [30].

Note that the problem in (27)-(29) is a stochastic opti-
mization problem with convex constraints, which is much

simpler than the problem in (20)-(22). By taking advan-
tage of this structure, a parallel stochastic successive convex
approximation-based algorithm [28] is introduced to solve the
problem in (27)-(29). In particular, the variables in £ of the
problem in (27)-(29) are optimized in an iterative fashion.
More specifically, in the tth iteration, a random realization
of C® 2 [A® B®] is taken following the presumed
distribution, and £ is updated as

gD — (1 _ 4ty g oy 3y

where the superscript (¢) denotes the variables at the ¢th itera-
tion, 0 < v(¥) < 1 is a sequence to be chosen, and é(t)(C(t)) is
the solution to the problem of minimizing surrogate functions
[28] as

£y = arggmig fig ™), i=1,....4 (32

where él-(t)(C(t)) and &; are the ith entry of é(t)(C(t)) and
¢, respectively, f;(&; C®) is the surrogate function of the
variable &; as explained below, and =; is the feasible region
of fi.

Remark 5: As the actual distribution of A and B is
unknown, we assume the channel from the source and relay
nodes to the eavesdropper has independent and identically
distributed (i.i.d.) Rayleigh fading, which is commonly used in
practice. In particular, we assume that the source-eavesdropper
distance is similar to the source-destination distance, and the
distance from the relay to the eavesdropper is similar to the
relay-destination distance. Thus, entries in A and B are pre-
sumed to have distributions of CA(0,0%,) and CN (0, 0% ),
respectively, where 0%, and 0%, (known) are the variance
(large-scale path loss) of entries in T and G, respectively.
Apparently, there can be mismatch between the presumed and
actual distribution of A and B, which is studied in Section IV.

For each &;, we denote the objective function in (27) without
the expectation operator as f; s(§;), when all other variables
are fixed. Furthermore, we write f; s(&) = fi.c(&)+ fin(&)s
i =1,...,4, where f; (&) and f;,, (&) are the convex and
nonconvex parts of f; s(&;) with respect to §;, respectively.
Then the surrogate function of ¢; at the tth iteration is given
by

fi(6: €)= pV i o(&) + 9O (6 — ) gin (€ CV)
+H(1=p) (& - &g (6 - 633

where 0 < p(t) < 1is a sequence to be chosen, gi’n(ggt); C(t))
is the gradient of f; ,(&;) at Ei(t) under the channel realization
C(t), T > 0 is a constant, and qut‘” is an accumulation
number updated recursively according to

g\ = (1= pM)gl" ™ + pWg o (6[; €M)

Here gi,s(f,ft);C(t)) is the gradient of f; (&) at f,ft) under
the channel realization C(). It can be seen from (33) that the
surrogate function preserves the convex part of the objective
function in (27), while linearizes its nonconvex part. In fact,
(33) can be viewed as an incremental sample estimate of the
objective function in (27) with respect to the variable &;.

(34)



The details of the surrogate functions for the variables p,
a, f, ¢, and the accumulation numbers ¢;, i = 1,...,4, are
listed in the Appendix. As the surrogate functions in (33) are
convex with respect to &;, they can be efficiently optimized, for
example, through the golden section search method [31]. Note
that as the eavesdropper’s channels A and B are unknown,
they are randomly realized in each iteration. From (31) and
(33), we can see that at each iteration, the variables are updated
as a function of all channel realizations up to this iteration.
Moreover, based on (34), the estimation of the gradient of
the objective function becomes increasingly accurate as ¢
increases.

The procedure of the proposed algorithm is listed in Algo-
rithm 1, where || - || denotes the Euclidean norm of a vector.
It can be shown similar to [28] that Algorithm 1 converges
to a stationary point, if sequences p(*) and (") satisfy a
diminishing step size rule as

p =™ AB =™ 05<m<m <1 (35)

It can be seen from Algorithm 1 that as the value of the
penalty parameter § increases in the outer loop, the penalty for
violating the power constraint in (22) is heavier than that of
conventional penalty function methods. After the completion
of the optimization process, for a certain realization of A and
B, if log(1+SNR;) > log(14+SNR,), then the secrecy rate is
nonzero. Otherwise, the capacity of the eavesdropper’s channel
is larger than that of the destination node. In this case, the
system secrecy rate is zero.

Algorithm 1 Solving the Problem (27)-(29) through the
Proposed Exact Penalty Function Method Combined with the
Parallel Stochastic Decomposition Algorithm.

Input: H, G, T, P., P, 07, 0}, 02, 6,1, 0, ju, W, m1, T2, 7.
Output: p*, o*, 5%, €.
Initialization: 6 = 10.

1: repeat

2 Sett =0 and £€© = 0.

3 repeat

4: Sett:=t+1.

5: Set p<t) and 'y<t) according to (35).

6 Choose a random realization of A, B®) and update £

following (31)-(34).
7. wntil | — g0V )2 < ¢
8. if Oc(t))\h,lp(t> + a(t)af + ﬁ(t)(Nr — 1) — P, <0 then

9: Set p* = p(t), ot =a, B = B(t), e =),
10: Set ¢ = 1.

11: else

12: Set ¢ := 109.

13: end if

14: until 6 > 10% or ¢ = 1.

We can see that most of computations in Algorithm 1 are
spent on Step 6 to update & ® following (31)-(34), which has
a complexity order of O(N2 + N}) based on equations in the
Appendix. Thus, the complexity of the proposed algorithm
is O(k(N2 + N3)), where k is the number of iterations till
convergence.

IV. SIMULATIONS

In this section, we study the performance of the proposed
algorithm through numerical simulations. We compare the

--HF

Fig. 2. Locations of the source, relay, destination, and eavesdropper.

exact penalty function method with a conventional penalty
function approach which solves the following optimization
problem using the parallel stochastic decomposition algorithm

1
min 5[— log(1 4+ SNRy) + Ea g{log(1 + SNR,)}]

b,
+¢Q(p, o, B)
s.t. 0 <p< P,

(36)

0<a, 0<p (37)

where ¢ > 0 is a fixed penalty factor and Q(p,a, ) =
[max{0,a\p1p + ao? + B(N, — 1) — P.}]% It is worth
noting that one of the key differences between the proposed
algorithm and the conventional method is that for the proposed
algorithm, the penalty factor € is a variable to be optimized in
the problem in (27)-(29), while in the conventional method in
(36)-(37), the penalty factor ¢ is fixed.

The performance of the proposed algorithm is also com-
pared with the following two benchmark systems:

o The system where the full CSI of the source-eavesdropper
channel A and the relay-eavesdropper channel B is
available. Obviously, the secrecy rate achieved by this
system is an upper-bound of that of the system in this
paper. Hereafter, we denote this system as “Full CSI”.

o The conventional beamforming scheme, where the source
beamforming vector is c¢;vy, 1, the source artificial noise
vector is c2 V), 1W,, and the relay beamforming matrix is
Cng71ug 1- Moreover, the relay node does not transmit
any artificial noise (8 =0), and ¢y, co, cg are optimized
with the full CSI knowledge of A and B. This system is
denoted as “Beamforming”.

We consider a scenario illustrated in Fig. 2 where the
source, relay, and destination nodes are located on the ver-
tices of an equilateral triangle, while the position of the
eavesdropper varies along the height line of this triangle.
This scenario allows us to investigate the achievable secrecy
rate with respect to the location of the eavesdropper. In
particular, the distance between node ¢ and node j (i # j
and 4,5 € {S,R,D,E}) is denoted as D;;. We choose
Dsr = Drp = Dgp = 100 m. Thus, from Fig. 2, we
have Dsg = Drr = v/d? + 502 m. The channel matrices are
modeled as H = Dgf{/QI:I, G = D;UCDNG, T = D;gz’i‘,
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Fig. 3. Example 1: System secrecy rate versus SNR, N = 3.
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Fig. 4. Example 1: System secrecy rate versus SNR, N = 5.

A = Dgé/ZA, and B = DI_%J%/QB, where ( is the path
loss exponent, H, G, T, A, and B denote the small-scale
Rayleigh fading. Except for the last simulation example, H,
G, T, A, and B have i.i.d. complex Gaussian entries with
zero-mean and variances of 1/N,, 1/N,, 1/N,, 1/N,, and
1/N,., respectively. The SNRs of the source-relay and relay-
destination links are defined as SNRgp = P,/ (Dg R02) and
SNRgp = P,/(D$,07). respectively. In the simulations, we
choose ¢ = 3 and set SNRgr = SNRrp = SNR.

As stated in Remark 5, for the proposed algorithm and the
conventional penalty function approach (36)-(37), since under
the simulation setup 02, = Dg5 /N, and 0%, = Dg$, /N,
the distributions of the entries in A and B are assumed to be

CN(0,D5%/N,), CN(0,Dy5/N,) (38)
respectively. For all simulation examples, we choose N, = 3,
m =07, m =07l,e=10"% and N, = N, = N, = N.
All the numerical simulation results are averaged over 1,000
independent channel realizations.
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Fig. 5. Example 2: Power allocation for the AN at the source node versus
SNR, N = 3.

A. Example 1: System Secrecy Rate versus SNR with Various
Number of Antennas

In the first example, we investigate the system secrecy rate
at various N. We set d = 50v/3 m, and thus, Dgg = Dpp =
100 m. The secrecy rates achieved by the four systems studied
versus SNR are shown in Fig. 3 with N = 3. It can be seen
from Fig. 3 that the secrecy rate of the proposed algorithm
increases with SNR. This indicates that using the proposed
algorithm, secure communication is achievable even without
the knowledge of the eavesdropper’s channels. We can also
observe from Fig. 3 that the secrecy rate gap between the
two full CSI systems increases with SNR. At high SNRs,
the proposed algorithm has a higher secrecy rate than the
beamforming system with full CSI and § = 0. This indicates
the importance of employing jamming signal at the relay node
to confuse the eavesdropper.

Fig. 4 shows the secrecy rates achieved by the four systems
tested with NV = 5. From Figs. 3 and 4, we can see that the
system secrecy rate increases with the number of antennas
at the legitimate users. Figs. 3 and 4 demonstrate that at
low to medium SNRs, the proposed exact penalty function
method has a higher system secrecy rate than the conventional
penalty function approach. Moreover, the gap between these
two methods increases with V.

B. Example 2: Power Allocation for the Transmission of the
AN versus SNR

In the second example, we study the power allocated for
the transmission of the AN at the source node (i.e., P, —p in
(1)) and the relay node (which is (N, — 1) in (8)). In this
example, we set d = 503 m, so Dgg = Dgprp = 100 m.
Fig. 5 shows the AN power allocation by the four algorithms
tested at the source node versus SNR with N = 3. It can
be seen from Fig. 5 that for all four algorithms, the power
allocated for transmitting the AN at the source node increases
with SNR.

We can also observe from Fig. 5 that in the low and medium
SNR region, the conventional penalty function approach allo-
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Fig. 6. Example 2: Power allocation for the AN at the relay node versus
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Fig. 7. Example 2: Power allocation for the AN at the source node versus
SNR, N =5.

cates more power for transmitting the AN compared with the
other three schemes. This is the reason for the lower system
secrecy rate achieved by the conventional approach. Similarly,
at high SNRs, the power of AN allocated by the beamforming
system with the full CSI and 8 = 0 is higher than the other
schemes, which leads to a lower secrecy rate of this system.

Fig. 6 shows the AN power allocation at the relay node
versus SNR for N = 3. The beamforming system is not shown
in this figure, as for this algorithm the AN power is always
zero at the relay node. Similar to Fig. 5, we find out that
to maximize the system secrecy rate, the power allocated for
transmitting the AN increases with SNR at the relay node. It
can be seen that compared with the other two algorithms, the
full CSI system allocates much less power at the relay node
for the AN. This is due to the benefit of the eavesdropper’s
CSI in the full CSI system, which requires weaker AN at the
relay node.

The power of AN allocated by the four algorithms at the
source node is shown in Fig. 7 for N = 5, where similar
trends can be observed as Fig. 5. Interestingly, by comparing
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Fig. 8. Example 2: Power allocation for the AN at the relay node versus
SNR, N = 5.
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Fig. 9. Example 3: System secrecy rate versus d, SNR = 15 dB, N = 5.

Fig. 5 with Fig. 7, we can see that the gap between the two
systems with the eavesdropper’s CSI and two systems without
CSI increases at the low SNR range in terms of the power of
the AN. This explains the bigger secrecy rate gap between the
corresponding algorithms in Fig. 4 (N = 5) compared with
Fig. 3 (N =3).

Fig. 8 illustrates the AN power at the relay node for V = 5.
By comparing Fig. 8 with Fig. 6, we can see that by increasing
the number of antennas at the legitimate users, less power
at the relay node is allocated for transmitting the AN when
the eavesdropper’s CSI is known. However, for the proposed
algorithm, the AN power allocation remains almost same when
N is increased from 3 to 5.

C. Example 3: System Secrecy Rate versus the Distance
between the Eavesdropper and the Source Node

In the third example, we investigate the system secrecy rate
at various locations of the eavesdropper as in Fig. 2. We set
SNR = 15 dB and change d between 50 m and 200 m to
simulate the variation of the eavesdropper’s location. Note that
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Fig. 10. Example 3: System secrecy rate versus d, SNR = 15 dB, N = 3.

the position of the eavesdropper and the CSI of A and B are
unknown to the source and relay nodes for the proposed exact
penalty algorithm and the conventional penalty approach.
Figs. 9 and 10 show the system secrecy rate versus d with
N =5 and N = 3, respectively. We can observe from these
two figures that for all four systems tested, the secrecy rate
increases with d. This is due to the fact that the eavesdropper’s
channel becomes weaker when d increases. It can be seen
from Fig. 9 that the secrecy rate of the proposed scheme
is always higher than that of the conventional approach at
the range of d tested. Interestingly, despite unknown A and
B, the proposed scheme can achieve secure communication
even at d = 50 m, where Dsg < Dgp and Drg < Dgp.
This is mainly contributed by a larger number of antennas at
the legitimate users compared with the eavesdropper, which
not only increases the decoding capability of the destination
node, but also enhances the capability of the source and relay
nodes in transmitting the AN to confuse the eavesdropper.
While from Fig. 10 we can see that except for the system
with full CSI, the other three schemes cannot achieve secured
communication, due to a weaker channel of the legitimate
users. Figs. 9 and 10 also demonstrate the importance of
transmitting the AN (8 # 0) at short and medium range of d.

D. Example 4: System Secrecy Rate versus SNR with Channel
Fading Type Mismatch

In the last simulation example, we study the performance
of the proposed approach for the scenario where the actual
fading type of the eavesdropper’s channels is different to the
presumed one. The actual channel matrices A and B satisfy
the Gaussian-Kronecker model as A ~ CA(0,X, ® ¥,) and
B ~ CN(0, X, ® ¥}), where ® denotes the matrix Kronecker
product, ¥, and W, are the row and column covariance
matrices of A, respectively, and similarly, ¥3; and W, are
the row and column covariance matrices of B, respectively.
In other words, the entries of A and B have correlated
Rayleigh fading, which is different from the i.i.d. Rayleigh
fading assumption in (38).
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Fig. 11. Example 4: System secrecy rate versus SNR, N = 5.

The four covariance matrices are modeled as

[m—n|

[Za]m,n:zi7 m7n:17"'7N€
DN,

[‘I’a]m,n :wlbm—n\’ m,n = 17 7Na
|m—n]

S = 2 mn=1e N,
D3N,

|m—n|

[‘I’b]m,n: b 5 manzla"'7Nb

where |- | denotes the absolute value and we set d = 50v/3 m
and o, = 1, = op = ¥ = 0.7. Fig. 11 illustrates the secrecy
rate of the four systems with N = 5. It can be seen that despite
the mismatch between the actual and presumed fading type of
the eavesdropper’s channels, the proposed algorithm achieves
a good performance. Compared with Fig. 4, we can observe
that the systems in this example have a higher secrecy rate.
This is due to the correlation in the eavesdropper’s channels,
which reduces the rate from the source and relay nodes to the
eavesdropper.

V. CONCLUSIONS

A practical relay-aided secure communication scheme has
been investigated in this paper, where the knowledge of the
eavesdropper’s channels is unavailable. The system design
was formulated as a stochastic programming problem with a
nonconvex objective function and nonconvex constraints. To
solve this challenging problem, a novel computational method
has been developed to optimize the power allocation at the
source and relay nodes for the transmission of the AN and the
signal-of-interest. Firstly, an exact penalty function method
was adopted to append the nonconvex constraint into the
objective function, which leads to a simpler optimization prob-
lem with only convex constraints. Then, a parallel stochastic
decomposition method was introduced to solve the resulted
problem. Numerical simulations have shown that the proposed
system is capable of ensuring the secrecy of relay-aided
transmission without the knowledge of the eavesdropper’s
channel state information. Moreover, the proposed scheme



achieves a higher secrecy rate than a conventional penalty
function approach.

APPENDIX

In the Appendix, we provide details of the surrogate func-
tions in (33) and the incremental numbers in (34) for all
variables in &. Firstly, we rewrite the objective function in
(27) without the expectation operation as

—log(1 + SNRy) + log(1 + SNR,) + ¢ TA(E) + d¢”
—log |pgagf+diag[a)\gylaf +J§, Rs ) |
+log(akg 07 +07) +log R | + log hh + R, |

—log |Ry| + € TA(€) + 5€° (39)

where || denotes the matrix determinant, h and R, are defined
in (16) and (19), respectively, and

Rs, =oily, + (Pa

1 H mH
X.4 = Na — 1TVhJthT

g0 = [V a1 1, (T 1),

The surrogate functions consist of the convex part of (39) with
respect to a particular variable and the linearization of the
nonconvex part.

Using (39), the surrogate function for p is given below

filp;€®)

= 0] = log |pgag!! +diaglal Ay 02 +07, R,
—log |(Py— p)Xi+0? () =1A(p, oD, O, e(t))}
+pO(p — p) [tr(R ™ (hf — diag[X,0]))

—p)Xy

—tr(R3'Xy)]
+(1 = pD)(p = p)g{" " + 7(p — pV)?
where
X1= N, — (A(t))
X, B<f>v —VH-(B“) )i
X3 =0 B(t)v 1V H (B®)H
Rs =olly, + (P, — p)Xy

R = diag[R;, Ro] + p“)hthf
R, =’y + (P, — p™)X,
Ry =o2Iy, + APX5 4+ a9X;

h, = [(A(t)Vh,l)Tv m(B(t)VQ*l)T}T

Secondly, the surrogate function for « is given by
fa(a; €M)
=p® [- log(ap(t))\hJ/\QJ +v(arg 102 +07))
—log|Ra.a| + (e(t))—nA(p(t), a,g(t)’ e(t))]
+p(a = a)Aga0? /(02107 + 7)) + tr(R™IM)]
+(1 = pM) (o — a(t))qét_l) +7(a — a®)?

where
v=14pDv HTH((P p<t>)x4+abINb) TV
Rg’a = O’?INE =+ B(t)XQ + aXs
[0 X
M= (ng xs>
X5 =X3 + p A1 BOv, v (BO)H

P A

— () (t)
6 5 Oz( ) —=A Vh, 1V (B )
Thirdly, for the variable (3, the surrogate function is given by
f3(8:€®)

:p(t)[ log |Ra.g| + (€M) A(p (*)7a(t)75,€(t))]
+pM (B — B tr(R™diag[0, X))
+(1 = p)(B = BN)gf ™V +7(8 - )2
where Ro g = O'SINS + BXs + Oz(t)X?,. Finally, the surrogate
function for € can be written as
f4(e; c®)
p? [560 + (e — )( (et
_Qﬂ( (t))u n- 1W(A(t))§)]
+(1 = p®) (e — e®)gf ™V + 7(e — €®)2.
where A®) £ A(p(t)ya(t),ﬂ(t)’e(t))_
For each variable in &, the accumulation numbers are
updated recursively according to (34) based on the gradient

of (39). Firstly, the accumulation number for p can be written
as

i = (

) n—1A (%)

1—p)g"™ + p® [tr(R™ (hehf — diag[X,,0]))
—tr(R3'Xy) + tr(((Py — p™)X; + 6%In,) 71 X))
—tr(Z7 ' (gg" + diag[0, —X4]))
+2(€(t))—n(A(t))%a(t))\hyl]

g=[\/a®Xu1Ag 1, (Tvi) M7

Z = pWegH 1+ diagla® ), 02 +02, Ry).

where

Secondly, for variable «, we have
0" = (=g 4 0O N0/ (0N 107 + o)
+tr(R™IM) — tr(R5 'X3) — k/(ka') + vo?)
+2(eN) 1 ADY 2 (A, 1p® + o2)]

where k = p\; 1Ay 1 + vAy 102, Thirdly, the accumulation
number for 3 is given by

g5 = (1= pD)gs ™ + o [tx(R " diag[0, Xs))
—tr(Ry ' Xz) + 2(¢V) 1AM (N, — 1]
Finally, for ¢, there is
¢ = (1— p®)glt=v 4 P [ = n(e®)=1=1A®

—2p(e)y T (A®)E 4 s0(e) 1],
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