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Abstract—We consider that a transmitter covertly communi-
cates with multiple receivers under the help of a friendly jammer.
The messages intended for different receivers are transmitted in
mutually orthogonal frequency bands. An adversary observes
all these frequency bands aiming at detecting whether or not
communication occurs, while the friendly jammer broadcasts
jamming signals to degrade the detection performance of the
adversary. We consider a block Rayleigh fading channel model
and evaluate the performance of covert communication in two
situations: 1) the wireless channels vary slowly such that the
transmission ends within one channel coherent time block, and
2) the wireless channels vary fast such that the wireless channels
have changed several times before the whole transmission is
finished. In the former case, subject to a covertness constraint,
we maximize the sum of the effective rates by optimizing
the transmit power allocation and the transmission rate for
each receiver. In the latter case, we take the channel training
process into consideration, and subject to a covertness constraint,
we maximize the sum of the ergodic rates by optimizing the
power allocation and the pilot length. Though both of the two
optimization problems are non-convex, we presented methods
to find their global optimal solutions. Besides, we also present
methods to find sub-optimal solutions with lower computational
complexities. Numerical results are presented to evaluate the
performance under the two situations.

Index Terms—Covert communication, jamming, power control,
resource allocation, wireless security.

I. INTRODUCTION

Providing endogenous network security represents one of
the new paradigm shifts of next generation wireless networks
[T, [2]]. Recently, covert communication has gained consider-
able attention for its ability to hide the occurrence of the com-
munication itself [3]], [4]. Consider a wireless system wherein
a transmitter sends its message to an intended receiver. An
adversary listens to the wireless channels aiming at detecting
whether or not transmission occurs, posing a threat on system
security. The technique of covert communication enables the
transmitter to reliably communicate with the receiver while
ensuring a high probability that the detector of the adversary
produces an incorrect result, which greatly enhances wireless
security.

The information-theoretic performance limits of covert com-
munication have been studied in [3]—[8]. It was revealed in
[3] that covert communication over additive white Gaussian
noise (AWGN) channels is subject to the so called square root

K.-W. Huang and H.-M. Wang are with the School of Information and Communi-
cations Engineering, and also with the Ministry of Education Key Lab for Intelligent
Networks and Network Security, Xi’an Jiaotong University, Xi’an 710049, Shaanxi, P.
R. China (e-mail: x jtu-huangkwl@outlook.com, xjbswhm@gmail.com).

H. Deng is with the School of Physics and Electronics, Henan University, Kaifeng
475001, China (e-mail: gavind@163.com).

law (SRL). Specifically, a transmitter is able to reliably and
covertly transmit at most O(+/n) bits to a receiver in n channel
uses as n — oo. [6]-[8] further extended the SRL to binary
symmetric channels and general discrete memoryless channels.
The SRL indicates that the covert communication rate is
asymptotically zero, i.e., lim, o ¥— = 0. Some recently
efforts have been devoted to improving the covert commu-
nication performance. It has been revealed that by exploiting
the adversary’s uncertainty on the statistical information of its
channel outputs, the covert communication performance can
be greatly improved, and in some cases, non-vanishing covert
communication rates exist, for example, when the adversary
has uncertainty on its noise power [9], or when the
adversary is uncertain about the transmission time [T1]—[13].

A. Wireless covert communication

Covert communication over practical wireless channels has
also been extensively investigated. Due to the openness of
wireless media and the randomness of wireless environment,
wireless transmissions inevitably suffer from co-channel inter-
ference. Though co-channel interference is harmful to normal
wireless communication process, it also leads to a poor detec-
tion performance at the adversary, and thus its impacts have
been studied in many existing works [14]]-[27].

Covert communication under co-channel interference has
been studied in [14]—[19]. In [14], [13]], the locations of the
interferers were modeled as a Possion point process. Subject to
a covert outage probability upper bound, the covert throughput
was maximized by optimizing the transmit power and the
transmission rate. Covert communication in device-to-device
(D2D) underlaying cellular networks was studied in [16],
where the wireless signals of the cellular users were treated
as interference and used to hide the communications between
D2D pairs. [17], [18] studied covert communication in one-
way relay networks, and the authors maximized the effective
covert rate achieved by the relay. In [19], the dynamicity of
the interference environment was considered, and the authors
studied the covert throughput scaling law with respect to the
codeword length and the variation rate of the background
interference environment.

The performance of covert communication can be improved
by letting a friendly jammer deliberately broadcast jamming
signal to degrade the detection performance of the adversary
[20]-[24]). Remarkably, theoretically showed the existence
of constant covert communication rates provided that the
adversary does not know the jamming power or the instanta-
neous realization of the jamming channel. In [21]], a truncated
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channel inversion power adaption scheme was proved to be
optimal in term of minimizing the outage probability subject
to a covertness constraint. In [22]], the covert throughput in
a random network was studied, wherein the jammer who is
closest to the adversary broadcasts jamming signal. In [23] and
[24]], a friendly jammer was assumed to have multiple antennas
and use beamforming to maximize its ability to degrade the
detection performance of the adversary.

Instead of relying on external friendly jammers, the works
in [25]]-[27] assumed that the receiver operates in full-duplex
mode, i.e., simultaneously receiving the signal from the trans-
mitter and broadcasting jamming signal to the deteriorate
detection performance of the adversary. Due to the imper-
fect self interference cancellation, the trade-offs between the
covertness and the reliability should be carefully designed. In
particular, [23] and [26] designed the transmit power of the
transmitter and the jamming power of the receiver to maximize
the detection error probability at the adversary subject to a
lower bound on the effective throughput, and to minimize the
outage probability subject to a lower bound on the detection
error probability at the adversary, respectively. In [27]], an on-
off transmission strategy were proposed to optimize the covert
communication performance.

B. Motivations, challenges, and contributions

Existing works have presented important insights on the
achievable performance of covert communication over wire-
less channels, however, most of them have only discussed the
transmissions from a single transmitter to a single receiver.
Motivated by this observation, in this paper, we study a covert
communication scenario wherein a transmitter simultaneously
communicates with multiple receivers over wireless fading
channels. Under the help of a friendly jammer, the transmitter
communicates with different receivers in different and mutu-
ally orthogonal frequency bands (namely the system works in
a frequency-division multiplexing manner). The adversary is
able to observe all the frequency bands to make a decision
on whether communication occurs or not, whereas we let
the friendly jammer broadcast jamming signals in all these
frequency bands to degrade the detection performance of the
adversary.

It is worth noting that compared to the single-receiver
case investigated in literature, analyzing the covertness of the
communication becomes more challenging in the considered
multiple-receiver case. Specifically, in existing works such
as [14]-[18], [21N-[25)], [27], the optimal detector of the
adversary was shown to be an energy-based detector [20], i.e.,
comparing the received energy to a predesigned threshold. By
exploiting the simple mathematical form of the energy-based
detector, the optimal detection performance of the adversary
can be accurately characterized by analyzing the false alarm
and missed detection probabilities of the optimal energy-based
detector. However, in our case, due to the fact that the fading
channel coefficients in different frequency bands are different,
the energy-based detector becomes strictly suboptimal, which
prevents us from analyzing the covertness of the communica-
tion by using the methods adopted in existing works.

In addition, the transmit power allocation problem is also a
key issue in the considered multiple-receiver scenario. Since
the adversary is able to observe all the frequency bands, in-
creasing the transmit power in each single frequency band will
lead to an improved detection performance at the side of the
adversary. Then, a natural question is that subject to a certain
constraint on the covertness, how to allocate the transmit
power to the multiple receivers in different frequency bands
in order to achieve the optimal communication performance.
Based on this observation, the issue of power allocation at the
side of the transmitter constitutes the main problem that will
be studied in this paper.

The contributions of this paper are summarized as follows,

1) We consider that a transmitter covertly communicates
with multiple receivers in mutually orthogonal frequency
bands under the help of a jammer. Depending on the
temporal dynamic properties of the wireless channels, we
consider two different situations: /) the wireless channels
vary slowly over time and a single transmission of the
transmitter terminates before the wireless channels have
changed, and 2) the wireless channels vary fast and during
a single transmission period, the wireless channels change
several times. For convenience, the wireless channels
are said to be quasi-static and fast-varying in these two
situations, respectively. For both situations, analytically
tractable upper bounds on the total variation distance
between f; and fj are derived to characterize the covert-
ness of the communication, where f; and f denote the
probability density functions (PDFs) of the adversary’s
channel outputs given that covert communication occurs
and does not occur, respectively.

2) Under the condition that the channels are quasi-static,
we maximize the sum of the effective communication
rates of the multiple receivers subject to a constraint
on covertness by jointly optimizing the power alloca-
tion and the transmission rate for each receiver. The
established optimization problem is non-convex, however,
by exploiting its monotonic properties, we can obtain
the global optimum by using the polyblock outer ap-
proximation (POA) method. Besides, we also present
a computationally efficient method based on successive
convex approximation (SCA) to search for a sub-optimal
solution.

3) Under the condition that the channels are fast-varying,
due to the limited channel coherent time, we take the
channel training process into consideration. Accordingly,
we maximize the sum of the ergodic rates subject to a
constraint on covertness by jointly optimizing the pilot
length and the power allocation. An exhaustive search
(ES) based method is proposed to calculate the global
optimal solution. In addition, we also present an alternat-
ing optimization based method to obtain a sub-optimal
solution, which has a lower computational complexity
than the ES based method but causes little performance
loss.

The rest of this paper is organized as follows: in Section
II, we introduce the system model; in Section III and Section
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Fig. 1: A comprehensive system model, wherein Tx represents the
transmitter and Rx k is the k-th receiver.

IV, we study the covert communication performance under the
conditions that the channels are quasi-static and fast-varying,
respectively; Numerical results are presented in Section V; and
finally, Section VI concludes the paper.

Notations: C, R, and R denote the set of complex, real,
and non-negative numbers, respectively. (-)7 and ()7 denote
transpose and conjugate transpose, respectively. E(-) and P(-)
denote mathematical expectation and probability, respectively.
| - | and || - || denote the absolute value and the norm,
respectively. CN(+,-) and £(-) denote the complex Gaussian
and exponential distributions, respectively. Diagonal matrix is
denoted by diag(-). For any two real vectors ¢,y € R",
x >y if x; > y; for Vi = 1,2,--- ,n where x; and y;
are the i-th elements of x and y, respectively. I,, denotes
the m-by-m identity matrix. f(z) = O(g(x)) means that
limy oo f(z) < ¢ for some constant ¢ > 0. f(z) = 0,(1)
means that lim, .., f(z) = 0. For any two PDFs f(x)
and fo(x) defined in S € R™ (or C™), the total variation
distance between fi(x) and fo(x) is defined as V(f1, fo) =
5 Js |f1(x) = fo(z)|dz, and the Kullback-Leibler (KL) diver-

gence is deﬁned as D(f1]|fo) = [s f1(z)In AL mgdm

II. SYSTEM MODEL

Consider that a transmitter communicates with K receivers
in K mutually orthogonal frequency bands (K > 1). An
adversary aims to detect the occurrence of the communication
by observing the K frequency bands. The goal of the trans-
mitter is to reliably communicates with the K receivers while
ensuring that the adversary is unable to effectively detect the
existence of the communication. Following the works in [20]-
[24], we consider that a friendly jammer broadcasts jamming
signals in order to deteriorate the detection performance of
the adversary, which potentially helps the transmitter to ac-
complish its transmission covertly. A comprehensive system
model is depicted in Fig. [1l

A. Signal model and basic assumption

We assume that the transmitter has M (M > 1) antennas
and that the K receivers, the adversary, and the jammer
each have a single antenna. For convenience, assume that
the transmitter uses the k-th orthogonal frequency band to
communicate with the k-th receiver where 1 < k < K.
We consider a block fading channel model. Specifically,
the channel coefficients remain unchanged in each channel
coherent time block and are identically and independently
distributed (i.i.d.) in different time blocks. Besides, the channel

coefficients in different frequency bands are also i.i.d. For
simplicity, we assume that all the channels share the same
channel coherent time. In the ¢-th (z > 1) time block, denote
by hi; ~ CN(0,In) and ¢p; ~ CN(0,1) the small-
scale fading channels from the k-th receiver to the transmitter
and the jammer, respectively. Denote by gy ; ~ CN(0, In)
and ¢r; ~ CN(0,1) the small-scale fading channels from
the transmitter and the jammer to the adversary in the k-th
frequency band, respectively.

We consider that the communication system works in time
division duplex mode. In each channel coherent time block,
which consists of N (/N > 1) symbol periods, each receiver
first sends a pilot sequence of length N, to the transmitter, and
the transmitter estimates the channels by exploiting the chan-
nel reciprocity. After that, the transmitter uses the remaining
Ng = N — N, symbol periods to transmit its data to the
receivers. In the i-th time block, the pilot sequence received
by the transmitter in the k-th frequency band is

H
= /Pr, SR, Thi,i (w;(f)) +Zy;, 1<k<K,i>1,
(1)

where PR, is the transmit power of the k-th receiver, Sy, T is
the distance-based path loss between the k-th receiver and the
transmitter, :vép ) € ¢Nex1 s the pilot sequence sent by the k-
th receiver, and Zj, ; € C MxN: is the AWGN with each of its
elements distributed as CN(0, U%)T). For notation simplicity,
we assume that Pr, = --- = Pr,, = Prand 0 p = -+ =
0% v = of. Based on (I), the minimum mean square error
estimation of hy ;, denoted by ilkz, and the estimation error,
denoted by ﬁk,i, are respectively given by

“ /PrRSR,. T ( Ny )
h; = Y.s ~CN I
M Ny PaSr,r+02 " "Ny
(2)
hii=hp; —hp; ~CN (0, —2—T 3
k, k, k, < Nt+ m M) (3)
where 5 £ PRS; After obtaining ﬁki, the transmitter

adopts the maximum ratio transmission beamforming scheme
to transmits its data to the k- th receiver, and the beamforming

vector is given by by, ; = Accordingly, the k-th receiver

R
) [[28] \ I
receives

Yki =/ PkSRk,Tth,ibk,imgjl)
+/QrSR,,1Pk,iVk,i + 2k, 4)

where Py is the transmit power allocated for the k-th receiver,
:vk . ~CN(0,Iy,) is the data sequence, @y, is the jamming
power that the jammer emits in the k-th frequency band, Sk, ;
is the path loss between the k-th receiver and the jammer,
v ~ CN(0,Iy,) is a sequence of the jamming signals
transmitted by the jammer, and 2z ; ~ CN(0, O'%{k Iy,) is the
AWGN. It is worth noting that by (1) and @), we assume that
the jammer keeps silent during the channel training process
and jams the K frequency bands during the data transmission
process.

Remark 1: In this paper, we aim to keep the adversary



unaware of the transmission from the transmitter while the
receivers are allowed to broadcast wireless signals. Similar
assumptions have also been adopted in existing works such
as [23]-[27) wherein full-duplex receivers are exploited to
broadcast jamming signals to improve covert communication
performance. In our situation, we let the receivers broadcast
pilot sequences so that the transmitter can estimate the wireless
channels and design beamforming vectors.

B. Adversary model and metric for covertness

From the perspective of the adversary, it does not know
whether communication occurs or not, and the signals received
by the adversary in the ¢-th time block can be modeled as

V PkSA,Tgﬁibk,imEfZ
+/QrSAIPk,iVk,i + 2y Hi, (5)
QrSA,30k,iVki + Zi i) Ho,

where k € {1,2,---, K}, H, and H stand for the hypotheses
that communication occurs and does not occur, respectively,
wy (i) € CNa*1 is the signal received in the k-th frequency
band, Sa, v and Sy j are the path losses from the transmitter
and the jammer to the adversary, respectively, and zj; ~
CN (0,03 Inr) is the AWGN. We assume that the adversary
does not know the instantaneous channel realizations, i.e., ¢y, ;
and gy ; for 1 <k < K, but knows their statistic distributions.
Besides, we assume that the jamming powers, i.e., @ for
1 < k < K, are fixed constants.

The goal of the adversary is to determine whether or not
communication occurs based on its received signals in the
K frequency bands. We consider the following two scenarios
depending on the temporal dynamic properties of the wireless
channels:

1) The channels are quasi-static: The channel coherent
time block is sufficiently long, and the transmission from the
transmitter terminates before the end of a channel coherent
time block. In this case, we assume that the adversary makes
a decision to determine whether communication occurs at the
end of each time block.

2) The channels are fast-varying: The wireless channels
vary fast as compared to the length of a single transmis-
sion. Specifically, we consider that a single transmission is
comprised of L > 1 consecutive short channel coherent time
blocks. In this case, we assume that the adversary collects the
signals received in the L consecutive time blocks together to
make a decision.

For a given detector of the adversary, denoted by d, let
Pra(d) and Pyp(d) be the false alarm and the missed
detection probabilities, respectively. In this paper, the com-
munication between the transmitter and the multiple receivers
is said to be (1 — €)-covert if it satisfies that

Indin Ppa(d) +Pup(d) > 1 —¢, (6)

Wi (Z) =

where € € (0, 1) is a pre-fixed number. Note that the minimiza-
tion operation in (@) is with respect to the detector adopted by
the adversary. This means that the covertness is guaranteed
no matter how the adversary performs the detection [5]]. For

convenience, we refer to (B) as the covertness constraint in
the subsequent part of this paper.

Remark 2: From the viewpoint of the adversary, it solves
a binary hypothesis testing problem which tests #; against
Ho defined in (@). By Theorem 13.1.1], the optimal
detector that minimizes the sum of the false alarm and the
missed detection probabilities is the likelihood ratio test, which
makes a decision by comparing the likelihood ratio with a
pre-designed threshold. We assume that the adversary knows
the exact values of pr, = PpSa 1, ¢ = QrSa,j, and aik,
1 <k < K, so that it can perform the optimal detection. It is
also worth noting that the optimal detector is not equivalent to
the energy-based detector due to the different fading channel
coefficients in different frequency bands and time blocks, see

e.g., [19], [20].

C. Covert communication problem formulation

1) Covert communication over quasi-static channels: In
this situation, we assume that the pilot sequence is sufficiently
long so that the transmitter can accurately estimate the channel
coefficients. As a result, according to (@), the signal-to-noise
ratio (SNR) of the k-th user is

Py Sw, 1l
QkSr,.1 |dkl” + 0B,

Here, we have omitted the time block index ¢ because in this
case, the transmission terminates within a single time block.
Suppose that the transmission rate for the k-th receiver is r; >
0. Due the randomness of the interfering channel ¢y, an outage
event occurs if In(1+SNRy) < ry, and the outage probability
is given by

Or 2 P{SNR;, < e"* — 1}

_ H{ e PkSRk.,THthQ}

SNR; = (7

2
URk

Py Sy, TllhEllZ
— o Ry
QkSRy,,J . (8)

X e

We define the effective rate of the k-th receiver as r,(:) =
(1 = Ok) x ri. The goal of the transmitter is to maximize the
sum of the effective rates of the K receivers while ensuring
that its transmission is at least (1—¢)-covert for some pre-fixed
e€ (0,1), ie.

K
(e) & (e)
max < = r. 7, s.t. , 9
s ; i () ©
where p = [P, Py, -+, Py]T and v = [r1, 79, -+ , 7] 7T.

2) Covert communication over fast-varying channels: In
this case, the wireless channel changes several times before the
transmission is finished. Without loss of generality, we assume
that the transmission starts in the 1-st time block and ends
at the L-th time block. Due to the limited channel coherent
time, the pilot length, V;, cannot be neglected as compared
to the block length N. As a result, the channel estimation



error becomes non-negligible. To evaluate the communication
performance, we reformulated @) as follow,

Yii = \/Pksﬁk,TE{hH-bk it

Py Sr,.,1(hilbri — E{hgibk;i})wgcdl)

+ v QkSRk,J%,ivk,i + Zk, (10

where k € {1,2,--- K} and 7 € {1,2,---,L}. Following
[28, Theorem 1], an achievable ergodic rate of the k-th receiver
is

- N — N,

Tk = ——F—

N
Py, Sr, v[E{h br i}
Qk;SRk7J + PkSRk,TVar(hk zbk l) =+ URk

X ln<
(1)

Note that in (), |E{h;!;bs:}|* and Var(hjl;bs;) are in-
dependent of the time block index ¢ due to the fact that the
channel coefficients are i.i.d. over different time blocks. Based
on (II), we consider to maximize the sum of the ergodic rates
by optimizing the power allocation and the pilot length, i.e,

=

2N fLost. (@ (12)

max T
PERK 0<N <N

In summary, in this section, we have formulated two op-
timization problems to enhance the covert communication
performance. Subject to the communication being at least
(1 — e)-covert, we maximize the sum of the effective rates
under the condition that the channels are quasi-static, and we
maximize the sum of the ergodic rates under the condition
that the channels are fast-varying. In the subsequent two
sections, we present our methods to solve these two problems,
respectively.

Remark 3: In this paper, we do not impose any transmit
power constraint at the transmitter. In fact, to avoid being
detected by the adversary, the transmit power is usually
very small. This means that in many situations, the power
consumption does not constitute a performance bottleneck of
covert communication. Based on this viewpoint, in this paper,
we assume that the transmitter has enough power budget to
accomplish its transmission.

IIT. COVERT COMMUNICATION OVER QUASI-STATIC
CHANNELS

In this section, we study the covert communication perfor-
mance under the condition the channels are quasi-static. In
the following, we first analyze the covertness constraint and
transform it into a mathematically tractable form. Then, we
present our method to solve the effective sum-rate maximiza-
tion problem.

A. Covertness constraint analysis

By assumption, the adversary independently runs its detec-
tion process in each single time block. In the ¢-th time block,

the detection problem at the adversary can be formulated as
the following binary hypothesis testing problem,

l(Nd) H,

W (i) £ (wi(i), wa(i), -+, wk (i) ~ (13)
(Nd) Ho

where wy (i), 1 < k < K, are defined in (@), f(Nd and féNd)

are the PDFs of W (i) under the condition that transmission
occurs and does not occur in the i-th time block, respectively.
For notation simplicity, we omit the time block index ¢ in the
subsequent part of this section.

Define Uy, £ P.Sa T|gk bk|2 + QkSA J|(pk|2 =+ UA and

Vi 2 QrSa.sler|> + 0%, and then f(Nd) and f; (Na)
written as

can be

Nd) Nd)

H f(Nd) H (Nd)

(14)

where fOU(C) 2 By (fVOT0}, £

Evy, {/ Na) ( H|Vk)}, and for & > 0, fOVO(wy|z)

_ Yk Yk, . .
—~-—~se = isthe PDF of a circular symmetrical complex

Gaussian random vector with covariance matrix xIy,. The
PDFs of Uy and V}, are presented in the following lemma.

Lemma 1: The PDFs of Uy and Vj, are given by

> >

Lz—0oX, ) _ —a(z—0}))
e ar kK’ —e Pk k o .
— ;A P # G,
ka(ac) _ o2 qrx — D
—_ 2
ot e_a(m_UAk)v lfﬁk :qu
ai
(15a)
1 —L(z—02 )
Jv () = —e @& Ak (15b)
dk

where x Z Uik, ij é QkSAyJ and ﬁk é PkSA,T-

Proof: First of all, we have |¢;|? ~ (1) by assumption.
Besides, due to the fact that g5, ~ CA(0, I5s) and that by, is
independent of gy, with ||by||? = 1, it is straight that g by, ~
CN(0,1) and thus |gfby|? ~ £(1). [

Note that in covert communication, the signal power is
usually very small compared to the jamming-plus-noise power
in order to guarantee the covertness of the transmission.
Therefore, in the following, we assume that px < §x holds.

By [34], Theorem 13.1.1], the optimal detector of the ad-
versary that minimize the sum pf the false alarm and missed
detection probabilities satisfies ming Ppa(d) + Pyup(d) =
1—V( (Nd), (Nd)) Therefore, the covertness constraint (&)
Nd), féNd)) < ¢. The following

can be re-formulated as V(f;
Na) féNd)) given

proposition presents an expression for V( fl(
that Ny is sufficiently large.
Proposition 1: Define fy(u) 2 T[r_, fu,(ux) and
fv(®) 21T, fui (o), where fy, and fy,, for 1 <k < K,
are presented in (13a) and (13D), respectlvely As Nd — 00,
the total variation distance between f and f ) satisfies

thd—)ooV ( de)7 O(Nd ) = (fUafV)-
Proof: Please refer to Appendix [Al |



For the special case of K = 1, V (fu, fy) can be written
in a closed form,

1 oo
V(fu, fv) = 5/0[% |fu, (z) = fvi (2)|dz
:% fUl(‘T) _fvl( )dl‘—f— 2 fvl( ) fUl(l')d‘r
X1
:% fUl(‘T) _fvl( )dl‘—f— 2 fvl( ) fUl(l')d‘r
X1
+§ fUl(‘T) _fUl( )d‘r—’— 2 fvl( ) fvl(x)dl'
X1
fUl (l‘) - fV1 (LL')CLT (16)
X1
®) > ﬁle_%m _ e—%m . 11x1
_/%lng_i (@1 —DP1)@r @ —ﬁld R a7
where X1 2 {z:fy,(2) > fu,(x), x>0} }, X £
A P

{z: fu,(z <fvl():v>aA1} X1 = l,step()ls due

to the fact that [ fu, (z)dz = f fvi (r)dz = 1, and step
A

(b) is obtained by 1substltutlng fu (:c) and fy, (z) derived in

(03 into (I6) and letting x < 2 — 03 .

For K > 2, itis still too complicated to simplify V (fi7, fv),
which involves a K-fold integral. Therefore, in the following,
we derive an analytically tractable upper bound on V (fy7, fv)
for the ease of numerically optimizing the covert communica-
tion performance.

O

Proposition 2: An upper bound on V (fi, fi/) is given by

K 1
fUafV Z (18)
where for 1 < k < K, XkA kig);zl‘:’r]

Proof: By the definition of V (fi7, fv), we have

V(fu, fv)= <H ka7Hka>
k=1

- / (x) — H foi ()| do

K
/’ (fo (1) = fv.(21) <H fu, (@ )
k=2

K
+ fvi (21 <Hka o) = [[ e )
k=2

a K

( )1/ ‘ (fu.(@1) = fv (1) Hka (1)
+ ;/ ka &1 <H ka ZCk 1_[2ka(xk)> de

_V(fU17fV1 +V<Hka,Hka>

(é 1 X1 +V<Hka,Hka>
k=2

(d) _1_ 1
<xa >t xg +V<Hka,vak>

k=3
K 1
S"'SZX;”
o
[z

19)

where x = [r1, 20, - ,2x]T, T & {x: 25 > o}, for1 <
E< K}, Y2 {[CCQ,CCg,"' T M aik for2 <k <
K}, step (a) is due to the triangle inequality, i.e., |u + v| <
|u| + |v| for any real-valued w and v, step (b) is obtained by
calculating the integral with respect to x2, x3,--- ,xx for the
first term and calculating the integral with respect to x; for
the second term, and using the definition of V(-,-), step (c)
follows from (I7), step (d) is obtained by applying the steps

from (a) 0 (¢) to V (11, fo TTHZs fii ) O

Based on Proposition 2] in order to make sure that the
communication is at least (1 — €)-covert, we consider the
following constraint,

K
> nlk) < e

k=1

(20)

where 7(z) £ 27+ . The tightness of using 25:1 n(xk) as
an upper bound on V (fy, fy/) will be numerically evaluated

in Section [V=Al

B. Covert communication performance optimization

In previous subsection, we have presented our method to
reformulate the covertness constraint. In this subsection, we
maximize the effective sum-rate subject to the covertness
constraint (20).

For the case with K = 1, based on (I7), we ensure the

covertness of the communication by letting x, =5 <e Asa
result the max1ma1 feasible transmit power 1s given by P|" =
g is the unique solution to 2T = ¢ in (0,1).
Substltutmg Py into (9), we obtain the following problem,

(e) A _Ax”
max R = (1—- Bje 71 In(1+ ,
0<y <Ay /In(By) () ( 1 ) (T+m)
(21)

where y; £ €™ — 1 is viewed as the optimization variable,
Sk, TS 2 .
A& 75?752%] ||h1||? and By £ ¢7mi/(@19%%.3) The optimal
. PRy .
solution to (21), denoted by ~7, is presented below.

Proposition 3: v = H—l*, where x* is the unique solution

n (0,00) to equation Z(k) = By, where Z(k) £ 41X % —
A1Bix* k(1 +k)In (1+£71).
Proof: Let r = % and denote R(r) = R\”(k~1). Now,

we maximize R(n) with respect to . First of all, we have
R(k) = ¢ 11(1;14;5)(@A where 2(k) £ B, — (k). It can be
seen that the sign of 12(x) is determined by that of =(x). By
checking the derivative of = (n), it can be easily shown that
Z(k) first increases and then decreases with «. Since Z(0) =
B —1> 0 and limy_, H(m) = —o00, we conclude that x*
which is the root of Z(x ) = 0, maximizes the value of R(k )

It is worth noting that k* > ln(%*) always holds. Otherwise,




R(x*) < 0 by definition. Therefore, vi = L is the unique
solution to @21J). [ |
Now, we discuss the case where K > 2. By using

Zszl n(xx) as an upper approximation of V (fy, fv), we
obtain the following optimization problem,

max R (x,7), (22a)
X, YERK
K
st Y i) <e (22b)
k=1
A
where R()(x,~) £ Zszl]I{Bk67 T < 1}1 -
A

X
Bkeiﬁ) 111(1 + 'yk), X = [X1, X2, " ,XK]T with xg
ooy Y = vz ] with e £ e =1 Ay
%Hhk”% and By 2 7/ (@6513) Note that in (22,
we view (X, ) as the optimization variables instead of (p, r)
for convenience.

Now, we present our method to solve 22). Though @2) is a
non-convex optimization problem, its global optimal solution
can still be obtained. First of all, we observe that for a fixed ,
22) becomes K parallel sub-problems. Specifically, the k-th
sub-problem, with a single optimization variable ~g, is in the
same form as (2I). Therefore, for a fixed 7y, we can obtain
the optimal =, denoted by 4*(x), by using Proposition Bl In
this way, (22) can be reformulated as

max  R9(x), s.t. @20

XER

A
L

(23)

where R(¢)(x) £ R(®)(p,~*(x)). For optimization problem
23), we observe that:

1) R (x) is a monotonically increasing function (see Def-
inition [[lin Appendix [B); specifically, for any two points
x1 and X2, if X1 > X2 > 0, then R(®)(x1) > R(®)(x2);

2) the feasible set of x, denoted by X, is contained in a
box (see Definition 2l in Appendix [B), i.e., for Vx € X,
it satisfies that 0 < x < x = x*1g, which follows from
(220);

3) the feasible set X is a normal set (see Definition [3] in
Appendix [B); specifically, for any two points x; > 0
and x2 > 0, if x1 < x2 and x2 € X, then x; € X;

Based on these observations, optimization problem @2)) is
a monotonic optimization problem, and its globally optimal
solution can be obtained by using the POA method [30],
[31]. We present a brief introduction on the POA method in
Appendix Bl

C. An SCA based method

In this subsection, we present an alternative method to
search for a suboptimal solution to (@22). Define t =
[t1,to, -, tx]|" with t, £ )v(_: for 1 < k < K. We view
t and ~ as the optimization variables and recast (22) as the
following problem,

K

> (1= Bre ") In (1 4 %)
k=1

(24a)

max
t,’yGRf

K

st D n(ten) < (24b)
k=1

Bre Atk <1, 1<k <K, (24¢)

The main difficulty on solving (24) lies in the fact that
@24B) is not a convex constraint and that the objective of
(Z4) is non-concave. Note that 7(z) satisfies that (0) = 0,
lim,_,o n'(z) = 1. By checking the high order derivatives of
n(z), if can be proved that " (x) < 0 for Y € (0,1). There-
fore, n(x) is a monotonically increasing concave function, and
satisfies

nx) <z, V>0

Based on (23), we can replace the inequality constraint
@4B) with t’y < ¢ to obtain a lower bound on opti-
mal covert communication performance. We further simplify
@4), by introducing two vector-valued slack variables a@ =

(25)

[a17a27 e 7aK]T S Rf and ﬁ = [BhﬁQu e 7BK]T S Rf’
and obtain the following problem,

min R(e, B) (26a)

t,y,0,BERY

s.t. tTy <e (26b)

1— Bre M >qp, 1<k<K, (26¢)

In(1+w) > Bk, 1<k <K, (26d)

where R(a,3) £ w = —a’B. Note that in

26), constraint (24d) is neglected because (24d) is guaranteed
if (260 is satisfied and o € RE.

Problem (2€) is still a non-convex problem due to the
non-convex objective function R (e, 3) and the non-convex
constraint (26b). However, (26), in its current form, can be effi-
ciently handled by the SCA method. In brief, the SCA method
handles a non-convex optimization problem by transforming it
into a series of parameterized convex problem. By iteratively
solving the obtained convex problems with the parameters at
each iteration being the optimal solution obtained in previous
iteration, the SCA method generates a series of solutions
which converges to a Karush-Kuhn-Tucker (KKT) point of
the original non-convex problem. A brief introduction of the
SCA method is presented in Appendix I[Cl In our case, in the
(j + 1)-th iteration of the SCA method, we need to solve the
following convex problem,

T
: B2 o (oD
P ( ) 27

el p”) (a+B) (27a)

1 N1 :
s.t. 5tTA§J>t + §7TA§7)7 <e, (27b)
1— Bre M >qp 1 <k<K, (27¢)
In(1+) > B 1<k <K, (27d)

where pt) = o) + g0, AV = (rw)*lT(a‘), AY =
(T(J'))_l[‘(j), T = diag(y™), TU) = diag(tV),
and {a), B0) t0) ~0U)Y consists of the optimal solu-
tion obtained in the j-th iteration. The derivation of [27)
is explained in Appendix To start the SCA iteration,
{a®,30) $0) ~(O)Y can be initialized to be any feasible
solution to (26). Note that as (27) is a convex problem, it can



be efficiently solved by using software such as CVX [38].

Remark 4: In this section, we have proposed the POA
and the SCA methods to maximize the effective sum-rate
subject to a covertness constraint. Though the POA method
provisdes us the globally optimal solution, it generally exhibits
a high computational complexity. Specifically, after a vertex
is searched, K new vertexes will be added into the vertex set
(see Appendix [B] for more details), meaning that the worst-
case computational complexity of the POA method scales
with K exponentially. As for the SCA method, it solves
a sequence of convex optimization problems, i.e., 27), by
using standard convex optimization algorithms, for example,
the interior-point method combined with Newton’s method
[37], and the computational complexity grows with K in a
polynomial manner. Based on these observations, we conclude
that the POA method better suits to the case where the number
of receivers, K, is small, whereas if K is large, the SCA is
computationally more efficient.

IV. COVERT COMMUNICATION OVER FAST-VARYING
CHANNELS

In this section, we consider the situation where the wireless
channels are fast-varying. In the following, we first analyze
the covertness constraint, based on which we then discuss the
ergodic sum-rate maximization problem.

A. Covertness constraint analysis

Without loss of generality, assume that the transmission
starts in the 1-st and ends at the L-th time blocks (if it occurs).
Accordingly, the detection problem of the adversary can be
formulated as the following hypothesis testing problem,

#(Na)

- M,
¢ ) HO)
where W (i), 1 < i < L, are defined in (@3, fV (W ( =

]_[Z 1 f(Nd)( W (i)) for s € {0,1} are the PDFs of W under
‘H; and H,, respectively, with fl(Nd) and féNd) defined in (I4).
Based on (28), by using Theorem 13.1.1], we obtain that
ming Ppa (d)+Pup(d) = 1-V(FN, 7V) Note that @)
differs from (I3) in the sense that in (28}, the signal matrices
obtained in different time blocks are collected together to make
a decision, while in (I3), the decision is made based solely
on the signal matrix obtained in a single time block.

In principle, we can use the method in Proposition [I] and
to obtain an upper bound on V( ~1(Nd), ~éNd)). However,
given that the channel coherent time is short, such an upper
bound, which requires Ny — o0, becomes inaccurate. In
the following, we use Pinsker’s inequality, see e.g., [36)
Lemma 11.6.1] to derive a mathematically tractable bound on
V( ~1(Nd), féNd)). We have

V(N FNoy < \/ D(FNa), Fvy

( (Na) (Nd))
v J 1Lk 9

—~

a

(29)

s
ro |t
\Mw

where step (a) is because W(i) for 1 < i < L are
i.i.d. random matrices. Based on (29), we use the following
constraint to ensure the covertness of the transmission,

2
ZD( (Nd)7 1(12@) < fe?

The mathematical expression of D ( éfzd)

in the following proposition

(30)

(Na)

ik )is presented

Proposition 4: For n > 1, (f(r;g)a 1(1;3) =

- I= %ln U (pr, qr, 2)dz where
®

U(pr, qr, 2) = - pk( q)g:;)), P(z,z) =

oo

Jo" e e v, e £ k-

Proof: By definition, ID( f 0.k 1’;) can be simplified as
@I) in the top of next page. where in step ( ), we express
the complex-valued integral variables w;, ws, - - - , w,, in polar
coordinates, i.e., w; = ;6% with z; € Ry and 0; € (—m, 7],
step (b) is obtained by first calculating the integral w.r.t. 6
and then changing the integral variables by letting y; = 27 for
1 <7 < n; and finally, in step (c), we let z = 2?21 y; and
Zq = Zj:

w.rt. (21,22, -

E e Vk /Oo e effd
Vi e — v
Vi S
z/0%

k
1 /Oo e e Tfapv 1 z
:—’ﬂ 7(:17) = n @ qk, . (32)
Uik o (T+aqgv)n Uik ( ‘ﬁu)

Similarly, we obtain
z
Qk, —5—
03 k

E e il _ 1 [ a )
U,
Y UA,C 4k — Pk
z
e @(pk,7>>. (33)
qrk — Pk OA,

We complete the proof by inserting (32) and (33) into (31}
and letting z < UZL, [ |
A

1y; for 1 <4 < n —1, and calculate the integral
, Zn—1). We further have that

Based on ProposftionEI, for a given power allocation vector
p=1[P1, P, ,Pk]T, we can check its feasibility subject to
constraint (30). However, (30) is too complicated to facilitate
to solve optimization problem (I2). In view of the fact that
Pk is generally small to ensure the covertness, the following
proposition provides a way to approximate ID( fo i 1(7;))

( (") ("))

Proposition 5: limpk_m 0’“’ = (gkén), where
o0 LM — 1 Cf)zk e
Claksm) & =1+ [§7 Zo=5r —{)(qkyz)dz.
Proof: ~ First of  all, it is straight  that
(n) ¢(n) _ : : :
D(f, k, 1(,%)| 0 0. Besides, it can be verified
dD( £y f1 %) _ qoo z"*1 e " —®(qx,2) _
We further  have that d7| B =
. 9 pk pr=0
= OOO . (nf(lq)k“Z) (1 - <I>(ch,z)) dz = ééh(qkun) > 0’

which completes the proof.
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Based on Proposition[3} we can approximate the covertness
constraint (30) by,

i <

K

2

hlw

k=1
where Y}, for 1 < k < K are defined in (22).

Remark 5: For g, > 0, it can be verified through numerical

d3D(F Fm)
calculation that d73| < 0, meaning that the left-
PE= 0

hand-side (LHS) of is an upper bound on the LHS of (30)
when py, is sufficiently small. Note that in (34), with N and
N, fixed, the transmit power P}, is upper bounded by O(%),
which is analogous to the SRL. Note that here, L stands for
the number of time blocks but not the number of channel uses.
Similar result has also been presented in [19].

B. Covert communication performance optimization

In this subsection, we present our method to maximize the
sum of the ergodic rates subject to (34). Based on @) and (3),
for 1 < k < K, we have

~ ~ 2
(R b = [E{hf b+ b b

. 2 N,
- E{ b, H - g @39
E{lbl} ] = 55
Var{hglbk,l} = VaI’{Hilk,l” + ﬁglbk,l}
Ny Mk
= E+ , 36
N + g N + pg (%)

where G 212 (M + 3) /T? (M), E £ M — G, and we have
used the fact that hy; and h;; are independent. Substituting

(33) and (@6) into (11, we obtain,

max

K
Rix,7) 2 (1— In (14 SNR 37a
XERE;TeZN (X T) ( ™) ; ( k) 372)

K
s.t. 3 C’“;T) X2 < (37b)

k=1

hlw

XkTGr
TXkEr+Xkfr+7Fe 1+ Fr 2

A QrSa
“oar VO Ei

2
¥ N Qr SRy, 10k,
pe Frao = N Sry,.T

where SNR, =

> >
E

< W
=
I

, Fro =
, and (. (1) = C(qr, N(1 — 7)). Note that in

@), we equivalently optimize (x,7) instead of (p, N;) for
notation simplicity.

In the following, we present our method to solve (37). We
observe that if 7 is fixed, R(x,7) is a concave function of
X and thus (37) becomes a convex optimization problem, the
global optimum of which can be efficiently obtained. In light
of this, we can solve (37) by first optimizing x with 7 fixed
and then calculating the optimal 7 by an exhaustively search
over the finite discrete set Zy. For a given value of 7, the
optimal x is presented in the following proposition.

Proposition 6: Let T be a fixed constant in (0, 1). For 1 <
k < K, the optimal Xy, denoted by x7, is the unique solution
in (0,00) to the following equation,

GrFy,

A*G(T)’
where ék = TGy, Ek = TE, + [k, Fk = TFi1 + Fi 2,
and \* > O is the optimal Lagrange multiplier satisfying that

Zk 1<k (Xk) :i €.

Proof: Let A be the Lagrange multiplier associ-
ated with constraint (37B). The KKT conditions of (37)
state that w = 0, where L(x,\) & R(x,7) +

A (Zszl C’“T(T)P,f - %62) is the Lagrangian function, which
results in (38). Since R(x, 7) and ZK gkéﬂ X3 increase with
Xk for 1 < k < K, constraint (38) is active at the optimum,
meaning that the optimal Lagrange multiplier \* satisfies that
Yher 5P (0G)? = £ R

Note that in Proposition [6] (38) can be solved in a closed-
form due to that fact that (38)) is a cubic equation. As for \*,
it can be efficiently searched by using the bisection method.
Based on Proposition [6] we can obtain the optimal x for each
fixed value of 7. Then, the optimal 7 can be obtained by an
exhaustive search over the set Zy.

Xk (éka + Epxi + fk) (Eka + Fk) = (38)

C. An alternating optimization based method

In this subsection, we present a method to obtain a subop-
timal solution of (3Z) with a lower computational complexity
than the ES based method proposed in previous subsection.
The basic idea is that we replace constraint (37B) with the
following one

EY
IN
o

2. (39)

K
0
ZQ@;)

k=1



In fact, by setting 7 = 0 in (3ZB), we equivalently let the
adversary observe N > Ny samples in each time block.
Therefore, this improves the detection performance of the
adversary and leads to a lower bound on the achievable
communication performance.

Since (39) is independent of 7, we replace (37B) with (39)
and solve the resulting problem by using the AO method.
Specifically, we alternatingly optimize x with 7 fixed and
optimize 7 with x fixed until the value of R(x,7) converges.
For the sub-problem of optimizing x, the optimal solution is
presented in Proposition |6l Given that x is fixed, the sub-
problem of optimizing 7 is given by,

s G
ggiRﬂﬂé41—ﬂ;;m<y+ﬁa:%§), (40)

where Gk £ Xka, Ek £ Xt Er + Fk,l, and Fk £ Xkbk +
Fy.2. To solve @), we relax 7 to be a real number in (0, 1),
and the optimal real-valued 7 is presented in the following
proposition.

Proposition 7: R,(7) is a concave function of 7, and
— argmaXTe(Oﬂl)Rx(T) is the unique solution in (0,1) to
the following equation

GpFr(1—7)

() = ; <(E,J + F) (G, + B + Fr)

—m(1+—£il—)>=o.
EkT + Fj k

Proof: The second order derivative of R, (7) is presented
in @2) at the top of next page. Given that 7 € (0,1),
Ry (1) < 0. Thus, Ry(7) is a concave function. Besides,
it can be verified that R, (0) = Ry (1) = 0, R} (0) > 0,
and R} (1) < 0. Therefore, 7 is unique, which satisfies
R (%) =0. - ]

Since R, (7) is concave, R} (1) decreases with 7. There-
fore, the root of (@) can be efficiently calculated by using
the bisection method. Based on Proposition [6 and [7l we
can iteratively update x and 7 until the objective function
converges. Given that the objective has converged, we project
the obtained value of 7 into Zx to recover a integer-valued
N;. After that, we propose to once again update x using
Proposition [6] under constraint (34) to refine the obtained
solution.

Remark 6: In this section, the ES and the AO methods are
proposed to maximize the ergodic sum-rate subject to a covert-
ness constraint. The ES method treats 7 = % as a discrete
variable and searches the optimal 7 in Zx exhaustively. The
AO method relaxes 7 as a continuous variable in (0,1) and
optimizes 7 and x alternately. Theoretically, the AO method
only produces a sub-optimal solution. Note that for each fixed
value of 7, both the ES and the AO methods need to compute
the optimal x, denoted by x*(7), by using the bisection
method to solve for the optimal dual variable according to
Proposition [l Conceptually, the ES method needs to compute
x*(7) for N —1 times as |Zx| = N — 1. For the AO method,
there is generally no guarantee on the maximal number of
iterations before convergence. However, our simulation results

(41)

10

in Section show that only a few iterations are sufficient
for the AO method to converge, and thus the AO method is
computationally more efficient than the ES method.

V. NUMERICAL RESULT

We numerically evaluate the covert communication perfor-
mance in this section. We let the transmitter, the adversary,
the jammer, and the k-th receiver (1 < k < K) be in the
same two-dimensional plane with their positions given by
sT, SA, 83, and sg,, respectively. The distance-based path
loss between node a and node b is Sup = |[sa — sp|| 72
where a,b € {T,A,J,Ry,- - ,Rx}. We set st = (0,0),
san = (—da,0), and s; = (—djy,0). The positions of each
receivers, sy, for 1 < k < K, are independently and
uniformly distributed in a circular region with the center and
the radius being (dg,0) and r., respectively. Unless specified,
we set da = 150 m, dy = 250 m, dg = 150 m, and . = 30

m,ailz---zaiK:—SOdBm,Uil :---zoﬁKz—SO
dBm, and 0% = —80 dBm, Pg, = -+ = Pr,, = PR =5
dBm, and Q1 = --- = Qg = Q = 25 dBm.

A. Covert communication over quasi-static channels

In this subsection, we evaluate the covert communication
performance under the condition that the channels are quasi-
static. Unless specified, we set M = 20 and e = 0.005.

In Fig. 2l we compare V(fy, fi) with its upper bound
derived in (I8). Here, we set K = 2 and x; = x2 = Y for
illustrative simplicity. As there is no closed-form expression
for V(fu, fv), we calculate it via numerical integration.
Fig. [ reveals that the upper bound derived in (I8) tightly
approximates V(fy, fy), especially when x — 0. In Fig.
2 we also illustrate two widely used upper bounds on total
variation distance, namely, the Hellinger distance based upper
bound, see e.g., Theorem 13.1.2], and the KL-divergence
based upper bound obtained by using Pinsker’s inequality [36,
Lemma 11.6.1]. However, Fig. 2] shows that in the considered
scenario, these bounds are not as tight as the proposed upper
bound in (I8).

Fig. [ illustrates the convergence behavior of the SCA
method. We run the SCA method under four groups of
randomly generated system parameters. Specifically, for each
curve in Fig. B the locations of the receivers are randomly
generated as introduced at the beginning of this section, and
the channel coefficients are randomly generated by using the
complex Gaussian distribution as assumed in Section II-A.
From Fig.[3l we can see that the SCA method converges within
a few iterations. In fact, through a large number of numerical
experiments, we observe that under the considered system
settings, the SCA method converges within 10 iterations with
the relative error smaller than 0.01 in most cases.

In Fig. @ we plot the optimized effective sum-rate, R(¢),
versus the jamming power, (), wherein the results obtained
by using the SCA method are compared to those obtained by
using the POA method. Fig. @ indicates that the performance
obtained by the SCA method is nearly optimal. Besides, Fig.
[ also shows that the covert communication performance gets
improved as the jamming power increases. This is because
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R (1) = — i G'kjk(QEzT + jk(ék + 20 + G’m‘) + QE;C(EC + GpT + I_kT))
X P (Ex7 + I)2((Gg + Ex)T + Ii,)?

1

(42)
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Fig. 2: V(fu, fv) and its upper bounds.
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Fig. 3: Convergence of the SCA method with K = 3.

whether or not the covertness constraint (20) is satisfied only
depends on the values of xi,x2, -, Xx. By definition, xy
is proportional to %, meaning that we can proportionally
increase P, with @), without sacrificing the covertness. And
thus if P;, P,,--- , Px are chosen such tha %, %, cee IQD—I;
are fixed constants and satisfy the covertness constraint, then
it can be checked that the effective rate r,(:) increases with Qy,
for 1 < k < K. Therefore, the optimal effective sum-rate also
increases with the jamming power.

In Fig. Bl we plot the maximal effective sum-rate as a
function of M. Fig. inspires us that increasing M is
a promising method to enhance the covert communication
performance. In fact, in the considered scenario, with the
knowledge about the channel state information (CSI), the
transmitter can design beamforming vectors to enhance the
SNRs at the receivers. Note that due to the mismatch between
the beamforming vector of the transmitter and the CSI of
the adversary, increasing M does not increase the signal
power received by the adversary, meaning that the covert
communication performance can be improved by using more
antennas without sacrificing the covertness.

B. Covert communication over fast-varying channels

In this subsection, we evaluate the ergodic sum-rate under
the condition that the channels are fast-varying. Unless spec-
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Fig. 5: R'® versus M with K = 4.

ified, we set M = 20, N = 100, L = 100, ¢ = 0.05, and
K =4.

We first study the convergence behavior of the AO method
introduced in Section [V-Cl For each curve in Fig. [6l we
randomly generate the locations of the receivers and then apply
the AO method to optimize the ergodic sum-rate. We set the
initial value of 7 as 0.5. The value of R obtained in each
iteration of the AO method are plotted. As we can see from
Fig.[6l the AO method converges very fast. In fact, through a
large number of numerical experiments, we observe that the
improvement on R becomes negligible after two iterations of
the AO method in most cases.

In Fig. [l we show R as a function of Pg. Both the AO
and the ES methods are implemented to solve (37). Note that
the solutions obtained by the ES method are global optimal.
From Fig. [7 it can be seen that the performance achieved by
the AO method is nearly optimal. Combining Fig. [6] and [7]
we conclude that the AO method is computationally efficient
while causes little performance loss. Fig. [/lalso reveals that the
communication performance gets significantly improved as the
Pr increases, which is due to that fact that with a larger value
of Pgr, the transmitter can estimate the CSIs more accurately.

The influences of the jamming power on the ergodic sum-
rate are plotted in Fig.[8l From Fig.[8l we observe that increas-
ing the jamming power does not always improve the communi-
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cation performance, and there seems to exist an optimal value
of the jamming power. In fact, through numerical calculation,
we observe that ((gi, N — N;) in constraint (34)) increases with
qi (recall that g oc Q). This means that subject to (34), the
increase of () inevitably leads to the decrease of Yy, which
finally reduces R. We notice that the effects of increasing the
jamming power are quiet different in Fig. @ and[8] Specifically,
in Fig. @ the covert communication performance improves
as the jamming power increases, whereas in Fig. [8 the
covert communication performance becomes degraded when
the jammer power is sufficiently large. This inspires us that
in practice, the jamming power should be carefully designed
according to the temporal dynamic properties of the wireless
channel of the wireless channels.

In Fig. Bl we illustrate the ergodic sum-rate, R, as a
function of the lower bound on the error probability of the
adversary, i.e., 1 — ¢, wherein we fix N x L = 1.5 X 103.
As 1 — € approaches 1, R monotonically decreases, which is
the direct result of the reduced transmit power in order to
satisfy the covertness constraint. It is also worth noting that
R decreases with L. In fact, as L increases, the adversary
obtains more signal samples that are under different random
channel realizations. This helps the adversary to average out
the unknown fading channel coefficients, and thus leads to a
more reliable detection result.

VI. CONCLUSION

Covert communication between a transmitter and multiple
receivers under the help of a friendly jammer has been studied.
When the channels are quasi-static, we maximized the sum
of the effective rates. When the channels are fast-varying, we
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maximized the sum of the ergodic rates. The optimal solutions
to both of the two optimization problems can be numerically
obtained. And we have also presented methods to search
for sub-optimal solutions with relatively lower computational
complexities. Numerical results have been presented to show
the covert communication performance. We revealed that in-
creasing the number of antenna at the transmitter is promising
in improving the covert communication performance. Besides,
it has also been revealed that the existence of a friendly
jamming greatly helps improving the covert communication
performance.

APPENDIX

A. The proof of Proposition 1

Let n > 1 be an integer, by the definition of the total
variation distance, we obtain that

V) = [ A0 = 55w aw

“f H/ T fulwe i,
R o, (n—l)! up b
—zk/vk
(n— ) vp

© /R . 1;[f,5’;><yk>—1;[fé:><yk> d

/Q+/R§\Q ll[féz)(yk)—l;[fé:)(yk) dy

(43)



where W = [wy, -, wg] with  wy =
(Wi, W], fl(n)() and fl(")(l) are  defined
i @ f@ 23 e
k

RO ey "”(n_l{;k(“ < ldw, Q2 (0,G)%
for some sufﬁcier{ctly large positive constant G, step (a) is
obtained by using step (a), (b), and (¢) in the derivation
of (&), and in step (b), we make a change of variable
yg + zi/n for 1 <k < K.

Lemma 2: For 1 < k < K and z > 0, we have
limy o0 [ (2) = fo(2) and lim, oo £ (2) = fu (2)
almost everywhere. Besides, for n > 2, there exists some
constraint ¢ > 0 (1ndependent of n) such that for Vz > 0,

[(]")( )<candfv () <ec

Lemma 3: V(n) = fRK\Q ’Hk fU,C (yk) — ka ( )’dy
=o0g(1) +on(1).

Lemma indicates that for Vn > 1,
‘ka uk) — 1 f(")( )‘ is bounded above by some
constant. Therefore by using the bounded convergence
theorem, see e.g., [33, Theorem 1.4], we have that

limysoe Vi = fo | TTc fu )~ TTi fus (w)ldy where
ViV 2 [T f0 () — TT £ () |dy for any fixed
G > 0. Since 2V (£, £y = v{W 4 (" Proposition M is
proved by using Lemma [3] and letting G — oc.

Proof of Lemma[2l For simplicity, we only prove for the
case of f‘(,z) (x), and the proof can be directly extended to the

case of f[(J") (). For z € (0,03 ), by definition, we have that
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where step (a) is because n! > +/2wnn™/e”™ (Stirling’s
formula) and o(z) £ 1 — z + Inz, and step (b) follows
from the fact that o(z) < o(1) = 0 for any z > 0, and
that o(z) is increasing in z € (0,1). For € (03,,00),

(n) fv, (v)n"x 1 ne
we have that f (sz +f2(0) szn(nil)‘ v dv,
where ¢ < ((1 5) L(1+8z). XE £ (03,,00) \ X, and ¢
is a small positive number such that (1 — &)z > aik .We have
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where ' is some real number that lies between (1 —
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§)x and (1 + &)z, step (a) is due to the fact that
Pln Penidy 2% 1 for any € > 0 and thus

1 n
1{ o ©
obtained by first letting n — oo and then € | O, and step (b) is
due to the fact that fy, (z) < i for Vo > 0% A,- In summary,
for Vo € (0,03%,) U (0}, ,00 ) limp, 0 f(n)( ) = fu ().
Besides, by using the steps in (@6) and @7), it can be shown
that for Va > 0, f‘(,z)(:c) < qlkﬁ < (j% and thus is bounded
above by some constant that is independent of 7. |
Proof of Lemma ' Define Vén‘)/ S

fRK\Q Hk ka (yr)dy and V IRK\Q Hk f(n) (yr)dy.
It is straight that V") < V(") + V(n) By the definition of

), we have V2n‘)/ <K fG ka yk)dy;C We further have

that fG (n) d:c _ fgo f;;: n" m(n {;,’k(v) e,nz/ud Qe —
n"z" ! v na /v
X1+ Xg,2 where Xy, 1 _J"G Ui — {)v’k( )C " dode
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and X, =[5 B — dvdz. By

changing the order of integration, Xj 1 satrsﬁes Xp1 =
G

2 fu.(0)(n,nG/v)dv < I‘(n, 2n) = op(1). For Xj 2,
A

we have that Xj o < fooo g v (©) o m/ud dzx

(n !
Jo fu.(w)dv = og(1). Siniilarly, it can be shown that
Vi

= 0¢(1) + 0, (1), which completes the proof. [ |

B. A brief introduction on the POA method

In this part, we briefly introduce the POA method. We first
present some basic definitions.

Definition 1 (Monotonic functions): A function h : R — R
is monotonically increasing if h(x) > h(y) when = > y.

Definition 2 (Hyper-rectangles (a.k.a. Boxes)): Let a,b €
R™ with < y, then the set of x € R such thata < x < b
is a box in R™, which is denoted by [a, b].

Definition 3 (Normal sets): A set X' is normal if Va € X,
then the box [0, 2] C X.

Definition 4 (Polyblocks): A set P € R} is a polyblock if
P = Upey[0,v], where V is refer to as the vertex set of P
with |V| < 4o0.

Definition 5 (Monotonic optimization): Let h : R™ — R be
a monotonically increasing function, and G C [0, v] for some
v € R’ is a compact normal set with nonempty interior. Then,
maxgzeg h(x) is a monotonic optimization problem.

Based on the definitions above, let’s consider a sim-
ple monotonic optimization problem in the form of
maxgeg h(x), where h : R} — R is continuous and
monotonically increasing, and G C R is a compact normal
set. The basic idea behind the POA method to solve such a
monotonic optimization problem is to iteratively generate a
sequence of polyblocks to approximate the feasible set G, i.e.,
Pr2Py2---2P; 2--- DG, where P; is the polyblock
used to approximate G in the j-th iteration. Denote by V); the
vertex set of P;. The j-th iteration of the POA method consists
of the following steps:

1) Find the best vertex: :c‘g.v) =
argmax,ey, h(o);

argmax,cp h(z) =
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Fig. 10: Illustration of the POA method in a two-dimensional space, where the shadow area is the feasible set G. Here, in the first iteration,

G is approximated by P; whose vertex set is V1 =

{v1,1}, see Fig. [[0a). After the first iteration, we obtain an refined polyblock outer

approximation, i.e., P2, whose vertex set if Vo = {v2,1,v2,2}, see Fig. [[0(b). Following similar steps, we obtain Pz, whose vertex set is
V3 = {v3,1,V3,2,v3,3}, see Fig. [[0{c). The iteration continues until some pre-defined termination criterion is satisfied.

(v)

2) Project :c( ) into the feasible set G: x; ) — = px; ', where

p= max{t te(0,1),tx; ) €gh;

3) Updating the vertex set: Vj+1 =V \:13;”)) U{z:x =
(U) —E;(z gv) gf)) 1 <i < n}, where E; = diag(e;)

and e; is the i-th standard basis of R".
The iteration continues until some certain termination cri-
terion is satisfied, which we introduce later. We illustrate
the POA iteration introduced above in Fig. for better
understanding. As we can see that the POA method itera-
tively generates a sequence of feasible points. Denote the
set of the feasible points obtained after the j-th iteration as
X; & {2} (. (f) f)} and among X, denote the best
feasible p01nt as ¢ = Inaxme x; h(z). Then, at the (j+1)-th
iteration, it is reasonable to terminate the iteration process if

h(x gﬁ_)l) h(z}) < 6 where § > 0 a given tolerance. In fact,
this means that h(x}) < maxzeg h(z) < maxgep,,, h(z) =

maxgey, , h(x) = h(:ngi)l) < h(
d-optimal solution.

Note that in general, the number of points in the vertex set
V; increases exponentially with j, leading to a high computa-
tional complexity. There are some methods to reduce the points
in V;, for example, Proposition 2.7] and Section 3.3],
which is helpful to reduce the computational burden. We also
note that in this part, we have only considered a simplified
version of the canonical monotonic optimization formulation,
which is, however, enough to handle the optimization problem
in 23). For more details about the framework of monotonic
optimization and the POA method, please refer to [30],

and references therein.

* * 3
:cj) + §, and thus x7is a

C. A brief introduction on the SCA method and the derivation
of @

Consider a general non-convex optimization problem
mingex go(x) + ho(x), where X £ {x : gi(x) + he(z) <
0,1 <t < T} is the feasible set with T being the number
of the constraints, g;(«) for 0 < ¢ < T are convex functions,
and h(x) for 0 < ¢t < T are non-convex functions. The
SCA method handles such a general non-convex optimization
problem by replacing the non-convex function h:(x) with a
convex approximation near some feasible point &, denoted by
fzt(m; &), and iteratively solving the resultant convex problem.
Specifically, in the j-th iteration, the SCA method solves
mingey, go(z) + ho(x;xj_1) where X; £ {x : g(x) +

hi(z;xj—1) < 0,1 <t < T}, where ;1 is set to be
the optimal solution obtained in the (j — 1)-th iteration.
Consequently, the SCA method generates a sequence of so-
lutions {x1,xa, - -~ }. It has been shown in literature that for
YO <t <T,if ht(w &) satisfies 1) hy(x; &) < hi(x) for Ve,
2) hy(d; &) = hy(&) for Ve, 3) aht(m ‘ = W .
and 4)h,(a; &) is continuous in (:c; :c), then under some mild
assumptions, the limiting point generated by the SCA method
is a KKT solution to the original non-convex problem. For
more details about the SCA method, please see, e.g. [32],
and references therein.

In our problem in (26), the objective and the constraint in
(26b) are non-convex. To use the SCA method, in the (j+1)-th
iteration, we approximate the non-convex part of the objective,
i.e., —|la + B||?, by using its first order Taylor expansion.
For the non convex constralnt [26h), we approximate it usm
1tTA t+ 'yTA v < € where the definitions of AY
and Aéj ) are presented below @7). It can be verified that
the convex approximations adopted here satisfy the conditions
mentioned above, and thus enable the SCA method.
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