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Abstract—Rate Splitting Multiple Access (RSMA) re-
lies on multi-antenna rate splitting (RS) at the trans-
mitter and successive interference cancellation (SIC) at
the receiver. In RS the users’ messages are split into
a common message and private messages, where the
common part is first decoded by the all users, while
the private part is decoded only by the intended user
using SIC technique. This split of the users’ signals
into common and private parts raises some interesting
tradeoffs between maximizing sum rate versus secrecy
rate. In this work we consider the secrecy performance of
RSMA in multi-user multiple-input single-output (MU-
MISQO) systems, where secrecy is defined by the ability
of any user to decode the signal intended for user £
in the system. To that end, new analytical expressions
for the ergodic sum-rate and ergodic secrecy rate are
derived for two closed-form precoding techniques of the
private messages, namely, 1) zero-forcing (ZF) precoding
approach, 2) minimum mean square error (MMSE)
approach. Then, based on the analytical expressions
of the ergodic rates, novel power allocation strategies
that maximize the sum-rate subject to a target secrecy
rate for the two precoding schemes are presented and
investigated. Our Monte Carlo simulations show a close
match with our theoretical derivations. They also reveal
that, by tuning the split of the messages, our power al-
location approaches provide a scalable tradeoff between
rate benefits and secrecy.

Index Terms—Rate splitting, physical layer security,
zero forcing, MMSE, power allocation.

I. INTRODUCTION

Rate-Splitting Multiple Access (RSMA) to a
general and emerging framework of multiple
access, multi-user and interference management
strategies relying on multi-antenna rate splitting
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(RS) techniques at the transmitter and Successive
Interference Cancellation (SIC) at the receivers
[1]. Under the RSMA umbrella, various RS archi-
tectures have been developed and have been shown
to enhance the achievable sum-rate in multi-user
multiple-input single-output (MU-MISO) systems
[2]-[6]. With RS the users’ messages are split
into a common message and private messages,
that are first encoded, linear precoded, and then
superimposed in a common transmission. At the
users side, the common stream is first decoded by
the all users, then each private stream is decoded
by the intended user using Successive Interfer-
ence Cancellation (SIC) technique. By modifying
the power allocated to the common and private
streams, RS can enhance the sum rate of the
communication systems in the presence of in-
terference. RS technique has received a growing
attention in the literature. For instance, in [4] the
gain performed by RS over conventional multi-
user linear precoding transmission scheme, e.g.,
without using RS (NoRS), under imperfect chan-
nel state information (CSI) at the base-station (BS)
has been analyzed and investigated. Considering
imperfect CSI at the BS, the authors in [3]-[6]
formulated an optimization problem to optimize
the precoders of the common and private streams
in order to maximize the achievable sum rate. The
results in these works explained the superiority
of RS over classical transmission (NoRS). In [7],
RS technique in massive multiple-input multiple-
output (MIMO) systems has been investigated
assuming imperfect CSI at the BS. In [6], RS
has been implemented in a multi-pair MIMO
cooperative systems to get higher performance
compared to NoRS. In [8], RS has been designed
for a multiple antennas multi-cell systems with
imperfect CSI, in this work RS scheme showed the
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superiority in a Degrees-of-Freedom sense over
NoRS. The benefits of RS in multi-user multi-
antenna systems have been included in [9], [10],
and its performance gains were highlighted over
both the conventional NoRS and Non-Orthogonal
Multiple Access (NOMA) techniques. More re-
cently, the performance of RS with practical finite
constellation transmission was investigated, along
with tailored power allocation schemes [11].

A critical challenge that arises with RS relates
to the security of the signaling. The split of the
users’ messages into common and private parts
makes them prone to eavesdropping, because the
common stream rate is designed to be decodable
to multiple users. No splitting the messages as in
SDMA incurs a loss in sum-rate but is more robust
to eavesdropping. On the other hand, encoding a
message entirely into a common stream so that
one user entirely decodes the message of another
user (as in NOMA) cannot satisfy any secrecy
constraints. By suitably splitting the messages, one
can find the best tradeoff between sum-rate and
secrecy maximization.. This implicates vulnera-
bilities with the security of the information, not
only to external eavesdroppers, but also relating
to privacy of the messages between the legitimate
users of the RS multiple-access system. As a com-
plement to higher layer cryptographic approaches,
physical layer security (PHYSec) has been long
developed in the literature. The concept of PHY-
Sec was first introduced in [12], which showed
that a secure communication can be achieved if
the eavesdropper channel is a degraded version
of the legitimate user channel. Consequently, sev-
eral works have investigated PHY Sec in different
scenarios. For instance, the secrecy capacity of
MIMO systems with an external eavesdropper
was studied in [13]. Later on, in [14], an op-
timization problem was formulated to solve the
secrecy capacity of a general MIMO scenario
in the existence of a passive eavesdropper. The
authors of [15] showed that antenna selection and
combining techniques enhance the secrecy over
MIMO channels. In [16], the ergodic secrecy rate
of a downlink MU-MISO system achieved by
implementing the regularized zero-forcing (ZF)
precoding based on imperfect CSI was derived
and investigated. In [17], closed-form expression
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of the ergodic secrecy sum-rate of downlink MU-
MISO systems was derived in terms of channel
condition. The authors in [18] considered PHY Sec
of MIMO systems, where the achievable secrecy
sum-rate was derived. In addition, in [19] the
secrecy performance of constructive exploitation
precoding technique was investigated. In addition,
the authors in [20] provided an analytical frame-
work for the secrecy performance and optimum
design of secure transmission in down-link MU-
MISO random cellular systems considering lim-
ited CSI feedback. A novel scheme for inducing
inter symbol interference at the eavesdropper was
proposed and analyzed in [21]. Further work in
[22] presented a novel spatial constellation de-
sign strategy based on generalized space shift
keying, for PHY Sec improvements in MU-MIMO
communication systems. In [23] a new secure
transmission strategy, which jointly applies gen-
eralized precoding-aided spatial modulation and
rotating symbol modulation for improving PHY-
Sec was proposed. The authors in [24] studied
a PHYSec aided wireless interference system of
multiple source-user pairs, which are wiretapped
by multiple eavesdroppers that have better channel
conditions than the legitimate users. In [25] a mul-
tiple antennas-based truncated channel inversion
power control scheme was proposed to provide
secure transmission.

The secrecy problem of RS has been studied in
the literature. In [26] cooperative RS technique has
been employed to improve the secrecy sum rate
for the MISO broadcast channel which consists
of two legitimate users and an eavesdropper. To
ensure secure cooperative RS transmission, the
common message has been used as both a desired
message and artificial noise. The authors in this
work proposed secure RS transmission scheme
which advocates the dual use of the common
message as a desired message and artificial noise.
In [27] the max-min secrecy fairness of cellular
networks was investigated, in which cooperative
RS aided down-link transmissions are employed.
A novel application of RSMA for joint com-
munications and jamming with a Multi-Carrier
waveform in a multi-antenna Cognitive Radio was
proposed in [28]. The authors in [29] proposed
a RS scheme to enhance the security, in which
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the common message serving both as a desired
message for legitimate users and artificial noise for
the eavesdropper. The work in [30] proposed a RS-
based secure transmit approach against multiple
eavesdroppers in cache-enabled cloud radio access
networks. In [31] a secure beamforming scheme
for RSMA-based cognitive satellite terrestrial net-
works in the presence of multiple eavesdroppers
has been presented.

It is important to note however that classical
PHYSec approaches do not straightforwardly ap-
ply to RS. They typically address external eaves-
droppers to the legitimate transmission. Indeed, in
the RS case, revealing a portion of the users’ sig-
nals in the split RS signaling raises unique security
challenges, not only against external eavesdrop-
pers, but also for potential eavesdropping within
the multiple access network. The eavesdropper can
detect first the common message and then his own
private message using a first layer of SIC. It then
tries to remove them using a second layer of SIC
to eavesdrop the k' private signal (unintended
private signal).!. It further raises some interesting
tradeoffs, where on one hand, increasing the split
towards the common signals may increase the sum
rate of RS, while on the other hand revealing the
users’ signals may harm the security performance.
Accordingly this paper investigates the secrecy
performance of RS scheme in MU-MISO systems.
In this regard, using maximum ratio transmission
(MRT) technique for the common message, the
ergodic sum-rate and ergodic secrecy rate are
analyzed for two closed-form precoding schemes
of the private messages, namely, 1) zero forcing
(ZF) precoding technique, and 2) minimum mean
square error (MMSE) technique. Our analysis is
presented for imperfect CSI at the BS. Addi-
tionally, since RS subsumes NoRS as a special
case whenever no power is allocated to the com-
mon stream, the conventional transmission NoRS
is also studied in this paper. Furthermore, split-
ting the users’ signals into common and private
parts enhances the achievable sum-rate, but reveals
part of the users’ messages making them prone
to eavesdropping. Accordingly, using the above

"This is very common in communication, e.g., superposition
coding with SIC (nowadays known as NOMA) where the strong
user decodes the message of the weak user.
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analysis, a power allocation scheme tailored for
secure RS that maximizes the sum-rate subject to
a target secrecy rate is proposed and investigated.
By tuning the secrecy threshold, one can achieve
a flexible tradeoff between the RS benefits and
its security vulnerability. For clarity the major
contributions of this work are:

1) We investigate the tradeoff between the
achievable sum-rate and secrecy rate in RS
scheme, and we formulate an analytical framework
to determine how the messages should be split
between the common and private parts to achieve
both high sum-rate and secrecy rate. Split of the
users’ messages raises some tradeoffs between the
sum rate and secrecy rate. On one hand, increas-
ing the split towards the common message (with
increasing the power of the common message) can
lead to enhancing the sum rate, while on the other
hand revealing the users’ signals (by increasing
the split towards the common message) results in
degrading the secrecy rate. Thus the power should
be allocated efficiently to split the signals between
the private and common messages in order to
maximize the sum-rate while achieving a target
secrecy rate. The trade-off between the two is
unaddressed in the literature, and we address this
gap with the following analytical study.

2) New closed-form explicit analytical expres-
sions for the ergodic sum-rate and ergodic secrecy
rate are derived for MRT/ZF and MRT/MMSE
transmission schemes with RS, when the CSI is
imperfectly known at the BS. The derived rate
expressions provide practical design insights into
the impact of different system parameters on the
achievable rates and secrecy performance. Based
on these explicit expressions several techniques
such as power allocation approaches can be devel-
oped in order to enhance the system performance.
In addition, with these analytical expressions it
takes much less time to evaluate the ergodic sum-
rate and secrecy rate than it would take to carry
out Monte-Carlo simulations.

3) Based on the derived expressions, a novel
low-complexity power allocation technique to
scale the split between the private and common
parts is considered for the sake of maximizing the
ergodic sum-rate while achieving a target secrecy
rate. The proposed power allocation essentially
answers the question: "How much of the users’
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signal to reveal?’ for the purpose of increasing the
sum rates while at the same time preserving the
users’ signals secrecy.

4) Monte-Carlo simulations are also provided
to confirm the accuracy of the analysis, then we
examine and investigate the impact of several
system parameters on the achievable rates. The
numerical results show clearly that the ergodic
sum-rates and secrecy rates enhance with increas-
ing the transmit power and number of antennas
at the BS, and MRT/MMSE precoding scheme
has better RS secrecy performance than MRT/ZF
precoding technique. In addition, the proposed
power allocation schemes can provide a scalable
tradeoff between the achievable sum-rate benefits
and the secrecy of RS transmission technique.

II. SYSTEM MODEL

We consider a downlink MU-MISO system,
in which an N —antennas BS communicates with
K-single antenna users using RS technique. The
channels are modeled as independent identically
distributed (i.i.d) Rayleigh fading channels [32],
[33]. The channel matrix between the BS and the
users is denoted by H € CK*V. Building on
the channel reciprocity in a time division duplex
(TDD) protocol it is assumed that the channel
responses are the same for both uplink and down-
link. At the beginning of every coherence interval,
all the users simultaneously transmit orthogonal
pilot sequences to the BS. Considering minimum
mean square error (MMSE) channel estimator, the
relation between the real and estimated channels
can be written as, H = H + H, where H ~

CN <0,b> is the estimated channel matrix, and

H ~ CN (O,f)) is the estimation error matrix,

A

while D and D are a diagonal matrices with

[f)] = 02 and [f)] = o?

Kk . hy, k hy,

the variances of the error and estimated channel,
respectively? [5], [35], [36].

In RS, the BS transmits /K independent mes-

sages to the K wusers. Each user message is

, which are

?Channel reciprocity is an inherit feature of TDD systems, which
is used to know the uplink/downlink channel from downlink/uplink
channel measurements. Both 802.16 m and LTE provide mecha-
nisms to estimate the channel on different bandwidths depending
on the terminal’s channel conditions [34].
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split into a private part and a common part,
Le., xp, = {xcvk,xk}? The common message
is formed by packing the common parts, e.g.,
r. = {xe1,..,Tex} *. The resulting K + 1
symbols of a given channel use are grouped in
a vector x = [z, 71, ....,xK]T € CK+1, where z,
and z; are encoded common and private symbols,
respectively, and & {XXH } = I. Then the symbols
are mapped to the BS antennas through a linear
precoding matrix defined as W = [w,, w1, ... W]
where w, € CV is the common unit norm pre-
coder and w;, € CV denotes the k' private unit
norm precoder. Accordingly, the transmitted signal
can be written as [2]-[4]

K
s=Wx = \/chcxc_‘_ Z \/?pwixia (1)
=1

where P, is the power allocated to the common
message and P, is the power allocated to the pri-
tP

vate message, where P. = (1 —¢) P and P, = =
0 <t <1and P is the total power.
The received signal at the k' user can be ex-

pressed as

Y = hkS +ng = thX+nk

K
=V Pchkwcxc+ Z Vi Pphkwixi + ng, (2)
i=1

where h;, is the channel vector from the BS to the
k" user, ny, is the additive white Gaussian noise
(AWGN) at the user with zero mean and variance
0%, i.e., ny ~ CN (0, o2). At the user side, after
perfectly removing the common message using
SIC technique, the received signal at the k" user
can be written as,

3The subscripts ¢ and ¢ are used for total message, and common
part, respectively.

It should be noted that while the RS transmit signal model
resembles a broadcasting system with unicast (private) streams and
a multicast stream, the role of the common message is fundamen-
tally different. The common message in a unicast-multicast system
carries the musticast information, i.e. a public information intended
as a whole to all users in the system, while the common message
in RS encapsulates parts of the unicast messages, and its content
not necessarily required by all users, although decoded by them all
for interference mitigation purposes. Please refer to literature [2],
[9], [10], [37], [38] for more details about RS.
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K
Y = Z V Pphiewiz; + ny,
i=1
= h,WPX’ + n,, 3)
where x? = [z, ....,xK]T and W? = [wy, ... wg].
The sum rate can be calculated by,
K
R=R+> RY, (4)
k=1
where R = min (RS, RS, .., R,..,R%) is the

rate for the common part, 1?; is the rate for the
common part at the k" user, and Ri is the rate
for the private part at the k" user.

In this work imperfect CSI is assumed, and
delay-tolerant transmission is considered. Thus,
sending the common massage and the k' private
message at ergodic rates given by E{R{} and
E {R}}, respectively, guarantees successful decod-
ing by user k [6]. To guarantee that z. is suc-
cessfully decoded and then removed by the users,
z. should be transmitted at an ergodic rate not
exceeding min; (E {Rj})]K:l Accordingly, the er-
godic sum rate can be evaluated by [6]

E{R} = min (E {RD) .+ D E{R}. )
k=1

In addition to the above sum rates, in this work
we are interested in the particular vulnerabilities
of RS to eavesdropping. In this model the eaves-
dropper can be any user, 7 , in the system trying to
decode the private message of user k by exploiting
the common message together with the leakage
caused by the imperfect knowledge of the CSI.
Therefore, the ergodic secrecy rate can be defined
as

R, E{[(R" + RY)

— max{(R°+RY,,),1<i<K,i#k}|"}
= E{[R} —max{RY,,,1<i< K,i#k}"(p)

where [z]T = max(0, x), R? , is the rate at which
user ¢ can decode user k signal. It is evident from
the above, that by tuning the power allocated to

the common vs private signals, a flexible tradeoff
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between the sum rate and secrecy rate can be
achieved. To analyze and optimize this tradeoff,
let us first derive the analytical expressions of the
sum and secrecy rates for a number of precoding
approaches.

III. ERGODIC SUM-RATE AND ERGODIC
SECRECY-RATE

In this section we analyze the ergodic sum-
rate and the ergodic secrecy rate of MU-MISO
systems using RS scheme for different closed form
precoding techniques: 1) MRT for the common
part and ZF for the private parts, 2) MRT for the
common part and MMSE for the private parts,
assuming imperfect CSI at the BS.

A. MRT/ZF

In this case MRT is implemented for the com-
mon stream and ZF precoding is applied for the
private stream. Thus, precoding vector for the
common message can be written as

K ~

> hf
L (7)
> hf
=1

W, =

The pseudo-inverse of the estimated channel is,

U (ﬂﬂH>_1 . @)

Therefore, the precoding vector for the kprivate
message, Wi, can be written as
P
f

)
£

9)

W) =
where 7 is the k" vector in F?.
1) Ergodic rate for the common part: To derive

the ergodic rate of the common part, the received
signal at user k in (2) can also be expressed as

Yk = \/Fcflkwcxc + \/Fcflkwcxc
K ~
B/ Porit DV Bhwwlai +ng, - (10)
i=1
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where 3, = T For a given channel estimate

IIfP
H, the corresponding output SINR of the common
part at the £*" user is [39], [40]

B 3 BH )
=1
MR
c =1
= —p S

Thus, the ergodic rate for the common part is

E[R}] = E[log, (1 +75)]-

Theorem 1. The ergodic rate of the common part
at user k can be calculated as a function of the
common and private signal powers P., P, as

_K 5
(i () "))
—1+K-N
x<<1+Pp‘;’“Zi) ) (13)

where [} = KPpU}%k + 0%, z; and H; are the i
zero and the weighting factor, respectively, of the

Laguerre polynomials tabulated in [41, (25.245)].

(12)

Proof: The proof is presented in Appendix A.

|

2) Ergodic rate for the private part : To derive

the ergodic rate of the private message, the private

signal at the k" user in (3) can also be expressed
as

K
vp = B/ Byt Y /Bhywlz; +my. (14)
i=1

For a given channel estimate H, the corresponding
output SINR of the £ user is [39], [40]

+ Ppa}%k

(B )*1],%

2
P P05,

T = 15)

M= &

2
+ o},

S .

Wl
Ee
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Now, the ergodic private-rate can be calculated as

E[Ry] = E[logy (1 + ;)] - (16)

Theorem 2. The ergodic rate of the private part
at user k can be evaluated by

n 1 P,y; + P,o?
:Z H;—log, | 1+ Kp a7
, Zi
= ; Ppaﬁl + o

ik

y yZ(N—K) (\I/k)N_K+1 e_\pkyi
'(N-K+1) ’

where z; and H; are the it" zero and the weighting

factor, respectively, of the Laguerre polynomials

tabulated in [41, (25.245)].

7)

Proof: The proof is presented in Appendix B.

|

3) Ergodic secrecy rate: The ergodic secrecy

rate lower bound can be calculated by [42, page
4692] [43, Eq(5)]

E[R,) = [E[R)] - E[max {RL}]|*.  (18)

User ¢ detects first the common message and
his own private message, then removes them using
SIC to eavesdrop the k" private signal. Accord-
ingly, the received signal at user ¢ to detect user
k signal is

K
Yl = VEhwizt Y/ Phiwha 4

J#i

(19)
Thus the SINR can be written as
P02
o= (20)
> Pot t o?
7=1
JF#i

The ergodic rate at the worst user (for user k) can
be evaluated by

E [max {R},;}] = E [max {log, (1 + )}

21
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Theorem 3. The ergodic secrecy rate in this case

can be calculated by rli 2+P 2 | Hz
c kW cgflk W,

n Vi :
1 H, K R 2 K

= E -t p 2 P2 2

- (25)

For simplicity in this scenario, we derive the
% <1 _ <e‘zip % (14 PW, z) N )) ergodic rate upper bound. Using Jensen inequality,
the upper-bound for the common part is

. (1_ (fppaﬁ +U%>> Ry, =log, (1+E[]). (26)
xe = Theorem 4. The ergodic rate of the common part

upper-bound can be approximated by,

N PCK9k+PCU}%
R; =log, [ 1+ 1, @27

Po? P, + Ppa}%k + o}
—log, | 1+ max-— : i ) (22)  Lhere .
P,o: + o} i —1)!
J; P™h, o :Z . (i )
i —~ (i—1+N-K)
Proof: The proof is presented in Appendix C. i—1i—1 i i—-1+N—K
u (—1)
1—1—=z
z=0 1=0
B. MRT/MMSE 1—1+N-K 1
_ o X P11 WJ2+N—K+z—l,2,l (a),
In this case MRT is implemented for the com- z1! -
mon part and MMSE precoding is applied for the hil (28)
private parts. Thus, the MMSE precoding vector e
for user k& can be written as 24+ N—K+2—,
A A -1 .
Wi = B <HHH + aIN) hy,  (23) Foinrcret (@) = )
f=0
- 1 _ Ko? _ _
where (3, = ((ﬂﬂHwI)*lﬁkH and a = B s the < 24+ N ;(jtz [, )
the regularization parameter.
]). Erqulc rate for the common pa.rt : The y (_a>2+N—K+z—l,—f 7 (a) (29)
received signal at user k can also be written as
and

Y = V Pcﬁkwcxc + V Pcflkwcxc .
_Ei(laa)_‘_ea_2 lffzo
J(a) = E;(1,a) iff =1 (30)
K K 3 L'(f—1,a) iff=>2
+ Z v Pphywi o)+ Z V P wiw; + ng. where E; (1,a) is the generalized exponential in-
i=1 =1 (24) tegral and T (f — 1,a) is the incomplete gamma

For a given channel estimate ﬂ, the corresponding function.
output SINR of the common part at the k" user Proof: The proof is presented in Appendix D.
is [39], [40] .
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2) Ergodic rate for the private part : The
received private signal at the k' user can also be
written as

Y’ = \/Phwlay, + /P hywlz,

K K
+ Z \/prlkwfx,-+ Z \/prlkwfxi + ny.
— —

1= 1=
i£k i£k

3D
For a given estimate channels H, the correspond-

ing output SINR of the k' user is [39], [40]

. 2
o Py [wp| + P02,

Tk = K N 2 K ) )
> By hpw?| + 37 Ppg}%k Wi l|” + of
= i=1
i£k i£k

(32)

Theorem 5. The upper-bound of the private part
can be calculated by,

~ Pék—i—PUg
R} =log, | 1+ - it

K
P, (o — ;) + 231 Ppalglk + o?
itk
(33)
where 0y, m {S2 4+ Q}, S? and Q; are
defined in Theorem 1 and Lemma 1 in [44],
respectively.
Proof: The proof is presented in Appendix E.
|

3) Ergodic secrecy rate: The ergodic secrecy
rate lower bound in this case can be calculated by

E[R,] = [E[R"] — E [max {R”

i—k

.

User ¢ detects first the common and his private
messages, then will remove them using SIC to
detect the k™ private message. The received signal
at user ¢ to detect user k signal is

(34)

Y= \/prliwixk + \/prliwixk
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K K
j=1 j=1

JF#ik J#ik

(35)
Thus the SINR is
hywp |’ 2
S
Viok = R T (36)
> b pj2+zppglgl.+az2
P L =T
ik ik

Theorem 6. The ergodic secrecy rate in this case
can be calculated by

PpcSk + PpO'lglk

E[Rs] =log, | 1+

K
P, (v — )+ > Ppalglk + o?
i=1

ik

P,02 + P,o?
p hi+ P7hy

—maxlog, | 1+ I
P2+ 37 Pl +o7]
by
(37)
Proof: The proof is presented in Appendix
F. |

Remark 7. From the sum-rate and secrecy rate
expressions derived in this section, we can observe
the following. Firstly, it is obvious that the channel
estimation error has a harmful impact on the
achievable sum and secrecy rates of the considered
precoding schemes. Actually, the ergodic rates are
limited by the variances of the estimated channels,
and the estimation errors. Moreover, from these
expressions we can also notice that, the power
fraction, ¢, between the private and the common
parts plays an important rule in achieving high
sum and secrecy rates. Accordingly, the optimal
value of ¢ that achieves optimal system perfor-
mance should be obtained for each values of the
system parameters. It is also clear that, increasing
number of the BS antennas N and number of the
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users K always lead to enhance the achievable
rates. It is also worth to mention that, all the
analytical expressions provided in this work are
accurate, explicit and in closed-form, thus effec-
tive power allocation techniques can be developed
based on these expressions.

IV. POWER ALLOCATION FOR SECURE RS

Splitting the users’ messages into a common
message and private messages raises some trade-
offs between the sum rate and secrecy rate as we
have explained earlier. Increasing the power of the
common message can lead to enhancing the sum
rate, while revealing the users’ signals results in
degrading the secrecy rate. Therefore, the power
should be allocated efficiently between the private
and common messages in order to maximize the
sum-rate while achieving a target secrecy rate. In
this section, based on the ergodic sum-rate and
ergodic secrecy rate expressions, power allocation
schemes are considered to split the signals be-
tween the private and common messages in order
to maximize the ergodic sum-rate while achieving
a target secrecy rate. With the above objective in
mind, we formulate the optimization problem as

max E{R.}+ > (E{R}})

0<t<1

s.t. [B[RY] — E[max {R?_, " > s, Vik

P+ KP,<P (38)

where r, is secrecy rate threshold value, P, =
(1—t)P and P, = E,O <t <1and P is
the total power. We propose a low complexity
heuristic approach to solve this problem by first
finding the value () of ¢ that achieves the target
secrecy rate, r,. Clearly, any value above ¢, will
satisfy the secrecy constraint. Then the optimal
value of ¢ will be in the region [t, 1], as illustrated
in Fig. 1 below.
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A. MRT/ZF

In this case the value of ¢, is the value that can
fulfill the secrecy constraint in (38). This value
can be obtained numerically by changing ¢ from
0 to 1. To gain some insights, we can derive the
approximated value of ¢ as follows. Using the first
order Laguerre polynomial, the secrecy constrain
in (38) holds when

thl—i‘tPO'}gl
rs=Zlogy [ 14+ — -

2 2
> tPo; + o0

i=1
i£k
tPa}%_
—max log, | 1+ = : , 39)
> tPa? T o?
7=1
J#i
(N-K) - Ty
where = = H; 1 h (F\I(’N) NKi)l " The value
of t, can be calculated by
. (22— 1) (o})
Py + Palglk —(2¢-1)(K - 1) Po2
(40)

The proof of (40) is provided in Appendix G.
Now, the optimization problem can be written
as,

max E{R.}+ Y  (E{R}})

to<t<l

st. L+ KP, <P (41)

The optimal value of ¢ can be found by a sim-
ple one dimensional search techniques, such as
golden section method, over t;, < t < 1. The
steps of golden section method are presented in
Algorithm 1. It is known that, the golden section
search converges to the global optimal point [45],
[46]. Consequently, Algorithm 1 always converges
to the optimal point [45], [46]. The complexity
order of this algorithm for convergence to an e-
accurate solution is O (log2 ) [45], [46]. Number
of iterations required in this ‘method is log2 [45],
[46].
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(a) Ergodic secrecy rate versus t. (b) Ergodic sum-rate versus t.
Figure 1: Power-Allocation scheme.
Algorithm 1 Golden Section Method.
Initialize ¥ = 0, p = 1,¢ > 0 and § = —1£5,
Repeat
Update t; =9+ (1 —§)p and ty = p + (1 — §)0.
Obtain E [R (¢;)] and E [R (t2)].
If E[R(t1)] > E[R (t2)], set ¥ = t;. Else set ¢ = ts.
Until | — 9| < €.
Find t* = (¥ + ¢)/2.
B. MRT/MMSE
Similarly, the value of ¢, in this case can be A
obtained numerically by changing ¢ from 0 to 1. ¢, = k = .
To gain some 1n51ghts, we can derive the approx- P6,, + PU}gl —AP(a=68) =AY PO’%
imated value of ¢, in the worst case as follows. k i=1 k
The first constraint satisfied when, v (43)

The proof of (43) is provided in Appendix
H. Now, the optimization problem can be re-

formulated as,
Ppék + P pO }glk

rs =logy | 1+

K
P,(a =)+ Y. Po? +o02 EK
p (a0 — 0 Z_Zjl P9, T 9k max E{R.} + (E{R.})
k=1

itk ts<t<1

Ppai " Ppaﬁ_ st. B.+P, <P (44)
—maxlog, | 1+ — : 42)
‘ P02+ 3 ppalgl Now, the optimal value of ¢ can be found by a
j=1 simple one dimensional search techniques, such
7 as golden section method, over t, < t < 1 as
From (42) we can find t, as presented in Algorithm 1.
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Figure 2: Ergodic sum-rate of RS and NoRS versus transmit SNR using ZF precoding for private stream with various values of N

and K.

V. NUMERICAL RESULTS

In this section some numerical results of the
mathematical expressions derived in this work
are presented and investigated. To confirm our
analysis, simulated results using Monte-Carlo sim-
ulation are also presented. Assuming the users
have same noise power, o2, the transmit signal to
noise ratio (SNR) is defined as SNR = %. The
channel error variance considered in this Section is
given by, a~ =nP~¢, wheren > 0and ¢ € [0, 1]
are varied tokrepresent dlfferent CSI accuracies and
SNR scaling [6]. Accordingly, the CSI quality is
allowed to be scaled with the SNR.

Firstly, in Fig. 2, we illustrate the ergodic sum-
rate for the RS using MRT/ZF and NoRS using
ZF when N = K = 2,46, n =1 and ( = 0.6.
It is clear from this figure that the RS scheme
outperforms the conventional transmission NoRS
for the all considered scenarios. These results
explain clearly the superiority of RS over conven-
tional transmission schemes and justify using RS
transmission in MU-MISO systems.

In Fig. 3 we show the system performance under
CSI errors that do not scale with SNR (¢ = 0),
a}glk = 0.05, when N = K = 5 for MMSE
and ZF precoding schemes with RS and without
applying RS when ¢ is optimized using golden
section technique. The good agreement between
the analytical and simulated results confirms the
validity of the analysis introduced in this paper.
Looking closer at the results in this figure, it is
clear that increasing the SNR enhances the ergodic
sum-rate and secrecy rate. In addition, the MMSE

© 2022 IEEE. Personal use is permitted, but republication/redistribution re
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and ZF precoding techniques can provide secure
RS transmission, with clear superiority of MMSE
over ZF. Having said this, increasing the SNR
reduces the gap performance between the MMSE
and ZF techniques. This figure confirms the supe-
riority of RS over conventional transmission NoRS
in terms of ergodic sum-rate and secrecy rate.

In Fig. 4 we plot the ergodic sum-rate and
secrecy rate versus the SNR for the RS trans-
mission scheme with MRT/MMSE and MRT/ZF
when N = K = 4, and N = 8§, K = 4 and
t is optimized using line search methods such
as golden section technique. Fig. 4a presents the
sum-rate and Fig. 4b shows the secrecy-rate, when
1n = 0.1 and ¢ = 0.5. The good match between the
analytical and simulated results confirms the anal-
ysis presented in this paper. It is clear that increas-
ing the SNR and number of antennas N always
improves the ergodic sum-rate and secrecy rate. In
addition, secure RS transmission can be provided
by applying MMSE or ZF precoding techniques.
Furthermore, increasing the SNR and/or number of
antennas N reduces the gap performance between
the MMSE and ZF techniques. By comparing
Fig. 4 and Fig. 3 we can notice that the highest
error variance results in very low ergodic sum
and secrecy rates. In addition, the superiority of
MMSE over ZF can be seen for wider range of
the transmit SNR.

To explain the impact of the channel error
variance., i.e., the values of 7 and (, we plot in
Fig. 5 the ergodic sum-rate and secrecy rate versus
the SNR for the RS transmission scheme with

%wres IEEE permission. See https://www.ieee. or?é)ubhcat|ons/r|ghts/|nde>< html for more information.
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Figure 3: Ergodic sum-rate and secrecy rates of RS and NoRS versus transmit SNR using ZF and MMSE precoding for private
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Figure 4: Ergodic sum-rate and secrecy rates of RS versus transmit SNR using ZF and MMSE precoding for private streams with

various values of N and K , when n = 0.1 and ¢ = 0.5.

MRT/MMSE and MRT/ZF for different values of
n and ¢ when N = K = 4 and the power fraction
t is optimized using golden section technique. It
is evident and as expected that increasing 7 and
( leads to increase the channel error variance
a%k = nP~¢ and this results in degrading the
system performance.

In order to illustrate the power allocation
scheme presented in this work, we plot in Fig. 6
the ergodic sum-rate and secrecy rate versus ¢ for
MMSE and ZF precoding techniques, when N =
K =5, SNR=5 dB and O‘lglk = (.7. The target se-
crecy rates are assumed to be ry = 0.41 (bps/Hz2)
for ZF and r, = 0.72 (bps/Hz) for MMSE as
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shown in Fig. 6a. Interestingly enough, it is noted
from this figure that £ = 1 is the best option for
the secrecy, but for the sum-rate ¢ = 0.5 is the
best with MMSE and ¢ = 0.6 is the best with
ZF. This observation explains clearly the tradeoff
between the secrecy rate and the achievable sum
rates. The optimal value of ¢ that can achieve the
target secrecy rate r; and optimize the sum-rate
(t*) is in the range [0.7, 1] for MMSE and [0.8, 1]
for ZF scheme as explained in Fig.6b. By using
Algorithm 1, the optimal value of ¢ for MMSE
scheme is t* = 0.7 and for ZF is t* = (.8 as shown
in Fig.6b. Therefore, the BS should allocate more
power to the private messages in order to optimize

%uires IEEE
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the sum rate and achieve the target secrecy rate.
It is also clear that the secrecy constraint has
considerable impact on the optimal value of ¢,
where the optimal ¢ without secrecy constraint in
MMSE is about 0.5 and in ZF is about 0.6. Thus,
in RS transmission without secrecy constraint, the
BS allocates more power to the common part to
achieve optimal sum-rate.

In order to investigate the impact of K and
N on the optimal value of ¢, in Fig. 7 we plot
the ergodic sum-rate and secrecy rate versus t
for MMSE and ZF precoding techniques, when
N = K = 3, SNR=5 dB, and a}%k = (.7 for the
target secrecy rates rs = 0.56 (bps/Hz) for ZF

. . ©2022 IEEE. Personal use is permitted, but republication/redistribution re
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and r; = 0.78 (bps/Hz) for MMSE. The tradeoff
between the secrecy rate and the achievable sum
rates can be observed clearly from the results in
this figure where ¢ = 1 is the best option for the
secrecy rates, but for the sum-rate t = 0.65 is the
best with MMSE and ¢ = 0.6 is the best with
ZF. The optimal value of t, is in the range [0.8, 1]
for MMSE and [0.9, 1] for ZF scheme as shown in
Fig.7b. By using Algorithm 1, the optimal value of
t for MMSE is t* = 0.8 and for ZF is t* = 0.9 as
in Fig.7b. Therefore, the BS should allocate most
the power to the private messages in both MMSE
and ZF cases. On the other hand, the optimal value
of ¢ without secrecy constraint in MMSE is about
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0.65 and in ZF is about 0.6. That means, without
secrecy constraint the BS should allocate more
power to the common part to achieve the optimal
performance, and this explains clearly the impact
of the secrecy constraint on the optimal value of
t.

Finally, to explain the direct tradeoff between
the sum rate and secrecy rate, in Fig. 8 we plot the
sum rate versus secrecy rate for different values
of t, when N = K = 3, SNR = 8,9 and 10 dB,
and a}glk = 0.7. In Fig. 8a we present the sum rate
versus secrecy rate for ZF precoding technique and
in Fig. 8b we show the sum rate versus secrecy
rate for MMSE precoding technique. From these

. . ©2022 IEEE. Personal use is permitted, but republication/redistribution re
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results, it is apparent that there is an optimal value
of the secrecy rate that maximizes the achievable
sum rate. Therefore, the secrecy rate threshold
value should be selected carefully in order to
achieve higher sum-rate.

VI. CONCLUSIONS

In this paper the secrecy performance of RS
scheme in MU-MISO systems was considered, in
which the eavesdropper can be any user in the
system. For this scenario, new analytical expres-
sions for the ergodic sum-rate and secrecy rate
have been derived for ZF and MMSE precoding
techniques. Furthermore, a power allocation strat-
egy that maximizes the sum-rate subject to a target
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secrecy rate for the two precoding schemes was
proposed and investigated. The results presented
in this work demonstrated the inherent tradeoff
between sum rate benefits and secrecy rates for
RS, and provided a low complexity methodology
for optimizing the split between common and
private signaling to achieve this tradeoff.

APPENDIX A

The SINR of the common part at the k' user in
(11) can be written as

P.x+ chlglk
¢ = , 45
T P, y+ Ppa}%k + o} (45)
2
. K
h, > hHE .
Where r = =1 and Y = T
St ()]
=1

Thus, the ergod}c rate for the common part is
E[R{] = E [log, (1 + 7¢)]. It is found in [47] that
for any random variables x,y > 0

E [111 (1 + g)} — 7% (M, (2)
i (46)

where M, (z) = E[e **] denotes the moment
generating function (MGF) of = and M, , (z) =
E [e=*+)]. Accordingly, (45) can be expressed
as v; = ;15 where u = Pz + chlglk’ v=P,y,
and 8 = Ppa}%k + o2. Now, from (46) the ergodic
rate of the common part at user k£ can be calculated

by
[

XM, (2)

=M, (2)) dz,

2\2|H

) e_Zchlglk )

e P dz, (47)

Since v has gamma distribution, the MGF of
is

M., (2) = (48)

The probability distribution function (PDF) of y =

. (N—K) N-K+1 %
G A = R
ok

T(N—K+1)
where W, is the variance of the estimated channel.
Then, the MGF of v can be calculated as

(14 P62 "
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M, (2) = (1 + P, T z) TN, (49)

Substituting (48) and (49) into (47) we can find
[

x (L4 By 2) TN e

N|'—‘

1 + PO z)” ) e_zpcof‘lk)

(50)

By using Gaussian rules we can get the ergodic
rate in Theorem 1.

APPENDIX B

The SINR of the private part at the k" user in
(15) can be expressed as

Ppy + P:,,O'}gllC

"=z (51)
; Ppalglk + o?
ik
Now, the ergodic private-rate is given by
E|[R?) = E[log, (1 + })] and

> Ppy + le(T2
E[RY] = /log2 1+ — i y (y) dy
2 2
0 ;1 Byoy + 0
ik
(52)

oo

Ppy + P,o?

IET[RZ]:/log2 14+ — = b

0 > Ppalglk + o?
o

y(N=K) (\I,k)N—KH e~ Vky

T(N-K+1)

dy.  (53)

By using Gaussian rules we can find the expres-
sion in Theorem 2.
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APPENDIX C
The ergodic secrecy rate can be calculated by
E[R,] = [E[R]] - E [max {R_,}]]",

where the ergodic rate at user k, E [R}], is derived
in (17). The ergodic rate at the worst user, for user
k, is calculated by

(54)

E [max {R;,;}] = E [max {logy (1 +7,,)}] -
(55)

Substituting (20) into (55), the ergodic rate at the
worst user, for user k, is

E [max {7, }] =
( )
Ppai
max ¢ log, | 1+ = : >.  (56)
) Ppai + 07
— ;
\ JFi )

Substituting (17) and (56) into (54), we can obtain
the ergodic secrecy rate presented in Theorem 3.

APPENDIX D
The SINR in (25) can be written as

P.x+ Pcalgl

7= — L (5]

; Pyyi + Ppagk + o}

2
LK
where z = g}tH and y; = | W?Z . The
upper-bound can be derived by
2
. P.E[z] + Peop

1+

R = log, IR
PE [Z yi] + Ppa}%k + o
i=1 '
(58)

Since x has gamma distribution, the expectation
of x is E[z] = K 0. It has been shown in [44]

K K 2
that, E [Z yl} = a = E,, [Z (ﬁ) } where
i=1 =1
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)\, is the " eigenvalue of the matrix HH, this
expectation has been presented in Theorem 1 in
[44], which is given by

=1
i—1 i—1 .
( 1)Z+l t1—14+n—m
1—1—2z
z=0 1=0
t—14+n—m 1 J
X i—1—=1 ﬁ 24+n—m+2z—1,2,1 (a) )

(39)
where m = K and n = N.
For further discussion on the approximation
used in (58), we refer the reader to Appendix I
in [48].

APPENDIX E
The SINR in (32) can be written as,

el + £l
7= e (60)
ZPP’ 2+ZPah+0k
i2k L;sk

For simplicity in this scenario, we derive the
ergodic rate upper bound. By using Jensen in-
equality, the upper bound for the private part is

hsz|2 2
: ST
Ry, =log, [ 1 +E— i’ K 2 2
ZPP|WP'LQ+ZPPUI~1}C+O‘I€
por: ! prt
(61)
. B,E [z4] + P,o?
RZ = 10g2 ]_ —l— P ! by
K
PE ; ; +ZPah + o
Zi;k z#k

(62)
where E [l’k] =0, = m(m+1 {52 + Qk} m=K,
S% and @, are defined in Theorem 1 and Lemma
1 in [44]. On the other hand,
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17
_ pr|2
; ol 50w
R, =log, | 1+E | — ﬁiwp|’; - (64)
ZPP pjfrzppaﬁ
= W = i
| JFik j#ik
P,E [2;] + P,o?
=log, | 1+ , (65)
PE Z yi| + Z Po? +o
J’j#:i,k J’j#:i,k
/ 3\
P,o} + Pyoi
E [max {R{,,}] = max { log, h : (66)
P,0+ ;1 Ppalgli + o2
\ J#ik J
APPENDIX G

K K
E yi| =60;=E Zyi — Iy
i=1 i=1
i#k
K
=E|) yi| Bl =a— 6.  (63)
=1
APPENDIX F

The ergodic secrecy rate can be calculated
by E[R] = [E[R}] —E[max{R!,,}]| where
the ergodic rate at user k, E[Ry], is derived in
(33). We derive the ergodic rate upper bound
as E[max {R?.}] = max {log, (1 +E[17,,])}.
Using Jensen inequality, the upper-bound can be
given by (64) and (65), where E [z;] = oy, , and

K K
E;yj =N =E Z:lyj

JFik J#ik
Thus, the upper-bound of the common part can
be calculated by (66).

— O’Bi — 5k
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In the worst case scenario (39) can be written as

tPy + tPU}%k

=Zlog, | 1+ +
; tPa%k + o}
i%k
tPU%_
—maxlog, | 1+ —— |- (67)
Z tPa~
J#

which can be expressed as

th1 —|—tPO'}21

o=log, [ 1+ — E L (68)
Z:l tPalglk + o
Zi;k
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where o = rs + log,

[I]|r—l

aijo?

2
h

L+ maxz——

1

LD ajalgl
=1 b

J#i
The expression in (68) can be written as,

K

(2°=1) | Y tPo} +o;

i=1
itk

and

= thl +tPO'}glk

(69)

K
x | Py + Pop —(2¢—1) > Po; | . (70)
=1

Zz;k
which conclude the proof.

APPENDIX H

(42) can also be written as

Ppby+Ppo?
h
1+ L

K
Pp(a—dk)+ > Ppcrlg] +o?

i=1 k

iZk

Ts = 10g2 Ppalf._+Pp0—12"l
i i

1+ max——————
U B2+ Y Ppo?
2. Pro,

i=
ik

or. tPO’Bi + tPa}%i

1 4+ max IR
tPQ+ Y tPo?
—~ ;

1=
ik

tPo;, + tPalglk

1+ e
tP (o — )+ > tPa%k + o
o] .

1=

ik

tPék—FtPO’%
2 — 1= £

)

(71)

(72)

K
tP (o —0k)+ > tPa%k + o}
=1

1=

ik
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tPoy, + tPa}%_
—2"*max — : (73)
2
tP2+ Z:z:l tPUle—
ik
and

tPék + tPO']%1

A= - : (74)

K
tP(a—6g)+ > tPO’%k + o}
i=1 '

itk

or _+o%
where A = 2" — 1 + 2" max——"i_ After some

v+ > 02
i=1 B
ik

i

manipulations we can find (43).
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