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Abstract

Semi-grant-free (SGF) transmission scheme enables grant-free (GF) users to utilize resource blocks
allocated for grant-based (GB) users while maintaining the quality of service of GB users. This work
investigates the secrecy performance of non-orthogonal multiple access (NOMA)-aided SGF systems.
First, analytical expressions for the exact and asymptotic secrecy outage probability (SOP) of NOMA-
aided SGF systems with a single GF user are derived. Then, the SGF systems with multiple GF users and
the best-user scheduling scheme is considered. By utilizing order statistics theory, analytical expressions
for the exact and asymptotic SOP are derived. Monte Carlo simulation results are provided and compared
with two benchmark schemes. The effects of system parameters on the SOP of the considered system
are demonstrated and the accuracy of the developed analytical results is verified. The results indicate
that both the outage target rate for GB and the secure target rate for GF are the main factors of the

secrecy performance of SGF systems.

Index Terms

Non-orthogonal multiple access (NOMA), semi-grant-free (SGF) transmission scheme, grant-free

(GF) user, grant-based (GB) user, secrecy outage probability.

I. INTRODUCTION
A. Background and Related Work

Ultra-reliable low latency communications (URLLC) and massive machine-type communica-
tions (mMTC) are the two most important scenarios for the next internet of things (IoT). URLLC

focuses on mission-critical applications wherein unprecedented levels of reliability and latency
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are of the utmost importance in the fifth generation and it’s beyond [1]. In contrast, mMTC
aspires to connect a vast number of intelligent devices to the Internet. The user initiates the
traditional grant-based (GB) access scheme with an access request to the base station (BS) in long
term evolution. The BS responds by allocating an access grant through a four-step handshake
procedure strategy. Once the BS grants the access request, data packets can be successfully
transmitted without collision under ideal channel conditions. However, GB scheme does not
suit these scenarios due to high latency and heavy signaling overhead [2], [3]. Moreover, the
initial request transmission is still subject to collision and could require multiple transmissions
depending on traffic load and the available resources at the BS.

To tackle these issues, grant-free (GF) transmission schemes were introduced in [4]], [5]], in
which multiple users may occupy the same resource without the initial access request procedure.
Unlike the GB principle, no dedicated request transmission for granting access and allocating
resource blocks is required for GF communications before starting a data transmission. Although
the GF scheme makes it possible to allow users to choose resource blocks independently and
transmit data directly to reduce signaling overhead and latency effectively, collisions will become
severe when multiple users select the same resource block to transmit simultaneously [6]. The
collision issue can be resolved using massive multiple-input multiple-output (MIMO) or non-
orthogonal multiple access (NOMA) technologies. The former solution utilizes spatial degrees
of freedom to mitigate multi-user collisions, while the latter focuses on spectrum sharing among
multiple users with successive interference cancellation (SIC) [7]], [8], [9], [10].

Even though the massive connectivity can be supported through GF schemes, GB schemes
are still desired, especially when strict quality of service (QoS) requirements exist [10]. The GB
and GF transmission scheme must coexist in scenarios where URLLC applications are served by
the GB scheme and mMTC applications in the same system are served by the GF scheme. For
example, a new hybrid access scheme was proposed in to meet the various requirements
of IoT networks wherein machine-type users with small data packets and delay-tolerant traffic
utilized the GF scheme, and some users with large data packets and delay-sensitive traffic used the
GB scheme. NOMA-aided Semi-GF (SGF) transmission scheme was first explicitly introduced
in [12] to alleviate the collisions and obtain massive connectivity. A single GB user with multiple
GF users to perform NOMA and two contention control mechanisms were proposed to suppress
the interference on the GB user from the GF users. Closed-form expressions for the outage

probability (OP) of GF users were derived and the impact of different SIC decoding orders
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was investigated. Their results demonstrated the superior performance of NOMA-aided SGF
schemes. Based on the relationship between the GB user’s targeted rate and channel conditions,
an adaptive power allocation strategy was proposed to control the transmit power of GB users
to ensure that the GB user’s signals are always decoded in the second stage of SIC [13]. In
[14]], the authors investigated the performance of an uplink SGF system with multiple uniformly
distributed GF and GB users considered, in which the GF user whose received power is lower at
the BS than that of the GB user was selected to pair with the connected GB user. Closed-form
expressions for GB and GF users’ exact and approximate ergodic rates were derived. Further,
the authors in [[13] studied the effect of random locations of GF users on the performance of
NOMA-assisted SGF systems by utilizing stochastic geometry. A dynamic threshold protocol
was proposed to reduce the interference to GB users, and the outage performance was analyzed
and compared with the open-loop protocol.

Relative to the SGF schemes proposed in [12]], a new QoS-guarantee scheme for NOMA-
aided SGF systems was proposed in [16] to ensure that the QoS of the GB user is the same
as that when it solely occupies the channel. Closed-form expressions were derived for the exact
and asymptotic OP with the best-user scheduling (BUS) scheme and a hybrid SIC scheme. The
results demonstrated that the proposed scheme could significantly improve the reliability of the
GF users’ transmissions. Based on [16], a new adaptive power control strategy was proposed to
solve OP error floors entirely by adjusting the GF user’s transmit power to change the decoding
order of SIC in [I7]. In [18], the authors analyzed the outage performance of the NOMA-aided
SGF systems with multiple randomly distributed GF users with fixed power and dynamic power
schemes. As discussed in [18]], the BUS scheme may lead to a fairness problem because the users
closer to the base station may be scheduled more frequently due to weak path loss. To solve the
fairness problem, a cumulative distribution function (CDF)-based user scheduling (CUS) scheme
was proposed where the GF user with the maximal CDF value will be admitted to the channel.
The analytical expressions for the OP with the CUS and BUS schemes were derived and the
impacts of small-scale fading, path loss, and random user locations were jointly investigated.

Recently, physical layer security for NOMA systems has attracted considerable attention
- [26]]. In [19], the authors investigated the secrecy performance of NOMA systems. Stochastic
geometry was utilized to model the locations of legitimate and illegitimate receivers and the
analytical expressions for the exact and asymptotic secrecy outage probability (SOP) for both

single-antenna and multi-antenna scenarios were derived. In [20], the authors investigated the
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optimal decoding order, transmission rates, and power allocation in the design of NOMA systems.
Two optimization problems were proposed and solved: the transmission power was minimized
subject to the secrecy outage and QoS constraints and the minimum secrecy rate was maximized
subject to the secrecy outage and transmit power constraints, respectively. Their results indicated
that the optimal decoding order would not vary with the secrecy outage constraint in the
considered problems and the power allocation ratio to the user must be increased as the secrecy
constraint becomes more stringent. In [21]], Lv et al. proposed a new NOMA-inspired jamming
and forwarding scheme to improve the security of cooperative communication systems and
derived the analytical expressions for the lower bound of the ergodic secrecy sum rate (ESSR)
and the asymptotic ESSR. Three relay selection schemes were proposed to enhance the secrecy
performance of the multi-relay cooperative NOMA systems and the analytical expressions for the
exact and asymptotic SOP were derived in [22]. In [23]], the authors proposed a novel downlink
multi-user transmission scheme to meet the heterogeneous service requirements for the airborne
NOMA systems consisting of security-sensitive users and QoS-sensitive users. The scenario
where the QoS-sensitive users act as potential internal eavesdroppers were considered. The
achievable secrecy rate was maximized through the joint optimization of user scheduling, power
allocation, and trajectory design. In [24]], two new schemes were proposed to enhance the security
of airborne NOMA systems by the single user requiring and multiple users requiring security,
respectively, and the effectiveness of the proposed schemes in ensuring secure transmissions
were analyzed. In [23]], the relationship between the reliability and security of a two-user
NOMA system was investigated. Considering different decoding capabilities at eavesdroppers
and imperfect SIC, the analytical expressions of the SOP under the reliability outage probability
constraint were derived. In [26], the authors investigated the secrecy performance of a NOMA-
based MEC system using the hybrid SIC decoding scheme. The latency was minimized by
jointly optimizing the power allocation, task allocation, and computational resource allocation.
A reinforcement learning-based and a matching-based algorithm were proposed to solve the

optimization problems for the single-user and multi-user scenarios.

B. Motivation and Contributions

Based on the authors’ knowledge, there are two main differences between traditional NOMA
and SGF schemes: 1) In traditional NOMA systems, all the NOMA users can utilize the

resource blocks, such as time slots or subcarriers. In NOMA-based SGF systems, only the
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selected GF users based on scheduling schemes are allowed to opportunistically gain access to
those resource blocks that GB users would exclusively occupy. 2) For the conventional NOMA
systems, the static SIC technology, either channel state information (CSI)-based SIC or QoS-
based SIC, is utilized to cancel inter-user interference. The method in SGF systems to enhance
spectral efficiency is through the hybrid (dynamic) SIC scheme. For these reasons, although the
secrecy performance of NOMA systems has been investigated in many works, the results are
not applicable to NOMA-based SGF systems. This is the motivation for this work. Technically
speaking, it is much more challenging to investigate the secrecy performance with a hybrid
(dynamic) SIC scheme than that with a static SIC scheme.

We investigate a NOMA-aided SGF system with a single GF user, and then the results have
been extended to SGF systems with multiple GF users. The main contributions of this paper are

summarized as follows.

1) We analyze the secrecy performance of an uplink NOMA-aided SGF system with a single
GF user as a benchmark. The analytical expression for the exact SOP of the GF user is
derived. To obtain more insights, we derive asymptotic expressions for the SOP of the GF
user in the high transmit signal-to-noise ratio (SNR) regime.

2) We further investigate the secrecy performance of NOMA-aided SGF systems with multiple
GF users. The analytical expression for the exact and asymptotic SOP with the BUS scheme
is developed based on order statistics to facilitate the performance analysis. Monte Carlo
simulation results are provided and compared with two different scheduling schemes. The
effects of system parameters on the SOP of the considered system are demonstrated and
the accuracy of the developed analytical results is verified.

3) In contrast to the metrics, such as OP and ergodic rate, derived in [12]-[18]], the secrecy
performance of SGF systems is investigated in this work. Note that it is much more
challenging to obtain the analytical expressions of the SOP relative to that of the OP for

SGF systems, especially in the presence of multiple GF users.

C. Organization

The rest of this paper is organized as follows. Section [ describes the considered system
model. The SOP of the SGF systems with a single GF user and multiple GF users are analyzed

in Sections [[IIl and [V] respectively. Section [V] presents the numerical and simulation results to
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TABLE I: List of Notations

Notation Description
K Number of the GF users
N The number of antenna on
gB(gr) Channel coefficient between Up(Ur) and S
Gk Channel coefficient between k-th Ugr and S
|Hp|? Channel gains between Uy, and E
Gk, Channel coefficient between k-th GF user and i-th receive antenna at I
re(re) The distance from U (Up) to S
rE The distance from Uy to
«@ Path loss exponent
Rp Target rate of Up
Rin Secrecy target rate of Up
o2 The noise power
Pp(Pr) Transmit power of Ug(Ur)
pB(pr) Transmit SNR of Up(Ur)
fx () Probability density function of X
Fx () Cumulative distribution function of X

demonstrate the analysis and the paper is concluded in Section [VIl The notations utilized in this

paper are summarized in Table I, which is shown at the top of this page.

II. SYSTEM MODEL
A. NOMA-aided Semi-GF Systems

Consider an uplink SGF system illustrated in Fig. [T a GB user (Ug) transmits signals to the
BS (5), and the channel is re-used by K GF user (Uy,k = 1,---, K) in SGF mode. In other
words, Uy, is allowed to utilize the resource block that would be solely occupied by Ui employing
NOMA technology while Up’s QoS experience is the same as when it occupies the channel alone.
All the GF users are assumed to transmit signals with the same power pr and the channel gains
are ordered as |hi|* < --- < |hg|?, where |hi|* = min (%) and |hg|® = max (‘*‘”ﬁf)

1<k<K 1<k<K
where ¢, denotes Uj’s channel coefficient, r; denotes the distance between U, and S, and

« signifies the path loss exponent. All the channels are assumed to undergo an independent

identically and quasi-static Rayleigh fading model. To facilitate performance analysis, it is
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Grant link Ungrant link Eavesdropping Link

Fig. 1: System model consisting of a BS (S), a GB user (Ug), K GF users (Uy), and an

eavesdropper (&) with /V antennas. The other nodes are equipped with single antenna.

assumed that all the GF users are located in a small size cluster, such that the distances between
Uy and S are same (ry = rr).

The received signal at S is expressed as yp = /Pghprp + V/ Prhixr + n, where P, (i €
lgs*
B

{B, F}) denotes the transmit power, |hz|° =

, g denotes Up’s channel coefficient, g
denotes the distance between Up and S, x; is the signals from U; with unit power, i.e., E le |2} =
1, and n is the additive white Gaussian noise (AWGN) with zero mean and variance o2.

In this work, the BUS scheme is considered, which means the GF user achieving the maximum
data rate is scheduled to transmit signals [16], [18]. The admission procedure consists of the
following steps [18]]: 1) The S sends pilot signals, 2) Each user estimates its own channel state
information (CSI), 3) Up feedbacks its transmit SNR, target rate, and CSI to S, 4) The S
calculates Up’s decoding threshold and broadcasts Up’s effective received SNR and decoding
threshold to all GF users, 5) Each GF user calculates its transmit data rate, and 6) Each GF user
sets its back-off time, which is a strictly decreasing function of the user’s data rate. Then the GF
user with the maximal data rate will be admitted to transmitting through distributed contention
control protocol [12]].

To ensure the Up’s QoS, there must have log, (1 + %) > Rp, where pp = %, Rp
denotes the target data of Up and T (|hB|2) = max {0, 75} denotes the maximum interference
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power tolerated when Up’s signal is decoded during the first stage of SIC [[16] |! I B = ‘h3|2 -1,
ap = p—B, eg =0 —1, and 0 = 275,

S first broadcasts 7 ( |hB|2) before scheduling. By comparing their received power of GF’s

signals on S to 7 (|hB|2), all the GF users are divided into two groups (S and Syy).

e For Uy € S (1 <k <|S| < K), they experience pr|hy|” > 7 (|hg|?) with pr = Z£, which
will lead to log, (1 + %) < Rp. This signifies that Uy’s signals must be decoded
before decoding Up’s signals to guarantee that Up’s QoS experience is the same as when
it occupies the channel alone 1. Then, the achievable rate of Up and U} are expressed as
Rl =log, (1+ pB|hB\2) and R}, = log, (1 + %), respectively.

« For those GF users in Uy € Sy (1 < k < |Si| < K), they experience pr|h|” < 7 (|hs[?),
which will lead to log, (1 + %) > Rp. This signifies that the GF user’s signal in
this group will be decoded at either the first or the second stage of SIC. Accordingly, U, will
achieve a data of RL = log, (1 + %) or R = log, (1 + pr|hs|”). Due to R > R,
to achieve the maximum data rate at the GF user, Up’s signal must be decoded during the
first stage of SIC [16], [18]. Thus, the achievable rate of Uy and U, are expressed as
RY = log, (1 + pB‘hlfll‘ ) and R = log, (1 + pr|hi|®), respectively.

Then, the achievable rate of Uy, (1 < k < K — 1) is expressed as

R%{a |SH| = 07
Ry = R%, |SH| = K, (1)

max{R}(,R}CI} 5 |SH| = k.

It must be noted that only one GF user is selected to access the channel. The grouping stated
before is logically grouped for analysis of the achievable rate of the selected GF user. Specifically,

the signals from the users in different groups have different decode orders at the base station.

! The availability of perfect CSI is crucial in deciding the decoding order and the implementation of hybrid SIC. The imperfect
power gain caused by imperfect CSI could lead to an inappropriate SIC decoding order being selected and SIC decoding failures

occurring [27].

“Since the signals from GF users were decoded before decoding those from the GB user in this case, additional latency for GB
users will occur. Thus, the GF scheme in the NOMA-aided SGF systems are suitable for such applications with more stringent
QoS than latency requirements. In other words, the NOMA-aided SGF systems aim to make a channel reserved by a GB user
that can be shared by GF users, improving connectivity and spectral efficiency through collaboration between GF transmission

and conventional GB schemes.
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Remark 1. It must be noted the SGF scheme only guarantees that admitting the GF user is
transparent to the GB user whose QoS experience is the same as when it occupies the channel
alone. In other words, the SGF scheme does not always guarantee no outage for the GB user.
Further, the outage of the GB user in this case (|hB|2 < aB) does not signify outage of the GF

user.

Remark 2. 7 (\hB\Z) = max {0, 75} denotes the maximum interference power tolerated when
Ug’s signal is decoded during the first stage of SIC. Based on the definition of Tg, it can be

observed that ap is the threshold when Ug occupies the channel alone. Specifically, due to

B = sl _ 4 <0< \hB\Z < ap, ap signifies the reliability threshold when Ug occupies the

apB

channel alone. |h]3|2 < ag denotes reliability outage occurs on Ug due to the weakness of the
GB link and 75 > 0 & |h]3|2 > «p denotes the channels can be shared with U under SGF

scheme.

In this work, we consider the worst-case security scenario wherein F is equipped with NV
antennas using maximal ratio combining (MRC) scheme to fully decode the users’ information H

N

Then, the eavesdropping rate is expressed as Rp = log, (1 + pF|HE|2), where | H|” 2 S |2
i=1

2 _ low |2

| g, . | gki\Q denotes channel coefficient between k-th GF user and i-th receive antenna

«
"E

at F, and rg denotes the distance between the GF users and FE.

B. Statistical Properties of Channel Power Gains

This subsection provides the statistical law of channel power gains, laying the performance
analysis foundation. The probability density function (PDF) of |Hp|* is expressed as fy, (z) =

;Z’g;)a:N ~Le=rE** where I'(z) = J, e t*"1dt is the Gamma function as defined by [30]

K ,
(8.310.1)]. The CDF of |hk]|” is expressed as Fy e (2) = i:ZOgoie_"%x, where ; = (%) (-1)",

and (Iz() = i!(flﬁi)!‘

3In this case, it is assumed that the eavesdropper has a powerful multi-user detection capability (e.g. parallel interference
cancellation) so that the received data stream can be distinguished and the interference generated by the superimposed signals
can be subtracted [37]. As stated in [19]], [23], this case is the worst-case scenario where the decoding capability of the
eavesdropper has been overestimated, which makes the analysis and design robust for the practical scenario and is sensible and

desirable from a security perspective.

March 1, 2023 DRAFT



10

The joint PDF of |h;|* and |hj]*(1 <i < j < K) is expressed as [16]

Jj—i—1 3—1

oz (wy) = D D e, )

n=0 m=0

K!(_l)m+n] i—1 17“2 N . » ) .
(i— 1)(K( J)(y)(@ 1))F,¢ =r%(m+j—i—n), and ¢3=r% (K —j+n+1).

Then, the joint CDF of |h;|* and |h;|* (1 <i < j < K) is obtained as

where ¢ =

Jitt il —(p2t+o3) —(p2+93)y —paz—p3y
e e e
Eln,? ( + i - ) : (3)
e L3\ P2t @3 D2 (P2 + D) P2
When 7 = 1,5 = K, we obtain
Fina 2 e 2 (259) Zﬂoe FUen=Dremrintly, €))
and
K—2
Fopiner @) =Y e T8 pige K — ppgem(Kon=rie = (i, (5)
n=0
. K0 ()R B B B
respectively, where g = T)!F, H1 = W, H2 = T%QK(”KO_H_D, M3 = r%a(n+1/;€K—n—1)'
The joint PDF and CDF of |hk| |hk+1| (1<k<K-2),and |hK|2 is given as [[16]
K—k—2 k—1
f|hk‘2"hk+1|2v|h1{‘2 (SL’, Y, < goe—Aome—Boye—Coz’ (6)
n=0 m=0
and
K—k-2k-1 6
—(A;z+Biy+Ciz+W;w
IRCLICE CRTERT)) Z 29‘6 Wit Bt Gzt (7)
n=0 m=0 i=1
. K'( 1m+n(K k— 2)(51 1)7“‘}3:‘04
respectively, where ¢, = CErE yAg=1¢(m+1), By=1%(K —k—n—1),
Co = T%(n-i‘l), Wo = By+Coy, 1 = —¢ = m, 3 = —¢ = —m, S5 = —G =

— gt Al =A3 =45 =0, Ay = Ay = Ag = Ao, B1 = By = Bs = Ay, By = By = Bs = 0,
Ci =0y =By, C3 =0, =0,0C5 = Csg = Wy, Wiy =Wy = Cy, Ws =W, =W, and
W5 = Ws = 0.

For k = K — 1, we have |hj.1|> = |hk|?, the joint PDF and CDF of |hx_1|* and |hg|* are

expressed as

f|hK 1| |hK| ZIZ' y Z,er Cox _r%y’ (8)
and o
UO 1 (aizodbiytc:stqw
F"hK 112, h ) (LL’ Y, <, ’UJ = ZZF@ — ]+ e (ajz+bjy+ciz+q; )’ 9)
n=0 j=1
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respectively, where a;y = a4 = O,ag = as = Co,bl = b4 = C(),bg = bg = O,Cl = Cy = 0,

Cg=0C=7% q =q =715, and g3 = q1 = 0.

III. SECRECY OUTAGE PROBABILITY ANALYSIS WITH A SINGLE GRANT-FREE USER

In this section, the secrecy performance of the SGF systems with a single GF user is investi-
gated to pay the road to the performance analysis of SGF systems with multiple GF users. When
K =1, there is no need to consider scheduling. It must be noted that this scenario can also be
viewed as the multiple-GF-user SGF systems using a random user scheduling (RUS) scheme.

The achievable rate of Uy in () is rewritten as

Ry, pF\hF\2 >T (\hB|2)7
Rp = (10)
RIFI'7 pF‘hF‘Z <T(‘hB|2)7

where R, = log, <1 + %) and RY = log, (1 + pr|hr|’), which denote the achievable
rate at Up in scenarios when Up’s signal is decoded at the first and second stages of the SIC,
respectively. It must be noted that when there is an outage on Up, the Uy’ signals must be
decoded at the first stage of the SIC.

The user U;’s achievable secrecy rate is expressed as Ri,j = [R; — RETF[IZ%I], where j €
{F,B}, i € {I,LII} and [#]" = max {x,0}. SOP denotes the probability that the maximum
achievable secrecy rate is less than a target secrecy rate [28]]. Based on (IQ), the SOP for U is
given as

Py r = Pr {RiF < Rth,pF|hF|2 > T (|hB|2)}J+ Pr {REF < Rth,pF|hF|2 <T (|hB|2) }j

PI PH

out out

(1)

where Ry, represents the secrecy threshold rate, P! , denotes Ur’s signal is decoded at the first

out

stage, and P!

e denotes Up’s signal is decoded at the second stage.

Similarly, the SOP for Ujp is expressed as

Pout,B =Pr {RL,B < RthapF‘hF|2 > T (|hB|2)}—|—P1" {REB < Rth,pp‘hp‘z <T (‘hB|2)} . (12)

It can be observed that the analysis of the secrecy outage probability of the GB user is similar
to that of the GF user, expressed in Eq. (IT). Due to space limitations, the analysis of the Up’s
secrecy outage probability is regrettably omitted here. In this work, the SOP of the NOMA-aided
SGF system is equivalent to the SOP of the GF user, unless stated otherwise.
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Remark 3. It must be noted that pp affects the SNR/SINR of Up and the maximum interference
that Up can tolerate when Up’s signal is decoded during the first stage of SIC simultaneously.
In the lower-pp region, the signals from Up must be decoded in the first stage of SIC. With the
increase of pp, the interference to Up increases and the secrecy performance worsens. In the
larger-pp region, the signals from Up will be decoded in the second stage of SIC. There is no
interference from Up to Up. Then, the SOP decreases to a constant. Thus, there is a worst pg

for the security of Up.

Remark 4. In contrast, pr affects the SNR/SINR of Up and E simultaneously. In the lower-pp
region, the signals from Ug will be decoded in the first stage of SIC. For a small pr, there is
Pr {pF|hF|2 <T (|hB|2)} > Pr {,0F|hp|2 > T (|hB|2)}. Thus, P is the main part of P, in

the lower-pr region while P!

. IS the main part of P, in the larger-pr region. Based on the

results in [29], increasing pr will enhance the security of Ur in the lower-pr region. In the
larger-pr region, the signals from Up will be decoded in the first stage of SIC. Although both
the SINR of Ur and SNR of E improve with increasing pp, the SINR of Up improves slower
than the SNR of E, so the security of the SGF system deteriorates. Thus, there is an optimal pp
to minimize the SOP of Up.

Remark 5. Furthermore, the effect from rp on Pl , (Polit) is the opposite of the effect from pp,
while the effect of pp and rp on the secrecy performance of the SGF systems are similar. rp
only affects the SINR/SNR of Ur. Larger rp denotes stronger path loss on Ug thereby higher
SOP. ri only affects the SNR of E where larger rg denotes stronger path loss on E and hence
lower SOP.

The following theorem provides an exact expression for the SOP achieved applicable to the

considered SGF scheme.

Theorem 1. The SOP of Uy is expressed as

1,1 1,21 11
Pout + Pout + Pout? EREh < 17

P, = (13)
POI7:L1t + P24 P epem > 1,

out out?

—_r& —r%a o o r& o
L1 g rErRCeTTFY%hwi (A1, A2,03)  pl21 e B BTBF(NJ‘EOQ) £ N w3(07€27TE)
= — BB __B E ’ — P e} [e%
where P, =1—e ) , P I TRt —
(% e
—e_r(lf“athTO‘TNa wg()q,)\g,)\3)+UJ3(>\17>\2,)\3) PI,22 _ ’I"a E*T%CMB —T’O‘TNO‘ EfrFathw4()\1,)\27>\3) PH _ T%e rpop
B'E T'(N) >+ out B €2 B'E T'(N) s £ out % Prap+r
rgar%ei(r%‘at}fFr%El) Eth Rt} a
- ~, Qup = e et = O — 1, Oy, = 270, N\ = TFpB‘gth, Ao =

(r%ppa5+r%) (r%pFel—l—)\g)
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TEPBu + TH, A3 = TR0y + 1 = 71;25?;, g1 = apby, e = L(-) is
b~ 1F(N) be
the upper incomplete Gamma function, as defined by [30, (8.350.2)], w; (a b c) = "—x—¢€a

X (F(l—N bc) I'(1-N,bag+ %)), ws (a,b,c) = w BT (1— Nbag + &)t A,
_ 7ra1 E V1 hN 1 —(aozB-i-c)hr-, Ws (a7 b’ C) — wefr (1 _ N, bag + %)_w2 (a7 b, C)—

ahr+b
e%_mg’;‘f by avlﬂf N X <7 o %j“lm wy (a,b,c) = 76N7;£(N)ebff (1— N, bap + %),
R and L is the summation item, which reflects accuracy vs. complexity, {, = cos (221_%171'),
hy = % (£, + 1), ¥; = cos (2l2L 7r) and v = % (U; + 1).
Proof. See Appendix [Al O

Remark 6. Based on (A1), one can observe that Pr { pF|hF|2 > O} = 1, which is independent
of pr. With the help of the result in [29)], secrecy capacity improves with increasing transmit

SNR then gradually tends to a constant. So, P:}

ot decreases and gradually tends to a constant

for a given ap. Furthermore, Pr {|hp\2 > ;—i} increases gradually tending to 1 with increasing
pr. Thus, for a given ap, Plft increases with increasing pr until gradually tending to a constant

o

and independent of pp.

Remark 7. Based on (A.3), it must be noted that the relationship between wy (|h s, |H E\2) and
T—i act as the constraint for the GF link. More specifically, the former is constraint on security
while the latter is constraint on decoding order. The relationship between constraint on security

and on decoding order directly affects the SOP of Up.

Remark 8. The analysis in (A.4) demonstrates that SOP of Ur depends on the relationship
between cgey, and 1, which determines the relationship between the constraint on decoding
order and the constraint on security. When cpey, > 1, the constraint on decoding order is
always less than that on security. egey, < 1 means that Ry, needs to be small for a given
Rp, which is a generalized condition in practice since SGF is invoked to encourage spectrum
sharing between a GB user and a GF user with a low secrecy threshold data rate. However, for

€€y > 1, it also offers secrecy outage performance achieved by the SGF scheme will be worse.

The analytical expression provided in (I3) is complicated because many factors affect the
secrecy performance of the GF user, specifically, the decoding order, the target data rate of Ug,
the target secrecy rate of Uy, and the quality of the eavesdropping channel. We derive asymptotic

expressions of the SOP in the high transmit SNR regime to obtain more insights.
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Corollary 1. When pp — oo, the asymptotic SOP of Uy is approximated as

« -N
PIE7 m PoifP 7™ = 1 — o (1 + (Ti) ch) : (14)
'E
Proof. See Appendix O

Remark 9. The increasing pp leads to larger T (|hB|2), which means it is easy to guarantee
the QoS of Ug. Then, the probability of decoding the Uy’s signals in the second stage of SIC
increases. The final result is P, ~ Pr {RiI < Rth} which simply depends on pp, R, Tr, TR,
and N.

Corollary 2. When prp — oo, the asymptotic SOP of Ur is approximated as

Na o N o @
Pl m Pl 7 =1+ (r—B) ( L ) r (1 ~ N, B (eth + <T—E) )) . (15)
TF pBOn pPBOin TF

Proof. See Appendix O

Remark 10. The increasing pr leads to Pr {,0F|hp|2 <T (|hB|2)} — 0, which leads to P —

out

0. Then, the probability of decoding the Up’s signals in the first stage of SIC increases. The
final result is P,, ~ Pr {Rf9 < Rth}, which depends on pg, Ry, v, 7g, and N.

Corollary 3. When pp = pr — o0, the asymptotic SOP of Uy is approximated as

« —1 a aN —N
P =Dy + Py =1- (1 + (T—B) eB) (1 +eth(T—F) +aBeth(r—B) ) . (16)
rr TE g

Proof. See Appendix O

Remark 11. In this scenarios with pg = pr — 00, it must be noted that there is Pr {,0F|hp|2 <T (|hB|2)} =

e )

F
95 Then, we have Pl =Pr {Ri, < Ry, |hp|* > ‘h5|2} and P! = Pr {RE < Ru, |hp|* < M},

r (275 -1) B )

which are constants independent of pp and pp depends on Rp, R, 7, rr, and rg.

Pr {|hF|2 < %} The decoding order depends on the relationship between |%|2 and Ihsl® _

IV. SECRECY OUTAGE PROBABILITY ANALYSIS WITH MULTIPLE GRANT-FREE USERS

In this section, the secrecy performance of the multiple-GF-user SGF systems with BUS

scheme is investigated.
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A. Secrecy Outage Probability Analysis

When K > 1, both user scheduling and decoding order issues should be considered simul-
taneously. It should be noted that |S;;| = K denotes that the signals from GF users should be
decoded on the secondary stage of SIC to maximize the achievable rate. Then Uy is selected to

transmit signals. The same for |Sy| = 0. Based on (1), the SOP of U, is given by

Py =Pr{Ry — Rg < Ru,|Su| =0} +Pr{Rg — Rg < Ry, |Su| = K}

A A
:Pout,l :Pout,2

a7
+ Z Pr{max { Ry, R;'} — Rg < Ru, |Su| = k},

SPout,s
where P, 1 denotes the SOP for U, when groups Sy are empty, P, 2 signifies the SOP for
Ui, when groups S; are empty, and P, 3 denotes the SOP for U, when there are k GF users
in groups Syp. In the first two terms, Uy is always selected to transmit signals. The following
theorem provides the exact expression for the SOP of the considered SGF scheme with multiple

GF users.
Theorem 2. The SOP of Uy is expressed as
Pout 1 + Po%}t,l + Pout,2 + Pout,37 EBEth < 17

Pyt = (18)
Poutl + Poutl + Pout,2 + Pout,?n EBEth > ]-7

N, —r%ag, K—-2i=3 Kr,
—rap _ TErEYe TFhwi (M A2A3) 21 TBTE Q
where Pou“ =1-e"B9F— )  Pru1 = E E, pe 7 w; (0, o, rp)

KT‘%*CO

—Kr%ath oF _COOCHL P22 _ T%Tga K2 I;;F
+pize wi (M1, M2, M3) — Hse wi (Ma; M55 M6) )» Powry = T 2o | e ##

a —Kr%a Coa
Wy (O> Oy, TE) + pee Kr ey (771, 772>773) — pze  PF Wy (774, 7757776) ) Pout,2 =

K K—k—2 k—1

; irgriac(rEan i) N .
2 ira-i—rinFozB L N + pFaBTBe T,BOCB ’ Pout3 - TBTE'H Z Z Z I‘(]ZV)
i=0 FB ("F@tth"BPFElJr"E) n=0 m=0 \i=1

2 )
X (6_£1A1 + €_§4A3) + Z Gi (6_£1A2 + €_§4A4)) —H”B’FE Z g,g ( (}Bzf;l (6_41A5 -+ 6_<4A7)
=5 n=0 ]

4
) _ _ Kre, o « o [e%
+ 3 (1) (e A+ e <4A8)>’ g = =+ g = Krpppbu, 12 = Krpppou, + 1,
i=3

N3 = Krgbuy, + 1% na = Coppbum, 15 = Coppoun, + S+ 1% g = Coby, + 1% A =

PF aB
N—
&3 1F(1_N’£3O‘B+§ii3) e% e 835 1ws (u1,€3,01,0) Ay — e 39 e~€351 &1 = Wiau — Bi+C;
uy L(N) » 2 ) &3 (préseitea) Ot th pr
— L+C —_ JR— JR—
§o = Wiby + 15, & = Wippow + 5ot + 15 w1 = Wipgl, v1 = wipper, I = wer +
_ Ci fN 1 ,71,0:1,1:1,0 |(0;1,2) {(0,1) |— a ¢
pré&ser + & & = (Bi+ Wi) o — 55, ws (a,0,¢, f) = Hiparor |2 01 o) |55 72 |
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—8651 ,E6,02,1 —&6e
Ay = € wl(i((qj\})& vala) A, = m, Vo = u1prey, lo = wier + &epre1 + &, §5 =

e bj+c fe
(Bi + W) O + 1%, &6 = Wiaunps + pFaB +rE G = gjoun — Jp;], G = qibm + 1% G =
bj+cj a 3! <2C C2C3 e 53%1ws (ug,(3,v3,l3)
QP+ pogs g A5 = ERY (1 — N, Gap + )— Ty U2 = 5080,
e 63 e ¢3¢
Uz = Ugpper, Iy = uzer + C3,0F51 + (o, Ag = CNSCSB CS(PFCS;iCQ ~ C1= (bj +q;) auwp, — or
e 651 ws(u2,s,v4,
G = (bj + ;) 0 + 18 G = Giampp + piz + 73 A7 = =~ p((N2)<6 L)y = upppe,
o o e—¢651
b= w1+ Goprer + G, and As = 2o e
Proof. See Appendix [El O

Remark 12. Based on (E_Ll), it can be observed that the number of the users in Groups I and

pp lhsl® 1

or2FB—1  op related to pp and pp.

Il depends on the relationship between |h;|* and 2=

Relative to SGF systems with a single GF user, the expression of SOP presented in Theorem 2
is exceptionally complicated, and the main reason is that in addition to the factors highlighted in

Theorem 1, the number of users in each group has a significant effect on the secrecy performance.

B. Asymptotic Secrecy Outage Probability Analysis

To obtain more insights, we derive asymptotic expressions of the SOP in the high transmit
SNR regime.
Corollary 4 When pp = pr — 00, the SOP of Uy, is approximated at high SNR as

P2~ Poy + Pos o + Posy s, (19)

out out,1 out,2

& cBH _ piep K ipi(ixitx2) "N e\
where Poutl ~ Z m’ out2 ~ Z ( + 27‘1’ X1 ch(g) s

n=0 K75 —) +eB ) H—sB(TB)
«a K— K 2
X2 = 5B‘9th(r_B> + 1, Poost,s = ZPout?,"‘PoIitsloo = ];(f?+f?)+P£Z§’w, I57 =

—2 k-1 6

—k— 6
Z Z Z glsgél )33)+€B, Zo ~ Z Z Z %, X3 = ((K + ’WZ) X1+ XQ)_N’
) B

n=0 m=0i=5 (K+@i) n=0 m= Oz 5 (K=K

4
—[0,0,n+21,m+1—k —k, PX;2> ~ EmZ( D ep (o + =),

—5 rg+r“en rg+r“en
Ki(=1)"(%7%)

ta = oo ad xa = (wxa + x2) -

Proof. See Appendix [H O

Remark 13. For the SGF systems with multiple GF users, when pg = prp — 00, it must be
noted that there is Pr {pF|hk|2 <T (|hB|2)} =Pr {|hk|2 < %} The number of the users in
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2

Groups I and Il depends on the relationship between 9" nd L T j irrelated to pp

re a(oRp _
& eB rB(2 B—1

and pp.

Remark 14. Based on Corollary 4, one can observe that when pg = prp — 00, the SOP of the
SGF systems with multiple GF users is a constant, which depends on Rg, R, v, Tr, 7g, and

K. Further, P, 3 is the main part of the SOP.

Remark 15. Based on Corollaries 3 and 4, one can find that varying transmit power at Ug and
Ur can only improve the secrecy performance of the SGF systems within a certain range. In
contrast, improving the system’s secrecy performance is more effective by varying the distance.
Specifically, reducing the distance between the GF users and the base station as much as possible
or making the GF users far from the eavesdroppers. All the parameters must be carefully chosen
to maximize the secrecy performance of the considered SGF systems, such as the target rate of

Up, the secrecy threshold rate of U, and the distance between the transmitters and receivers.

V. NUMERICAL RESULTS AND DISCUSSIONS

This section presents Monte-Carlo simulations and numerical results to prove the secrecy
performance analysis on the NOMA-aided SGF systems through varying parameters, such as
transmit SNR, target data rate, and the number of antennas, etc. The main parameters are set
as Ry, =0.1, Rg =09, N =2, a0 =22, rg =rr =rg = 10 m, unless stated otherwise. In all
the figures, “Sim”, “Ana”, and “ Asy” denote the simulation, numerical results, and asymptotic
analysis respectively. The results in all the figures demonstrate that the analytical results perfectly

match the simulation results, verifying our analysis’s accuracy.

A. SOP of the NOMA-aided SGF system with a single-GF-user

Fig. [2| demonstrates the SOP of the single-GF-user NOMA-aided SGF system with varying
pp- One can easily observe that the SOP increases initially and subsequently decreases with
increasing pp. This is because ap decreases as pp increases, then the probability that the signals
from Up are decoded first decreases for a given pp. In the lower-pp region, the interference
power tolerated for the Up is limited, so the signals from Uy are always decoded first to ensure
the QoS of Up. The achievable rate for Up (R)) decreases with increasing of pp while the
eavesdropping rate is independent of pp; thus, the secrecy performance deteriorates. As the pp

increases, Tp increases, whereas the probability of decoding signals from Up during the first
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st .. o4 O Ru =0.1,Rp = 0.5 Sim| | ir % pr—=3dBsim |]
€BEth > % Ry =0.1,Rp =15 Sim O pr =10 dB sim
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ir a Ana ] = = ‘Asy
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! Rp=15
Ry =09
epemn > 1
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pp (dB) pp (dB)
(a) SOP for varying R, and Rp. (b) SOP for varying pr.

Fig. 2: SOP of the single-GF-user NOMA-aided SGF system with respect to €ge¢;, under varying
PB-

epen > 1—y (/\\
S
\/

095 F = =k = = _—pEEE-88-5-8-888-8-5-5-5-5-6 7

Pout

O Ry =0.1,Rg =0.5Sim
+ Ry =0.1,Rz=1.0Sim
O Ry =0.5,Rp = 1.0 Sim
o8y x Ry = 15,Rg = 1.0 Sim + 755 dBSm
A Ry =20,Rp =10 Sim O pp=10dB Sim
Ana Ana 1
= = Asy - = Asy
08 : . ; : ; | | ‘ : ‘
-10 0 10 20 30 40 50 -10 0 10 20 30 40 50
pr (dB) pr (dB)
(a) SOP for varying R;;, and Rp. (b) SOP for varying pp.

Fig. 3: SOP of the single-GF-user NOMA-aided SGF system with respect to ege;, under varying
PF -

stage of SIC decreases. In the larger-pp region, SOP tends to be a constant, independent of pp
but depends on pr and R,,. Moreover, the effect from Ry, is relatively larger than that from Rpg
since Rp only affects 7p, i.e., the probability of decoding xp first, while Ry, not only affects
the probability of decoding xp first but also affects the achievable rate for Up (R%).

Figs. [3| describes SOP of Up with varying pp. One can observe that SOP in the larger-pp
region tends to be a constant. This is because the probability of decoding signals from Up
during the first stage of SIC increases with increasing pp, i.e. Pr{pp|hr|® > 7 (|hs*)} — 1.
Thus, we have P.., — 0 and P, = P., = Pr{R. < Ry}, which depends on Ry, and pp.

out o
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_______
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% Ry =0.1,Rp=15Sim
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Ana
- = +Asy

-15  -10 -5 0 5 10 15 20 25 30 35 40
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Fig. 4: SOP of the single-GF-user NOMA-aided SGF system with respect to epe;, under

increasing pg = pp.

Further, the SOP trends in the lower-pr region vary with different cpey,. Specifically, when
egem > 1, SOP decreases with increasing pr. For the case with egey, < 1 in lower-pp region,
SOP firstly decreases, then increases to a constant. An important factor is the probability of
decoding during the first or second stage, which depends on pr, pg, and ap. As pr increases
or/and apg increases, the probability of first decoding increases, and SOP increases. As pp and
Tp increase, the probability of first decoding decreases, then SOP decreases, as shown in Fig. Bl

Fig. 4] demonstrates SOP versus varying pp = pr simultaneously. One can observe that SOP
of Up is enhanced and then becomes worse until it tends to a constant depending on Rp and
Ry, with increasing pp = pp. This is because pp affects both the signal-to-interference-noise
ratio (SINR) at Up and SNR at F while pp only influences the SINR at Ug. Thus, pr has a
stronger effect on SOP relative to pg when pp = pp vary simultaneously. Furthermore, when
pp = pr vary in a smaller range simultaneously, SOP depends mainly on R;,. There is an

optimal transmit SNR depending on Rp and Ry, to obtain the minimum SOP in these scenarios.

B. SOP of the NOMA-aided SGF system with multiple GF users

Figs. [3] and [6] demonstrate the impact of various K, Rg, and R;, on SOP of Ug. As can be
observed from the figure, with the increase of pp, SOP first increases and then decreases to a
constant depending on K and Ry,. Moreover, with an increase in K, the SOP improves since
the better GF user is selected to access the channel, enhancing the secrecy performance. Based
on Figs. [5 and [ one can observe that the effect of the transmit SNR, pp, and pr, on the SOP

with multiple GF users is similar to that in Figs. [2| - [3| with a single GF user.
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(a) SOP for varying K . (b) SOP for varying R, and Rp.

Fig. 5: SOP of the multiple-GF-user NOMA -aided SGF system experiencing pr = 10 dB .

Pout,

O Ry =0.1,Rp=0.9 Sim|]
% Ry =0.1,Rp =1.5Sim
O Rp=0.9,Rg =15 Sim|
Ana
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pr (dB) pr (dB)
(a) SOP for varying K. (b) SOP for varying R, and Rp.

Fig. 6: SOP of the multiple-GF-user NOMA -aided SGF system experiencing pp = 10 dB.

Fig. [1] plots the effects of varying K, Rp, Ry, and N on SOP versus varying pp = pr One
can observe that the curves of SOP in these scenarios are similar to those demonstrated in Fig.
4l Moreover, from Fig. one can observe that SOP of Uy becomes worse until it tends to
be a constant depending on V. This can be explained by the fact that weakening diversity at
implies a better security performance of the considered SGF system.

Comparing Figs. ) and (@), () and (@), one interesting conclusion can be drawn that the
transmit power of the GF and GB users has an opposite impact on the GF user’ secrecy
performance. From the point of view of security of GF users, there exists an optimal Pr and a

worst Pg.

March 1, 2023 DRAFT



21

epem > 1

075
0.7 O Ry, =0.1,Rp = 0.9 Sim O K =1S8im O N =2Sim
% Ry =0.1,Rp=15Sim 06 * K =4Sim 07 * N=3Sim
O Ry =09, Rp =15 Sim o K =7Sim o N =4 Sim
065 Ana 055 Ana Ana
= = ‘Asy — — -Asy 0.65 — — -Asy
0.6 05
<15 -10 -5 0 5 10 15 20 25 30 35 40 <15 -10 -5 0 5 10 15 20 25 30 35 40 <15 -10 -5 0 5 10 15 20 25 30 35 40
pp = pr (dB) pp = pr (dB) pp = pr (dB)
(a) SOP for varying Rp and Ryp. (b) SOP for varying K. (c) SOP for varying N.

Fig. 7: SOP of the multiple-GF-user NOMA-aided SGF system versus varying pg = pg.
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Fig. 8: SOP of the multiple-GF-user NOMA-aided SGF system for different user scheduling
schemes with pp = pr = 5 dB.

Fig. [§] demonstrates the NOMA-aided SGF system for different user scheduling schemes with
varying rg, rr, and rg. From Fig. one can observe that the SOP increases initially and
subsequently decreases with increasing rz. The achievable rate for Uy decreases with increasing
rp thereby the secrecy performance deteriorates. As the rp increases, 7z increases, whereas
the probability of decoding signals from Uy during the second stage of SIC increases. Thus,
security of Up with all the schemes is enhanced. Figs. and demonstrate that r and
rp have an opposite impact on the GF user’s secrecy performance, which is easy to follow.
Furthermore, the BUS scheme obtains the best security while the RUS scheme obtains the worst
secrecy performance. This is because the GF user with maximum data rate is scheduled to
transmit signals in the BUS scheme while a GF user is selected randomly in the RUS scheme.

Moreover, it can be observed that the difference between the secrecy performance with the BUS
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and CUS schemes is minor in the lower/larger-rp region (Fig. and lower/larger-rp (Fig.
[B(b)). The reason is as follows. The CUS scheme is proposed to solve the fairness between GF
users due to the difference in path loss in each group. In the scenarios with lower/larger-rp
region (Fig. or lower/larger-r (Fig. (b)), the GF users belong to the same group with
high probability. Assuming the same distance between the GF user and the base station, the user
with the maximum power gain leads to the maximum rate. Thus, the secrecy performance with

BUS and CUS schemes is equal.

VI. CONCLUSION

In this paper, we investigated the secrecy outage performance of the NOMA-aided SGF
systems. With the premise that GF users are entirely transparent for GB users, we first analyzed
the NOMA-aided SGF system with a single GF user. Subsequently, the secrecy performance
of NOMA-aided SGF systems with multiple GF users was investigated. The effects of all the
parameters, such as the target data rate of GB users, the secrecy threshold rate of GF users,
and transmit powers on GB and GF users, were discussed. Monte-Carlo simulation results were
presented to validate the correctness of the derived analytical expressions.

SIC and CSI are assumed to be perfect in this work, which is a typical assumption in many
works, like [9]-[13]]. The performance results assuming perfect SIC can be seen as an upper
bound of the case with imperfect SIC and worst-case SIC, respectively. An exciting direction for
future research is investigating the performance of NOMA-aided SGF systems with imperfect
SIC and CSI. In this work, it assumed that all users transmit at fixed power. However, the results
in and [[I8]] showed that the system performance could be enhanced by carefully adjusting
the transmit power of the GF and GB users. As we analyzed previously, there exists an optimal
Pr and a worst Pg for the security of GF users. Thus, analyzing the secrecy performance of
the NOMA-based SGF systems wherein both the transmit powers of the GB and GF users are
dynamically adjusted in a coordinated manner will be exciting subsequent work. To facilitate
performance analysis, it is assumed that all the GF users are located in a small cluster, such that
the distances between GF users and the base station are the same. Another interesting problem
is analyzing the performance of NOMA-aided SGF systems with multiple randomly distributed
GB users, GF users, and eavesdroppers via stochastic geometry. Furthermore, machine-type GF

users in mMTC applications often have small data packets. Fairness is another issue that is
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as important as security. Analyzing the secrecy performance of NOMA-based SGF systems for

short-packet transmission with the different user scheduling schemes also is an exciting problem.

APPENDIX A

PROOF OF THEOREM 1
A. Derivation of Pl

Based on the definition of 7 (|hp|*), PL, is expressed as

out
Pl =Pr{R. < Ry, prlhe|” > 7 (|hsl’),7 (|hs]’) < 0}
+Pr{R. < Ry, pr|hel” > 7 (|hs]*) .7 (|hs]*) > 0}
= Pr {R}9 < Rth;pF|hF|2 > 0, |hB|2 < OéB}

I 2 2 (A1)
+ Pr{R. < R, prlhp|” > 75, |hp|” > ap}

=Pr{R! < Ry, |hs|* < ap} +Pr {R£ < Ry, |hp|* > ;—B, \hs|* > aB} .
- F

g

J

11 N~
Paut PLQ
out

In (A1), PL! denotes the SOP of U when Up is in outage while accessing the channel alone.
In these scenarios, S can not successfully decode the signals from Up while decoding signals
from Uy is a unique choice. Polft signifies SOP of Ur when Up is not in outage while accessing
the channel alone. In this scenario, although S can successfully decode the signals from Upg,
the QoS of Up cannot be guaranteed because of the interference caused by Up. Therefore, the

signals from U must be decoded at the first stage of SIC.
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Substituting (I0) into (A.I) and after some algebraic manipulations, we obtain
11 pr|hr|’ 2 2
Pyy=Prilog, | 1+ —————— | —log, (1+ pr|HE|") < R, |hs|” < ap

1+ pg|hs|

= Pr |hp‘2 < pBch|hB|2\HE\2 + Gth|HE\2 -+ pBath‘hBF + Oét}i, ‘hB‘2 < ap

-~
2wo(|hs|* | Hel?)

/ / Fppp (wo (2, y))f|h 2 (@) da fi, e (y) dy (A.2)

TBTE N—-1_—r%y —r&x
= e 'E BYdxd
Na —r%a
TBT FOth / / 16_>\1xy—)\2x—>\3ydl.dy

’f’B’I“E “e TFathwl ()\1,)\2,)\3)
I'(N) 7

=1—e "B —

where w; (a, b, ¢) )w h (D(1-N, %) —TI'(1-=N,bag + %)), ayp = %’;, e = O —1,
O, = 28n, N; = r%pp0m, Ao = r%ppau + 1%, A3 = r%0y, + r%, and (a) is obtained via
utilizing (3.383.10)].

Similarly, we obtain
-
Pqu2t = Pr {‘hF|2 < Wwp (|hB‘27 |HE|2) ) ‘hF‘2 > p_B7 |h'B‘2 > aB} . (A3)
F
The relationship between wy (|hz|%, |Hg|?) and 75 s expressed as

i
Pr {P_i <wo (Ihsl, |HE|2)} = Pr {1 —epen = enprbul Hpl* < 0}

2 2 A4
+ Pr{1 —epey, — epprbu| He|” > 0, |hp|” < as} (A.4)
2 2 2
:Pl"{|HE| >OK1}+P1"{‘HE‘ <041,‘hB‘ <042},
_ 9Rp _ l—epey _ pre1|Hp|*+e: _ as _ 1 —
where 0p = 277, oy = By = —orbienlHe lemer — ailtE  ppc Sl = b,
and a3 = —2— Eq. (A.4) is easy to follow, while the first item denotes the scenario that

prOinpBeEB”

the eavesdropper link is too strong and the second term denotes that the eavesdropper link is
relatively weak and there is a constraint on the GB link from the eavesdropper link. Moreover,

the relationship a; and 0 has important effect on the relationship between wy (|h s, |H E|2) and

B
pr’
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(1) When epey, < 1, we have a; > 0. Then, based on (A.3), Pol’ft is obtained as
T
Pi = po{Insl® < (sl 76l el > 22, sl > s
F
-
= Pr {p—B < |hF| < Wy (|hB| |HE|2) , |hB|2 > ap, |HE|2 > Oél}
F

-
+ Pr {p—i < |hpl? < wy (‘hB‘ |Hgl?) ,ap < |hs|* < ag, |Hg|* < 0‘1} (A.5)

e BT (N, oy ) o Nas (0,e9,7%)
- 2L (V) + g} T (V)

_e—r%ath,r,arNaw2 ()\1> )‘27 )\3) + w3 ()\la )\Qa )\3)

wo (a,b,c) = / / yNlemawymbe ey gy
a1 ap
(

BN (N) e be
QA bF(l—NbozB—i- )—e‘bQBA,

where

(A.6)

aN

[} N-—1 ac )y
A :/ 1 y e —(aap+c) c 7TOK1 Z \/77* N 1 —(aaB+C (A7)
0

ay +b ah, +b

and

a —c)y— ag(aag+b)

a1 , N=1_,—(acp+c)y ai ,,N—1 (p —a
e b e e\"B 1
Lug(a,b,c):/ i dy —e™s 3/ Y
0 ay +b 0 ay +b

@ BN TIT(N) be be
p N( ) bF(l—NbaB+ )—wg(a,b,c) (A.8)

a

——aagﬂ'al Z \/ N 1 (——c)v %jﬂlﬂ’)
)

av; +b

€9 = +7%, (b) holds by applying [30, (3.383.10)], and (c¢) and (d) holds by [30, (3.383.10)]

PaB

and applying Gaussian-Chebyshev quadrature (25.4.30)], R and L is the summation item,

which reflects accuracy vs. complexity, ¢, = cos (2=-27), h, = 2 (0, + 1), ¥, = cos (X2 7),

2R 2L
and v; = G (J; + 1).

March 1, 2023 DRAFT



26

(i) When egeyy, > 1, it has oy < 0, then, Pr{;—i < Wy (|hB|2, |HE|2)} — Pr {|HE|2 > al} —

1. Thus, Pout is expressed as

P22 Pr{p—F<\hF| < wo (|hsl, |HE|2),\hB\2>aB}

= /OO /OO <F|hF2 (wo (,9)) = Flypp (%)) Tingp2 (@) A fyp gz (y) dy

_ TBTE 6PF / / —eox— TEyd(L’dy (A.9)

Na —r%a
T r Fth -~ B B B
_'"'B'E / / yN 1o Azy—Ax )‘Sydxdy
F(N> 0 ap
T%Tg e

e EY g, (A1, Ag, A3)
E9 F N) '

a b C / / N-1 e arY— br— Cydl'dy

N-—1
CLANRNC)) ”‘r<1—NbaB+b)

aN

e
ree” BB

where

(A.10)

step (e) is obtained by applying [30, (3.383.10)].

B. Derivation of Pl

out

Similar to (AT), P, is expressed as

pl — PI‘{RH < Rth,pF|hF|2 < 0, |hB|2 < OéB} + PI‘{RTQI < Rth,pF|hF|2 < 7B, |hB|2 > OéB}

out

— Pr {RE < Ry, |hp|* < ;—B, \hs|? > aB}
F

.
= Pr {|hF|2 < ch|HE|2 + p, |hF|2 < p—B, |hB|2 > OéB} .
F

(A.11)
In this case, the relationship between constraint on security (6;,|H E|2 + ayp,) and constraint on

decoding order is considered as follow.

i
o {P_B < Ow|Hp|” + Oéth} = Pr{|hs|* < (pr|Hpl* +1) &1} (A.12)
F
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Due to 6,, = 2f*» > 1, then Pr{(pp|HE|2 +1)e; > ap} = 1. Thus, P, is obtained as

out

PHt —Pl”{‘hF| < ch|HE| —|—Oéth,|hB| (pF‘HE‘z—Fl) 61}

.
—|—P1"{‘hp‘2 < p—B,OéB < |hB‘2 < (pF|HE|2 + 1) 81}
F

= / / Fip.p2 (Orny + ath)f|hB\2 (x) dxf|HE|2 (y) dy
pry+1)el

oo rlpry+l)e T
+/ / Flag? (_)flh32 (%) 4 f 11,2 (y) dy (A.13)

,,,.Na,r,a
E B / / —r%(@thy+ath)) e—r%myN—le—r%ydxdy
(pry+1)er

(pry+1)e1 TG(L_L) N N
— ¢ "F\Prap ") | ey Nl Y dpdy

B rBPFaB +re (reprap +1%) (rprer + M)

Substituting (A.2), (A.3), (A9), (A.13) into (II)), we have (13).

APPENDIX B

PROOF OF COROLLARY 1

When pp — oo, we have ap = ;—Jg — 0. Based on (TIl), we obtain 75 — oo, then P!, ~ 0
and P! is approximated as
Py ~ Pr{RY < Ry}
= Pr{|he|’ < Ou|Hp| + am}
(B.1)

= / Bl pp? (O + cup) g (v)dz
0

r a\ —N
=1- 6_T%ath (1 -+ eth (—F) ) .
Tk
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APPENDIX C

PROOF OF COROLLARY 2

When pr — oo, based on ([I)), we can easily observe P!, ~ 0 and P!

out ™ out

is expressed as
Py =Pr{R. < Ry}

out
~ Pr{|he|® < (psbu|hsl” + 0u) |Hgl*}

— /0 /0 i ((pBbimz + O4,) y)f|hB‘2 (x) f|HE|2 (y) dxdy

- Nao ro N ’f’a «
== () Gol) T (i (e (32) )
a pBOn 050 T

APPENDIX D

(C.1)

PROOF OF COROLLARY 3

When pp = pr — 00, we have TB Pl g . Based on (), P, is approximated as

o h
Py ~Pr {|;;| < |hp?* < wp (|hB|2a|HE|2)}

/ / (FIh” wo (,9)) = Fjppp2 <_)>f|h32( ) da fi g2 (y) dy (D.1)

where (f) holds by applying [30, (3.383.10)] and I'(a,z) =" 0. Based on (AI3), PL, is

approximated as

h 2
Pouii = Pr {RE < R e < 20 }
B

= Pr {|hF|2 < ch|HE|2, |hB|2 > EBch|HE|2}

2 |hB|2 2 2 (D.2)
Pr |hF| < ,|hB| < EBch|HE|
€B
r o -1 r a r a -N
- (1 + <—B) EB) (1 - <<—F) Oun + (—B) epbim + 1) ) .
rr TE TE
APPENDIX E

PROOF OF THEOREM 2

1) Derivation of P, 1
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Based on ([7) and Pr {7 (|hB|2) <0} =Pr {|hB|2 < ap}, Poua is rewritten as

Pousn = Pr{RY — Rp < R, |SH| =0,|hs)* < ap}

_P(}utl
(E.1)
+ Pr {RIK — R < Ry, ‘SH‘ =0, ‘hB‘z > OéB},
_P02ut1
where |hB|2 < ap denotes Up is reliability outage. Utilizing [30, (3.383.10)], we obtain
Pyyu1 = Pr{Ri — Rp < Ry, \hg|? < ap}
- PF|hK|2 2 2
—Pr{log, ( 1+ L) o, (14 pplHil?) < Ra, bl <
1+ ps|hs]
= Pr{|hx|” <wo (|hal’,|Hel*) , |hs|* < ap} (E.2)

/ / F o (0 (2,9)) fin 2 (&) dfig o (5) dy
=1—e BB 4 ZO L%Tf;\g e Ehwy (M, €3, €4),

where €3 = irfoynpp +r% and 4 = 130y, + r%. Similarly, Pout 1

is expressed as

hil? T
Pozutl =Prdlog, | 1+ Lfdg — log, (1 + pF‘HE‘Z) < Bip, |hl‘2 > —B7 |hB|2 > ap
1+ pp|hs| PF

= Pr {|hK|2 <wo (|hsl’, [He[?) , | |* > ;—i, \hs|? > QB}.
(E.3)
Considering |hy|* < --- < |hg|” and the relationship between wy (\hB|2, \HE\2) and 72, given
in (A4), two scenarios (egey, < 1 and egey, > 1) are considered as follows.

(i) When egey, < 1, we have a; > 0. Due to ap < a9, based on (A.4), we obtain
B
P = Pr{ el < o (1o’ [HeP) Il > 22, sl > s
F

- pr{;_fg < | f? < |hil? < wo (bl |He?)  hsl* > ap, | Hg|* > al}

J

-~

Iy

+ Pr{z < | < [hxl® < wo (1hsl’, |He) ,ap < hol’ < a, |Hol < a1} .

J/

~
I

(E4)
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Based on (3), we obtain

I =/ /aB (F|h1|2,|hK|2 (;—i,wo (:v,y)>) Fingp @) dzfig, 2 (y) dy

Na K=2 Kré Kr&—C|
rer v ol F—S0 _
- IF(JJ\ET) > (”16 70wy (0, a, 1) + pae” KTEM W, (1, m2,m3) — pze o M (774,7757776))’
n=0
(E.5)

where ay = % = Kr¢ppOm, 12 = Kr&ppogn,+1%, 13 = KreOy+r%, na = Coppbin,

15 = Coppoypn + K Fa o + %, and ng = Coby, + r%. Similarly, we obtain

I = / / (Fh1| Jhx|? <_ wo (:c,y))) e (z) dzf g, (y) dy

K—2 o
_ TBTE E eTFFw (0, g, %) + puge KRty ( ) — emfpcofc"o‘”"w ( )
= F(N) M1 3 4, TR H2 371,12, 73 H3 3\M4,M5,M6) |-
n=0

(E.6)
(1) When epey, > 1, we have oy < 0, then Pr{;—i < wp (|hB|2’ |HE|2)} = 1. Thus, we
obtain

Pfftl_Pr{—<|h1| < Inkl* < wo (1hsl, | HeP), |hB|2>aB}

// <F’”'2"”<2 <_ 0(””’y))>f|h}32(x)d”foqEP(y)dy

T%Tga K§ : Ky o —Kr&asp K1 =Co —Coaip
- T(N) pre 7wy (0, a4, ) + poe” "N wy (1, m2,m3) — pze PF wa (N4, 75,M6) | -
n=0
(E.7)

2) Derivation of Py 2
When |Syp| = K, Up’s signal must be decoded during the first stage of SIC and the signals of
all the GF users will be decoded in the second stage of SIC. Utilizing the best-user scheduling

scheme, Ui will be selected. Then, SOP in this case is expressed as

Pout2 = Pr {R% — Rp < Ry, |Su| = K, |hB|2 > OéB}
-
= Pr {log2 (1+ pe|hwl’) —logy (1 + pr|Hg|?) < R, |hi|” < p—B, \hg|* > aB}
r
.
= Pr {|h}(|2 < ch|HE|2 + oy, |hK|2 < p—B, ‘hB‘2 > OéB}
F
2 . B 2 2
=Pr {|hK| < min (p—,@th|HE| +ath) ,|he|” > aB}
F
= Pr{|hx|> < 0| Hp|* + aum, |hs|* > (pp|He> +1) &1}

.
—|—P1"{‘h](‘2 < p—IB;,CYB < |hB|2 < (pF‘I'IE‘2 + 1) 81}.
(E.8)
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With some simple algebraic manipulations, we obtain

[e.9]

K 00
Pout,Z = Z Qpi/o 6_2(6thy+ath)f\HE\2 (y)/ f|hB\2 (1’) da:dy
=0

(pry+1)er

(pry+1)e1

K 0o )
w30 [ e [ S g @) dady E9)
=0 @

B

= P ir%rgae_("%ath“%el) .
. 7 o —ryap
— B
Z ira +ra a . ae o o N +pFOéBTB€ .
P P T TBPFAB \ (ir%0y, + r%prer +1%)

3) Derivation of FPyy 3

When both &1 and Spp are not empty, SOP is expressed as

K—2
Pous = Z Pr {max {RTK,RI,J} — Rg < Ry, |Su| = k}
k=1 ~~

Spk

ot (E.10)
-+ Pr {max {R%,R%_l} — RE < Rth, |SH‘ =K — 1} .
ép?;é
Based on (1), (E.I), and (E.8), we have
-
Pr {|SH| = ]{5, |hB|2 > QB} =Pr {|hk|2 < p_B < |hk+1|2, |hB|2 > CEB} , (E.11)
F

and

Pr {max{Rﬁ(,RE} — Rp < Ry} =Pr {Vlk|2 < O Hg|* + am, |h|” < wo (|hB‘27 |HE|2)} ;

(E.12)
respectively. Thus, Pfut,S is expressed as
-
Pokut73 = Pr {|hk‘2 < min (p—B,ch|HE|2 + Oéth> , ‘hB|2 > ap,
F
-
L P < |hiel* < wo (sl |HE|2)}
PF
Pr{\hk|2 < <l < gl < wo (Jhsl, |H5l).,
ap < |hg|? < (pr|Hel” +1) &1} (E.13)
Iy
Pr{|he? < au, + O |Hi|, |hs|” > (pr|Hp|? + 1) &1,

+
2 <y < |l < wo (1Rl [ Hil”) |

~~

Iy
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Based on (@) and utilizing [30, 3.352.2], we obtain
(prt+1)er T TB
Iy :/ Firg? ()dt/ Flgl2 sy Pl (0 : O(S’t)) Fingp2 (5) ds

B pr’ pr’
K—k-2k-1 6 0o plppttler
o —(Bi+Ci)B—Wiw (S,t)
= > Y D s / / e pr WO £ o (8) fipg, e (t) dsdt
n=0 m=0 i=1 0 B
papNa Kk2 kol 6 o0 (prt+1)er (E.14)
= Z%e_&/ tN_le_&t/ e~ (WtH8s)s g gy
T'(N) n=0 m=0 i=1 0 aB
K—k—2 k-1 e —&
= rorie A —|— e SA
n=0 m=0 =1
5é\LlF(1_]\7’&’0”34_%) — e~ $8%1ws (u1,£3,01,11) e 8398 e—$3¢1
where Al o uy’ e - L'(N) ’ Az T g N E3(prézertea)’ 61 N

s S =Wilby, +1%, &3 = WpBath + Bt r%, w1 = Wipgbu,, v1 = wippe,

Prag

e~ (<+12) gy By utilizing [32) (10), (11)],

ll = U1&q +pF§361 + 52, and Ws (CL, b, C, f =
[33] (6.2.8)], and [34] (2.3)], we obtain

a _
ws (a,b,c, f) = / Hé? [f:c ‘(01 } Hlll1 [g:c ESB] Hol,’? [ch ‘(071)] dx

fN ] g1oi110 {(0 1,2)

b 1,0:1,1:0,1

0 a:c—i—b

(E.15)
(0 1)

a cC
iz 7

With the same method, we obtain

Ly :/ fiagy (8 Wt/ Finst? (8) Flng2 Pl 2 (0 i+ Ount, = 0<Svt)) ds
prt+1)er pF
K -2k 1

—B aen 0t —Wiw st
= > g / / (en+ent)=C 20 £z (8) fiag, e (F) dsdt
(prt+1)e

n:O =1
-2k

—1 —&a
o Na G€ 4
= TBTg (Z rv e Z we A4)

n=0 m=0 i=1
(E.16)
. e %651 wg(u v e—€6¢
where & = (B; + W;) au, — %’ Ay = —— 16“((1\})56 2) N, = fG(PF§6§E61j‘§5)N’ V2 = Wpre
lo = wier + &eprer + &5, & = (Bi + W;) Oy + 1%, and &g = Wiaupp + Png +rg.
Similar to (E.I1I) and (E.12), we obtain
PI‘{|SH| =K — 1, |hB|2 > OéB} = Pr {|hK_1|2 < ;—B < |hK|2, |hB|2 > OéB} (E.17)
F
and
Pr{max {Rj,R_,} — Rp < Ru,}
(E.18)

=Pr {|hK—1|2 < 9th|HE|2 + Qp, |hK|2 < Wo (|hB|2> |HE|2)} .
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Then, PJ,,; is obtained as
Pfit_gl =Pr {Ri(—l < Ry, |Sul = K — 1, |hB|2 > OéB}
T
= Pr {|hK_1|2 < p—B < ‘hK‘2 < Wy (|hB|2, ‘HE‘2) ,ap < |hB|2 < (pF‘HE‘2 -+ 1) 81}
F

i
+ Pr {|hK—1|2 < Ou|Hp|* + oun, p—B < [hiel” < wo (|hsl*, [Hel") , [hsl* > (pr|Hpl* +1) 51}
F

00 (prt+1)er S
— / f‘HE|2 (t> dt/ f‘hB|2 (8) F]hK71|27|hK|2 (O,_,_,WO (8,t>) dS

B PE PF
f|H 2 (t)dt Finat? (8) Fluse_y 2 et | 05 Ot + i, —, o (s,8) | ds
(PFt+1) PF
K- 1o )g+1 4
L —¢ e J+1 —¢ —¢
2%0 Z T (N) (67 A5 + e A7) +; A e Ag)
(E.19)
J+CJ CN ! QC% C2C3
where (1 = q;ay s G = qiOmtrE, G = gjamppt sty As = w2 I (1 — N, (Gap + )
e 8351 ws (u2,(3,v3, e—C3ax
- - F((NZ)Q 313), U2 = ijBch, U3 = Ugpper, I3 = uzer + (3pper + Cz, Ag = CNJCSB -
e ¢3¢ Ci
—CS(PchslngQ)N, G = (bj+qj)oun — e Go= (bj +qj) O + 7%, C6 = qiounpp + PFaB + rg,
e~ %651 ws(ug,(e,v4,l e—S6¢
A7 = ;((A?)CS = 4), Vg = UPFE, l4 = U2&1 + C6pF61 + C5, and Ag = m.

APPENDIX F

PROOF OF COROLLARY 4

When pp = pgp — oo, we have ag — 0,0y, — 0. One can obtain Poutl 0 due to
Pr{|hB| < ap} ~ 0. Based on (E3) and (EZ), P

1 is approximated as

o h
Pl ~ Py {'j' < Ihl? < sl <o (|hB|2,|HE|2)}

//<Fh12hK2 <— (xay)>>f|hB2(I)dxf|HE|2(y)dy (F.1)

)y -

n=0 K(E) +eB

where (g) holds with the same method as (f).
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Based on (E.8) and (E9), P, is approximated as

Py~ Pr{|hg|? < 0 |Hpl*, |hs|” > ep|Hul*}

h 2
Pr {|hK|2 < | EB| sl < aB\HE\Z}
B

r ,,,.Na K e’} o)
— —(2r« 23 PN e
ST [Tyt [T g,
. 0 £

I'(N) & SOy (F.2)
a, Na K 00 epbiny _("% a)
TBT'E N-1_—ra o e )T
+ goi/ y" e Ey/ e \°FB dxdy
rv 2 ), :
K K . . _
_ Z wYiEB " Z ipi(ix1 + x2) N

(e} (e} b
. T IS
i=0 Z(i) +ep =0 Z—|-€B< B)

where x1 = 0y, (:—g) and yo = 539th<:—2> + 1.
Based on (E.13), we obtain

h 2
.@”AJPr{\h|2<:|éB| <\thF«<|hKf-<cq)QhBFJ£ﬁﬂﬂ,|th<iaB@thﬂ2}
K-k-2k-1 6 T R (
— + — —W;w st
= Z ZZQ/ / ’ f\hB| ()f\H\ 2 (1) dsdt (E.3)
n=0 m=0 i=1
K—k—2 k—1

(h) i siep (1 —x3)

n=0 m=0i=5 (K + ;) (:-g)a + 5B’
and
2 |hB|

~ Pr {|h | < ch|HE| < |hk+1| < ‘h}(‘2 < Wy (|hB|2, ‘HE‘2) , ‘hB‘2 > 5B‘9th‘HE‘2}

Kk21
0

n

M@

—B i Ont— C —Wi(wo(s,t
. / / : @O f o (5) frp (1) dsdt
epbipt

0 1

.
Il

2 k-1

g Ki GEBX3
n=0 m=0 i= <(K ]{?) (%) + €B>

M@

(F4)
where y3 = ((K +@;) x1 + x2) ", (h) and (i) hold with the same method as (f), and @ =
0,0,n+2,1,m+1—k —kl.

Thus, Pk, 3» When pp = pp — 00, is approximated as

K-2
P =Y (I + 1) (F.5)
k=1
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With the same method and based on (E.19)), POIZ; 5 is approximated as

Poys™ ~Pr{Rj_, < Ru,|Su| = K — 1}

|hg|”

= Pr |hK_1‘2 < < |hK|2 < Wy (‘hB‘2,|HE|2),|hB|2 <5Bﬁth|HE|2

h 2
+ Pr ‘hK_1|2 <9th|HE|27 |€B| < ‘hK|2 < Wy (|hB‘2,|HE|2),‘hB‘2 >539th|HE|2
B
S epbint S S
00 0o s
+ / f‘HE|2 (t) dt/ f‘hB|2 (8) F"hK71|2,‘hK‘2 (O, cht, _,WO (8, t)) ds
0 epbint €B
D~ © 1-x X
(%) 41 — X4 4
= 4 —1 B ( sy pp + p “a )>
;0 jZ:;( ) w;rg +rp e Tp +rpeEp

(F.6)
Ki(-1)"(%?)

where pu4 = 5 X4 = (w;x1 + x2) ", and (j) holds with the same method as (f).

(1]

(2]

(3]

(4]

(3]

(6]

(7]

(8]

(9]
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