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Abstract—Reconfigurable intelligent surfaces (RIS) have been
shown to improve the secret key rate (SKR) for physical layer
secret key generation (PL-SKG), by using the programmable
phase shifts to increase reciprocal channel entropy. Most current
studies consider the role of RIS on passive eavesdroppers (Eves)
and overlook active attackers, especially the pilot spoofing attacks
(PSA). For PSA in PL-SKG setups, this is implemented by
Eve sending an amplified pilot sequence simultaneously with
legitimate user Alice. With the increase of the spoofing amplifying
factor, the channel probing results at Bob and Eve become
similar, thereby enabling Eve to generate shared secret key
with Bob. In this work, we analyze how RIS can positively or
negatively affect the PL-SKG under pilot spoofing. To do so, we
theoretically express the legitimate and spoofing SKRs in terms of
the RIS phase shifts. Leveraging this, the closed-form theoretical
upper bounds of both legitimate and spoofing SKRs are deduced,
which lead to two further findings. First, the legitimate SKR
upper-bound does not vary with RIS phase shift vector, but
reduces drastically with the increase of the spoofing amplifying
factor. This suggests the limited effect of RIS against PL-SKG
spoofing, since the legitimate SKR has a hard limit, which cannot
be surpassed by adjusting RIS phase and reflecting power, but
can even be 0 with properly assigned spoofing amplifying factor.
Second, the spoofing SKR upper-bound shows a large gap from
the non-optimized SKR, which indicates a potential for RIS phase
optimization.

Index Terms—Physical layer secret key, spoofing, reconfig-
urable intelligent surfaces, wireless communications.

I. INTRODUCTION

Reconfigurable intelligent surface (RIS) has demonstrated
great potential on programming the wireless channel state,
which motivates and facilitates a plethora of research and
industrial topics [1]. Among these is how a RIS can secure the
physical layer of wireless channels. The research in this area
can be categorized as key-less physical layer security (PLS)
[2]-[4], and physical layer secret key generation (PL-SKG)
[51-[12].

A. RIS Research in PLS

Key-less PLS tries to create a superiority of the legitimate
channels over the wiretap ones. They do so by maximizing the
secrecy capacity in terms of the legitimate receiving signal to
interference and noise ratio (SINR), via the optimization of the
key variables, e.g., transmitter/receiver beamforming vectors
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[2], [3], and the trajectory of a mobile legitimate user [4].
With the help of RIS, its programmable phase shift vector can
be exploited, which serves as a new domain-of-free (DoF)
and is able to further enhance the superior secrecy rate among
legitimate users, even with multiple eavesdroppers (Eves).
Another family is PL-SKG, which leverages the reciprocal
channel randomness that is common at legitimate users to
generate shared secret key [13]. To do so, two legitimate
users (Alice and Bob) send pilot sequences in the time-
division duplexing (TDD) mode to pursue channel probing,
and use their common channel probing results for secret key
generation. The challenge lies in the low secret key rate
(SKR) due to the insufficient small-scale scattering, rendering
the PL-SKG incompatible with the current Gbps order of
data transmission. RIS’s role here is to increase SKR, by
(1) introducing extra randomness (entropy) via random phase
shift strategy [6]-[9], or (ii) finding optimal fixed phase shift
according to the statistical channel state information [10]-[12].

B. Lack of RIS Research in Spoofing Attacks

Most of the existing RIS-combined PLS studies only con-
sidered weak attackers (e.g., passive, and non-colluded Eve).
Examples of more active attackers include multiple colluding
Eves [14], and adversarial RIS is studied in [15]. However,
there is still a lack on how RIS can defend or assist active
attackers. In the context of active attacks, pilot spoofing attack
(PSA) proposed by [16], has been proved to cause severe
consequences (50% throughput reduction [17]). PSA can be
easily implemented by an Eve sending an amplified pilot
sequence in the same time-slot with legitimate user (e.g.,
Alice), so, the legitimate channel probing result (at Bob) will
be the weighted combination of legitimate Alice-Bob link with
the eavesdropping (Eve-Bob) link. As a consequence, Bob will
design false beamforming vector for key-less PLS (referred
to as key-less PLS spoofing), or generate shared secret key
with Eve other than Alice in PL-SKG (referred to as PL-SKG
spoofing). Combining PSA and RIS, the works in [18], [19]
studied the RIS-assisted spoofing to further destroy the key-
less PLS. Yet, there is a lack of analysis on how RIS can
be used to defend the PL-SKG spoofing, or used by Eve to
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further destroy legitimate secret key, and this constitutes the
motivation of this work.

In this work, we aim to study how RIS can affect the
PL-SKG under pilot spoofing. We start by formulating the
RIS combined PL-SKG scenario with a spoofing Eve (in
Section II), where the channel probing results at Alice, Bob
and Eve are provided. Then, in Section III, we compute the
theoretical legitimate SKR and spoofing SKR, in terms of the
RIS phase vector. Leveraging this, two closed-form upper-
bound of legitimate and spoofing SKRs are then deduced, and
two conclusions are provided. First, the legitimate SKR upper-
bound does not vary with RIS phase shift vector, but reduces
drastically with the increase of the spoofing amplifying factor.
This suggests the limited effect of RIS against PL-SKG
spoofing, since the legitimate SKR has a hard limit (the upper-
bound), which cannot be surpassed by adjusting RIS phase and
reflecting power, and can even be 0 with properly assigned
spoofing amplifying factor. Second, the spoofing SKR upper-
bound shows a large gap from the non-optimized SKR, which
indicates a potential for adversarial RIS phase optimization.
We therefore hope our work can provide a guideline for further
studies of RIS combined pilot spoofing defense and attacks.

II. SYSTEM MODEL & PROBLEM FORMULATION
A. RIS-combined PL-SKG under Spoofing Eve

In this work, we consider a RIS-combined mm-wave com-
munication system in Fig. 1, which comprises a pair of
legitimate users (Alice and Bob with single-antenna), an illegal
spoofing Eve (single-antenna), and a RIS (a uniform planar
array with M = M, x M, reflecting elements). The direct
channels from node a € {4, B,S} to RIS is modelled as
Rayleigh fading channel [20], i.e., gor ~ CN(0,2X,r) where
Y.r of size M x M is the covariance matrix. And we
assume that the direct wireless channels among Alice, Bob
and spoofing Eve are blocked [12].

The RIS-combined PL-SKG process under spoofing is
briefly described in the following. First, RIS phase vector,
denoted as w = [B1e/% - Bpre?®]T with B, € R, 0, €
[0,27), is configured (by either legitimate users or spoofing
Eve), according to the statistical channel correlation matrices
(detailed in Section IIT). Then, Alice and Bob pursue channel
probing by sending public pilot sequence in TDD mode, i.e., in
two consecutive time slots. For spoofing purpose, the spoofing
Eve sends an amplified Alice’s pilot sequence simultaneously
in the Alice’s sending time slot. As such, the channel probing
results (using least squared method) at Alice, Bob and spoofing
Eve are:

ha=ghp - diag(w) gpr +ea,
hg = ghp - diag(w) - (gar + p - gsr) + €5, (D
hs = g&R - diag(w) - gpr + €s-

where p is the amplifying factor by the spoofing Eve, and
€A,€p,€s ~ CN(0,202) are the channel probing noises. From
Eq. (1), the secret key between Alice and Bob (between the
spoofing Eve and Bob) can be generated by feeding haand hp
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Fig. 1. Illustration of RIS-combined Alice, Bob and spoofing Eve model.

(hs and hp) into further key quantization, key reconciliation
and privacy amplification modules.

B. Problem Formulation

Observing from Eq. (1), it can be seen that the performances
of the legitimate key and the spoofing key are determined
by the spoofing amplifying factor p: A large p will lead to
a reduced match rate of legitimate secret key but a large
match rate between the spoofing Eve and Bob. Different
from previous spoofing research, the introduction of RIS gives
another DoF and may provide constructive/destructive effects
in front of spoofing, which however has not been studied.
Motivated by this, our work aims to analyze (i) how RIS can
improve the legitimate PL-SKG under spoofing and (ii) how
RIS can assist the spoofing attacks.

III. EFFECTS OF RIS ON PL-SKG SPOOFING

In this section, we analyze the constructive and destructive
effects of RIS on PL-SKG under spoofing. We first provide the
closed-form expressions of the legitimate and spoofing SKRs.
Then, their upper-bound are deduced and analyzed.

A. Legitimate and Spoofing SKRs
The legitimate SKR is defined as

SKRy 2 max{f (iLA; 153) .y (ES;iLB) 70} )

where I(-;-) denotes the mutual information. In Eq. (2),
the legitimate SKR is interpreted as the mutual information
between Alice and Bob minus that between Bob and spoofing
Eve. This is because that as legitimate users, they consider
not only how common between their channel probing results,
but the difference of their channel probing from attackers to
prevent eavesdropping.

Different from legitimate SKR, the spoofing SKR only re-
quires the commonality of the channel probing results between
the spoofing Eve and legitimate user (i.e., Bob in this work),
so that the secret keys generated at Eve and Bob are similar.
In this view, we define the spoofing SKR as:

SKRs 21 (i}S; sz) . 3)



The deductions of SK Ry and SKRg are pursued by (i)
computing the joint and marginal probability distribution func-
tions (PDFs) of ha, hg and hg, and (ii) compute I(hA, hB)
and [ (hS, h p) using information theory. These are provided
in the following Lemma and Theorem.

Lemma 1: Following Eq. (1), the joint PDF of ha, hp and
hs can be approximated as [ha, hp, hs] ~ CN(0,2®), with
the covariance matrix

WHRABW—FO'? WHRABW 0
U=| w/Rapw w/(Raptp’Rspwto? pw’Rgpw
0 pWHRSBW WHRSBW—FO'S

(
where R 4p = 23 4roXRBR, and Rgp = 2¥.gro X R (with
o denotes the elemental-wise multiplication).

Proof: From Eq. (1), h A, h B and fzs can be re-written as
the summation of M (the number of RIS elements) random
variables (RVS), ie., gorm - or,m,a # b{A,B,S}, with
weak dependence, since gor.m - gpr,m 1S independent with
9aR,n - 9br,n When nth RIS element is half-wavelength away
from mth RIS element [20]. As such, given the central limit
theorem under weak dependence (Theorem 27.5 in [21]), h A,
hp and hg can be approximated as joint complex Gaussian
distribution.

Then, it is straightforward that the expectations of h A,
EB and fzs are 0 given the zero means of g,r and ¢,
(a € {A, B, S}). The variances of and the covariance among
h As h B and fzg are computed in the following:

E(hyha) = E (w "(ghroghr) (8hr°ghr)W ) + 207
=w [E(gARgAR)O]E(gBRgBR)]W—l—2U —QWHRABW+2U

E(hphp) = WH{ []E(gARgAR)+ P ]E(gSRgSR)]

° E(EER%ER)}W +207 =2w" (Rap + p°Rsp) W+ 207,

E(hghs) = w [E(g5rebn) o E(8hr&hR)] W + 207
= 2WHRSBW+2062,

Pk 7 H T T )
E(hjpha) =E (W [(g84r + r85r) © 85r] (84r © 8Br) W)
=w' [E (g:thggR) o (g*BRggR)] w
E(hgha) =E (WH (85r °8BR) (gZR o ggR) W)
=w" {[E(g5r)E (ghr)] °E (8hr8Er)} W =0,
E(hshp) =E (W' (g5 0 ghr) [(8hr + r8ER) © 85R] W)
=w' [pE (g5r8%r) o E (85r85R)| W = 2pWHRSBWE6)
which completes the proof of Lemma 1. m
. From Lemma 1, the marginal and joint distributions of h 4,
hp and hg are derived, which then will be used to compute
the legitimate and spoofing SKRs.

Theorem 1: Following Lemma 1, the legitimate and spoofing
SKRs are computed as:

0} ;o (D

®)

= 2WHRABW,

Uy - det(Wa.30:3)

0.5log
82 U35 -det(Pr.01:2)
Uyo - ‘1’33

SKRy = max{

where ¥, ; is the (7,¢)th element of matrix ¥, and ¥;.,, ;.,, is
the sub-matrix determined by rows and columns from % to n.
det(-) is the matrix determinant.

Proof: Egs. (7)-(8) can be easily computed by the fol-
lowing two information theory formulas, i.e., the mutual
information of two RVs X and Y is I(X;Y) = h(X)+h(Y)—
h(X,Y), and the differential entropy of D € NT-dimensional
joint Gaussian RV [Xi,---,Xp] is h([X1,---,Xp]) =
0.5log, ((2me)Pdet(P x)) with Wy the covariance matrix. M

From Theorem 1, the legitimate and spoofing SKRs are
explicitly expressed via the RIS phase vector w (contained
in the covariance matrix W). This therefore enables the anal-
ysis/optimisations on how the RIS can enhance either the
legitimate SKR (when controlled by legitimate users), or the
spoofing SKR (if controlled by the spoofing Eve). In the rest
of this work, we will provide the upper-bound of legitimate
and spoofing SKRs respectively, which can be treated as a
theoretical limit for further qualitative security analysis and
quantitative SKR optimisation.

B. Legitimate SKR Upper-bound

The upper-bound of legitimate SKR is provided by the
following Theorem.

Theorem 2: When o2 — 0 (i.e., with high receiving signal-
to-noise ratio, SNR), the legitimate SKR has an upper-bound

2 as:

1
SKR; < max {o.slog2 ?A,m (Usp)"RapUgp) ,o} :
©)

where \,q.(+) represents the maximal eigenvalue of a matrix.
Ugp £ A%‘%I‘?B, with the eigen-decomposition of Rgp, i.e.,
Rsp =TspAssTip.

Proof First, we show that the definition of Ugp =
A%3TH, makes sense. This holds if Rgp is Hermitian and
positive-definite, since Hermitian property leads to I'f 9B
I‘gllg, and positive-definite leads to that all eigenvalues of
Rgsp, ie., the diagonal elements in Agp are positive and
therefore can be squared. We show why Rgp is Hermitian
and positive-definite by the following Lemma.

Lemma 2: For any two Hermitian and positive-definite
matrices, 31, 3o with same size, R = ¥ o 35 is Hermitian
and positive-definite.

A brief proof of Lemma 2 is provided here. R¥ = Efl o
251 = 31035 = R and thereby R is Hermitian. The positive-
definite property of the Hermitian R is equivalent to its least
eigenvalue is positive, i.e., Apin(R) = Apin(21 0 Vo) >
Amin(21) © Amin(B2) > 0 (Theorem 3 in [22]).

From Lemma 2, Rgp is Hermitian and positive-definite,
which makes Ugp = AYTH, exist.

Next, we prove Eq. (9). When o2 = 0, the first-term in the



right—hand side of Eq. (7) can be written as:
log det(\Ilg 3,2: 3) (i) og WHRABW
> ‘1’33 det(W1.2,1:2) 2 p?

-wHRgpw
H(Usp)"RapUspv
p2vHy

wHRApw (©

(b) )16 v
2 pPwHUE Ugpw - 082

= log

d H
<oty 5 A (Ush) " RanUsh) - Y.
’ (10)
In Eq. (10), (a) is by taking o2 = 0. (b) is due to
Rsp = UHzUgp. (c) is by setting v . = Ugpw, and
it is noteworthy that Ugg = I‘SBAg%'S exists since all
eigenvalues of Rgp, i.e., the diagonal elements in Agp
are positive and can be squared. For the inequality in
(d), it is noticed that (Ugp)"RapUgp is Hermitian and
positive-definite, i.e., ¥x € CM x"(Ugp)fR4sUgpx =
(Ugpx)Rap(Ugpx) > 0, given that R4p is positive-
definite (from Lemma2). So, the normalized quadratic form
on this Hermitian and positive-definite matrix is less than its
maximal eigenvalue. Combined Eq. (10) with Eq. (7), the
proof of Theorem 2 completes. |

From Theorem 2, we derive the upper-bound of the legiti-
mate SKR when the receiving SNR (before channel probing)
is large. Further Propositions will provide two critical analysis
of this upper-bound.

Proposition 1: Following Theorem 2, this deduced legiti-
mate SKR upper-bound does not vary with the change of RIS
phase vector w, specially, with the increase of RIS reflecting
power, i.e., |[w||3.

Proof: This is straightforward as the legitimate SKR
upper-bound in Eq. (9) does not involve RIS phase w. |

The significance of Proposition 1 is to provide an insight: In
RIS-combined system under pilot spoofing, the legitimate SKR
has a hard upper-bound (limit), which cannot be surpassed by
adjusting RIS phase vector or reflecting power. This can be
further demonstrated via the next Proposition.

Proposition 2: Following Theorem 2, the legitimate SKR
upper-bound reduces to 0, when the spoofing amplifying factor

P>\ Amar (Ush)FRARUSE). (11
Proof: This can be easily proved by making the term in
log,(+) of Eq. (9) less than 1. [ |
From Proposition 2, it is seen that when the spoofing
amplifying factor is larger than a threshold, legitimate users
cannot have any SKR even if assisted by the RIS phase vector.
Combining Propositions 1-2, we find that the RIS effect is
limited when defending the spoofing PL-SKG, since there is
a hard limit, which can even be 0 with properly assigned
spoofing amplifying factor.

C. Spoofing SKR Upper-bound

The upper-bound of spoofing SKR is provided by the
following Theorem.
Theorem 3: The spoofing SKR is bounded by:

SKRs<0.5logy (1 + p*Amaz (Uxp) " RssULE)),
(12)

where Uyp = A%%I‘XB, with the eigen-decomposition of
Rup. ie., Rap = TapAapTHy.

Proof: First, from Lemma 2, R4p is Hermitian and
positive-definite, which suggest all eigenvalues of R 4p, i.e.,
the diagonal elements in A 4p are positive and can be squared,
and thereby Usp = A%%I‘f p makes sense.

Then, we extend SK Rg of Theorem 1 as:

Voo WUs3

1 [t L b
2 det(‘I’z 3,2: 3)

=log, (1 (W Rspw)’ )
(WH(Rap+p?Rsp)w+o2) (WHRspw+02)
. 2 H 2. H
( )—10g2< Hp w R;ng ) _ 10g2<1+p v;l RSBW>
wH (Rap+p?Rsp)wW, wZRapw
0, ( pst(Uz§>HRSBU;}3£>
=log, | 1+ 7
§7°¢

9) H "¢
<logy [ 14 p*Mnax (Up)"RspUyy) - e

(13)
In Eq. (13), (e) is because the function is monotonous de-
creasing with the increase of o2, and therefore the inequality
holds when o2 = 0. (f) is by setting & = Uapw, and
it is noteworthy that U, = TapA,%’ exists since all
eigenvalues of R p, i.e., the diagonal elements in Aap
are positive and can be squared. For the inequality in
(g), it is noticed that (UZ}B)H RSBUZ}B is Hermitian and
positive-definite, i.e., Vx € (CM,XH(UZ}B)HRSBUZEX =
(Uapx)¥Rsp(U,px) > 0, given that Rgp is positive-
definite (from Lemma2). So, the normalized quadratic form
on this Hermitian and positive-definite matrix is less than its

maximal eigenvalue. Combined Eq. (13) with Eq. (8), the
proof of Theorem 3 is complete. |

From Theorem 3, the upper-bound of the spoofing SKR is
derived. Inspired by the deduction process in Eq. (13), we
here give an unconstrained sub-optimal RIS phase, denoted as
Ws.opt> t0 maximize the spoofing SKR, i.e., by solving

(RSB - )\nLam (RSB) : I]W) * Ws.opt = 0 (14)
where Ip; is the identity matrix of size M x M. Future
work will be on designing algorithms to solve the non-convex
problem maxy, SK Rg using semi-definite relaxation (SDR)
and successive convex approximation (SCA) methods.

IV. NUMERICAL SIMULATIONS

In this section, we evaluate our deduced legitimate and
spoofing SKRs and their upper-bound. The simulation setting
is provided in the following. In a 3D space, Alice, Bob,
RIS and the spoofing Eve are located at (0,0,0), (0,50,0),
(0,20, 10), and (0,50,30), with unit m (see Fig. 1). The
number of RIS elements is assigned as M = M, x M,

10 x 10 = 100. The direct channels from node a to RIS
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Fig. 2. RIS effect on legitimate SKR when defending spoofing Eve:
Legitimate SKRs v.s. RIS reflecting power.

ie., gur (a € {A, B,S}) is formulated via the narrow-band
geometric channel model, i.e., [20]

L
8aR = ZCL\/%

=1

T
|:ejC(‘Pa,lv¢a,L)P1’ .. 7ejc(<ﬁa,l7¢a,l)pM

$(p.6) = lcos() cos(i),cos(9) sin(), ()]

Pm = [0, mod(m — 1, M,)d, |(m — 1)/Myjd]T.

(15)
In Eq. (15), L = 10 is the number of Rician paths, and ¢, ; ~
CN(0,Cor, ;) is the complex signal attenuation of /th path,
with Cy = —30dBw the path-loss at reference distance (i.e.,
1m), r,r the distance between node a and RIS, and o = 3 the
path-loss exponent. (¢, @) is the wave vector, where X is the
wavelength, and ¢, ¢ ~ [—7/2,7/2] [20] are the half-space
random azimuth and elevation angles. p,, is the coordinate of
the mth RIS element, where mod(-,-) denotes the modulus
operator and |-| truncates the argument, and d = A\/8 [20],
[23], [24] is the space between two adjacent RIS elements.

A. RIS Effect on Legitimate SKR

We here evaluate the effect of RIS when defending the
spoofing Eve. In Fig. 2, x-coordinate is the RIS reflecting
power ||wl|3/M, and y-coordinate represents the legitimate
SKRs (i.e., SKR}).

It is firstly demonstrate that our deduced SK Ry upper-
bound in Theorem 2 is a valid bound, which the SK Ry,
of both optimized and of not-optimized RIS phase w are
below. Then, it is shown that the deduced SK R}, upper-bound
is a hard limit that does not vary with the RIS reflecting
power (Proposition 1). This suggests that the effect of RIS
on defending PL-SKG spoofing is limited by a hard limit,
which however, cannot be surpassed by purely RIS phase
programming.
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Fig. 3. RIS effect on legitimate SKR when defending spoofing Eve:
Legitimate SKRs v.s. spoofing amplifying factor.
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Fig. 4. RIS Effect on Spoofing SKR: Spoofing SKR versus spoofing

amplifying factor.

Such RIS optimization limit can be further demonstrated
via Fig. 3, where the legitimate SKRs, i.e., SK Ry, versus
spoofing amplifying factor, i.e., p, are shown. It is observed
that with the increase of p, the SK R, upper-bound decreases
drastically and even to 0 when p passes a threshold (Proposi-
tion 2). In other words, under a relatively powerful spoofing
Eve, even if one can optimize the RIS phase for legitimate
SKR maximization, the theoretical upper-bound of legitimate
SKR is very low (nearly 0), therefore weakening the effect of
RIS.

B. RIS Effect on Spoofing SKR

We next test the performance of RIS on improving spoofing
SKR (when RIS is controlled by the spoofing Eve). Fig. 4



provides the curves of the spoofing SKR, ie., SKRg (y-
coordinate) versus the spoofing amplifying factor, i.e., p (x-
coordinate). It is seen that with the growth of p, all SKRg
(upper-bound, optimized, and not-optimized) increase, as a
larger spoofing amplifying factor gives a larger correlation
of channel probing results from of the legitimate user and
spoofing Eve. Then, it is observed that our deduced SK Rg
upper-bound indeed serves as a tight bound for both opti-
mized and not-optimized SK Rg, which validates Theorem
3. Furthermore, it is noticed that the theoretical upper-bound
is greatly larger than the not-optimized SK Rg, and there
is still a gap between the upper-bound and the sub-optimal
SKRg, i.e., Eq. (14). This thereby indicates the potential that
an adversarial RIS can be further combined with the spoofing
Eve for bettering the spoofing performance.

V. CONCLUSION

In this work, we provided analysis on the effect of RIS to
defend or assist the pilot spoofing on PL-SKG. Specially, the
closed-form upper bounds of the legitimate and spoofing SKRs
were deduced, from which two findings were obtained. First,
we found that the legitimate SKR upper-bound is irrelevant
with RIS phase, and reduces drastically with the increase of the
spoofing amplifying factor. This therefore suggests the limited
effect of RIS when defending PL-SKG spoofing. Second, we
found that the spoofing SKR upper-bound provides a large
gap from the not-optimized spoofing SKR, which indicates a
potential for the adversarial RIS phase optimization. We hope
this work can provide a guideline on further studies of RIS
combined pilot spoofing defense/attacks.
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