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Abstract—In this paper, we investigate the physical layer
security (PLS) of an overlay cognitive non-orthogonal multi-
ple access (NOMA) system with control-jamming (CJ) under
Nakagami-m fading. Herein, a cooperative decode-and-forward
(DF) relaying technique is adopted at the secondary transmitter,
while a maximal ratio combining (MRC) scheme is employed
at the primary destination in order to improve the secrecy
performance of the underlying system. Under this setup, we
derive analytical expressions for the secrecy outage probability
(SOP) and the strictly positive secrecy capacity (SPSC). Moreover,
we obtain simple and explicit expressions of the SOP in the high
signal-to-noise ratio (SNR) region to get useful insights on the
system design for both the cases of without and with jamming.
Finally, Monte Carlo simulations are provided to: (i) demonstrate
the effectiveness and superiority of the proposed system with
jamming over its non-jamming counterpart in terms of security;
(ii) verify the accuracy of the proposed analytical framework.

Index Terms—Cognitive radio, control-jamming, decode-and-
forward, non-orthogonal multiple access (NOMA), physical layer
security, maximal ratio combining.

I. INTRODUCTION

The development of high-rate data communication services
coupled with the explosive growth of mobile traffic have led to
the spectrum scarcity problem for future wireless technologies,
i.e., fifth-generation (5G) and beyond. Non-orthogonal multi-
ple access (NOMA) and cognitive radio (CR) are two concepts
that have been envisioned as promising candidates to improve
spectrum efficiency in future wireless networks. Recent studies
have investigated the integration of NOMA with CR termed
as cognitive NOMA (CNOMA), and have demonstrated the
potential to achieve the criteria for 5G and beyond networks
such as massive connectivity, low latency and high throughput
(see [1]-[3] and the references therein).

Numerous works based on CNOMA have been reported
in the literature since they provide many advantages such
as highly efficient spectrum utilization, massive connectivity,
low latency and high throughput (e.g., [4]-[7] and the ref-
erences therein). The authors in [5] investigated a CNOMA
model wherein they compared the performance of fixed-
power-allocation NOMA and the proposed CNOMA. In that
model, a primary user (PU) is the weak user who experiences
poor channel conditions and has a higher priority while the
secondary user (SU) experiences good channel conditions with
lower priority, and the target reception quality for PU is
guaranteed. In [6], the authors studied a two-user underlay

CNOMA system in which, a relay transmits information to a
far user, while at the same time, the base station (BS) transmits
information to a near user. In [7], Lv et al. considered an over-
lay CNOMA system wherein a secondary transmitter serves as
a relay using the NOMA principle. To this end, the secondary
transmitter helps with the simultaneous transmissions of both
the primary and secondary messages. However, works in [4]-
[7] have some commonality in that they do not address the
security and privacy issues which are crucial for such networks
due to the broadcast nature of the wireless medium and/or the
sharing of the same resource block among multiple users.
Traditionally, the protection of information in wireless net-
works has been done through cryptography. However, this may
not be viable in terms of meeting the security needs of wireless
communications with the development of high-performance
computing. In light of this, physical layer security (PLS) has
recently emerged as a promising and effective solution to
address the risk of information leakage in future wireless
communication systems by guaranteeing security from an
information-theoretic perspective [8]. To fulfill some criteria of
5G networks such as spectrum efficiency and security, authors
in [9]-[12] studied the performance of PLS-based CNOMA
systems. However, the above-mentioned works considered
the underlay paradigm of the CR technology which is very
restrictive in terms of the transmit power at the unlicensed
user(s). Conversely, such stringent restrictions do not prevail
in the overlay paradigm. To the best of our knowledge, there is
a paucity of works on the secrecy performance of the overlay
CNOMA systems (see [13], [14]). In [13], the authors high-
lighted that the overlay approach enhances the performance
of both the primary and secondary users simultaneously at
the expense of security breaches. Authors in [14] studied
the secrecy performance of an overlay cognitive ambient
backscatter communication NOMA system in the presence of
an eavesdropper. However, the impact of a control-jamming
(CJ) mechanism is not investigated in these works. While
some recent works [15]- [17] have considered jammer-assisted
secure communication techniques, they are focused on the
conventional NOMA system without spectrum sharing. The
authors in [15] described a jammer-based downlink NOMA
system with half-duplex (HD) decode-and-forward (DF) re-
laying in the absence of direct links between source and end
users. In [16], authors took into account a network architecture



in which a source uses the NOMA technique to interact with
two destination users in the presence of an eavesdropper and
a friendly jammer. In [17], a HD-DF relay was employed
in a downlink NOMA network and jamming signals were
exploited to disrupt the eavesdropping. As such, these works
did not exploit the CR model with NOMA system. In fact, the
performance of PLS in overlay CNOMA networks is still in
its infancy and vastly remains unexplored in many ways.

Motivated by the above consideration, we propose a CJ-
aided overlay CNOMA system and illustrate the importance of
jamming on the secrecy performance of the overall system. It
is noteworthy that there has been no work in the literature that
have considered direct link as well as relay link and adopted
the maximal ratio combining (MRC) technique to obtain the
SOP in a jammer-aided CNOMA system where the eavesdrop-
per has multiuser detection capability. To analyze the proposed
system secrecy performance, we first derive expressions of
the signal-to-interference-plus-noise ratios (SINRs) for the
NOMA users which are subsequently used to obtain closed-
form expressions for the SOP and the strictly positive secrecy
capacity (SPSC). Based on the derived SOP expressions for the
jamming and non-jamming cases, we showcase that the former
helps improve the underlying secrecy performance. Moreover,
to get useful insights on the system design, we derive simple
and explicit expressions of the SOP at high signal-to-noise
ratio (SNR) for both the jamming and non-jamming cases.
Finally, Monte Carlo simulations are provided to demonstrate
the effectiveness of the proposed system with jamming and to
validate the accuracy of the proposed theoretical framework.

The rest of the paper is organized as follows. Section
I presents the model of the proposed system, followed by
the analysis of the secrecy performance metrics in Section
III. Numerical results are provided in Section IV, and the
concluding remarks are discussed in Section V.

II. SYSTEM MODEL AND DESCRIPTION
A. System Model

As depicted in Fig. 1, we consider an overlay CNOMA
system which consists of the primary and secondary networks.
In the primary network, the primary transmitter (S) aims to
communicate with the primary receiver (D). The secondary
network consists of a secondary transmitter (R), which plays
the role of a relay for S in exchange for its spectrum access,
as well as a secondary receiver (Q), an eavesdropper (E)
and a jamming node (J). Given that there is a direct link
between S and D as well as a relay link between R and D, the
MRC approach is adopted by D to combine the information
from S and R. The jamming node aims at confounding the
eavesdropper node which tries to overhear the information sent
by R. In this case, E has a multiuser detection capability and
can distinguish the superimposed mixture of signals.

It is assumed that all the nodes in the network are operating
in HD mode and relay node R employs the DF strategy. The
direct link between S and D exists but it is blocked between S
and Q or E due to shadowing or large separation. We assume
that all the channels experience independent Nakagami-m
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Fig. 1: System model.

block fading. We denote the channel coefficient between node
i and node j as h;j, where i € {S,R,J}, j € {R,D,Q,E},
with 4 # j. The channel gain |h;;|* follows the gamma
distribution with fading severity parameter m;; and average
fading power €);;. Zero mean additive white Gaussian noise
(AWGN) with variance Nj is assumed at all the receiving
nodes. We also assume that the entire communication takes
place in two consecutive transmission phases, denoted by t;
and t,.

B. First Transmission Phase

In the first transmission phase (¢;), node S transmits a unit-
power signal xs. The received signals at the nodes D and R
are given by

y;' = hSi\/Fs-TS +ng, 1€ {DvR}’> QY

where Ps denotes the transmit power at S and n; represents
the AWGN variable. Hence, the SNR for decoding xs at R
can be written as Y = Ag|hsr|?, where Ag = % represents
the transmit SNR for node S. Using the received signal at D,
the resulting SNR for decoding s can be written as v, =
As|hspl?.

C. Second Transmission Phase

During the second transmission phase (¢;), node R first tries
to decode the primary signal xs. After successful decoding of
signal xg, it applies NOMA technique to combine its own
signal g with xg. As such, the combined signal zgr is given
by

2r =/ Praixs + / Prazag, (2)

where a1 and ao are the power allocation coefficients for xg
and xR, respectively, with a; + a3 = 1 and a; > ag in
anticipation to the priority given to primary communication
over the secondary communication. The signals received at D
and Q are given by

y;z = hrizr +n; = hRi(mxS +

where Pg denotes the transmit power at R and n; represents
the AWGN variable, with i € {D, Q}. The message signal xg
is decoded at D directly from the received signal. So, the SINR

Prasar) +n;, (3)



corresponding to the decoding of s at D is given by v = %,
where xy = AR|hRD|2a1, P = AthRD|2CL2+ 1, with Agr ES %
representing the transmit SNR at node R. The signals from the
relaying link and direct link are combined by using the MRC
at D. Consequently, the received SINR after the MRC scheme
at D is given by vp = v + 3.

From the received signal yg, Q decodes xg first and then
applies successive interference cancellation (SIC) to decode
xR as per the NOMA principle. It is assumed that perfect SIC
is employed at Q. After SIC, the SINR at Q to detect its own
message TR is given by ¢ = AR|hrg|?*az. Similar to [18],
we also assume E has multiuser detection capability, which
represents the worst-case scenario from a security perspective,
and applies parallel interference cancellation (PIC) approach
to differentiate the superimposed mixture of signals. In what
follows, we review two cases, i.e., without jammer and with
jammer.

1) Without Jammer Case: In this case, the eavesdropper
tries to wiretap the data from R. The received signal at E is
given by

yre = hre(V/ Pra1zs + / Prazr) + ng, 4)

where ng is the AWGN variable at node E. The received
SINRs at E for detecting the message symbols of user D
and Q are given respectively by 75 = Ag|hre|?a; and
& = Ar|hrel?as.

2) With Jammer Case: Here, an intended interference sig-
nal xj is transmitted by the jammer to confound the eaves-
dropper. The received signal at E is given by

ye = hre(v/ Pra1zs + / Pragar) + hig/ Py +ng,  (5)

where P is the transmit power at node J. The received SINRs
at E for detecting the message symbols of user D and Q can
be expressed respectively as gy = g and ~g; = £, where
¢ = Agrlhge?a1, € = Aj|hgl? + 1, ¢ = Agr|hge|?a2, and
Ay & J\% represents the transmit SNR at node J.

Here, we have assumed that this interference signal zj is
not affecting the SNRs at users D and Q. This is because both
the NOMA users already have the information about jamming

signal.

III. SECRECY PERFORMANCE ANALYSIS
A. SOP Analysis

The SOP is defined as the probability that the secrecy
capacity of a user is below a predefined threshold R, [19]. In
NOMA-based networks, a superimposed signal is transmitted
to users D and Q. Hence, an outage event occurs when the
achievable maximum secrecy capacity of any of the two users
does not achieve the given threshold rate [20]. To this end,
the SOP can mathematically be expressed as Psof = Pr[Cp <
Ry, or Cq < Ryp], where Cp and Cq are the instantaneous
secrecy capacities at users D and Q, respectively [21].

Since R uses the DF protocol, the secrecy capacities
of xg and xzr over the legitimate channels are given by
Cs = 3logy (1+ min{g,vp}) and Cr = §logy (149§).
respectively.

1) Without Jammer Case: The secrecy capacities of xg and
xR over the eavesdropping channels are given by Cg_; =
1log, (1+E), with i € {S,R}. Using the secrecy capacities
Cs, Cr and Cg_; as defined above, we can write achievable se-
crecy capacities for users D and Q as Cp = [Cs — CE,S]+ and
Co = [Cr — Cg_gr]", respectively, with [z]* = max{0,z}.
Now, the SOP expression of the proposed scheme can be
formulated as

R

C C
> B > 5

1 “+ min{’yR, ’}/D}

Piiwy=1—"Pr 1+
E

Py

(6)
where Cyj, = 22%»_ On further simplification, P; is given by
Py =Pr[yr > o, > a,75 > O], @)

where o = (Cyp, — 1) + Cypyg and 5 = (Cyp, — 1) + Cepg-

The evaluation of (7) in closed form is an intricate task.
In what follows, we adopt an upper bound approach as yp <
Asl|hspl|? + Z—; for the high SNR values. Therefore, the upper
bound of P; in (7) is given by

Py < Pr[|hgq|® > Alhge|® + B, |hsg|* > C|hge|* + D,
‘hSD|2 > g|hRE|2 +.7:], (8)

_ Cin—1 Cinai AR _ Cin—1

where A = Cy,, B = AL C = e , D = =,
Cip—1—

E = %;AR and F = A . We can further evaluate

Py as

P < /0 [1 — F|hRQ|2(-A$ + B)] [1 — F\hmlz(cx + ’D)]
X [1= Fngoj2 (€2 + F)] finep2 (@) 9)

After substituting the cumulative distribution function (CDF)
of |h;;|* using [22, Eq. (6)] into the second term of the
integrand of (9), and with the aid of [23, Eq. (3.351.1)], we
get

~ Flug2(Ca + D) = ¢~ (C+P)

mgr—1
msRr
X Z (QSR> (Cx+D)*. (10

Using the same approach as in (10), the final expression of
P, can be obtained as

my -0
k1kaks (mRE) RE (mRE )
P < — -1 =—+H , (11

' D(mge) \ Ore ( ) Qr ' ()
where k1, ko and k3 are given respectively by

DMSR_I m k 1 k k

SE SR k—ipi

E — E D 12
(QSR> k! ( ) ¢

ki = e O
k=0

msp—1 l
o msp [ i i
=e 9 E (QSD> i E (j)f 187, (13)



iy — e‘s%""m%l mrg \ " Lf: M gyr—n g
57 M! —\n ’

M=0 flrq
(14)

with #; = Cg2 +5$—§E+Ag—§g and 6 =4+ j +n + mgg.

Finally, the SOP expression of the proposed system without
jamming is obtained by substituting (11) into (6).

2) With Jammer Case: In the jammer case, the secrecy
capacities of xg and xr over the eavesdropping channels are
given by CL_, = %logy (1+4;). with i € {S,R}. Using
the secrecy rates Cs, Cr and Céﬂ-, we can write achievable
secrecy capacities for users D and Q in case of jamming as
Cp = [Cs — CL_] " and Cq = [Cr — CL_g] ", respectively,
with [z]T = max{0, z}.

Using the received SINRs ~¢; and ~f; defined after (5),
together with C}_,, Cp and Cq, we can formulate the SOP
expression as

R

PSP — 1 _ Pr 1+min{’7R7"/D}
L+ g

outJ —

> Cip |,

)

1 +7EJ

P
(15)

where Cy;, = 22Ftn . We can further evaluate P, in (15) as

Py =Pr [7R>01117D>041775>51L (16)

where oy = (Cy, — 1) + Cnygy and By = (Cyp — 1) + Cinygy-
It is worth noting that the variables 7g,yp and g in (16)
are uncorrelated. Given that evaluating P, in closed form
is challenging, we adopt the following upper bound vp <
As|hsp|? + a2, iy < a1 and g, < ag, and therefore, after
further simplification, P» is given by

Py < Pr[|hsp|? > a] Pr[|hsg|* > b] Pr[|hrql® > ¢], (17)
Py Pay Po3
o1
where a = JA:2 , b= %’S, and ¢ = Afilz. We can evaluate
Pgl as
o0 m msp—1
msp T D 4,
Py = — e % dy, 18
“ /a (QSD) ['(msp) (19
which, after simplification, is given by
,;%SDamSDi1 msp k 1 k
Pyy =e 9 Z Q—SD Ha . (19)
k=0
Similarly, P2 and Ps3 are given by
mst msr 1 Nisr t 1 1
Py =e — | =b 20
22 =€ S Z (QSR) neo (20)
1=0
”’RQ mro—1 m n 1
Pz =e x° “RQN 21
SELRIEDY <QRQ> e @n

n=0
Finally, after plugging (19)—(21) into (17) and subsequently
the result into (15), the analytical expression of the SOP for
the proposed system with jamming can be obtained.

B. SPSC Analysis

The SPSC is defined as the probability that the secrecy
capacity is positive.

1) Without Jammer Case: In this scenario, the SPSC is
obtained by keeping Ry, = 0 to yield

SPSCwy = PT[CD > O,CQ > 0}

~ Pr [ > 7870 > 1870 > %) - (22)

We can further evaluate (22) as
SPSCW] =/ [1—F|hRQ|2($)] [1—F|hSR‘2(T.%')]
0
X [1 — F‘hsmz(ux — V)} f|hRE|2(.23)da?

0192q3 (mre " (mm )ﬂ
= MREN 1y (TRE g}
I'(mgg) (QRE> ( ) Qrg 2

(23)
where T = AR‘“ S U=T,V =% - and ¢1, ¢2 and g3 are
given by

msr —1 Msr k 1
= SR ) 24
@ kZ:O (QSR) o (24)
_ o7 _ _ —J747
p=em’ Y (QSD> 0 Z (j)( V)i, (25)
=0 7=0
a1 m "1
RQ
B= ) () =, (26)
"0 QRQ n:
withngTg%JrUg%Jrg—g and v = k + 7 +n + mgg.

It is noted that the secrecy performance of the proposed
system without jamming is dominated by the parameters of
the R — E link.

2) With Jammer Case: In the presence of a jammer and
with Ry, = 0, the analytical expression of the SPSC is given
by
SPSCy = Pr[C’D >0,Cq > 0]
~ Pr[yr > a1,7p > a1,74 > as]
= Pr[|hSD|2 > Zl] P]‘[|hSR|2 > 22} Pl‘[lhRQ‘2 > Zg],

P31 P32 P33
27
a1
where z; = u A “2 and zo = . From (27), it is evident
that the value of P31 is always equal to 1 since the value of
as cannot be greater than 1. After further simplification, the
expressions of P39 and Ps3 can be expressed as

—1

_ mgR 2o SR MmMsR k ]_ k

Py =e O E = | —z",
= Qsr k!

mrq—1 l l
_TRQ 1 1 1
P33 =e “ra?r Z (mRQ) il (AR> . 29)

=0 {rq

(28)

By inserting (28) and (29) into (27), we get the analytical
expression of the SPSC (with jamming) as SPSCy = P35 Ps3.



From this derived expression of the SPSC (with jamming)
and the one in (27), it can observed that underlying secrecy
performance is independent of the S — D link, but is rather
governed by the parameters of the S — R link.

C. Asymptotic SOP Analysis

1) Without Jammer Case: In this work, the asymptotic SOP
is calculated under the assumption that Ag = Agp — oo.
Therefore, the analytical expression of the SOP in (6) can
be asymptotically expressed as

SORE =1 [ 11 = Flgps(As+ BIL = oy (C+ D)
0
X [1 - ﬂhSD\2(5$ + ‘F)]f|hkgl2(x)d$7 (30)

and

1 MsR
Fipo2(Co4D) = —— T (msg, 2R (ca + D)), (31
|hsr]| ( x ) F(mSR) <mSR QSR( z )) ( )

with Y(-,-) being the lower incomplete Gamma function
defined in [23, Eq. (8.350.1)]. With the aid of [23, Eq. (1.111)],
at high SNR, (31) can be approximated as

FoaCoiD) o (RN (MR s
hse|2 (CT+ )N@ Ose Z . 7.

j=o N\ J
(32)

Using the same approach to obtain (32), the other two CDF
expressions in (30) can be approximated as follows:

1 msD)mSD o (mSD) o
F sp|? Em—f—]: ~— _ i ]_‘msu lgzxv,.
|hspl ( ) (msp)! (QSD Z i

i=0
(33)
Flin2 (Az+B) ~ 1 (mRQ)mRogci (mRQ> BrRe—k gk k-
& (meo)! \ o) 2=\ &
(34)

It is worth noting that the high-SNR approximations of the
CDF expressions obtained in (32)—(34) are independent of the
average SNRs Ag and Ag. Moreover, the PDF fi;,.j2(z) does
not also depend on Ag and Ag. Plugging (32)—(34) into (30)
yields the asymptotic SOP expression which is independent of
Ag and Ag. It is clear from the resulting expression that the
SOP for this case (SOPg’) is a constant term in the high-SNR
regime. Therefore, we infer that in the absence of jamming,
the diversity order of the considered system may reduce to
Zero.

2) With Jammer Case: In what follows, we approximate the
SOP expression in (15) as SOP™ =1 — Psy Pog Po3, where

1
Py = Pr[|h5D|2 > CL} =1- 7)1‘ (I’I’lSD7 mSDa) . (35

['(msp Qsp
For high SNR values, P»; can be approximated as
1 a - msp ) msb
Py~1- . (36)
o mspl'mgp ( Qsp

A similar approach used to obtain (36) can be used to
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Fig. 2: SOP versus Ag for the case without jamming.
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Fig. 3: SOP versus Ag for the case with jamming.

approximate Pso and Ps3 respectively as

1 b * MSR ) ISR
Poo =1 — , 37
2 msrI'mgsr < Qsr
1 C - mRQ ) ke
Pys~1— , 38
23 A ( Oro (38)

where a, b and c have been defined after (17). By substituting
(36)—(38) into SOP™ =1 — Py P33 P»3, the asymptotic SOP
expression for the case with jammer is obtained. The possible
diversity order (defined by the least negative exponent of Ag)
of the considered system in case of jamming is provided by
Qd = min{mSR,mSD,mRQ} as SOROO o L

[P
AS
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IV. NUMERICAL ANALYSIS

In this section, we perform numerical investigations and
verify the correctness of our proposed mathematical deriva-
tions. Without loss of generality, we set Ag = Agr = Ay,
msr = mgp = mMrQ = MRe = 2, &g = 1,0sp = 2,{0rq = 1
and Qrg = 0.01. In all the figures, it can be observed that
there is a good agreement between the analytical and simulated
results which validates the proposed analytical framework.

In Fig. 2 (without jamming) and Fig. 3 (with jamming), it
can be seen that as Ry, increases, the SOP performance de-
grades. This behavior comes from the fact that the occurrence
of an outage event increases with R;;,. Moreover, the behavior
of the SOP in the high-SNR region for both the jamming and
without jamming scenarios is consistent with our derivations,
i.e., a diversity gain G; = 2 and G4 = 0, respectively. The

SOP

Analysis-J
@ Sim.-J
Analysis-WJ
g Sim.-WJ

0.5 0.55 0.6 0.65 0.7
ay

0.75 0.8 0.85 0.9

Fig. 6: SOP versus a; for both jamming and without jamming
cases.

diversity gain in Fig. 3 can be explained by the fact that at
high SNR, jamming suppresses the deleterious effect, unlike
in Fig. 2 leading to an error floor.

Fig. 4 and Fig. 5 exhibit the performance of the SPSC
against Ag for the two cases i.e., without jamming and with
jamming, respectively. It can be observed that decreasing Qrg
improves the SPSC performance (without external jamming),
owing to the fact that an increase in {2gg positively affects the
capability of eavesdropper, which results in the degradation of
the SPSC. However, increasing {2sg (which is tantamount to
improving the channel between S and R) in the presence of a
jammer yields a better system performance.

Fig. 6 reflects the impact of the power allocation coefficient
a1 on the SOP for both jamming and without jamming case.
For Ag = 30 dB, SOP performance is better than that for
Ag = 20 dB. This is because, we have assumed that Ag = Ay
and with the increase in the value of transmit SNR of node
Jie., Ay, the impact of jammer on the eavesdroppers’s SNR
increases, and it will deteriorate the SNR of the eavesdropper,
so the overall SOP performance will be improved. But for
a fixed value of Ag, as the value of a; increases, the power
allocated for the transmission of g decreases. This is because
of the fact that the received SNR at Q for g depends on
asz, and as = 1 — a;. Therefore, the probability of correctly
decoding xg is low. And this degrades the SOP performance.

V. CONCLUSION

In this paper, we have analyzed the secrecy performance of a
ClJ-aided overlay CNOMA system under Nakagami-m fading.
Closed-form expression of SOP and SPSC have been derived.
We have also investigated the asymptotic behavior of the SOP
expression for higher values of SNR. The numerical results
have revealed that CJ is an efficient technique to guarantee
PLS in the proposed system. For future work, we can consider



the cases of imperfect SIC and CSI conditions, which is useful
for realistic implementations. The performance of the CJ-aided
overlay cognitive NOMA system model is carried out by not
considering energy harvesting model. However, in practical
scenarios, energy harvesting models are more efficient. So, we
can extend this work by deploying an energy harvesting relay
to exploit simultaneous wireless information power transfer
(SWIPT) technique.
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