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Abstract— We propose a concept for authorisation using the architecture, and operational scenario. Sec@n Il defthe
location of a mobile device and the enforcement of location- required communication protocols and their integratioto in
based policies. Mobile devices enhanced by Trusted Compuati pcs networks. Security and efficiency of the concept and

capabilities operate an autonomous and secure location gger s . . .
and policy enforcement entity. Location determination is two- application scenarios are discussed in Sec@n V. Seon

tiered, integrating cell-based triggering at handover wit preci- concludes the paper.
sion location measurement by the device.
Il. TLTA CONCEPT

In order to fell authorisation decisions based on device
Ambient technologies propose to enrich the mobile enviscation, an entity calletbcation trigger must have access to
ronment with different computer devices and networks. Onecation information and be able to provide this informatio
use case is to utilise a user device for remote control tf other entities enforcing according policies, either be t
other systems — to automatically turn on the light whedevice or on the part of some service. The concept of an
entering a room, or to enable access to the emergency contiitlisted Location Trigger Authorisation (TLTA) we propose
of a power plant while repairing the pipes. Often, a natural the following, rests on these key ideas. First, the |lacati
requirement is to restrict possibilities to authorisedspenel trigger in TLTA operates on two separate levels: i) Handever
in a certain location. Vice versa sometimes one wants based localisation within a network cell and ii) GPS-based
restrict the functionality of devices based on its locatiery., (here always meaning either full, device operated GPS or A-
disable the camera while entering a sensitive area. AlletheSPS) localisation within an area circumscribed by a peemet
scenarios require location based authorisation and soresti of cells. Second, a trusted entity on the device, called the
access control, a subject which has attracted some attentio Location Trigger Enforcer (LTE), embodying the location
the literature, cf. [1] and references therein. trigger functionality and enforcing, possibly in co-optoa
The implementation of location based authorisation can béth a network-side counterpart, authorisation polici€he
based on various methods for location determination, e.guyst in the LTE rests on security properties of the device,
triangulation (e.g. strength of the device signal at sixebasvhich we assume to be a trusted computing (TC) platform for
stations [2], [3]), calculating the round trip time [4], orthe purpose of location-based authorisation. The lattéipono
deploying a GPS module locally to the client. The first methad, for our subject, specified by the standards of the Trusted
lacks the precision, and the second requires new sensor<Ctaimputing Group’s (TCG) Mobile Phone Working Group
be installed in the location-based authorisation enabledsa (MPWG, see [5]). The necessary architectural principals of
The last has not been deployed because relying on the clidtre MPWG for TLTA are explained in Sectidﬂl—B. It should
side for location information is deemed insecure. Eventigo be noted however, that the TLTA concept is applicable rgstin
hybrid approaches like combination of triangulation andSGPon any other trusted platform architecture which fulfils the
exist, the latter argument applies to them. In conclusiaore requirements in the namely section.
current approaches are generally unfit for authorisatiosh an In the following, we will take an agnostic stance with
access control based on location with scalable strength reSpect to the actual restrictions that are to be enforced an
enforcement. We propose a solution, that combines threst speak of ‘the policies’ to be enforced. The next sulisect
technologies. First a network-side location trigger, vkhicsketches the architecture of a TLTA system and security-
only has cell granularity, and second a device-side enigrcirelevant assumptions. The state sequence of a device iogerat
agent using de-central (e.g. GPS) or co-operative (e.g. @Aader the TLTA scheme is developed in SecII-C.
GPS) location methods and concurrently enforces the jgettin - ) )
policies. Third security is established by applying Trdste® Entities and their functions
Computing concepts of Attestation. SectiEh Il presents theWe here choose the Long Term Evolution of 3G Networks
proposed concept on the level of functional building blockspecified by the 3GPP standardisation (3GPPLTE, see [6]) as
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the technical framework for the presentation of TLTA. Withi

it, various improvements over common 2G and 3G network

architectures are specified. One of the aims is to simplify

the overall architecture. This flat, all-IP based infrastuue

is referred to as System Architecture Evolution (SAE). Meet

ing technical and performance requirements arising from an

analysis of the current state of mobile technology resulted

in a reduction of the number of network nodes involved in ey
data processing and transport. A flatter network architectu
leads to improved data latency (the transmission delaydeaiw
the transmitter sending data and the time of reception) and
better support of delay-sensitive, interactive and reaét
communications.
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Fig. 2. Interaction of an existing MNO network and the TLTAngoonents

some high-precision location mechanism, e.g., A-GPS, and
(iv) enforces the policies on the device.

After this setup, MTs entering the protected zone may
acquire certain services. The access to these servicesis co
trolled by the LTE. The basic scheme is that the device which

Fig. 1. SAE model and its basic components enters the protected zone performs an attestation (sea)belo
of its internal state and configuration to the MNO (Step 1 in

The SAE model is shown in Figufg 1 and consists of twbigure[2). If this attestation succeeds the device is regsit
types of network elements. Access of user devices, called M the TLTAC (Step 2) and also registered with the A-GPS
bile Terminals (MT) is facilitated by enhanced base statjonservice, or any other location providing service which isdis
referred to as enhanced Node-Bs (eNB). They provide the trdetermine the accurate location of the device (Step 3s&h
interface and performs the resource management thereef. Tégistration steps are mainly required to protect the lonat
second class of elements are the Access Gate Ways (AG#®)vice against fraud and to enable certain payment methods
which implement management functionalities and act as d&@ad schemes.
gateways for user packages. The AGW establishes connsction
to Service Providers. Within this core network model the MN®&- Trusted MTs
can offer different services, for instance A-GPS. The TLTAC and LTE together form a Policy Decision Point

Figure |]2 depicts the interaction between the basic SAPDP) / Policy Enforcement Point (PEP) related model based
architecture (shown as an MNO cloud) and the componemis a local enforcement of policies. From the perspective of
added by TLTA. The customer who requests the enforcemehé content provider the trustworthiness of the local LTEsthu
of certain policies on devices in a geographic area, caled the testified and sufficiently strong. Therefore, TLTA regsir
protected zongis termed TLTAC service requester (TLTSR)that the MT constitutes a trusted platform resting on certai
The TLTSR handles for instance the provisioning of contenapabilities constituting a Trusted Computing Base (TCB),
to devices. TLTA introduces on network operator side th&hich for the purpose of this report comprise:

Trusted Location Trigger Authorisation Centre (TLTAC) whi 1) Secure bootThe boot process is the time span from the
establishes a pre-defined geographic area within the apeaver on to the stage when the user is able to interact with
covered by the MNO network. The TLTAC receives (i) thehe device. Within this time span, secure boot ensures that
physical geometry of the protected zone and (ii) the desirethdamental capabilities are in place which are critical fo
policies to be enforced within this zone (A in the figure). 8as the reliability of the system, comprising in particular mea

on these data the TLTAC determines configures certain eNf8 resource isolation and management. During secure boot,
of the MNO in Step B. After the setup TLTAC’s main task isas defined in [5], each component is measured in order of
to authenticate the end users devices and to maintain &f lisie@ecution. These measurement values are then verified by a
them for authorisation purposes. local verification agent using so called Reference Intggrit

A Location Trigger Enforcer (LTE) is integrated in theMeasurement (RIM) digital certificates. If the values match
end users MT which is the device-side counterpart of thken the processing continues and the started component is
TLTAC (The abbreviation LTE used in this paper should nakgistered in a log as well as in a corresponding system state
be confounded with Long Term Evolution in the context of theegister in a secure storage space. Otherwise the boot will
3GPP). LTE (i) receives and holds the policies from TLTACfail and the system switches into a failed state. In case of a
(ii) receives and holds the protection zone geometry, (iifpiled state the system may offer a Pristine Boot which as
determines entry and exit events to the protection zone byfallback. Pristine Boot defines a device state after initia
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Fig. 3. Mobile station travelling through the zones and peters of a TLTA system.

factory installation where the life cycle of a device beginset of cells covering thez and call this set of cells; The
Another use case for the Pristine Boot is an update processtoveillance perimete(sp) is defined as outer boundary of
rebuild the required credentials (, e.g., RIM certificatesgd c¢;. Call ¢y the set of cells adjacent tg, ¢_; the set of cells
during secure boot. If the secure boot of an MT succeeddjacent to the outer boundary @f, and so on. Finally let the
the system on top can rely on the integrity of the systeoutbound perimeteop be a closed polygon such that C op
underneath. This includes all subsystems integrated in ted dist(op,c1) > 0. This geometry is shown in Figurﬂ 3
platform including the LTE. wherein,op results from simply scalingz.

2) Remote attestationA system which has performed a Before TLTA can operate according to a TLTSR request,
secure boot process on an appropriate platform constituségps of device preparation and node configuration must be
a trustworthy base for other operations. This is not usefekecuted. For the latter, TLTAC transmits a request to the
without means to convey this state in a reliable way to oth&GW which configures the eNBs of, and ¢; to execute
entities. This process is called attestation in the contéxt the trust-enhanced handover described in Segtion] Il1-Avael
TC. TC uses two concepts to implement this functionalityvhen an MT crosses the surveillance perimeter inbound.
Platform Configuration Registers (PCR) and AttestatiomideDevice preparation is not required for trusted MTs already
tities (Al). A PCR reflects the system configuration reportegiquipped with an LTE, thus it reduces to LTE enrolment. This
by the measurement entity and is protected within the Mobit@&n be done by secure software download, which is a major
Trusted Module (MTM) against tampering. PCR values awgse case for TC-enabled devices, at any stage in the mobility
created by combining digest values representing the medsuprocess, e.g., when a device enters, aell.
component. Each value added to the PCR is also recorded
in a log. Log and the corresponding PCR value together are
testifying to the system state. To simplify the verification q —Serwceaccessﬂ % —C?
process, the MPWG has introduced a device side verifier.
This verifier works as an agent close with the measurement
system and holds RIM certificates. An Attestation Identgy i
embodied in a credential, and usually certified by a trusted
third party, e.g., a Privacy CA, to attest that the owning MT
contains a live, unaltered MTM. Producing the Al credential
together with PCR values and measurement logs and signed
by the Al private key to an external verifier, constitutes the
attestation process proper. The verifier, in the particotee
at hand, then has assurance that the MT operates an unalterédgure[3 shows the travel of a mobile device MT through
LTE on top of a set of trustworthy resources. the zones. We describe this journey on a functional level,
deferring details of communication protocols and procedur
to Section[Tll. The states of MT and the mobile network

Theprotected zonadenotedz, is for simplicity taken as the relevant to TLTA are shown in Figu@ 4. At the point marked
area circumscribed by a closed polygon in the plane which (i), MT enters the mobile network in a normal operational
turn is covered by cells of the mobile network. Now, assign thmode, with deactivated LTE and A-GPS functions. Upon
numberl to all cells on the boundary of the closed, connecteztossingsp at (2), the handover between a cell @f and the

——~Policy enforced——

LTE activated, A-GPS enabled———
A Handover A A

—LTE enrolled—; attestation i AGPS De-registration; ————
LTE activation '

MT registered at TLTAC, A-GPS service enabled—‘

——— ——MS state—

WB-nodes 0&1 configured—kD

Fig. 4. Network and device states during the travel.
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after HO and does not interfere with this time-critical pres.
When eNB1 is notified of an HO request of some MT,

corresponding cell of; is augmented by the activation of theit issues an HO response to eNBO, and additionally notifies
LTE and the A-GPS, a remote attestation process, regimtrateNBO of the necessity of a remote attestation of MT. The
of MT with the TLTAC, and download of the authorisatiorsole task of eNBO is then to generate and distribute a par-
policy, and the geometry ofz to MT. From there on the deviceticular nonce, as specified by the TCG’s remote attestation
autonomously operates the location trigger to deserting A- protocol [7], for this purpose to MT and eNB1. This is a
GPS and with the aid of an A-GPS support server (possiblymodification of the original TCG attestation protocol which
function of TLTAC). When MT entergz at (3), LTE enforces combines eNBO and eNB1 into one verifying party. eNBO
the policy, for instance unlocks a preassigned credential fissues the [TCG conforming] attestation request to MT, g@lon
service access. During sojourn iz, MT follows the policy with the Att_nonce. The activation of LTE and attestation
and can for instance use a LBS whenever the user desitgreof is concluded only after HO. This means that the @evic
At some points(4), MT may leave and re-enterz and LTE loads the LTE (if it is not already present in its memory),
switches the enforcement of the policy off and on. LTE finallgenerates an attestation package [7], and sends it to eNB1
releases policy enforcement at pointout is deactivated only only after the initial signalling with this B-Node is compde
at crossing ofop. At (6), LTE also actively de-registers MT and acknowledged by the MT.
with TLTAC. The triggering of location is cell-based only By attestation, eNB1 can be convinced that MT is in a
between pointg1) and (2) and after(6), otherwise it relies trustworthy state and has an untampered LTE present. It then
on (assisted) GPS and MT’ autonomous decision via LTE. sends an acknowledgement to MT, including the signal to

activate the LTE for operation within thep.
I1l. PROTOCOLS ANDPROCEDURES

Here we present the technical concepts at the heart of TLTA;, Protected zone operation and release
namely integration with the handover gt, operation inpz, Registration of the device at the TLTAC and download of
and release atp. the policy to the LTE on the MT are shown in Figlﬂe 6 and can
be initiated by the AGW, eNB1 or the device itself. We have
chosen the second variant in the figure. After registratigh w
The trusted activation of the LTE, i.e., the activation of thTLTAC, and optionally the A-GPS service, the MT/TLTAC
LTE on the MT and a trustworthy report of that fact toward thpair can operate as a combination of policy enforcement
network, when the device crosses the is at the heart of the point/policy decision point of an authorisation system iy a
TLTA concept. The main idea is to integrate this process inttesired separation of duties.
the normal handover of MT between a cell @f and of ¢;. Policy enforcement can be divided into two levels for the
Various handover protocols have been specified, and here avea betweersp and pz and the interior ofpz with two
rely on 3GPPLTE, which offers advanced flexibility. 3GPPLTEeparate policies calledfand B, respectively. Authorisation
handover (HO) is divided in two basic stages, HO preparatiokecisions can be felled either by LTE alone or by LTE in
and HO execution. In the present case it involves an eNB®llaboration with LTACC in both cases. For the latter, LTE
of ¢y (eNBO) and ofc; (eNB1), as shown in Figurf 5. Thiswould transmit with an authorisation request a binary late
process is augmented by two stages of remote attestatiortafTACC, stating whether the device is pz or not.
the MT, regarding the presence and activity of the LTE, in our The location trigger is operated autonomously by the LTE,
scheme. This design maximally separates the tasks betwedrich periodically performs GPS measurements and requests

A. Trust-enhanced handover at the perimeter



geopositioning from the A-GPS service. When the MT deteats®uld mean to imply that, e.g., location data is tamperet wit

entry topz, the enforced policy is switched fromyfto P,  while in the MT's memory or in transit between processor

MT can then, for instance, consume services from TLTSRnd memory, respectively, the wireless modem. A hardening

Upon MT crossingop, it notifies TLTAC, which de-registers of the MT preventing this could be achieved using secure

it and signals the exit event to the A-GPS service (optignalichannels [8]-[10] (Texas Instruments’ proprietary M-Sdhie

also TLTSR could be signalled). technology is another example which could sensibly be com-
bined with Trusted Computing for TLTA and other purposes).

IV. DISCUSSION
In this section we discuss the security of TLTA, questions: Efficiency
of performance and practical issues, and finally sketch someThe activities during the central stage of TLTA, the enteanc

concrete application scenarios. to the surveillance perimeter, offer a great variety of ieapl
_ mentation options. In particular it should be noted thattiio
A. Security we used (A)-GPS as a prime example, any other autonomous

The two-tiered architecture of TLTA naturally divides secuor MT/eNB co-operative method for detecting entryptosuch
rity in two levels. Security on theprests on the integrity of the as triangulation, is applicable.
involved B-nodes eNBO and eNB1, which is a precondition. Let us briefly discuss the design choices taken in Secﬁbns Il
Security inpz on the other hand depends on the separation mﬁd@. The de-centralised architecture and operationlLdAT
tasks between TLTAC and the LTE. The security of the LTE is designed with the central aim of reducing network load.
enabled by the unique features of trust-enhanced MTs, iyaméhis is only possibly with the desired level of security and
secure boot and attestation, features which are fundahienta enforcement if trust-enhanced MTs are used as central func-
TLTA. When a registered device enters or leaves pz from tional building blocks. TLTA is loosely coupled to the topvEl
to sp, policy enforcement by LTE switches between the twaf the cellular infrastructure. The TLTAC operates on thesle
policies B, and R, above. We discuss the security propertiesf the network’s Home/Visitor Location Register (HLR/VLR)
of the enforcement of L. and Mobile Switching Centre (MSC) And could be co-located
The design entails that a security assessment of TLTA mustintegrated with either one.
distinguish between policies fdunctional enforcemenand Signalling cost is a major concern for location management
access controlrespectively. The former means that certaim cellular overlay networks [11], [12], which poses simila
functions onall devices in pzshall be enabled or disabled. Thadlemands as location based authorisation. In our case, the
latter allows certain content or services to be deliveretiade two-tiered method of TLTA yields the largest advantage in
available to the MTs registered with TLTAC. The essentidhis respect by leveraging the capacities of the edge of the
difference between the two is that, in order to extend fumzi network. In particular communication with MTs at thsp
enforcement to all MTs ipz LTE activation must be ensuredis completely borne by the eNBs and thus maximally de-
on all of them or the policy must be enforced otherwiseentralised, and moreover MTs operate largely autonomous
e.g., by out-of-band measures and processes. Access lcontigside pz Furthermore, the protocol is designed such that the
is less security-critical. In contrast to functional erfement, eNB of ¢, is passive, its sole essential task being the generation
an access control policy is effectively enforced by the Tlof the Att_nonce. This saves communication effort at the
TAC, which will yield access only to MTs with active LTE stage of node configuration, since only the eNBs:pheed
accepting B,. In this case, LTE provides the added securitio be activated to handle entry events. Another featureds th
that proliferation of access to content or services beymrid separation of inboundsf) and outbound perimeter. It avoids
effectively prevented. judder, i.e., frequent switching on and off of the LTE and
Functional enforcement in TLTA is susceptible to certaiaccording (de)registration with the TLTAC.
attacks which do not apply to access control and whose generaA bottleneck could ensue if the physical access to fihe
strategy is to subvedp The simplest and most effective is tais restricted, in the extreme case to a single cell and a large
crosssp and entepz with a disabled MT, or an MT shielded number of MTs entersp. This can happen in particular in
against network communication. Though one could attemptapplication scenarios for functional enforcement (seewgl
detect such rogue MTs via the network when they are activat€dis concentrates the load for the TLTA entry protocol to a
inside pz this might not be very efficient nor effective. Asingle eNBO, eNB1 pair. The problem can be alleviated by
more sophisticated attacker could try to prevent the hamdowa) organisational measures to distribute entry points tdver
at the sp, e.g., using a beam antenna to tamper the Mp&rimeter ofpz, or b) shifitng thesp further away frompz,
measurement of the base stations. In principle, this kind icé., to the boundary between cell layers,, c_,+1, n > 1.
attacks can only be mitigated by additional, physical agceA third option is to introduce extra cellsd hog e.g., mobile
control procedures opZs boundary. nano/pico-cells [13]-[15]. This is also an interestingioptif
A general caveat of architectures relying on a trustabe network’s deployed B-nodes in the area are not capable to
platform built upon a hardware security anchor like an MTMxecute the TLTA protocol.
is that it is more susceptible to side channel attacks thanRegarding the mobile users respectively device owners, the
e.g., a smart card. Applied to the TLTA concept this argumefurceful activation of the LTE is a potential infringemerithe



proprietor's power of disposal. A similar consideratioridso salient features of i) largely de-central operation, apdtiiong
for Trusted Computing technology proper, on any platforim. énforcement level rest on a few key ideas. First, trust-eoba
has led the TCG to mandate activation and take ownership pdevices combine functions of secure location triggerinthwi
cedures for the hardware security anchor TPM/MTM. Theseéth policy enforcement. Second, establishment of the pro-
concepts can sensibly be lifted to the level of applicationiscted zone policy enforcement is efficiently integratedhia
intimately connected with and depending on TC. Furthermortgandover between cells. Third, location trigger operai®n
procedures for user notification and acknowledgement shotvo-tiered combining cell-based location with precisiond-
be combined with TLTA. tion methods like (A)-GPS. These concepts optimally legera
network and device resources and concurrently provide fa hig
security level. Potential applications abound, some ofctvhi
The TLTA technology is of basic character, hence it is eagye only possible with TLTA or related concepts employing
to envisage application scenarios in many sectors rangimg f trusted devices. Implementation of TLTA seems feasible and
general m-commerce to public safety. We note but a few. economically viable, once TC-enabled devices become widel

C. Application Scenarios

1) High-tech trade fair: Functional restriction policies canavailable.

be enforced with exemptions. Consider a high-tech trade fai
pzis determined by the fair's host so as to coincide with the
physical entry barriers of the fair arespis a larger area so that [
visitors with TLTAC-enabled MTs will already be registered
with TLTAC when passing the entry control,Pstipulates
that cameras and sound recording facilities of devicescabe t
switched off by LTE. They then can freely pass through, whild?!
unprotected (or non-networked devices, e.g., cameras) are
detected at the entry barrier and are confiscated. Cougterin
industrial espionage is another use case. A company m
use TLTA to disable MT cameras within the borders of
their campus, while keeping the MTs of visiting executived4]
operative for communication purposes.

2) Sports stadium and concert hallhe voice commentary [5]
on a sports event is broadcast encrypted to mobile devicas in
stadium, which is th@pz Only TLTA-enabled devices receive 6
the decryption keys with the P data managed securely by
LTE. The TLTSR and service provider can simply broadcast
the content and has no need to operate own access contfd
facilities. In a concert hall, the live audio broadcast dd@dd
to the experience of the audience, and can be personalisedl&h
terms of language and otherwise. This shall not be able to
received outside of the concert hall, to avoid bootlegging.

3) Mission critical communicationMTs in a disaster area [10]
can be configured to receive emergency and alarming mes-
sages. This can be used to inform the public or emergency
action forces but also to locate them within the danger zone.
Standard mobile devices can co-operate with the specia o
of action forces and inter-work over network boundarieg,,e.
with TETRA networks [16], [17].

4) Mobile gaming: A game spread out over the area of &
city requires to adjust the device side policies based oronar
location, e.g., when the user has reached a certain waypoiit]

These scenarios have in common that they could in principle
also be realised by authorisation not based on location, e[gs]
organisational processes, yet with varying methods tdréee
desired enforcement level. The benefit of TLTA is a unified
authorisation method scaling with security requirements. [16]

V. CONCLUSION 7]
We have presented a novel system for the enforcement

of authorisation policies according to location attritsut&he

REFERENCES

M. Anisetti, C.A. Ardagna, V. Bellandi, E. DamianDpenAmbient: a
Pervasive Access Control Architectut@: Long-Term and Dynamical
Aspects of Information Security: Emerging Trends in Infatman and
Communication Security, A. U. Schmidt, M. Kreutzer, R. Agsideds.),
Nova Science Publishers, Hauppauge, NY, 2007.

G. Wolfle, R. Hoppeand, D. Zimmermann, F. M. Landstorfenhanced
Localization Technique within Urban and Indoor Environreeibased
on Accurate and Fast Propagation ModeEuropean Wireless 2002,
Firence, ltaly, February 2002.

P. Wertz, R. Hoppe, D. Zimmermann, G. Wdlfle, F. M. Landfgn En-
hanced Localization Technique within Urban and Indoor Emwinents
3rd COST 237 MCMMeeting, Guildford, UK, January 2002.

J. Vidal, J., M. Najar, R. Jativaigh resolution time-of-arrival detection
for wireless positioning systemb: Proc. of the 56th IEEE Vehicular
Technology Conference, 2002.

Trusted Computing Group,TCG Mobile Reference Architecture
Specification version 1.0, Revision 1. 1 07. htipsw.
trustedcomputinggroup.org/specs/mobilephone/

] H. Ekstrom, A. Furuskar, J. Karlsson, M. Meyer, S. Patkvh Torsner,

M. Wahlqvist, Technical solutions for the 3G long-term evolutidBEEE
Communications Magaziné4, no.3, 38-45, March 2006.

Trusted Computing Groug,PM Main Part 2 TPM StructuresSpecifica-
tion Version 1.2 Revision 94, March 2006PM Main Part 3 Commands
Specification Version 1.2 Revision 94, March 2006.

A. P. Wise, Memory encryption for digital video U.S. Patent
US2007140477 (Al). 2007-06-20.

Q Data sheets from the ATMEL Corpgratign. http:/iwww.aincom/dyn/

products/datasheets.asp?family_id=646

J. Yang, L. Gao, Y. Zhandmproving Memory Encryption Performance
in Secure Processar$EEE Transactions on Computebg (2005) 630

- 640.

I. F. Akyildiz, W. Wang, A dynamic location management scheme for
next-generation multitier PCS systemlEEE Transactions on Wireless
Communicationsl, no.1, 178-189, January 2002.

] D. Morris, A. H. Aghvami,Location Management Strategies for Cellular

Overlay Networks — A Signaling Cost AnalydiSEE Transactions on
Broadcastings3, no.2, 480-493, June 2007.

C. Hartmann, O. Schlegelmilctiierarchical cell structures with adap-
tive radio resource managemen$2nd IEEE Vehicular Technology
Conference, 2000. VTS-Fall VTC 2000. Vol.4, pp. 1764-172000.

D. Molkdar, Simulation results of a typical GSM picocellular system
52nd IEEE Vehicular Technology Conference, 2000. VTS-RalC
2000. Vol.4, pp. 1590-1596, 2000.

T. Yamada,Another double tier to avoid local congestion in a unified
microcellular network IEEE 16th International Symposium on Personal,
Indoor and Mobile Radio Communications, 2005. PIMRC 200&.4/
pp. 2232-2236, 11-14 Sept. 2005

A. K. Salkintzis, Evolving public safety communication systems by inte-
grating WLAN and TETRA networklEEEE Communications Magazine
44, no.1, 38-46, Jan. 2006.

C. EdwardsWireless - Building on TetraEngineering & Technology,
no.2, 32-36, May 2006.


https://www.trustedcomputinggroup.org/specs/mobilephone/
http://www.atmel.com/dyn/products/datasheets.asp?family_id=646

