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Abstract—As investigations on physical layer security evolve
from point-to-point systems to multi-user scenarios, multi-user
interference (MUI) is introduced and becomes an unavoidable
issue. Different from treating MUI totally as noise in conventional
secure communications, in this paper, we propose a rate-splitting
multiple access (RSMA)-based secure beamforming design, where
user messages are split and encoded into common and private
streams. Each user not only decodes the common stream and
the intended private stream, but also tries to eavesdrop the
private streams of other users. We formulate a weighted sum-
rate (WSR) maximization problem subject to the secrecy rate
requirements of all users. To tackle the non-convexity of the
formulated problem, a successive convex approximation (SCA)-
based approach is adopted to convert the original non-convex and
intractable problem into a low-complexity suboptimal iterative
algorithm. Numerical results demonstrate that the proposed
secure beamforming scheme outperforms the conventional multi-
user linear precoding (MULP) technique in terms of the WSR
performance while ensuring user secrecy rate requirements.

Index Terms—Rate-splitting multiple access (RSMA), physical
layer security, successive convex approximation (SCA), weighted
sum-rate (WSR), multi-user interference (MUI).

I. INTRODUCTION

Wireless users are facing unprecedented information secu-
rity threats due to the broadcast nature of wireless channels.
Consequently, information confidentiality has drawn critical
research concerns recently [1,2]. Over decades, computation-
demanding encryption algorithms have been the prevailing
solution. However, to combat adversarial users with ever-
increasing computation capability, complicated secret keys
result in an unavoidable overconsumption of energy and com-
putation resources [3]. Meanwhile, those algorithms, requiring
intricate key management and key distribution, may lead to
poor performance in delay and outage probability [4]. By
contrast, benefiting from the intrinsic randomness of wireless
channels and noise, physical layer security becomes a hot
spot field of research and serves as an efficient supplementary
solution to assist data encryption thanks to its merits in theo-
retically information-secure performance and low complexity.

As physical layer security evolves from the original point-
to-point systems to multi-user systems, interference is in-
evitable when different transmit data share time-frequency re-
sources to improve communication efficiency. Therefore, many
researchers turn to study the effect of multiuser interference
(MUI) on secure communication. Contrary to the opinion

that treat MUI as a bottleneck of system performance, MUI
generates two contrasting effects on communication security:
on the one hand, it impedes a certain legitimate user from
receiving its desired data due to malicious interception from
other signals; on the other hand, MUI also adds difficulties
for eavesdroppers to wiretap confidential data. Consequently,
properly managed MUI can be leveraged to enhance com-
munication security. Considering this, many works have been
devoted to explore how to benefit secure communications from
MUI in intercepting undesired users and in the meantime
avoid the performance loss of desired users. For instance,
researchers in [5] and [6] proposed interference alignment
(TA) to eliminate the interference to undesired legitimate users
and meanwhile disrupt eavesdroppers by jointly designing
beamforming matrices of transceivers.

However, most current works adopt schemes where the des-
ignated confidential data stream is transmitted to its intended
user, while the rest of legitimate users treat it as noise. Such
methods can efficiently mitigate MUI, but may suffer from
a performance loss in spectral efficiency (SE) and energy
efficiency (EE). Regarding this, rate-splitting (RS) offers a
new potential in managing MUI in multi-user multi-antenna
communication networks by treating part of the interference
as common streams to be decoded and the rest as noise,
which is different from conventional interference management
techniques [7]. RSMA enables user messages to be split
into certain common and private messages, after which the
encoded common stream is superposed on top of all users’
private streams. The superposed streams are then precoded
and transmitted from the multi-antenna transmitter. At the
receiver side, successive interference cancellation (SIC) is
applied at each user to enable sequential decoding of the com-
mon stream and the intended private stream. Receivers then
reconstruct the original messages by their extracted part of the
decoded common message and their separate private message
[7]. RSMA therefore enables a more flexible interference
management approach of partially decoding the interference
and partially treating the interference as noise, and it has
proved to be capable of bridging and outperforming space
division multiple access (SDMA) and power-domain non-
orthogonal multiple access (NOMA) [8—12]. Furthermore, the
performance advantage of RSMA has also been demonstrated
in many aspects, such as robustness [13], SE and EE [14].
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The investigation on RSMA-based physical layer security
is still in its early stage. Recently, [15] studied RSMA-based
two-user multiple input single output (MISO) secure commu-
nications by treating the common stream as both artificial noise
(AN) to confuse the eavesdroppers and useful data for legal
users to improve sum-rate. A robust secure resource allocation
strategy was then proposed for user fairness optimization.
Similarly, a cooperative rate-splitting (CRS) technique was
investigated in a three-node secure RSMA-based relay channel
in [16]. Besides, [17] proposed a robust beamforming design
to explore the worst-case EE performance. Under the aid of
AN, a RSMA-based secure design was investigated in [18] to
maximize the secrecy sum-rate by jointly optimizing beam-
forming and power allocation. Overall, RSMA is expected to
enable a better management of MUI for intercepting poten-
tial adversarial user and enhancing legal users’ performance.
However, to the best of our knowledge, although there exist
studies proving RSMA-based physical layer security schemes
outperform traditional ones, most current studies focus on
anti-eavesdropping scenarios, where the eavesdroppers are not
the intended recipients of messages from the transmitter, but
only intercept confidential messages sent to other authorized
users. It is still not clear how the system performance may
suffer when there exist internal eavesdroppers both receiving
its intended message and meanwhile wiretapping messages
intended for other users.

In this work, we bridge the gap by taking all user’s
secrecy rate constraints into consideration and we aim at
optimizing beamforming design to maximize weighted sum-
rate (WSR) in RSMA-based secure communications. We first
construct a RSMA-based MISO broadcast channel (BC) for
secure communication. By splitting user data into common
streams for all users and private streams for separate users, we
formulate a WSR maximization problem subject to the secrecy
rate constraints at all users. To handle the non-convexity of
the formulated optimization problem, a successive convex
approximation (SCA)-based approach is adopted to obtain
the optimal beamforming design. Finally, we compare the
WSR performance by numerical results, which illustrate the
performance advantage of our proposed beamforming design
over conventional MULP design.

II. SYSTEM MODEL

As per Fig. 1, consider a MISO BC secure communication
model based on 1-layer RS, referred to as RS in the following,
where one base station (BS) equipped with [V, transmit anten-
nas simultaneously serves K single-antenna users, indexed by
K = {1,...,K}. The BS transmits K confidential messages
Wi, ..., Wk to the K users. Each message Wj is intended for
the kth user, denoted by user-k, and needs to be kept secret
from other users. Each user acts not only as a legitimate user to
decode its desired message but also as a potential eavesdropper
to wiretap messages transmitted to other users.

Following the principle of RS, the message W) intended
for user-k is split into a common part W ;, and a private part
W, k. The common parts of all users W 1, ..., W, g are then

combined into a common message W., which is encoded into
the common stream s. using a codebook shared by all users.
The common stream s. should be decoded by all users as
it contains part of the messages of all users. Meanwhile, the
private part W}, ;. of user-k is independently encoded into a
private stream sg, which is only required to be decoded by
user-k. The encoded common stream and private streams are
then linearly precoded and the resulting transmit signal is

x = Ps = p¢se + Zkak, (1)
kek
where s = [s, 51, 82, ..., 5k is the grouped symbols in a

given channel use. We assume E[ss'] = I. Therefore, the
transmit power constraint is given as tr(PPH) < P;, where
P = [p.,p1,P2, .-, Pk] is the integrated precoder matrix
and pe, pr € CNt*! is the precoder for the common stream
sc and the kth private stream sy, respectively. The received
signal at user-k for a given channel state is y, = hix + ny,
where h;, € CV+*1 is the channel between BS and user-k. We
assume perfect CSI is available at the receivers and the trans-
mitter. ng, ~ CN(0,02 ,) is the additive white Gaussian noise
(AWGN) at user-k. Without loss of generality, we assume
equal noise variances for all users, i.e. o2 k= =02 Vk e k.

At the receiver side, each user-k first decodes the common
stream s. into W, by treating the interference from all the
private streams as _noise and then extracts its own part of
common message WC i from W W1th the assistance of ideal
SIC, the decoded common message Wc,k is then re-encoded,
precoded and removed from the received signal. After that,
each user decodes the intended private stream s, into W, i, by
treating the interference from all other private streams as noise.
User-k then recovers the original message by combining VVC k
with VVp & into Wk Consequently, at user-k, the corresponding
achievable rates of common stream IZ.j and private stream
R, i, per channel use are given by

Rex =logy(1 + e k),
Ry =1logy (1 +Tp k),

(2a)
(2b)
where I'c j, and I'}, ;, are the respective signal to interference

plus noise ratio (SINR) of the common stream and the private
stream at user-k. They can be expressed as

hilp.|?

Ter = %7 (3a)

> [hlpi[* + 02

€K

h 2
Ty = B b . (3b)
> [hpl o
i€\ {k}

After decoding s into /V[7p7k, one more layer of ideal SIC
is employed to re-encode, precode, and remove the intended
private stream from the received signal. User-k then tries to
eavesdrop the private messages {W}, ;|7 € K\{k}} intended
for other users. Therefore, the achievable wiretap rate of
decoding the private stream s; at user-k per channel use is

Rj =logo(1+ 1), Vje\{k}, )
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Fig. 1. The system model of 1-layer RS based secure MISO BC.

where I'; ;; is the SINﬁlI({)f u|szer- j’s private stream at user-k,
pj .
L= k=) , VieK\{k}.
Jik Z |hgpk’|2+0721 J \{ } ( )
k' ek\{k,j}

The secrecy rate of user-k is then defined as R, ,=[Rp ; —
mane/C\{k}{Rk,j}]+, where maxje/C\{k}{Rk,j} is the
largest wiretap rate at all potential eavesdroppers to decode the
private message for user-k. The operation [x]" = max{x,0}.

Notably, to guarantee W, is successfully decoded by all
users, the actual transmission rate R, for the common stream
should not exceed the minimum achievable rate of the common
stream at all users, i.e. mingex R . Moreover, R, is shared
by all users in set K where each user-k is allocated a portion
C}, corresponding to the rate of W, ;. The common stream rate
allocation C', ..., C'x satisfies Zkelc CrL = R.. Hence, the
total achievable rate of user-k is defined as Ry, 1ot = Ci+Rp -

III. PROBLEM FORMULATION AND OPTIMIZATION
FRAMEWORK

A. Problem Formulation

We consider the secure RS precoder optimization problem
with the aim of maximizing WSR of all users subject to the
secrecy rate constraint of each user. For a given user weight
vector u = [uq, ...., ux|, the optimization problem is given as

PO :rgag Z up(Cr + Rp k) (6a)
ke
s.t. Rex > R VE €K, (6b)
> Cj < Rex,Vk €K, (6¢)
jeK
tr(PP™) < P, (6d)
c>0, (6¢)

where ¢ = [C4, ..., Ck] is the common rate allocation vector
specifying the rate of the common stream allocated to each

user. Constraint (6b) is the secrecy rate constraint of each user.
R';hk is the secrecy rate threshold of each private stream. Con-
straint (6¢) ensures each user successfully decode the common
stream. Constraint (6d) is the transmit power constraint.

B. Proposed Algorithm

The non-convexity of PO arises from (6a)-(6¢). Therefore,
to find feasible solutions to this problem, a SCA-based method
is proposed in this subsection.

Introducing @ = {ac i, Op.ks ks |Vk € K,5 € K\{k}}.
p = {pc,ks Po,k, P,j|Vk € K, j € K\{k}}, and plugging (2a),
(4) into PO, (6b), (6¢) become

[O‘pyk - ak,j]-i_ 2 R‘;],jkv kek,je K:\{k}v (72)
> Cj < ack, Yk €K, (7b)
jex

14+ pig > 2%+ Yk € K,i € {c,p}, (7¢)
14 pr; <293 Vk € K,Vj € K\{k}, (7d)
'y > ppk, Yk € K, (7e)
Tk < prj,Vk € K,Vj € K\{k}. (7f)

Plugging (3a), (3b) into (7e), (7f), respectively, PO becomes

P1 : ax up(Cr + ap.i) (8a)
TP ek
hPp.|
s.t. | - P |2 > per,Vk €K, (8b)
> Ihy'pil” + o2
jeK
hpi|”
| k§k| 5 > ppk, Yk € K, (8c)
>, |hp[" +02
JER\{k}
2
|h! py| .
— < prg: Vi € K\{k}, (8d)
>, |hipw| +o}
k' el\{k,j}

(6d), (6e), (7a) — (7d).



However, P1 is still non-convex due to constraints (7d) and
(8b)-(8d). To address this problem, we adopt the first-order
Taylor expansion to linearly approximate constraint (7d) as

1+ pry < 2% (1 + In2(an; — o)), Vi € K/{k}, (9

where O‘L " denotes the optimized cy, ;, obtained from the [n]-
th iteration. Additionally, to reformulate constraints (8b) and
(8¢c), we introduce another vector 3 = {Sc ., Bk | Vk € K}

to relax the denominator of the inequalities, and we obtain

hfp;|”
|Zip| > pik, Yk € K, i € {c,p}, (10a)
i,k
Zlh?pjlerai < Beks (10b)
jeEK
> b p;|* + 0% < By (10¢)
JER\{k}

Similarly, the non-convex constraints (10a) and (8d) can be
reconstructed into the convex ones by adopting the first-order
Taylor approximations, which are given as

2R{(p") bl pi} bl B

n - > Piks
B (B2 (11)
Vk € K,i € {c,p}.
and
n n H n
S (R b ) - el
k' ek\{k,j} (12)
n 2
+ori (Y Il +02) > [hfpf*.

K e\ {k,j}

Based on (9), (11) and (12), at the optimal solution
(Pl al»=1 gln=1 pln=1) obtained from the [n — 1]-
th iteration, we obtain the following problem at the [n]-th
iteration:

P2: max up(Cr + ap.k) (13a)
c,P,a,B,p
ke

s.t. (7a) = (7¢), (9), (10b), (10c), (11), (12), (6d), (6e).

P2 is convex and can be effectively solved by applying state-
of-art toolboxes, such as CVX. The proposed SCA-based
algorithm is summarized as in Algorithm 1. At each iteration,
the obtained parameters (P~ al?~11 3"=1) from the last
iteration serve as inputs for optimizing problem P2 until the
WSR converges to a preset threshold.

Initialization: We initialize the precoder P a5 in [8]. The
precoders for the private streams pj are initialized by py =
pkﬂg—:ﬂ’ where p, = % and 0 < A < 1. The precoder
for the common streams 1is initialized by p. = p.u., where
pe = (1 — A)P; and u, is the largest left singular vector of
the channel matrix H = [hy, ..., hx]. The common rate vector
cl% s initialized by assuming the rate of the common stream
is uniformly allocated to all users. BC s B][)O]k and a[o] are
initialized by replacing the 1nequa11t1es of (10b), (10c) and
(7d) with equalities, respectively.

Algorithm 1 SCA-based secure beamforming optimization

Require: the tolerance e, the secrecy threshold Rghk, the
power constraint P;. 7
Ensure: the obtained WSR, the optimal secure precoder P*
and common rate vector c*
: Set threshold e, set iteration index n := 0;
. Initialize (P, [, 3(°1) and the WSRI;
: repeat:
Calculate. Using (PI*~1 al"=1 glr=11) obtained
from last iteration, solve problem P2 and assign
the obtained optimized variables (P*, a*, 8%)
as (P[™ al® B") and optimized objective value
WSR* as WSR["
Update iteration. n =n + 1
. until Stopping criterion satisfying:
|[WSRM — wsR—1| < ¢
- return P* = Pl ¢* = ¢

R A A A

—_
(=]

—
—_

Convergence analysis: As (9), (11) and (12) are the lower
bound approximations of (7d), (10a) and (8d), the optimal
solution obtained in the [n — 1]-th iteration also serves as
a feasible solution for the [n]-th iteration. Therefore, the
corresponding optimal objective value WSRI™ U is no larger
than WSRI™. Besides, the objective function is bounded by
the transmit power constraint (6d), the convergence is hence
guaranteed. However, there is no guarantee of the global
optimality since a local optimum can also result in termination
of the iteration process.

IV. NUMERICAL RESULTS

In this section, we evaluate the WSR performance of a
2-user secure RS communication and compare the proposed
secure RS with MULP. Both settings when the number of
transmit antennas is /N; = 2 and IN; = 4 are considered. We set
the user weights u = [0.5, 0.5], and noise variance o2 = 1. We
also assume all users have the same secrecy rate constraints.
Notably, NOMA is not considered in our simulation. This is
because the use of SIC at receivers forces some user data to be
fully decoded at an unintended user, which fails to ensure the
security of these user data. Besides, research has demonstrated
NOMA is a subscheme of RSMA [8,9].

1) Specific channels: To investigate the influence of user
angles and channel strength on security, following [8], a
specific channel scenario is first analyzed. Taking N; = 4
as an example, the user channels are realized as

hl [1717171]

. 14
h2 =77 X [1, 6‘]0, 6‘729, 6'730]H, ( )

where ~ and 6 represent the relative channel strength and
angle between user-2 and user-1, respectively. We set § =
(5 %’T, %’T, %’r] and transmit power constraint P, = 20dB.
Fig. 2 illustrates the WSR performance of secure RS and
traditional MULP schemes with respect to different secrecy
threshold R, when Ny = 2, v = 1, that is, both user

channels have the same channel strength. From this figure,
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Fig. 2. The WSR vs Rghk for secure RS and MULP schemes, Ny = 2,y = 1.
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Fig. 3. The power allocation of data streams vs Rghk for secure RS and
MULP schemes, Ny = 2,y = 1.

the WSR of secure RS always outperforms that of MULP as
the phase difference between user channels ¢ ranges from 3 to
47”, which means the user channels vary from almost aligned
to almost orthogonal to each other, RS achieves better WSR
than MULP. This is because RS is more flexible in optimizing
precoders by bridging common rate and private rate. To be
specific, the WSR of secure RS first remains unchanged
then decreases, since when the secrecy rate constraint thk
is relatively small, RS is capable of ensuring security by
optimizing private streams without decreasing each user’s
WSR performance. However, as Réhk increases, more power
should be allocated to private streams o as to enhance security
though introducing WSR loss in the meantime. Whereas the
WSR of MULP still remains at a relatively low level compared
with RS as no common streams are scheduled in this scheme.

Fig. 3 illustrates the power ratio of common streams and
private streams for secure RS and MULP scheme. We ob-
serve from the figure that the power ratio curves of private
streams for user-1 and user-2 are overlapped for both MULP
and RS, since v = 1 indicates both users have the same
channel strength. Additionally, for secure RS scheme, as thk
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Fig. 5. The power allocation of common streams and private streams vs Rghk
for secure RS and MULP schemes, when Ny = 4,y = 0.3.

increases, the power allocated to common stream first remains
constant then decreases in all 6 values. That is because a higher
security constraint requires more power allocated to private
streams, which corresponds to results in Fig. 2. As there is
no common stream in MULP, the power ratio for both private
streams stay constant at 0.5.

Fig. 4 and Fig. 5 illustrate the WSR and power allocation of
data streams with respect to different secrecy threshold thk
for both secure RS and MULP schemes, when N; = 4 and
v = 0.3. That is, user-2 has 10 dB channel strength difference
compared with user-1. We observe from Fig. 4, RS exhibits
a performance advantage over MULP when user channels are
relatively aligned and the security threshold is relatively small.
Whereas when 6 = %’T and 0 = %’T, these two schemes
achieve the same WSR performance. This shows that as 6
increases, channel orthogonality dominates in securing data
streams. As for the corresponding power allocation, it can
be seen in Fig. 5, the power allocated to common stream

2

decreases as thk increases when 0 = % and 0 = T’T. This also



explains why RS outperforms MULP in WSR performance
in such case. Meanwhile, with fixed 6, a higher security
threshold tends to allocate more power to the private stream
of the user with poorer channel strength. When user channels
are approximately orthogonal to each other, both RS and
MULP obtain the same power allocation results, therefore their
corresponding WSR performance curves coincide.

2) Random Channels: We compare the WSR performance
of 2-user scenarios between secure RS and secure MULP
schemes averaged by 100 random channels. Each element of
the user channel follows the independent and identical zero-
mean complex Gaussian distribution with unit variance, i.e.,

CN(0,1).
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Fig. 6. The WSR versus secrecy threshold R;hk over 100 random channels
for 2-user secure RS and MULP, P; = 20dB, (a) Nt =2, (b) Ny = 4.

Fig. 6 illustrates the WSR performance versus secrecy
threshold RZ})‘, when the transmit power constraint P, =
20dB, Ny = 2 and N; = 4, respectively. As we can see, secure
RS achieves an obvious WSR performance improvement com-
pared with secure MULP in both sub-figures, since RS benefits
from balancing between the common rate and the private
rate. When N; = 2, as secrecy threshold Rg]?k increases, the
WSR of secure RS first remains constant and then decreases,
whereas the WSR of secure MULP keeps decreasing at all
time. That is because, adding secrecy constraints into the
MULP scheme introduces a WSR performance loss comparing
with that of no secrecy requirements as no common streams
can be flexibly scheduled. However, when N, = 4, that
is, the number of transmit antennas is larger than the total
number of antennas at all users, although there is still an
obvious performance difference between RS and MULP, both
of them are able to ensure user security while keeping the
WSR performance stable to some extent due to the reason
that sufficient spatial resources are offered in such case.

V. CONCLUSION

In this paper, we investigate the secure beamforming design
in RSMA-based multi-antenna broadcast channel. Taking user
secrecy rate requirements and power constraint into consider-
ation, a WSR maximization problem is formulated. To solve
the non-convexity of the problem, a low-complexity SCA-
based approach is adopted. Numerical results illustrate that,
benefiting from the capability of RSMA for partially decoding
MUI and partially treating MUI as noise, RSMA is able to
maintain the WSR performance within a range of user security
requirements. The WSR performance of RSMA outperforms

that of conventional MULP scheme while guaranteeing user
secrecy rate requirements.
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