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Abstract—The application of NOMA in UAV networks is an
effective solution for communications. However, the security
risk becomes more serious with the LoS channels and higher
transmit power for weaker users in NOMA-UAV networks.
In this paper, a UAV-assisted NOMA transmission scheme is
proposed to achieve secure downlink transmission via artificial
jamming, where a UAV flies straightly to serve multiple ground
users in the presence of a passive eavesdropper. Only the closest
users to the UAV can be connected in each time slot to achieve
high LoS probability. To balance the security and transmission
performance, the tradeoff between the jamming power and the
sum rate is investigated by jointly optimizing the power allo-
cation, the user scheduling and the UAV trajectory. To address
the problem, we first decompose the problem into two sub-
problems of power allocation and trajectory optimization. Then,
they are transformed into convex ones for an iterative algorithm
via the first-order Taylor expansion. Finally, simulation results
are presented to show the effectiveness of the proposed scheme.

Index Terms—Beamforming optimization, non-orthogonal
multiple access, physical layer security, power allocation, un-
manned aerial vehicle.

I. INTRODUCTION

In recent years, unmanned aerial vehicle (UAV) systems
have been widely utilized in different applications, including
precision agriculture, forest fire monitoring and search and
rescue communications [1]. Due to the advantages of the
high mobility and quality of line-of-sight (LoS) air-to-ground
links, UAV-assisted wireless networks are developing rapidly
[2]. To reduce the number of UAV base stations (BSs)
that provide wireless coverage, Lyu et al. proposed a novel
method of UAV placement in [3], where the UAVs are placed
sequentially along a spiral path towards the center until all
the ground users are covered. To improve the performance of
UAV-assisted terrestrial cellular networks, Wu et al. proposed
a scheme in [4] to offload terrestrial users from BS to UAV
clusters, considering the energy state and cellular load.

On the other hand, non-orthogonal multiple access (NO-
MA) shares the same resource among multiple users, which
can effectively enhance the network capacity and spectrum
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efficiency [5]. Due to the superiority of NOMA, many re-
search works have been conducted on its applications [6], [7].
In [6], Chen et al. proposed a low-complexity sequential user
pairing algorithm based on the NOMA precoding algorithm
in a MISO-NOMA downlink scenario. Wu et al. implemented
the BS-user communication with the help of a set of relays
in NOMA networks, and a power allocation problem is
proposed to maximize the throughput [7].

When the number of NOMA users is large, we can reduce
the latency by dividing them into different orthogonal groups
and utilize the mobility of UAVs [8], [9]. The applications of
NOMA in UAV networks have attracted attentions [10], [11].
In [10], both the UAV trajectory and resource allocation were
optimized by Zhao et al. to maximize the sum rate. Budhiraja
et al. minimized the energy efficiency of communication in
terms of power and trajectory in the UAV networks [11].
However, the high quality of LoS links makes the transmitted
information more susceptible to eavesdropping. [12], [13].
In [12], Wang et al. considered UAV relays to secure the
wireless communications. Cheng et al. jointly optimized the
UAV trajectory and the scheduling to guarantee the security
in [13], via caching the information for other users.

Considering the LoS channels in NOMA-UAV networks,
there is a high risk of being eavesdropped [14], and many
studies have been done to guarantee the security of NOMA-
UAV networks [15], [16]. In [15], Wang et al. optimized the
achievable minimum secrecy rate of users served by UAV to
satisfy the heterogeneous service requirements in downlink
multi-user NOMA transmission. Sun et al. used the direc-
tional modulation and adaptive genetic simulated annealing
algorithm in [16] to improve the security of NOMA-UAV
networks in the millimeter wave framework.

Inspired by the above research, in this paper, we propose
an artificial jamming aided NOMA-UAV scheme to guarantee
the secure transmission first. Then we use Taylor expansion
to approximate it as a convex one.

II. SYSTEM MODEL

Consider a downlink NOMA-UAV network, where the
UAV flies along a straight trajectory to transmit data to K
ground single-antenna users. The flight time 7" can be divided
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into N time slots, and the length of each slot is denoted by
0p = % Assume that J; is short enough so that the location
of UAV is fixed in each time slot. Define the kth user as Uy,
k=1,2,..., K, with its location xx=(x,yx). Similarly, the
coordinates of the UAV in the nth time slot can be denoted as
q[n]=(z[n], y[n]). Specifically, the starting and ending points
of the UAV are q[1]=a and q[N] = b, respectively. The
distance between the UAV and Uy in the nth time slot can
be expressed as dy[n] =/||q[n] —x¢|>+ H2, Yk, n. where H
is the flight height of the UAV.

The UAV cannot access all the users via NOMA in a single
time slot since accessing too many users simultaneously can
lead to high complexity, non-line-of-sight (NLoS) channels,
and SIC errors. Thus, we assume that the closest C' users
are chosen to connect with the UAV in each time slot to
guarantee the quality of service.

Define U[n]={u1p, Uan, ..., Uin, ..., ucn } as the set of C
users that are connected with the UAV in the nth time slot,
where the users in U[n] are sorted in the ascending order
of distance from the UAV. Define d,,,, [n] as the distance be-
tween the UAV and u;,,, and the distance relationship between
the UAV and the accessed users in the nth time slot can be
denoted as dy,, [n] <dy,, [n]<...<dy,, [n]< ... <dyu.,[n]
The channels between the UAV and connected users can are
assumed to be LoS.

Nevertheless, the high-quality LoS channels of UAV are
also directly exposed to eavesdroppers. To flight against
the potential eavesdropping, artificial jamming is generated
by the UAV together with the desired signals. The UAV’s
transmitted signal in the nth time slot can be expressed as

Ly, [n] = ZZ.C:I\/ Pujn [n]sum [n] + \/ Pjam [n]sjmn [TL], (1)

where p,,, [n] is the transmit power for w;y, sy, [n] is the
transmitted information of u;, with E {|s,,,, [n]|?} =1, and
Sjam[n] is the artificial jamming with the transmit power
Pjam[n]. pu,,[n] and Pjom[n] satisfy

C
Zi:l Puin [’I”L] + Pjam[n] < Psumui = 17 ~~~707 (2)

where Py, is the transmit power constraint of UAV. Since

the UAV sends a mixture of information and jamming, the
received signal at u;, is

C
yul-n[n]:hum[n(Z\ /éujn[n] Sujn[n] \/E‘am[n} Sjam[nbﬁ'zuim 3

where z,,, ~ CN(0,0?) is the additive white Gaussian noise
(AWGN) at u;, with zero mean and variance o2. h,, [n]
represents the LoS channel coefficient from the UAV to u;,
in the nth time slot as h,,,, [n] =1/ pdu/ [n], where p is the
parameter of channel gain at the reference distance 1 m, and
the path-loss exponent o = 2.

According to NOMA, the decoding order can be deter-
mined according to the distance between the connected users
and the UAV in each time slot, i.e., the users farther away

from the UAV are decoded first. Thus, in the nth time slot,
the transmit power of the connected users should satisfy

0<puy,[n] <o <pug [ <o <puc,[n] < Pjam[n]. (4)

Since Pjgm[n] is the highest, the jamming signal is first
decoded, and the low-power legitimate signals can be hid-
den in the high-power jamming signal to fight against the
eavesdropping. Thus, based on the joint optimization of
power allocation and UAV trajectory, we have the following
constraint.

he, [nlpu,, [n] <h2. [n]pu,,[n] <. <h, [n]pu,,[n]
<. <h? [n]puc,[n] Shim[n}Pjam [n], i=1,...,C.

Uin

&)

In conventional NOMA systems, u;,, needs to decode the
jamming signal and the messages from ucy, t0 u(;4 1), before
decoding its own, and the signal-to-interference-plus-noise-
ratio (SINR) of w;,, at u,,, can be derived as

12 e,
SINR"" [n] = L )

h%’“”l [n] Zm:l Pupn, [n] +02
7::2, ceny O, w= 1’ e 7.

(6)

When ¢ = 1, the decoding signal-to-noise ratio (SNR) of
u1, can be denoted as SINR,, [n] = h2 [n]py,,[n]/c*
Thus, the transmission rate of wu;, in the nth time slot can
be denoted as

Ry, [n]=logy (IHmin{SINR, " [n]}), =2 ...,C,w=1, ...,i. (7)

Similarly, when ¢ = 1, the transmission rate of uq, in the
nth time slot can be expressed as

Ru,,[n] = log, (1+ Ny, [n]pu,,, [n]/0?). ®)
In order to guarantee the SIC, we should satisfy
R, [n]>rn=1,.,Ni=1,..C, 9

where r is the minimum transmission rate required by users.

In addition, the speed of UAV should be limited, which
cannot exceed its maximum of V,,,,.. In the nth time slot,
we have

Hq[n + 1} - q[n]H S Vmaxétan = 17 7N - 17 (10)

where V,,,,,6; denotes the maximum flight distance of the
UAV in each time slot. Then, the eavesdropping rate towards
u;, can be expressed as

2
Reﬂin [n]:10g2 1 + Che [n]pUm[n] (1 ] )
h¢[n] ( 2 puf,-,t[n]Jeram[n]) +o?
=W

From the expression in (11), we can observe that higher P;q,
leads to lower eavesdropping rate. This is because the eaves-
dropper does not have the priori knowledge of the legitimate
transmission, and it cannot eliminate the artificial jamming.
Thus, the security of the network can be guaranteed.
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III. PROBLEM FORMULATION

In this section, the joint power allocation and trajectory
optimization problem is formulated. We assume that the C
closest users to the UAV are served in each time slot, the
set of which can be denoted as U = {U[n],n = 1,..., N}.
As discussed before, increasing Pj,y, can degrade the eaves-
dropping rate. However, it will also reduce the average
transmission rate because of less power allocated to the
legitimate users. Thus, we propose the trade-off optimization
problem based on the jamming power and the sum rate. By
jointly optimizing P = {Pjem[n], pu,,[n]}, UAV trajectory

Q = {q[n]} and user scheduling U = {U[n],n =1,...,N},
we can ensure the secure transmission for all users. The
optimization problem can be formulated as
e o Bunln 40037 S Rl (120
st. q[l] =a, q[N] =D, (12b)
lla[n + 1] — q[n][|<Viazdt,n=1,..., N—1, (12¢)
Ry, [n] > 7', (124d)
]am + Zpum Poym,n =1,...,N, (12e)

0 Spuln[ ] S Spum[ ] S gpucn[n] Spjam[n]a (12f)

where (12b) illustrates the starting and ending coordinates of
the UAV flight. (12¢) ensures that the flight speed of UAV
should not exceed the maximum speed V.. (12d) sets the
minimum rate. (12e) indicates the sum power of the jamming
signal and the accessed users in each time slot should be no
higher than Ps,,,. (12f) indicates the decoding order, where
the jamming signal is first to be decoded, and then the others
are decoded according to the distance.

The parameter a in (12a) is to balance between the
jamming power and the sum rate within the NV time slots,
satisfying 0 < a < 1. The jamming power increases as a be-
comes larger, raising security but decreasing the transmission
rate. On the contrary, a smaller a leads to higher transmission
rate but less security.

IV. ITERATIVE SOLUTION TO THE PROBLEM

In this section, we decompose the optimization problem
(12) into two subproblems, i.e., power allocation and tra-
jectory optimization. The non-convex constraints in each
subproblem are transformed and then solved iteratively.

A. Power Allocation Optimization

With fixed trajectory Q, we have

1 N C
_“)NZZ w[n] (13a)

max a— E Pjam[n

s.t. (12d), (12e) and (12f).

The optimization problem in (13) is non-convex as the
objective function (13a) and the constraint (12d) are non-
convex. It is difficult to solve directly. Consequently, we

introduce the auxiliary variables ¢;[n],i =
can be transformed into

1,..,C, and (13)

N
1
max a- Z Pjamn] +(1

n=1
s.t. 14min{SINR}" }ln] >t{n],i=1,
t;[n] > r, and (12e) , (12f).

1 N C
_a)ﬁ ;mgQ (1:[1 ti[n]> (14a)

.,Cow=1,...i, (14b)

(14c)

Since the logarithmic function in (14a) is still non-decreasing,
it can be converted to maximize the geometric mean as

a%ZPjam[n]—i—(l— Z(Ht ) . (15)

n=1
Then, according to (6) and (7), (14b) can be rewritten as

1
v h2 .
h?‘w"[n]zpuj In]+0?< M

i=1,...,C.
]=1 l[n]—]_ 7Z ) )

(16)
The right side of (16) is non-convex. To deal with it, we
adopt Taylor expansion to transform it into a convex one.
we can transform the right side of the inequality in (16)
into convex ones by the following proposition.
Proposition 1: The constraint (16) can be approximately
transformed into

—1
Wy, [0 Y pus, W0 SL1(puy 0] By, 0], tin], Eln]), (172)
=1
_ h? u
L1 (puy ], B ], ], ) = W (17b)
o L )
@
Proof: For convenience, we define
2
Fip,t) = 2 (8)

t—1
where h is a constant, and ¢ > 1. According to Taylor
expansion, we have

Fi(p, )= F1(p, 1) +pF1| 5.5y (p—D) + Ve F1l 55 (E 1)

_ (19)
é ‘Cl(pvﬁat7t)a
where
N ) h2 th -
L D, t,t)== t—t). 20

At this point, (18) can be approximated as convex, and when
p =D and t = {, the equality in (19) holds.
Let p = pu,,[n], t = t;[n] and K> = h2 [n], and we have

i1 s i
hiwn[n] Zpuj"[n] +U2 < W
Hi

Thus, (16) can be approximated as a convex constraint. W

2n
(ti[n]—fi[n]), iZl, ...,C, w:l, ...,i
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After the above approximations, all the constraints in (14)
become convex. In addition, the geometric mean in (15) can
be further converted into a second-order cone programming
(SOCP), where the hyperbolic constraint 22 < xy (x >
0,y > 0) can be changed into ||[2z,2 — y|T|| < = + ¥.
Accordingly, we transform (14) into a convex (22) at the top
of next page. H = [log, C'] is a ceiling function that returns
the minimum integer no less than log, C.

B. Trajectory Optimization

With given transmit power, the optimization problem
should be further written. and U should be updated according
to the trajectory in each time slot. Since the objective in
(12) is non-convex, we transform it by introducing auxiliary
variables E[n], and (12) can be rewritten as

By Lo ol @3
s.t. Ry, [n] > tin], (23b)
ti[n] > r, and (12b), (12c), (23¢)

The problem (23) is still non- convex due to the non-convex
constraint (23b). Thus, let v = £, we transform (23b) into

VPu, 1]

FDESLIEZENN |

i1 =
YPu;, 1

1_"_ n

2 la[n]—=xu,, |>+H?

logy[1+min: 24)

Then, we introduce the auxiliary variables =z~ [n] and

v’ [n], i=1,...,C, w=1,....i, and (24) can be approxi-
mated as
log, <1+62352[H]W3ﬂ72[n]>2’{i [n], (252)
’7puin[n] 2z [n]

> erwnt (25b)

H? + ||Q[ | = Xu,,., |7

VPu, 1] ujn

1+ in < evuwnl®l(25¢
O 0

The inequations of (25a) - (25¢) are non-convex. Thus, we
introduce Proposition 2 to approximate them.
Proposition 2: Define a function F3(z,v) as

F5(z,v) =logy(1 +€*77),Vz,v € R. (26)

The first-order Taylor expansion of F3(z, v) at the point (Z, D)
can be expressed as
7T

F3(z,0)=log, (14+€*) + X (z=v—24D). (27)

In 2(14€%7)

Thus, F3(z,v) can be replaced by F3(Z,7).
Proof: The Hessian matrix of F5(z,v) can be denoted
as

e 1 -1
siEr= [1 1} ~0. (28)

The Hessian matrix of F3(z,v) is semidefinite, and thus (28)

V2F3(Za U)

is convex for z and v. According to the Taylor expansion,
F5(z,v) satisfies the following expression with the given Z
and v as

e U

F3(2,0)>F3(z,0)=log, (He” )—i—mx(z Z—+v), (29)

where the equality holds when z = Z and v = ¥. Then,
F5(z,v) can be replaced by (27). [ |

Let z = 2% [n] and v = v,%", [n], (25a) can be written as

g _uj
PR e O

10g2 (14_62&;’,,[7@_621“7; [n]) N

(1+eZuim[n]%um[ hn2 (30)
X (zyin [n]=zyin [n] = zifin [n] + oy [n]) 2> £i[n].
The constraint (25b) can be rewritten as
2 - 2 Uin
H Hq[n] qun | S efzu,wn[n]’ (31)
YPuin] YPu;, 1]

which can be proved as convex in the following proposition.
Proposition 3: Define a function g(x,y) as

g9(z,y) = llz — b|]*/y,Vz,b € R,y > 0, (32)

where b is a constant.
Proof: The Hessian matrix of g(x,y) can be denoted as

V) = [*/;’”] Vil E] -0 63

where I, is the identity matrix of order m. The Hessian

matrix of g(z,y) is always larger than 0, and thus it is a

] —Xu ., I

i VDup[n] :

one with respect to q[n] and p,, [n]. Moreover, the function
2 . . .

wHi-[n] is convex with respect to p,, [n]. Since the non-

negative weighted sum of convex functions is still convex,

convex function. Thus, the function is a convex

we can conclude that the function [n] + ”q{vLux”[“’]" I is
convex with respect to q[n] and pu[ 1]. Thus, the left side
of (31) is convex. |

To satisfy the constraints of SOCP, the right side of (31)
should be concave, which can be transformed by Taylor
expansion as

M(2)>M(z,z)=M (ZH M (2)(+%)
Thus, we can approximate (31) as

H? |lqn}x
YPui 0] VPus[1]

For the constraint (25c), two auxiliary variables s, [n] and
Y,:[n] are introduced, and (25¢) can be rewritten as

= e 7 (1-242). (34)

uulTL

Uwn, Uwn,

* <R 1ztin [nhZie ol). - (39)

Su, [I<H*H|q[n] =Xy, || w=1,...,i,i=1,..,.C, (36a)
Wunl™] o) =1, 01, (36b)
S’U,wn[n] wn
T+ g < el (360)

However, the above constraints are still non-convex, which
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1 N 1

N
max a- anl Pjom[n] +(1fa)ﬁ anl t0[n] (22a)
st ||[[2t77 0], (tam—1[n] — tam[P))]|| < tam—1[n] + tam[n], m = 1,2, .27, (22b)
2772 [n], (¢35 [n] — t35 nD)I| < t35 2 ] + ¢35, M), m =1,2,..2772, (22¢)
1[2t9[n], (t1[n] — t[n])]]| < t1[n] +t5[n], m =1, (22d)
th=1n] > 2", m =1,2,..2%71 and (12e), (12f), (21). (22e)

should be further formulated.

For (36a) and (36b), we use the first order Taylor expan-
sion. Two functions are defined as

Fy(a[n]) = llan] -

Iy (uwn[nD =

Xun || 37
1
Sunln]
where w = 1,...,7. The approximate first-order Taylor ex-
pansion of Fy(q[n]) and Fs(s,,,) at (q[n]) and (S, [n])
can be written as
Faahlg[n))=Fa(@[n]) + v Fu(an])(q[n] —q[n|)
=|[q[n]-xu, | *+2@n]-x.,)" @nrl-an), 39

[
F5 (Sl 12] 8110 )5 (811, [1])FVES (St [12]) (St S n[12])

. (38)

1 1 B
:Euwn[n] B Eiwn[n] <Su“’" _Suwn[n])'
(40)
Then, (36a) and (36b) can be rewritten as
Suwn[n]SHQ-f—‘|q[7l]—Xu,w” 2+2(Q[n]—xuw”)%q[n]_q[nb7 (41a)
VPu;ulP]  YPu; 1] - .
Supn] 52 0] (Supn[n] =S [n]) <yucsy, (1] (41b)

Uwn

Similarly, we can apply Proposition 4 to obtain an approx-
imation of (36¢) as

L4300 g el < Pl (o ) — v o] +

1). (42)

Since (25a), (25b) and (25c¢) have been converted into
convex ones, the optimization problem (12) is transformed
into (43), which can be solved via CVX.

max

1 N c -
QU N Zn:l Zi:l tin [n}

s.t. (12b), (12¢), (23c), (30). (35),
(41a), (41b), (42).

(43)

C. Proposed Algorithm

Since (22) and (43) have been proved to be SOCP, an
iterative algorithm is proposed to solve the problem in (12) as
Algorithm 1, where Q = {q[n]} and P = {Pjon, [n], Du,,, [},
n=1.,Ni=1,.,C. Q" and P’ represent the UAV’s
location and transmit power in each iteration ¢, respectively.

Algorithm 1 Iterative algorithm for (12)

1: Initialization: Set the initial values of {Q°, P°}. Set the
index of iteration ¢t = 0. U° is obtained from Q.
2: repeat
Solve the problem of (22) with the given Q! and the
new value of P'™! can be obtained.
4:  Calculate the the solution to (43) with P™! and the
new value of Q'"!. can be obtained.
5. Update the current value of the elements in U’ =
{U[n],n=1,..,N}.
Update: t =1t 4+ 1.
7: until The increase of the optimal value is below a
predetermined threshold.

V. SIMULATION RESULTS AND DISCUSSION

In this section, simulation results are presented to evaluate
the performance of the proposed scheme. Assume that the
total number of users K = 10, and they are randomly
distributed in a rectangular area of 1000 x 120 m?. The
initial location of UAV is a = (0,0) and its destination
is b = (1000,0) in meters. The altitude of UAV is set as
H =100 m. During the flight, the closest three users can be
served by UAV in each time slot, i.e., C = 3. Furthermore,
p = 1074, and the noise power 02> = —110 dBm. The
maximum speed is V4, = 30 m/s, and the sum transmit
power is set to 1 W. The rate threshold is set to 0.5 bit/s/Hz.
The optimized UAV trajectory with the topology of 10 users
and an eavesdropper is presented in Fig. 1. The sum time
slots is set to N = 300 and each time slot is §; = 0.3 s.
The eavesdropper is located at (450, 10) in meters. Thus, all
the users are under the risk of being eavesdropped. The dense
flight trajectory indicates that the UAV flies slow to satisfy the
requirement of the densely located users, and on the contrary,
it flies fast when the users are distributed sparsely.

For different values of a, the sum transmission rate and
eavesdropping rate are shown in Fig. 2. We set the weight
of the jamming power to ¢ = 0.1, 0.3, 0.5, 0.7 and 0.9,
respectively. From the results, we can observe that both the
sum transmission rate and eavesdropping rate decrease with
the increase of a, because the jamming power increases as the
weight a grows. Accordingly, less transmit power is allocated
to each user, which degrades the transmission performance.
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Fig. 1. The optimized UAV trajectory with 10 users in the proposed scheme.
H =100 m, N =300, 6 =0.3sand a=0.5.
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Fig. 2. Instantaneous rate comparison of the proposed scheme with different
values of a. H = 100 m, N = 300, and §; = 0.3 s.

In addition, the eavesdropping rate can be suppressed to less
than 1 bit/s/Hz, and decreases with the growth of a in each
time slot.

The eavesdropping rate and the secrecy rate of the pro-
posed scheme and the scheme without jamming are compared
in Fig. 3. We can see that the eavesdropping rate of the
proposed scheme is much lower than that of the scheme
without jamming. Thus, the secrecy rate of the proposed
jamming scheme is higher than that of the scheme without
jamming. This is because the eavesdropping rate gradually
decreases as the jamming power increases in the denominator
of (11). We can conclude that the eavesdropping rate can be
effectively suppressed via artificial jamming, and thus the
security of the network can be guaranteed.
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