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Abstract—Based on the capability of harvesting the energy
of all paths in the multipath environment, time-reversal (TR)
transmission technique offers a great potential of low-complexity
energy-efficient communications for future wireless network. The
TR-employed systems benefit from a significantly reduced leakage
of message-bearing signal to unintended users or eavesdroppers.
In this paper, we propose a term so-called average effective secrecy
signal-to-interference-plus-noise ratio (SINR) which represents
the secrecy performance of TR-employed systems. Furthermore,
we also consider: (i) the channel correlation between transmit
antennas, and (ii) the channel correlation between a legitimate
user and an eavesdropper. Accordingly, we derive the average ef-
Jective secrecy-SINR in a closed-form expression of TR-employed
systems. The obtained expression is based on the exact power-
averaged expressions of the desired signal and the inter-symbol
interference (ISI) components at both the legitimate user and
eavesdropper side. The analytical results confirmed by numerical
simulations show that the average effective secrecy-SINR metric
is preferred to the average secrecy-SINR term in the perspective
of measuring secrecy performance over correlated multi-path
channel.

Keywords—Time reversal, physical layer security, secrecy-SINR,
correlation.

I. INTRODUCTION

Over the past few years, physical layer security have been
vastly studied in the literature [1]—[3]. This promising approach
explores the characteristics of the wireless channel, such as
multipath fading and spatial signatures, to enhance wireless
transmission security. In practice, due to the differences in
receivers’ locations, the message-bearing signals obtained at
receivers experience distinct propagation effects. Therefore, the
multi-path delay profile or channel state information (CSI) can
be measured and then encoded to produce a unique sercrecy
key used between legitimate nodes.

TR technique is one of most prominent forms of linear
precoding which can exploit the unique property of channel
impulse response (CIR) by focusing the energy of all taps in
the time and space domains on the intended terminals [4]—
[9]. By utilizing the time-reversed version of CIR to prefilter
transmit signals, TR is equivalent to a special beamforming
technique. The focalization property of the TR technique,
which leads to improving the system security, is one of its
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most notable features. In particular, in traditional TR systems,
certain wideband channel have been considered where the
average power of each tap decays exponentially [5], [8].
Regarding secrecy aspects, the experimental outcome in [10]
shows that the achieved signal power at the eavesdroppers is
significantly lower compared with the power at the legitimate
receiver, regardless of whether the eavesdroppers is located
near the legitimate receiver or not. Based on the spatial
focusing effect, the earlier work in [7] also exhibits that the
TR-based transmission can limit the leakage of the information
to the unintended user or the eavesdroppers significantly. In
the aspect of secrecy analysis, the results reported in [11]
provide the asymptotic capacity analysis. It is assumed that the
central tap has a complex Gaussian distribution to reduce the
complexity of analytical derivations, however, this hypothesis
leads to a rather large gap between analytical and simulation
results.

To the best authors’ knowledge, the exact analyses of
average channel-capacity and average SINR have not been
investigated due to the mathematical complexity. It is found
to be complicated to provide the closed-form expression of
average secrecy-capacity and average secrecy-SINR. In this
paper, we propose a new definition of average effective secrecy-
SINR term to evaluate the secrecy performance of TR-applied
systems. In general, the average effective secrecy-SINR has the
same characteristics as the average secrecy-SINR, in which
secrecy-SINR can be inferred from the secrecy-capacity. In
reality, the eavesdropper is frequently located at an unknown
position near the legitimate user, whereas the distance between
the eavesdropper and the legitimate user can estimate how
much information can be eavesdropped. On the other hand,
if the transmission bandwidth is limited and the amount of
scattering in the propagation channel is poor, the transmit
correlation and the correlation between the illegitimate and
legitimate channels have a strong effect on the secrecy per-
formance. In this paper, we present a security performance of
well-known model with two practical assumptions including
(i) the channel correlation between transmit antennas, and
(ii) the channel correlation between the legitimate user and
the eavesdropper. The analysis of average effective secrecy-
SINR can be derived using exact closed-form expressions of
desired signal and inter-symbol interference (ISI) terms at both
legitimate and illegitimate nodes. We show that the average ef-
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Fig. 1. System model.

fective secrecy-SINR term is more interesting than the average
secrecy-SINR term for measuring secrecy performance due to
simpler mathematical computations. Finally, the validity of our
analysis is verified using a Monte-Carlo simulation.

The rest of this paper is organized as follows: the system
model is described in Section II. Section III presents the
secrecy performance analysis. We show the numerical results
in Section IV. Finally, the conclusion is inferred in Section V.

Notation: the notation C™*™ denotes the set of m x n
complex matrix. The boldface lowercase letters and uppercase
letters indicate vectors and matrices respectively. The super-
script T represent the transpose. |-| and |-|| stand for the
absolute value and the vector Euclidean norm respectively. For
a comlex value, we denote Re {-} as the real part. Moreover,
E [-] represents the expectation calculation. ® and * denote the
Kronecker product and the convolution operator respectively.

II. SYSTEM MODEL

Let us consider the TR-based system model as shown in
Fig. 1 where Alice transmits the information-bearing signal
through a base station equipped with A/ antennas and TR
module to Bob (legitimate users). In this network, Eve’s
(eavesdropper) receiver is equipped with one single antenna
device. For notational conveniences, we refer to legitimate
user Bob as user 0 and the eavesdropper Eve as user 1. In
the multipath channel, we assume the maximum length of
each CIR is L. Thus, the CIR between the transmit antenna
m (0 < m < M) and the user n (n = {0;1}) can be
formulated as

L
B () =Y Omn g8t = Tn), (1<I<L) (D)
=1

where 0,1 and 7y, ; are the amplitude and the delay of the
[ —th tap, respectively. The CIR can be discretized in the time

domain as a vector h,,,, € CL*1 in which E [hy,,[l]] = 0 and
E |lhnll]f] = o2

mn,l*

We can arrange the propagation channels in an 2M x L
matrix form as

H = [hyo...hyohyr ... hyal”. 2)

According to Kronecker model [12], the channel matrix with
the correlation following the Kronecker model can be given

by
T
H-— ((R}J/Q) o RY 2) H,, 3)

where the correlation between legal and illegal users and the
correlation between transmit antennas are represented by the
2 x 2 positive-define matrix R p and the M x M positive-define
matrix R, respectively. H,, € C?"*Z is the channel matrix
of the independent CIRs. Note that the correlation matrix
follows the general model with arbitrary positive coefficients
(i.e. punn = 0). For an example, a matrix Rp can be
illustrated as

PD 21 1

RD —_ |: 1 PD,12 :| ) (4)

In the TR scheme [7], first, Bob (i.e. the legitimate user)
sends a pilot signal to Alice (i.e. the base station). In the second
step, Alice estimates the pilot signal to infer the information
of CIR which can be considered as the secret key for the data
transmission between Alice and Bob. In the third step, the
time reversed and conjugate version of the CIR is used as
a matched filter (or pre-filter) at Alice side. The modulated
transmit signals conveyed to Bob is very tightly focused at
one specific time and one location. Therefore, TR technique
greatly improves the secrecy performance.

Based on the TR scheme, we define g0 € CL*1 as the
pre-filtering vector for the message-bearing signal. Each tap of
gmo can be given by

M
gimoll) = /Pl +1 1] / SB[l ®)

in which b} ,[L + 1 — ] represents the conjugate of h,,o[L +
1 —1] and p is the transmit power. After some mathematical
manipulations, the (2L — 1) x 1 received signal vectors at the
legitimate user and the eavesdropper can be derived as

M
Yo = Z 5 (8mo * hy,0) + 1o, (©6)
m=1
M
Yi = 5(gmo*h,)+mny, )
m=1

respectively. In each equation, the first and second terms are
the obtained signal and the additive white Gaussian noise,
respectively. In which, s € C is the transmitted signal, each
element of ng and n; vectors are zero mean Gaussian noise
with variances Jéauss,O and aéauss’l respectively.

Due to the focalization property of TR, the receiver is
expected to take one sample at the central tap, i.e. the L-th
tap. The instantaneous SINR derivations at the legitimate user
and the eavesdropper can be expressed as follows

2

M
m=1
@
= 5t9 8
Yo oL 11 3 ) 3
DD (Gmo * o) [B]| +no [L]]?
k=1 |m=1
k#L
Pi<gi)



M
Z (gmo * hm1)[L]
m=1
Be
N M 2 ’ ©)
Z Z (Gmo * hn1) [K]| +[n1 [Z]]?
k=1 |m=1
k#L
Py

isi

Note that P and P are the received signal power and

interference power due to ISI respectively.

III. SECRECY PERFORMANCE ANALYSIS
A. Secrecy-SINR for the TR-based System

In this section, we are interested in secrecy-SINR which can
be inferred from secrecy-capacity. Since secrecy-capacity is
defined as the difference between capacity of the main channel
and the eavesdroppers channel, the fomula of secrecy-capacity
can be rewritten as

Cs = logy(1+7) —logy(1+71), Y >m
Yo— N
= lo 1+ 10
B2 ( 1+m ) 10
= 10g2 (1 + 75) ’
where vg = POTN is the secrecy-SINR. As a result, the

gs!
secrecy-SINR expression is given by

70 — 71

732{70—71}+={ 1+

0, Yo < 1.

Yo > M (1)

B. Analysis of Effective Secrecy-SINR

According to (11), the expectation of secrecy-SINR can be
formulated as

:E{’YO—%]. (12)

¥s = E [vs] 17

To the best author’s knowledge, closed-form expression for
(12) is impossible to obtain. However, we can rewrite it by
using the help of [13] as follows

13)

E{vo—%] _Ebho-—m]

1+m E[14 7]
i::( D'E[yo — ] (1+7)) + (0 — 7, (1 +m))
" B[] ’
where ('(14+7)) = E [(1+71 —E[1+71])l} is the i-

th central moment of (1+1;), and (yo — 71,/ (1+ 1)) =
E[(0 =7 = Efo =) (L+71 —E[L+5))'] s the i-th
mixed central moment of (1 + 1) and (v — 71).

Based on [8], [14], the value of the first term on the
right-side part of equation (13) should be small. In this case,

this term can be neglected. Thus, we can define the average
effective secrecy-SINR as follows

0 1
B[P e [P
0 1
A E |:Pz(sz):| + UGauss,O E [Pz(sz)} + O'Gauss,l (14)
1+

(1)
E |:P’LbL :| + JGauss,l

To demonstrate that the average effective secrecy-SINR can
replace the average secrecy-SINR to evaluate the secrecy per-
formance, a comparison between them is discussed in Section
Iv.

Theorem 1: Relying on (14), we can observe that the
average effective secrecy-SINR consists of E {P(Q)}, E [P(O)},

stg 5%
E {PS(Z g)} and E [PZ(;) terms. Therefore, the closed-form
derivation of effective secrecy-SINR can be achieved through

the expressions as (15)-(18).

Proof: We start with considering the expectation of P;O g)

which can be decomposed into two components as follows
> Amn [1]

oo ]| £ om

Z_:l (gmn * hppp) (L]
M M
> 2 Amn[L]AL L |

m/=1 m=1
m'#m

M 9
=E| > [Amn[L]]" +Re
m=1

19)
where A = Gmn * han.
observed that (19) implies
the components of E [|hmn [ [l]|2] and
E [(hinn * hmn) [K] (hins % Bmrn) " [K]] . Therefore,  to
solve the expectation of each term on the right side in (19),

it is necessary to provide some useful formulations in the
general form as below

BB 0IF] =

It can be

B 0] B e )]

— B a0 WP (20)
=SB, [L+1—0h,, [k+1—1.. 1)
= who o (DAL= 1R, K +1—1]].

Furthermore, since we consider the correlated channel matrix,
we can derive the expectation of product of two random
variables as

E [hmn [l] :ﬂn’ [l/]] = O—mn,lam’n’,l’(RT)mm/(RD)nn/. (22)

In the case of the expectation of product of four random
variables, we can further express by the manner as in [15].
For an example, that is,

E[X1 X0 X3X,]

=E[X1 Xo)E[X3X4] + E [ X1 X5] E [X2X4]

+E [X1X4) E[X2X3] — 2E[X1] E[Xo] E [X5] E [X4],
(23)



'=11=1 =1

M I I 2 M M L L ) ) L ) ) 9
p Z Z Ufn,nl + (Z O'Ql 7 > p Z Z::l lz Z Umn,lam/n,l + ; Um?L,lUm’n,l (RT)mm’
- — . (15)

sig M L
> Yok, > Yok
m=1[=1 m=1]=

M k 9 5 M M k
1 (Z 0mn,k+1l0mn,L+1l> + Z (lz

L—1 m= =1 mj:l m=1 =1
B[R] =2 ik L )
k=1 Z Z U?rm,l
m=11[=1
M 9 L L L 9
Z <1 + (RU)nn') Z Ufnn,LUfnn/J + Z Z (Umn,lgmn’,lgm’n,l’am’n’,l’) (RD)nn’
m=1 =1 V=1 1=1
(1) _ U#l
E [Psig] = P M L
Z Z J?nn,l
m=11=1
M M L L 5 L 9 9
Z Z Z Z (O'mn,lo'mn’,lam’n,l’07rL’n’,l’) (RD)nn’ + E (Umn,lamn',lo—m’n,lo—m’n’,l) ((RD)nn’ + (RT)mm’)
:;;1” m=1 é;;ll =1 =1
+ p UL )
Z Z U?nn l
m=1[=1
an
Mok , M M k 9
22 2 O g1 1% i1 T 22 20 20 (TmniOmns 1 Omn,10mms 1) (RT)
L—1 m=11[=1 mjzl m=11[=1
B[R] =23 e a9
k=1 Z Z U?nrﬂ l
m=1[=1 ’
where X;, X5, X3 and X, are jointly Gaussian random E[ Aan[L] AL, (L] .
variables. 5 o 1] B 1) 32 B ) o (V)
_ =1 I'=1
= pE o
Z Z o-ann,l
After some mathematical derivations using equations (20)- - m=1 lzlL
(23), we obtain the results of (24) and (25) as lz ZZ ggnmlgfnan, + lz Uimla?n,ml (RT)72nm/
_r=1i=1 =1
=P M L
Z Z O'Enn l
m=11=1 '
(25)
Substituting (24) and (25) into (23), we achieve the expected
L 2 value of signal power component as (15).
3 B 1) 5 1 )
E [|Amn [L] |2} = pE |[E (24) Futhermore, the expected value of Pi(si) can be defined as

L L 2 2L-1| M 2 L—1 M 2
3t + (X o) B ST s 1] | =257 {35 At |.
_ =1 =1 k=1 |m=1 k=1 m=1
= P , k#£L
M L (26)
Z Zgzrml



M 2
In the similar way to (19), we divide E || > A [£]
m=1

into two terms as follows
2

M 9
=E | > |Amnlk]|”+Re
m=1

M
mZ:1 Brmn [k]

M M

S % AmnlHAY,,
m/=1 m=1
m'#m

[¥]

@n

By applying the (20)-(23) for (27), we can infer the
formulations of (28) and (29). Then the closed-form expression

of PZ-(SOi), i.e. equation (16), can be computed by substituting
(28) and (29) into (27).

& 2
Shpnlk+1—=1R%, [L+1-1]
=1

E[[Amn K?] = pB T
Z Zggnn,l
m=11[=1

k

2 2
121 Omn,k+1—1%mn,L+1—1

= p o : (28)
Z Z G’r2nn,l
m=11=1
E[Ann [”:] AL (K]
ShpnlE+1=0h%,, [L+1—1]
—»E =1
=P M L )
Z Z amn,l
; m=1[=1
XE [Z B kb 1=k, (D41 — z]} 29
i .
Z (U7an,l07an’,l’ 07rL’n,lUm’7L’,l’) (RT)mm/
=1
p

M L 9
Z Z U’rnn,l
m=11[=1

For E [Pé(tlg) } and E [Pi(sli)}, their exact analysis can be

derived in a similar manner to E {Ps(? g) } and B {P;g}, respec-

tively. ]

IV. NUMERICAL RESULTS

In this section, numerical results are presented to evaluate
the system performance.

For simplicity, we use the inter-class correlation model
described as below

(R1)mm: = {

The same model can be used for (R p),,s with the correlation
factor pp. Furthermore, similar to [8], we set channel’s band-
width to B = 500 MHz, the number of tap L = 110 and root
mean square delay spread 67 = 100/B and sampling time of

1, m=m

pr, m#m'. G0

Average (Effective) Secrecy—-SINR (dB)

%  Simulation — Secrecy-SINR
O Simulation - Effective Secrecy-SINR

Analytical — Effective Secrecy-SINR

|
I

0 5 10 15 20
EISNR ] (dB)

Fig. 2. Average effective secrecy-SINR and average secrecy-SINR vs. E [SNRpg]
(pr =0.3,pp = 0.4).
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Fig. 3. Average effective secrecy-SINR and average secrecy-SINR vs. correla-
tions.

the system Ts = 1/B. The average power of each tap decays
exponentially described as follows

ITg

E [|hmn [1]|?] = o} Tor

mn,l —

3D
Note that all channels convey the same average power.

In general, Fig. 2 and 3 show a good agreement between
average secrecy-SINR and average effective secrecy-SINR. In
fact, these two parameters have very similar properties. It
means that it is efficient to replace average secrecy-SINR
by average effective secrecy-SINR for measuring the secrecy
performance. Especially, in case of average effective secrecy-
SINR, one can observe that the analytical results are the same
as the simulation results. And hence our analysis is validated.

In more details, we can evaluate in Fig. 2 the secrecy
performance in term of average secrecy-SINR and average
effective secrecy-SINR under different values of average signal-



to-noise-ratio (SNR) at the legitimate user defined as follows
E { P(O)}

sig
— (32)

Gauss
Without loss of generality, we assume in this paper that the

noise variances in the system are equal. It means that 02, ., =

E [SNRg] =

2 _
JGauss,O — UGauss,l .

By using TR technique, Fig. 2 indicates that when the
number of transmit antennas increases, the achieved secrecy
performance is significantly improved. It can be explain that

the E [PS(? g) } increase faster than that of ELPS g) ] In Fig. 3,
we can observe the average secrecy-SINR and average effective
secrecy-SINR as a function of correlations. Clearly, the growth

of E Ps(ilq) ] induces a reduction in the secercy performance.

This impllies that the amount of scattering of environment has
a strong impact on the secrecy performance.

V. CONCLUSION

In this paper, the secrecy performance of TR-based system
has been analyzed using the exact closed-form expression of
average effective secrecy-SINR, in presence of (i) the channel
correlation between transmit antennas and (ii) the channel cor-
relation between a legitimate user and an eavesdropper. Based
on the analysis, it can be concluded that the performance can
be improved when the number of transmit antennas increases,
and the correlations is one of main metric which causes
to the decrease in performance significantly. Our framework
also demonstrates the proposed average effective secrecy-SINR
can replace the average secrecy-SINR to measure the secrecy
performance of the system efficiently.
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