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Abstract—A sybil node impersonates other nodes by broad- time-varying nature of RSSI [8], [15], this straightforward
casting messages with multiple node identifiers (ID). In contrast scheme fails. Moreover, since it is very easy to change
to existing solutions which are based on sharing encryption the transmission power in WSN [3], a sybil node can send

keys, we present a robust and lightweight solution for sybil ith diff tID . ina t .
attack problem based on received signal strength indicator (RSSI) MeSSages with difierent IDS using varying transmission power

readings of messages. Our solution is robust since it detects allt0 trick the receiver. Since RSSI is a function of transmission
sybil attack cases with 100% completeness and less than a fewpower, different transmission powers will lead to different
percent false positives. Our solution is lightweight in the sense RSS| readings.

that alongside the receiver we need the collaboration of one other

node (i.e., only one message communication) for our protocol. We Contributions of this paper

show through experiments that even though RSSI is time-varying

and unreliable in general and radio transmission is non-isotropic, 1N t'his paper, we report on our implemeljtation Of_ a robust
using ratio of RSSIs from multiple receivers it is feasible to and lightweight solution for detecting sybil attack in WSN
overcome these problems. using RSSI. Our solution is robust since it detects all sybil

attack cases with 100% completeness and very good accuracy
(less than a few percent false positives.) Our solution is
The termsybil attackis introduced in [2] to denote an lightweight in the sense that alongside the receiver we need
attack where the attacker (sybil node) tries to forge multiptee collaboration of one other node (i.e., only one message
identification in a certain region. Sybil attack is particularlgyommunication) for our protocol. To the best of our knowl-
easy to perform in wireless sensor networks (WSN) wheeglge, this is the first implemented solution for sybil attack
the communication medium is broadcast, and same frequenigtection on the WSN platform.
is shared among all nodes. By broadcasting messages withVe show through experiments that even though RSSI is
multiple identifications, a sybil node can rig the vote on groupmreliable and time-varying in general and radio transmission
based decisions and also disrupt network middleware serviggsnon-isotropic [15], using ratio of RSSIs from multiple
severely. receivers it is possible to overcome these problems easily.
Existing solutions for sybil attack prevention are too costlise of ratio of RSSIs from multiple receivers was introduced
for the resource-poor sensor platforms, such as the poputafl4], however, this is the first time that this technique is
Berkeley mote platform [6]. Motes (nodes) have very limitetnplemented in practice. We show through experiments that
computational resources (e.g., 8K RAM, 4Mhz CPU) and atssing one receiver there is a lot of variation on RSSI values,
energy constrained; thus, algorithms that impose an excessiesvever using multiple receivers and ratio of RSSlIs the time-
communication burden on nodes are not acceptable since thasiance of RSSI is overcome and the standard deviation is
drain the battery power quickly. Solutions [4], [10] that adoptery small. We give confidence intervals for this variance from
key exchange to vouch identification severely effect the energyr experiments at varying distances.
consumption due to distribution and piggybacking of randomly To achieve a lightweight solution, we first point out that
generated keys in messages. Moreover, they consume precigasdo not need calculation of sender’s position. So we relax
memory space as every node is required to store pairwise kdys computation requirements of [14] by avoiding calcula-
with neighbors. tion of fading through distance. Moreover, we show through
A received signal strength indicator (RSSI) based soluti@xperiments that even for a 3-D coordinate system, for sybil
for sybil attack is desirable as it does not burden the WShbde detection, two nodes is enough rather than four receiver
with shared keys or require piggybacking of keys to messagesdes that is required in the theory [14]. We show that using
Ideally, upon receiving a message, the receiver will associdwe receivers 100% completeness and less than a few percent
the RSSI of the message with the sender-id included in tfase positive rate is possible in practice.
message, and later when another message with same RSS&lutline : After the preliminaries section, in Section Il
but with different sender-id is received, the receiver woulde present our protocol and investigate the variance in RSSI
complain of a sybil attack. However, due to the unreliablealues and ratio of RSSI values from multiple receivers. In

I. INTRODUCTION



Section IV we discuss the experiments with varying number and the user’s locationz(y) can be computed by solving
of detector nodes. Finally, we conclude in Section V. following equation through four receivers, j, k, and!:

Il. PRELIMINARIES
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In this section, we first define the sybil attack problemgaj )+ Y -w)T = (R]-)‘” (&= 2)* + (y = 9)*)
aqd discuss our implementation platfo.rm..We then prqvide a — (ﬁ;)é((x — )2+ (y — y1)2)(2)
brief summary of the RSSI-based localization protocol in [14] Ry L 5 9
which we base our work. = (7)o (@ —2)* + (y — 1))

A Problem Statement , Wherez; andy; is the location of node. Note that since
' Py values cancel out in the ratio of RSSIs, this technique is

We assume a static network, where all nodes are immobj|gaffected by the changes to the transmission pder
after initial deployment. We assume an initial set of nodes that

are trustworthy (non-sybil). Later, as part of re-populating the .”I' RSSI-BASED SYBIL NODE DETFCT'ON _
network, new nodes are introduced some of which can beWe first present our RSSI-based sybil attack detection
sybil. New nodes may be arriving to the network also dugrotocol in section IlI-A, and in section IlI-B we show that,
to topology-control and sleep-wake up protocols: Previousiy contrast to nonuniform nature of individual RSSI values,
sleeping nodes might become active later as part of lo&fio of RSSI values recorded of multiple receivers exhibit a
balancing [5]. Some of these new nodes may be sybil. Nd&aussian PDF, and, hence, are suitable for detection of sybil
that sybil nodes can vary their transmission power betweBfdes.

transmissions to trick other nodes. A. Basic Algorithm

« Completeness: If there is a sybil attack in the network, | js possible to use the localization algorithm in [14] to
the protocol should detect the sybil attack with probabiljgiect a sybil attack as follows. Upon receiving a message,
ity, greater than 99%. o _the four detector nodes compute the location of sender using

« Accuracy: The protocol should not identify non-sybil gqation 2 and associate this location with the sender-ID
nodes as sybil (as this can ultimately render the WS ded in the message. Later when another message with
useless). In other words, we require the false-positive rajerent sender-ID is received and the location of the sender
to be less than 10%. is computed to be the same as the previous one, the nodes

B. Platform detect a sybil attack.

However, it is very cumbersome to calculate the location
1sing equation 2 for every node. Indeed, we do not need this
Fsalculation for sybil node detection. Since all of y, and
i Vi location stays the same, it is possible to detect sybil
attack by just recording and comparing the ratio of RSSI for
the received messages.

Hardware: The hardware we use is the Mica2 motes [6
[7] with CC1000 chip [1] using 433 MHz radio frequency an
FSK. Mica2 has Atmegal28 chip for the processor which
running at 4MHz clock frequency. Mica2 has 128KB of flas
memory, 4KB SRAM and 4KB EEPROM. All of our RSSI

experiments are done in a large in-door environment. Here, we describe our protocol in terms of a scenario. Let
Software: - We implement our protocol on Tinyosfour m(’)nitoring nodes have ID a®1, D2, D3, and D4.
version 1.1. [3]. We use the default MAC layer, respectively and a sybil node forge iis ID, a3 z,ind S2 in
MAC [11]. Detailed software structure and codes are P H y y | | ge Fi 1
at http://www.cse.buffalo.edu/ ~ywsong/data/ time. Here Is an example topology in Figure 1.

yw_Sybil _SourceCode.zip @

C. Localization with power

In contrast to simplistic representations of radio signal as @ @
isotropic, and communication range as uniform, [8] and [15]
show that broadcast is non-isotropic in WSN. Therefore, using

RSSI values directly for sybil attack detection is unreliable. An
RSSI-based localization scheme that uses ratio of RSSIs from
multiple receivers to overcome to this problem is introduced Fig. 1. Example topology
in [14]. Theorem 5 in [14] argues that if at least four sensors
monitor radio signals, then no user can hide its IocationD
Suppose nodeé receives radio signal from nodg then the
RSSIisR, = PyK/d¢ whereP, represents transmitter power,
R; is RSSI, K is constantd; is Euclidean distance, andis
distance-power gradient.
The RSSI ratio of nodeé to j is

At time ¢, a sybil node broadcasts a message with its forged
asS1. Monitoring nodes record the RSSI and the forged ID.
Each monitoring node sends a messagé&iocontaining the
received RSSI fron$1. Let R¥ denote the RSSI value when a
message from a sendkris received at. Then, accumulating
the messages from the monitof3] computes each ratio

p. _ (PeK\/(PeKY_ (diva Rpy R and Ry 3




and stores them locally.

At time t,, the sybil node broadcasts a message again with a
different ID, S2. The monitoring nodes record the RSSI from
S2 and report toD1. D1 computes each ratio as before:
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Now, D1 can detect the sybil node by comparing the ratio
at timet; andt,. If the difference between two ratios is very
close to zeroD1 concludes that a sybil attack occurred in the
region. Since RSSI ratios are same, the location is in fact the
same for the alleged multiple IDs. Otherwise] concludes
that there is no sybil node. That is, if
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is true, D1 detects a sybil attack.

Later, in section IV-A, we show through experiments that
even for a 3-D coordinate system, for sybil node detection, ol

two nodes is enough rather than four receiver nodes that is 10
required in the theory [14]. 0
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when transmitter power is ©dBm and distance is 1m.

B. Variance of RSSI

Ideally, RSSI should stay the same if the locations of the (1) , =129.00,; =132.50, andr =12.56 with distance of 1m
two transceivers are fixed, but even in this case RSSI fluctuates _ ,

a lot in practice. Here we quantify over this fluctuation b§% 2 dvggj‘igfif):)f RSSI(stands for median valug, for mean, and for
experiments, and we investigate the variance of RSSI and how
we can overcome it.

Setupl: We deploy a node to transmit “Hello” messagesalculates the difference of two ratios and logs this value. The
with constant powe(0 dBm). Another node acts as a receivegalculation is repeated throughout the experiment.
captures RSSls and transmits them to the PC through RSC- Result2: The histogram in Figure 3 shows a uniform
232 serial interface The transmitter sends messages ovelistribution of values. The difference of RSSI ratio of 0
2000 times. We set the distance between the transmitter atuninates over the other values. The values -0.2 and 0.2
receiver as 30cm. We repeat the experiment by changisgcurred only once out of 2000 times (0.05 %) in Figure 3(a),
distance to 1m. and similarly those of -0.35 and 0.425 in Figure 3(b). Note

Resultl: Two of the histogram in Figure 2 demonstratethat the histogram follows a Gaussian Probability Distribution
the nonuniform nature of RSSI. The poor correlation of RS$lunction (PDF) with a standard deviation of 0.066 and 0.106
values makes it unsuitable for detection of sybil attacks. respectively.

Setup2: Here, we use two receivers (instead of one) and If S1 andS2 are different but their location is same, we can
compare ratio of RSSIs at the two receivers (instead wifer the sybil attack by noticing that the difference of RSSI
absolute value of RSSIs) to cope with time varying naturatios for both cases are within a threshold.
of RSSI. Note that using ratios of RSSIs also takes care of RSL RS2 RS RS2

. L : b1 b1 b1 b1
varied transmission power at a sender. In this setup the sender (551 ~ psa) <0 (1 — psa) <0
broadcasts messages 2000 times using different (random) bz b2 o808
transmission power each time. The two receivers record RSSI , and (Lg _ R7§21) <o (6)
values and transmit them to the base station which is connected Rpy  Rpy
to PC. We repeat experiment twice for distance of 1m. The standard deviation in Gaussian PDF covers around 70%

For the analysis, the basestation computes the ratio of tebvalues, hence setting the thresholdstaneans that sybil
RSSI values it received from the two receivers at titheand node is detected with 70% probability. To cover more than
later does the same for RSSIs received at titheThen it 99.999999%, we set the threshold tode more specifically

0.5 in our sybil attack detection experiments.

1TinyOS provides RSSI reading for each received message automaticallysetups. In order to evaluate the effect of distance on
via TOSMsg— >strength ' . . .
2We use a programming board as MIB510 which is connected to PO here we repeat the experiment in Setup2 with respect to

through RSC-232 serial interface running at 115200 bps increasing distances between the transmitter and the receivers.
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four receivers for detection. In Section IV-B, we use only
two receivers and show that the protocol achieves a similar
performance to the four receiver case.

A. Sybil experiments with four detectors

We perform two experiments, the first for evaluating com-
pleteness, second for accuracy. The first experiment uses the
topology in Figure 5(a), and the second in Figure 5(b).

Setup4: Figure 5(a) shows a sybil node and four receiver
nodes in the network. When a sybil node sends a message,
each of the four monitors records the RSSI value and ID
associated with the message, @@, D3, and D4 send their
readings toD1. When the sybil performs another broadcast
with different ID and different transmission power, the moni-
tors record the readings for this message, and the information
is again accumulated db1. Next D1 detects whether there
is a sybil attack in the network using Equation 6. We set the
threshold to béo, which is 0.5 according to Section IlI-B. To
avoid message collisions during the experiment, we regulate
the message transmission times using timers at each node. In
our experiment, the sybil node broadcasts every 30 seconds,
and each receiver transmit to D1 with 3 second intervals after
the sybil node’s detection.

(m) (o) ()
Fig. 3. Variance of difference of RSSI ratio ~ ~ Z
We performed 100 transmissions at each distance, and vary () O ()

the distance between 1m to 10m.

Result3: The result is shown in Figure 4. We see that
does not stray away from 0.1. Therefore, we conclude it is one sybil node
safe to setr as 0.1 and threshold to 0.5 for detection of sybil

node attacks.
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(a) Topology in case ofb) Topology in case of
four monitoring nodes anébur monitoring nodes and
no sybil node. Gx repre-
sents good nodes, Dx, de-
tectors

Fig. 5. Sybil attack experiment with four detectors

Result4: We repeated the above experiment 100 times,
before each instance we changed the deployment location
of receiving nodes and the sybil node. Using 30 second
intervals for sybil node transmission meant that we changed
the topology once every minute. We saw that node D1 always
detected the sybil attack in all instances.

Setup5: To test for accuracy (absence of false-positives),
we changed the setup to the topology in Figure 5(b). Here, we
eliminated the sybil node in the network, and deployed two
good nodes which broadcasts only their own IDs. The good
nodes used varying transmission powers [9]. Due to energy-

Note that this experiment is performed in an in-doogfficiency purposes some protocols require nodes to transmit

environment. According to [13], usually gray area (nonwith varying trans_,mission power, also as the battery power de-
deterministic communication range) starts from 20 meter fiféases and environmental factors change transmission power
in-door environment. All of our experiments and readings faiff€vitably changes. Note that, since the receivers use ratio of

within the in-band communication range and are not subjd@BS! values, the varying transmission powers have no effect
to the gray area problems. in correct evaluation of good nodes versus sybil nodes. We

changed the location of good nodes for each run to force a
IV. EXPERIMENTS false-positive at the detectors.
Here we test our RSSI based sybil attack detection pro-Result5: In none of our 100 tries node D1 complained
tocol under different setups. First, in Section IV-A we usabout a sybil attack. Even when the two good nodes are located



within centimeters of each other, D1 was able to tell that there V. CONCLUDING REMARKS

was no sybil node in the network. Therefore, we conclude e presented an RSSI-based solution for the sybil attack
that RSSI-based scheme for sybil attack detection using fqyfsplem in WSN. We showed that even though RSS! is time-
detectors satisfies our accuracy requirements. varying and unreliable in general and radio transmission is
B. Sybil experiments with two detectors _no_n-isotrqpic, using ratio of RSSIs from multiple receiverg
Wi in perform two experiments. the first for eval tin|t is feasible to overcome these problems. Our protocol is
€ again perio 0 expenments, the Tirst for evalual htweight—alongside the receiver we need the collaboration
completeness, and second for accuracy. The first experimg tone other node— and robust—we achieve detection with
uses the topology in Figure 6(a), and the second in Fig

6(b) YBove completeness and less than a few percent false positives.

Setun6: Here we have two receivers and bil nod In future work we will try to answer how we can extend
€lUpo.  Hiere we nhave two Teceivers and a sy 00%ur protocol to tolerate existing sybil nodes in the network.
Otherwise, the experiment is performed as in Setup 4.

repeated the experiment 100 times changing the deploym % will test our protocol in a large-scale WSN testbed,

. . ) . . nsei [12], in preparation for using our solution in real
location of nodes in between iterations. Since there are o [12] brep 9

) ; ; . ployments.
two receivers, we used only one comparison in Equation (6).
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