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Abstract handoff scheme is critical to ensure that multimedia appli-
cations can be deployed in 802.11 wireless networks.

The limited service range of the access points demands Existing measurements have shown that the channel
mobile wireless stations to handoff frequently between dif- scanning phase is the most time consuming phase in hand-
ferent cells in the IEEE 802.11 infrastructure networks. off. It contributes as much a80% to the entire hand-
However, the handoff scheme used in the current 802.11off latency[6]. During handoff, all incoming and outgoing
infrastructure networks is far from graceful. In this pa- frames are dropped. Previous works propose to scan less
per, we propose a smooth MAC layer handoff scheme andchannels to reduce the handoff latency [9] [8] [3]. In one
a greedy smooth MAC layer handoff scheme. Our schemespproach, the wireless station figures out which channels
scan channels in a smooth manner so that the handoff canmay have working APs and scans only those channels. The
have less impact on upper layer applications. In order to other approach is the AP reports its neighboring APs to the
limit the frequency of channel scanning, an adaptive mech-wireless station. We choose to implement the handoff on the
anism is used to dynamically adjust the threshold triggering client side and not to make any change to the AP side. So
the channel scanning operations. We have implemented oubur schemes can be used in the existing 802.11 networks.
handoff schemes using commodity 802.11 devices and ex- From the point of view of applications, we can generalize
tensive experiments have been conducted to evaluate theéne goal of improving handoff as minimizing the handoff's
performance. The experimental results demonstrate thatimpact on applications. Most active scan handoff schemes
our schemes reduce packet delay and loss during handofffocus on making handoffast by reducing the number of
Our handoff schemes are implemented in the client side onlyscanned channels as well as the duration of scanning a chan-
and do not require changes to access points. Therefore, ournel. We observe that besides making the handoff fast, there
schemes can be deployed in the existing 802.11 networks. is another way to improve the handoff process. We can
break the long duration discovery phase into several pieces.
By this means, there is notlang transmission interuption,
so the handoff will be smooth and graceful and the upper
layer applications may even not notice the handoff occurs.

, We propose a handoff schensenooth handofin which

Over the past few years, numerous 802.11-based WI'€he scan channel phase is splitted into multiple subphases.
less networks have. been deP'Oyed In CaMPUSES, h‘?te's’ A he wireless station can use the interval between subphases
ports and companies. Besides providing convenient ac-y, sonqg and receive data frames. Obviously, this can reduce

cess _to the Intgrnet, 802.11 2] Wireless n_erorks have packet delay and jitter during the channel scanning phase,
sufficient bandwidth to support various promising applica- |, nic js important for time critical applications as VoIP. If

t:?nS such as_VoIP. IF->|owe\|:er, theb.sl,malll slerV|ce rgngefof the wireless station’s available queue buffer is small, our
the access points (AP) makes mobile wireless stations '®-scheme can also efficiently reduce packet loss. We further

qguently handoff between different cells. bPreviousI rsthd(;eS xtend the smooth handoff into a greedy smooth handoff
have shown that the handoff latency can be several hundre cheme. The later scheme not only scans channel smoothly

milliseconds, which is too long for real-time applications but also reduces the number of channels being scanned.
such as VoIP or video streaming. Therefore, an efficient We have implemented our handoff schemes using com-

“This work is supported by NSF grant CCR-0329794 and Alfred P, Modity 802.11b devices. Extensive experiments and mea-
Sloan Fellow. surements have been conducted to evaluate their perfor-

1 Introduction




mance. In order to assess the impact on applications, weconframes to announce their presence. To discover work-
had experiments to test our handoff schemes in the contexing APs on one channel, the wireless station should switch
of real-time voice traffic transmission. The results demon- to that channel and waits for the beacon frames from APs.
strate that our handoff schemes are far more imperceptibleThe default beacon generating intervalli®ms. It takes
to applications than the existing handoff scheme used in100ms x 11 &~ 1 second to discover all APs woking in 11
802.11 networks. channels. Since passive scan always has longer latency than
The rest of this paper is organized as follows. In sec- active scan, most of the current wireless cards use active
tion 2 we introduce the background of IEEE 802.11b/g stan- scan to probe available APs [11].
dard and previous works on MAC layer handoff. Section 3 ~ The handoff procedure can be divided into three phases,
presents the details of our handoff schemes. Section 4 dediscovery phaseauthentication phaseand reassociation
scribes the implementation issues. In Section 5 we presenphase Corresponding to the three phases, the entire handoff
the experimental evaluation. Section 6 concludes this paperlatency consists of three componentsobe delayauthen-
tication delay andreassociation delayAmong all opera-
2 Background and Related Work tions in handoff process, the discovery phase contributes as
much as90% to the overall handoff latency [6]. The au-
thentication and reassociation usually take only a few mil-
liseconds to finisH. Therefore, the most efficient way to
improve the handoff is to change the discovery phase.

2.1 Background of IEEE 802.11b/g Wire-
less LAN Standard

There are three main variants of 802.11 standard, des-
ignated by the letters b, g and a. We present our hand-2-2 Related Work
off schemes in the context of 802.11b/g since the majority
of existing WLANSs use 802.11b/g. Usually, the 802.11b/g  Previous studies on reducing the handoff latency fall into
wireless networks are organized in ih&rastructuremode, ~ two categories: the active scan based methods and the pas-
in which the system is subdivided into cells. Each cell has a Sive scan based methods.
central controller called thaccess poin(AP). The AP acts
as the bridge between the wired and the wireless world. 5 5 1 Active Scan Handoff
There is a mechanism defined in the 802.11b/g standard
for measuring the RF energy. The numeric value of mea- We usefull scan handoffto denote the original active
sured signal quality is an integer with a range of®55 handoff scheme of the wireless card, which scans all chan-
(1-byte value), which is called thiReceive Signal Strength nelsconsecutivelyn the discovery phase. Most improve-
Indicator (RSSI). The standard has also defined a layer-2 ments to the active scan handoff strive to scan less chan-
handoff process that allows the station to associate with anels. This is called aselective scan handoffObviously,
new AP, if the current AP’s RSSI drops below a thresh- if the wireless station knows which channels have working
old. The 802.11b/g standard provides a set of functions for APs, it probes only those channels. The 802.11k standard
the MAC layer handoff, such as the active/passive scan, thentroducesNeighbor Reportwhich makes selective scan a
authentication process, and the reassociation process. Thegality. But we could not expect the existing networks will
layer-2 handoff usually lasts several hundred milliseconds. switch to 802.11k in the near future.
During handoff, the wireless card cannot send or receive The authors of [9] propose a MAC layer fast handoff.
data frames, because the card does not work on the samé&hey use selective scan and record the scan results in the
channel of its current AP. “AP cache” for future use. When a wireless station moves to
In active scan, the wireless station broadcasBrabe a location visited before, it knows which channels have APs
Requestframe on one channel after contending to the by checking the AP cache. Only those channels and channel
medium and starts Brobe Timer If no activity is detected 1, 6, and 11 will be scanned. But in the case of cache miss
in the wireless media when thHerobe TimerreachedMin- or incorrect cached information, the handoff latency is the
ChannelTimgthe station believes that no AP is working same as that of the full scan handoff.
in that channel and it should scan another channel. If the In [8], each AP, instead of the wireless stations, record
station detects that the channel is not idle, it will wait for the neighboring APs’ information in the “neighbor graph”
Probe Responsiames from working APs until th@robe data structure. Then the AP can inform wireless stations
Timer reachesMaxChannelTime An empirical measure-  about which channels have neighboring APs. The wireless
ment ShOWS t.ha\‘/linChanneITimés about20ms, andMax- 1We assume that all APs uspen systerauthentication, which is the
Channe.ITlmeS aboutl0rms [6]. . default setting for most vendors’ APs. The authenticatioh delay might be
Passive scan can be used to discover nearby APS age major part of the handoff latency if more sophisicated authentication
well. The 802.11b/g APs can periodically broadcaséa- process is used.




stations need to scan only those channels. Besides, wireAfter all channels are scanned, the wireless station knows
less stations need not wait unkax Channel Timéf all all APs working on 11 channels. Then it can choose one AP
neighboring APs’ response frames have already arrived. Towith good signal quality to associate with. Figure 1 shows
construct and maintain the neighbor graph, all APs have tothe operation of our smooth handoff scheme.
upgrade their firmwares, which makes this scheme noteasy The total time it takes for scanning all channels is so long
to deploy because of the large number of existing 802.11b/gthat the handoff is far from imperceptible to users. In our
networks. scheme, the scanning operation is divided into multiple sub-
In [3] the authors propose a fast scan handoff scheme.phases and there is sufficient time left for transmitting data
Instead of broadcasting the probe request frame to all APsframes between two subphases. Therefore, packet delay jit-
wireless station might be interested in some specific APs.ter will be smaller. Although the total time needed to scan
The probe request frame is sent to a specific AP who will be all channels in a smooth handoff is the same as that of the
the sole responder. The designated AP sends probe responsgll scan handoff, our scheme can still reduce packet loss
frame after SIFS deferral. By this means, a wireless stationduring handoff in some cases. We will explain this issue in
waits for probe response for only a few microseconds (a details at section 3.3.
SIFS duration). Because this scheme needs to change both Haying multiple channel scanning subphases means a

the wireless stations and the APs, it cannot be deployed injonger discovery phase before actually switching to another

the existing 802.11 networks. AP. So the discovery phase in our smooth handoff scheme
should start earlier than that of the standard 802.11b/g hand-
2.2.2 Passive Scan Handoff off. In the 802.11b/g infrastructure network, there are usu-

ally overlapping areas between neighboring cells. Ideally,

h i t0i th f f . the discovery phase starts when wireless station enters an
Scheme Sirives (o Improve the periormance of passive Scanoverlapping area and it should finish before the wireless sta-

ghe eéuthorsl of [7] propcilsi; MA(IZ(_Iayer hsndoff Ca”ﬁd tion leaves the overlapping area. We limit the scenario of
yncScan. [t assumes a s working on the same ¢ an'deploying our smooth handoff scheme in the wireless net-

nelhare synchronlf/(\a/_d Tnd broa_dcast _be;\con frr?mes ?"mlo orks where there is enough overlapping area between two
atht € s?me Eme_. |rehess ks)tanon SfW'tC esto tbe padl"[ICU ar eighboring cells, e.g. the wireless networks deployed in
channel at the time when beacon frames are broadcasteqy,q inqoor environment. The wireless station has sufficient

The actual time used to listen on each channel can be Veryie to scan channels if it moves in a modest speed. For ex-
short, pecause the wireless station e*""c"y know; \(vhen theample, the ordinary walking speed of human being is about
APs will announce themselves. But it may be d'ﬁ'(fu't to 1.5m/s. If the discovery phase takés to finish, the client
synchrqnlze the beacon frame broadcast of all APs in IargemoveS abousm ahead. Usually, the overlapping area be-
scale wireless networks. tween two 802.11b/g APs should be far more than We
will describe the AP deployment requirements in section
3 Smooth MAC Layer Handoff Schemes 3.4.
In the standard handoff of the current 802.11b/g net-
Different from previous works, we mainly focus on scan- works, the wireless station does not have to discover an-
ning channels in a different manner, instead of scanning lessother AP before losing connection with its current AP, i.e.

The second category of previously proposed handoff

channels. the RSSI of the current AP drops to a very low threshold.
In our smooth handoff scheme, the wireless station needs to
3.1 Smooth Handoff start the discovery phase earlier than the standard handoff

scheme. In order to do so, we use a higher threshold to trig-

In existing active scan handoff schemes, the channels arder the discovery phase, to make sure the wireless station
scanned one after another without interuption. There is anhas enough time to scan channels gracefully.
several hundred milliseconds interruption during which the ~ Using a high threshold (denoted BY.res) to trigger the
wireless station cannot send and receive any data frame. discovery phase may lead to more scan operations when the
In our smooth handoff scheme, thé channels are di-  Wwireless station moves to a place where all available APs’
vided into groups Instead of consecutively scanning all RSSlis lower thafl'hres, such as near the network periph-
channels, after one group of channels are scanned, the wireery. To limit the frequency of scanning channels, we adopt
less station takes a break from the channel scanning operaan adaptive algorithm to dynamically change the threshold
tion and switches back to normal data transmission mode.triggering the discovery phase.
After working in the normal mode for some time, the wire- Initially the wireless station uses a high threshold. It
less station switches to the channel scanning mode agairstarts to probe for nearby APs when the current AP’s RSSI
and discovers APs working on another group of channels.is lower than the thresholfihres. After scanning all chan-
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Figure 1. Operation of smooth MAC layer handoff

nels, it turns out that all available APs’ RSSI is below the handoff algorithmGreedy Smooth Handoffn the discov-
high threshold. Then the threshold is adjusted to a lower ery phase of the greedy smooth handoff, after the wireless
level (the threshold is decreased &)y When the wireless  station scans a group of channels and finds a suitable AP, it
station successfully finds an AP with good signal quality to connects to that AP without scanning the remaining chan-
associate with, the threshold is increaseBbwith the ex- nels. If no suitable AP is discovered, the wireless station
pectation to find a better signal quality AP. The threshold continues scanning the next group of channels. The thresh-
should be bounded by a maximum and a minimum value, old should also be adjusted as described in the previous sec-
denoted byl'hres,,.. andThres,,;,. This is to prevent tion.
the wireless station from scanning channel too aggressively How to arrange channels into groups is the challenge
or not doing handoff even the current AP’s signal quality here. Ideally, the channels that are likely to have working
is poor. When the threshold dropsi@res,,.», the signal ~ APs should be put into the first group to be scanned. Some
quality of current AP is too poor to make successful trans- apriori information is needed to properly arrange channels
mission. The wireless station needs to find another AP asinto groups. For example, the neighboring APs of an AP
soon as possible, so a full scan should be scheduled. Figurgvorking on channel 1 may usually work on channel 6 or
2 shows the pseudocode of the smooth handoff algorithm. channel 11, considering that there are only 3 noninterfer-
ence channels in 802.11b/g. Even if the wireless station ran-

| Smooth Handoff Algorithm l domly arranges the channels into groups, on average, only
1: while(true) { 6 channels are needed to be scanned before discovering a
2:  sample theRS ST of current AP; suitable AP.
3: if(RSSI < Thres){
4_ if(Thres > Threfgmi"){ 3.3 Benefits of Smooth Handoff Schemes
5: for (each group) {
6: scan channels in group
7 sleep for some time; An obvious benefit of our smooth handoff schemes is
8 } that the packet delay and jitter during handoff will be
o: }else{ smaller than that of the standard handoff, since the wire-
10: scan all channels consecutively; less station can still intermittently transmit packet during
1 _ the discovery phase. We will show in the rest of this section
12: - choose AP with the be&.55T; that the number of lost packets in handoff can be reduced as
13: if(RSSThew > Thresmin && well
(RSSInew — RSST > A)) { ' _ o
14: associate with the chosen AP: _When a stanqn sends out frames, the application layer
15: Thres = min(Thresmas, Thres + B); writes the data into a buffer of the OS kernel and then
16: } elsef the data are written to a buffer on the wireless card. The
17: Thres = max(Thresmin, Thres — a); buffer in the OS kernel and the onboard buffer of the card
18: } can be modeled as one queue. Before the discovery phase
19: } starts, because the current AP’s signal quality is too poor to
20: } have successful transmission or the transmission rate drops
) ) to a low level, the queue is almost full of backlog pack-
Figure 2. Smooth handoff algorithm ets. Therefore, the available queue buffer is usually very

small at the beginning of the discovery phase. In the stan-
dard handoff, the wireless card cannot send and receive any
data frame for several hundred milliseconds. Packets gener-
3.2 Greedy Smooth Handoff ated by applications can overflow the queue, and therefore
packet loss occurs.
To shorten the discovery phase in handoff, we can scan Generally, packet loss during handoff depends on the
channels both smoothly and selectively. That is, we adoptavailable queue buffer size and packet generating rate of
selective scan in our smooth handoff scheme. We call thisthe applications. We consider only the client side here. If



the available queue buffer size is large enough to cache all A side-effect of more packets being buffered in the
packets generated during handoff, there is no packet loss irsmooth handoff is that more packets will be delayed dur-
handoff. In this case, our smooth handoffs can reduce de-ing handoff. We usé)’ and D to denote the number of
lay jitter only. If the available queue buffer size is small, delayed packets in smooth handoff and full scan handoff. It
which is quite likely to be true at the beginning of the dis- can be derived thab’ — D has the same expression as (1).
covery phase, our smooth handoff has smaller packet lossAlthough more packets are delayed in the smooth handoff,
than the full scan handoff does. Suppdspackets are gen-  the latency is much shorter than that of the full scan hand-
erated during a full scan handoff and the available queueoff. In general, the latency is proportional to the duration
buffer size isC. The discovery phase is divided infg of a full scan (denoted by’ seconds) in full scan handoff.
subphases in the smooth handoff. We iisend L’ to de- Our smooth handoff can reduce the Iatenc%tosince the
note the number of lost packets during full scan handoff wireless station has a chance to transmit packets e%ery
and smooth handoff. When the queue buffer is too small to seconds during handoff.

cache all the packets generated in each subphése,C Figure 3 shows an example of what happens during
packets are buffered and sent out later in the smooth handhandoff. A box in Figure 3 represents a frame. For sim-
off, while the full scan handoff can buffer only packets.  plicity, we assume the queue buffer can cache one frame.
The smooth handoff haGV — 1)C less lost packets than When the queue is full, new arriving frames are droppped.
the full scan handoff does. If the queue buffer can cache allwe also assume frames are generated in a constant rate, i.e.
packets in each subphase, there is no packet loss in smootbne frame is generated every “time unit”. We consider the
handoff, while P — C packets are lost in full scan hand- discovery phase only since it is the most time consuming
off. If the queue buffer can cache all packets during the full operation in handoff.

scan handoff, there is no packet loss in smooth handoff and  Figure 3(a) shows an example of full scan handoff. The
full scan handoff. The improvement of the smooth handoff discovery phase starts after the fifth frame is generated. For
in terms of packet loss is shown in (1). Since the greedy the 6 frames generated during handoff (fraéne 11), only
smooth handoff scans less channels than the smooth handrame 6 is buffered and sent out when handoff completes.
off, it can be expected that the packet loss can be furtherThe handoff loses frames and delays one frame by 5 time

reduced. units. In the smooth handoff shown in Figure 3(b), the en-
P tire discovery phase is divided into 3 subphases and one

, (N -1)C (CP <) subphase uses 2 time units. After frame 4 is sent out, the

L-L'= éj_ C Eg;g)g P) @) wireless station starts to scan a group of channels, which

causes frame 5 to be buffered and frame 6 to be dropped.
Then the wireless station stops scanning channels for 2 time
units and the backlog frame 5 is sent out, followed by 2

Frame et Drocoss newly generated frames. We should note that frame 7 and
s e — frame 8 have almost no delay, because frame 5 is imme-
4] EB 2] diately sent out when the wireless station stops scanning
< Sendbas % gl D — channel. The transmission delay can be ignored when the
[ E @ [r2] (4] [] frame is small. The entire smooth handoff loses 3 frame and
Pt 1 3 delays 3 frames by one time unit.

(a) Full scan handoff
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Figure 3. How queue buffer affects packet Figure 4. Overlapping areas between neigh-
loss and delay in handoff boring cells



3.4 Station Movement and AP Deploy- point. LetD denote the distance between neighboring APs,
ment Constraints we can derive thaD < v/3r. After replacing- with (2), we
have the following constraint on the distance between two
In order to have the full advantages of our handoff neighboring APs:
schemes, there are some constraints for the wireless sta-

tion movement and the deploym.entiof the APs. We use a D < V3R w| Thresmin ©)
three-cell network model shown in Figure 4 to derive these Thresmax

constraints. - There are two kinds of movements that cause handoff.
Each_ he?(agon in Figure 4 represepts the gell of one AP.1hg first one is moving in the middle of the network, like
The solid circle represents where AP's RSST#resmin. —— from pointa; to a, in Figure 4. In this case, the wireless
The wireless station will disconnect with its current AP if ;.00 o always have enough time to smoothly scan chan-
moving out of the solid circleT hres iy IS determined by o154 find another AP with good signal, if the moving
the sensitivity _of t_he radio mo_dule_ on erele_zss card. Once speed and neighboring APs’ distance are limited by (5) and
the T_hresmm Is fixed, the _SOl'd circle’s radiusR, is de- (6) respectively. The second kind of movement is at the bor-
termined by the transmission power of AP and the propa- ye of the network, where all nearby APs have poor signal
gation of radio signals. We can consid@ras a constant quality, e.g., moving from poinb, to b in Figure 4. In
once the network is deployed. The dashed circle’s radius isthis situation, the threshol@hres should be adjusted to a

r, representing whene AP'S RSSIT8res o, The rela- 1y value (lower tharhres,q,). Otherwise the wireless
fu(?nshlp betwecen AP RSSI and the dlstanc_e tq the AP station will keep scanning channels because all nearby APs
Is: RSS{ = 75 wherek is thg factor_contrlbutlng_ to the have RSS! lower thafthres, ..

attenuation of signal propagation a6tis related with the

transmission power of the AP. We have equation (2)-for .
P a @ 4 Implementation

Thresmin = <= _RE Thresmin 5
Thresmas = }% -r= Thresmax @ We have implemented full scan handoff, smooth hand-
off and greedy smooth handoff by software. The full scan

. handoff is used to emulate the handoff controlled by the
Trmaz = GroupNum x BreakTime+ (3)  Wireless card firmware. The station is equipped with a
ChannelNum x MaxzChannelTime 802.11b PCMCIA card using the Intersil Prism2 chipsets.
. . . The HostAP driver [1] is used to drive the wireless card. We
Let T),4. denote the maximum duration of discovery .
. make use of thenanual scan and roammode provided by
phase.T,,.. depends on the number of channel scanning . ) .
. - HostAP driver to implement user-control channel scanning
subphases, the duration of data transmission after each sub-

. and AP selection.
phase, the number of channels, and the time needed to scan Our implementation is based on the Linux Wireless

one channel, as shown in (.3)' U;ers may configure tho.seTools [10]. A user space daemohandoffd implements
parameters according to their requirements when deploylngthe function of handoff. It monitors the current AP’s signal

the network_s. Intuitively, IfTh.resm” IS s_et_to a higher quality and starts the discovery phase when the current AP’s
value, the discovery phase will start earlieri¢ smaller). g : s R .
d . . . RSSI is low. To avoid the “ping-pong” effect, the wireless
ThenV,,., can be higher iff},,,,. is a fixed value. . . .
station only attempts to associate with the new AP when
d R—r condition (7) holds. This is similar to the scheme speci-
Vinaz < Toan = Trran (4) fied in [5]. After scanning channels, th@ndoffddaemon

_ o . chooses one AP to associate with. Table 1 shows the default
From (2) and (4) we can derive the limitation of wireless yajue of parameters in the implementation.

station’s moving speed as(5).

R [ Thresm;
V 1 ok man 5
max < Tmam < Th?‘esmam> ( )
Another constraintis that there should be an AP with bet- 5 Experimental Evaluation
ter signal quality when the station finishes scanning chan-
nels. From Figure 4, we can see that in order to ensure the We use a testbed network and an existing wireless net-
wireless station enters another AP’s dashed circle when itwork deployed in a three-floor building in our experiments.

moves out of its current AP’s dashed circle, the three neigh- The testbed network is shown in Figure 5. The realistic net-
boring dashed circles should have at least one overlappingvork is used to test our handoff schemes in a large network

RSSI,cwwap > Thres )
RSSInewAP - RSSIoldAP > A



Instead, our handoff schemes scan channels in the order of
channel 1, channel 2, channel 3, and so on. This is the worst
case scenario for the greedy smooth handoff scheme, since
we do not use any apriori information to order the chan-

Table 1. Default values in implementation

| Parameters [ RSSI Value |

ThreSmaz 15

Thresmn 5 nels being scanned. Between two scan subphases, there
o 5 is a50ms interval left for the wireless station to send and
B 2 receive data frames. ConsideridgaxChannelTime is
A 2 about40ms and the switching channel overhead is a few

milliseconds, it takes abodi0ms to scan one channel. If
we set group size to, the duration of the discovery phase
with various signal coverage conditions. We have testedin our smooth handoff is about x (50ms+50ms) ~ 1.1s.
the scenario that the wireless station moves to places where
all nearby APs’ signal qualities are poor and the threshold
adjusting function is activated. Due to lack of space, we
present the experiments conducted in the testbed only. For
the experimental results of the realistic network, please re- The purpose of this experiment is to evaluate the perfor-
fer to [4]. mance of different handoff schemes in terms of packet loss
and delay. The wireless station sends out an ICMP echo

5.2 Delay & Loss Measurement

Campus
Network

Remote Host

Wireless Station

— B

Figure 5. The testbed network

request message to the gateway machine exeryillisec-
onds. When an echo reply message from the gateway ar-
rives at the wireless station, the arrival time and the mes-
sage sequence number are recorded. The packet delay is
half of the round trip time. The gap between the sequence
numbers of two successively arriving echo reply messages
indicates the number of lost packets. We have conducted
the experiments of full scan handoff, smooth handoff, and
greedy smooth handoff. There are two handoffs in each ex-
periment and we use the same threshold to trigger the dis-
covery phase. We will first discuss one typical experiment

instance for each handoff scheme. Then the average expri-
mental results are presented in Table 2.

The experimental results of the automatic handoff by the
wireless card firmware are also presented, although it is un-
fair to compare the software-based handoff schemes with

Figure 5 shows the testbed network. The two APS onthe e firmware-based handoff, since the software implemen-
left side work on channdl. The AP, and AP, on the right tation always has more overheads.

side work on channell. The left-side APs are far away

from the right-side ones, so the wireless station needs to do

handoff when moving between them. This network has thes5 2.1  Full Scan Handoff

main feature of the cellular network infrastructure, i.e. the

wireless station can always make a choice between two can- In this experiment, thévandoffddaemon samples the

didate APs after the discovery phas@pen authentication  current AP’s RSSI. If the RSSI is lower than threshold

is used for layer-2 authentication. Thewer savingnode Thres, the wireless station uses a consecutive full scan to

is disabled during the experiments. So the AP will not cache discover all nearby working APs.

frames destined to the wireless station. Figure 6(a) and Figure 7(a) plot the packet loss and de-
The gateway machine and all APs are connected to alay. We can see that the loss and delay demonstrate a burst

high speed ethernet switch. The gateway connects thecharacteristic during handoff. This is because the wireless

testbed network with the campus network. A laptop card scans all channels without interuption, it cannot send

equipped with a LinkSys WPC 11 PCMCIA card is the mo- or receive any data frame for a long time. During handoff,

bile station. The driver is our modified version of HostAP the maximum delay can B50ms and there are6 delayed

0.2.5, compiled for Linux kernel 2.4.26. packets during the two handoffs. Forty packets are lost and
We configure the group size to bein our handoff all of them are consecutive losses. The maximum consec-

schemes. In the following experiments, we do not delib- utive loss is10 packets. When there is no handoff, most

erately choose the order in which the channels are scannedoackets have delay less tham.s and no packet loss occurs.

5.1 Testbed Setup
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Figure 6. Packet loss in different handoff schemes
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Figure 7. Packet delay in different handoff schemes

5.2.2 Smooth Handoff
Table 2. Average results of different handoff

In our smooth handoff, a high threshold is used to proac-
tively start the discovery phase. The thresholds in full
scan handoff and smooth handoff are set to the same value

experiments

(Thresma: = 15), in order to compare them in the same A Total tOSt Maﬁ Burst M?X
scenario. We scan one channel in each subphase to fully Scheme | Packet | Packetloss Delay
demonstrate the feature of our smooth handoff. FullScan| 50.3 15.2 384.4ms
Figure 6(b) and 7(b) plot the results in this experiment. zTechc i'g ig gg-;mz
Both ket | n | re | han th in the full . : i
oth packet loss and delay are less than those in the fu ST 546 5> 105 2ms

scan handoff experiment. There are otilgackets lost and
the maximum latency is less thafims. Thirty-five packets

are delayed during two handoffs. Our smooth handoff hasj, this experiment works on channel 6 and the other one
more delayed packets than the full scan handoff, which isyorks on channel 11. Only 6 channels are scanned during
consistent with our analysis in Section 3.3. the first handoff. For the second handoff, all 11 channels

are scanned before the station discovers the AP working on

5.2.3 Greedy Smooth Handoff channel 11.

. Figure 6(c) and 7(c) show the results of one experlment5_2_4 Firmware-based Handoff

instance. As the greedy smooth handoff scans less chan-

nels than the smooth handoff, there abedelayed packets, Firmware-based handoff is the original handoff con-

which is less than that in smooth handoff experiment. The trolled by the wireless card firmware. It can be deemed as
number of lost packets here is 3 and the maximum delaythe hardware implementation of the full scan handoff algo-

observed in this experiment is abolitms. There are less
delayed packets during the handoff4fts than the hand-
off at 90s in Figure 7(c). That is because one access point handoff occurs. There afd packets lost anél packets are

rithm. Figure 6(d) and 7(d) plot the results of one exper-
iment. The packet delay can be more tha®ms when
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Figure 8. Packet interarrival time in VoIP experiment for different handoff schemes

delayed during the two handoffs. We can also see that therewvired machine connected to the campus network is the re-
are 6 individual losses before a consecutive 4 packets losseiver, as shown in Figure 5. We consider the situation that
in the first handoff. The 6 individual lost packets represent the wireless station is a speaker and the wired station is a
that the current AP’s signal quality has degraded, but thelistener. The wired station records the interarrival time of
wireless station still connects to that AP. Theonsecutive  all UDP packets. The packet interarrival time in each ex-
lost packets represent the period when the wireless statiorperiment is plotted in Figure 8. The vertical dashed lines

is doing handoff. in those figures indicate when handoffs occur. The average
number of packet losses is shown in Table 3.
5.2.5 Comparison of Handoff Schemes The maximum packet interarrival time in the full scan

] . handoff experiment is about)0ms. That is to say the
The above experiments have been repeated for 10 time,andoff causes about one second silence period in the VoIP

and Table 2 shows the average results. We can see thadession. While Figure 8(b) and Figure 8(c) show that the

the smooth handoff and gregdy smooth handoff can signifi- gm00th handoff and the greedy handoff do not cause much
cantly reduce the accumulative packet loss and the consecuygitional fluctuation to the packet interarrival time. Only

tive packet loss. The full scan handoff is used to emulate the, o 3 packets are lost during handoff, as we can see from
firmware-based handoff. They both probe channels contin-Tapje 3. Figure 8(d) plots packet interarrival time in the
uously, so packet delay and loss demonstrate the same pafimyare-based handoff. We can see that it shows the same
tern. The firmware-based scheme has better performanc%attem as the full scan handoff experiment.
than the full scan handoff because hardware solution has
less overhead than software solution. Therefore, it can be
expected that if our handoff schemes are implemented by
hardware, the packet loss and delay can be further reduced.

5.4.1 Thresholds Triggering Discovery Phase

5.4 Impact of Algorithm Parameters

Table 3. Packet losses during handoff in To proactively start the discovery phase in our handoff
voice traﬁice experiment schemes, a high RSSI threshold is used to trigger the dis-
covery phase. This experiment is to demonstrate how the

Thresmaq, parameter affects the performance of our hand-
Handoff [ Full Scan| Smooth| Greedy[ Firmware off schemes.

losses | 30 | 3 [ 2 [ 9 The wireless station generates ICMP echo request mes-
sages to the gateway machine and records the reflected echo
reply messages. The packet generating rate is one packet
5.3 VoIP Traffic Experiment every50ms. We setl'hres,,q, to four different RSSI val-
ues,5, 10, 15, and20. We have conducted this experiment
This experiment is to evaluate performance of our hand- for 10 times. Table 4 shows the average number of packet
off schemes for audio stream traffic. We use sniffer tools losses in handoff when settilhres,, . to different val-
to capture all the UDP packets from the the speaker to theues. The threshold can greatly affect the performance of our
listener in al00-second VoIP session generated by the Net- handoff schemes. In order to have the full advantage of our
Meeting software. We replay the captured packets in this handoff schemes, we should use a high threshold to make
experiment when using four handoff schemes alternately. Asure that the discovery phase is proactively started.




Table 4. Average packet losses in different
thresholds experiments

Handoff | Thres | Thres | Thres | Thres
Scheme =5 =10 =15 =20
Smooth 20.5 4.8 3.5 3.1
Greedy 16.3 3.2 2.3 1.8

5.4.2 Channel Group Size

cally adjust the threshold triggering the handoff. Our hand-

off schemes are staightforward and easy to deploy. They
do not require any change to the AP side. We have imple-

mented our handoff schemes using commodity 802.11 de-
vices. Experimental results show that our handoff schemes
have considerable improvements in terms of packet delay
and loss. They can effectively make the handoff impercep-
tible to applications.
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