AN EXPLICIT BOUND ON DOUBLE EXPONENTIAL
SUMS RELATED TO DIFFIE-HELLMAN
DISTRIBUTIONS

MEI-CHU CHANG AND CHUI ZHI YAO

ABSTRACT. Let p be a prime and V an integer of order ¢ in the
multiplicative group modulo p. In this paper, we give an explicit
bound on the double exponential sums. For p%H <t< p%, we
have

t
Sape(t) = Z ep(aV® +bVY + V™) « +2— 1o .

z,y=1
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1. INTRODUCTION

The Diffie-Hellman Key exchange algorithm [DH] is the first
practical public key cryptosystem published and it remains one of the
cornerstones of modern crytography to date. The algorithm is a sim-
ple, but ingenious way for two parties to establish a common secret
key over an insecure channel. The security of this algorithm is based
on the assumption that certain desirable properties are possessed by
the Diffie-Hellman triples (V* V¥ V*) where V is an integer of mul-
tiplicative order ¢t modulo p > 3 that is V* # 1(modp), x = 1,...,t — 1,
Vi = 1(modp). It has been shown in [CFS] and then improved in
[CFKLLS] that such triples are uniformly distributed in the sense of
H. Weyl when z,y = 0,...,t (See [W] for details on this notion of
uniformly). Although such results do not guarantee the security of the
Diffie-Hellman key, are nevertheless very desirable since it provides ev-
idence that Diffie-Hellman cryptosystem can withstand statistic-based
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attacks. On the other hand, studying the distribution of these triples
via finding bounds on double exponential sums is a very natural and
attractive number theoretic question. Various other applications and
generalizations of the exponential sums bounds and related results of
[CFS] and [CFKLLS] can be found in [BCFS], [FHS], [FKS], [BFKS],
[FLS], [FLLS], [FS] and [S].

In this paper we continue the study of double exponential sums re-
lated to the Diffie-Hellman triples (V*, V¥ V*¥) as initiated in [CFS].
For integers a, b, ¢ we define the following exponential sums

t
Sape(t) = Y ep(aV” + VY 4 V™),

z,y=1

where

We obtain an explicit bound on sums S, ;.(t) by studying slightly dif-
ferent sums
t

Sact) =)

y=1

t

Zep(avx + V)

r=1

for which obviously ‘ga,b,c(t)‘ < S,.¢(t). An estimate of the sums S, .(t)

obtained in [CFS] was improved and generalize by [CFKLLS]. It had
been shown in [CFKLLS] that S, .(t) < t°/3p'/* for t > p*/4*+¢ and they
posted as an open question to find an estimate of the sum for ¢ in a
lower range. In response to their open question, Bourgain [B] obtained
a bound of the sum that was nontrivial for ¢ > p°. Although his bound
S,c(t) < 1279 was not explicit in the sense that there was no clear
relationship between ¢ and 6, his estimates remained nontrivial over
remarkably short intervals. At about the same time, Garaev [G] was
not only able to improve the bound obtained in [CFKLLS] but more
importantly he was able to extend the range. His bound S, .(t) <
t7/4pl/8+¢ was nontrivial beginning with ¢ > p'/2*¢ and was better than
the previous estimate. In this paper, we are able to give an explicit
bound on the range beginning with ¢t > p'/3*¢. Although our bound
is not as sharp as Garaev’s estimate contains in [G] nor our applicable
range is as wide as Bourgain’s in [B], we are able to give an explicit
bound that will work in the range that was not covered by any explicit
bound so far.
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2. LEMMAS

Our bound on the exponential sum S, .(f) relies on the following
lemmas. Each lemma is used to prove the subsequent lemmas or to
prove our main result. Our first lemma is a simple identity which is a
basic tool for using exponential sums in the study of different problems
module m, but we state the lemma here only for case p is a prime.

Lemma 1. For any integer u,

1

hS]

- | p, if u=0(modp),
/\Oep()\u) N { 0, if u# 0(modp).
The next lemma is a generalization of lemma 1 to elements in finite
fields ]Fg.

For d > 2, Fl =T, x...xF, and we identify F,with {0,1,...,p — 1}
Furthermore, for y = (y1,...,v4), * = (21, ..., 2q) € ]Fg, we denote

d
-y = Z%?Jz
i=1

Lemma 2. With the above notation and for an arbitrarily fixed element
7 of F ¢, we have

p’
. d if y; = Omod p Vi,
E ep<$'y>—_{% fy p

otherwise.
zng

Proof. Note that if y; = Omod p for each 7, then z - y = 0 mod p and
>_elw-g) =) 1=p"
x€Fd x€Fd

Otherwise, there exits an ¢ such that y; # 0.
Without loss of generality, we may assume y; # 0, then

Zep(l" g) = Zep(zl’iyi)

zelFg zefd =1
= Zep(xlyl) rCp (Taya)
zeFd
p—1 p—1

= Zep (Taya) - -- Zep (z191) -

deO x1=0
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p—1

Applying Lemma 1 to the quantity > e, (x1y1), gives us the desired
x1=0

result. U

We let h : IFZ —— C and we denote

by = D 1h@)* ] - (1)

z€Fd

Lemma 3. With the above notation and if f, g : ]Fg — C, then

> F@a@en(z - v)| <p2 [ £1l; llgll, -

z,yckd

Proof. Note that | 3. f(x)g(y)ep(z-y)| = | X f(x) X2 g(y)ep(a - y)' :
z,yclFd zeFg yerd
To prove the lemma, we first apply the triangle inequality and then

apply the Cauchy Schwarz inequality:

> f@)gWep(z - y)

z,y€Fd

< S 1@ | gweple - v)

z€Fd y€Fd
: 2\ 4
2
< D 1f(@) D gwepla-y)
zeFd z€F¢ |yelFd

N[

=Ifls | D 9n)aly2) D eplz- (v — )

y1,y2€FY zelfg
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Finally, we apply lemma 2 to the quantity ) e,(z - (y1 —y2)) to

xeng
obtain
1
2
Zf yep(x - y)| < | fll, dZ|9 2
x,yckd yeFrd
d
=p2 || flly lglly,
which is the desired result. O

The next lemma is a generalization of Lemma 2 to multiplicative
subgroup of (]F;)d, but first we define the following notations.

Let ke N, H < (F;)d with ’F[‘ = H and we denote

3k 4k
Uyl = '{(:131,...,:104k c H* . Zx — le— Z T — Z xz}‘

i=k+1 i=2k+1 i=3k+1
(2)

Moreover, we let x = ( z1,....,24),y = (Y1,--,Ya),2 = (21, ..., 24) €

H and denote
d
-y z= Z%yzzz
i=1
Lemma 4. With the above notation and if x € H and b € (F;)d, then

> ey (b 2)| < H Epsia (uge) 57

zeH

Proof. Note that for any fixed element y of H,

Senlb-a) =3 ey by,

xefi meﬁ
Define

S = Zep(b-x) :

zeH

Then,

:—ZZepbxy).

yEH zeH
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To prove the lemma, we first apply the Holder’s inequality to the
right hand side with ¢ = 2k to obtain

1

2k\ 2k
1 _1
S<gHTE DD ebay)
yefi er
1
2k\ 2k
= | ety | (3)
yeﬁ :pefi
2k
Next, we will bound the quantity > | > e, (b-x-y)| by again ap-
yéﬁ xeﬁ
plying Hoélder’s inequality with ¢ = 2k.
Note,
2k
> |2y
yefi mefi
_Z Z ep(b-y- (w14 +xp — Ty — - — Top))
yeH 1, xon€H
k 2k
S VA (R 0 S P )
x1,. . won€H |yeH i=1 j=k+1
ok\ 3%
1 k 2%k
<(EH Y ey (Yn- X
w1, wop€H |yl i=1 j=k+1
1
2k
k 2k k 2%
|5 (o (S D) (- 30
@1, wop€H i=1 j=k+1 i=1 j=k+1
Y1,...Y2k

Now, we combine the above bound with (3) to obtain

_1_
4k2

S<H | Y €p<b'<§;yi_ i%)(éx_ ix]))

x1,. . won€H J=k+1 J=k+1
Y1,... Y2k

(4)
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Furthermore, we define

k 2k
{($1,...,I2k)€ﬁ]2kizxi— Zx]:g;} ,
i=1

j=h+1

f(z) =

and

k 2%
[ (by) = |{(y1,...,y2k) E]:I%:Zb-yi— Z b-yj:b-y}‘.

i=1 j=k+1
Also, by (1) and (2), we have
1B = 3 1) =
zefd

With the above notation we can express (4) as follows,

1
4k2

S <H'"H [ S f@)fb-y)ep(b-a-y)

Finally, we apply Lemma 3 to the right hand side of the above equal-
ity to obtain

s < (o)

1
— H ke (|| f]2) %

which is the desired result. O

3. MAIN THEOREM

Theorem 1. Let a,c be integers that are coprime to p. Let 6 > 0 and
0 € Ty with ord (0) =

pr?%J“‘s <t< pzl, then for each ¢ in the interval (0, %] , there exits
a positive even integer r such that
t

Zep (al” + c0™)

=1

i 91
<L t7 20r42003

-3

y=1

Proof. Let H = H, = {(6%,6™) :x=1,...,t} < (IF;)Z.
As before, we denote (a,c) - (6%,6%Y) = ab® + ch*Y.
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t

Zep(aex + cO™Y)

r=1

To prove the theorem, we apply Lemma 4 to the quantity

with d =2, r =2k, b = (a,c) and x = (0*,0™).
We obtain,

2 1 1
<t pi? (ug, (y))

t
Zep (ab” + c6™)

r=1

where

S (@ mey) € {1 T 0T e 0T = 0T
uar (y) = and YT 4 ... QYT = QYT L. 4 QYT

Furthermore, we note that for r € 2N, p_1t2T720j20r2 > 0. We let
r
- 5
© T 90— 202 (5)
then
t t
Sac(t) =D D ep(ab” + cb")
y=1 [z=1
1 1 ¢
2 L
< > T E )T+ DY D eplad” + ™)
1<y<t 1<y<t z=1
ugr (y)<t2r—cp=! uzr (y)>t2r—ep=!
t
1
<SR (e p ) P ot
y=1
=t f o, (6)
where

v = Hy s ugy (y) > tQT’Epfl}‘ .
Next, we define

(xla "'7$2T7y) € {L cee >t}2r+1 DO A 0T =0T 07 (*)
and QY% ... 4 QYT = QYTr+1 ... QYP2k (**) )

Then since T > vt ~p~!, we have v < Tt~ *p.
Furthermore we write
r-y

ze

T =

where
Q={z=(21,....72,) € {1,... 1} - T satisfy ()},
T =H{y=1,...,t}: ysatisfy (xx)].
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Now we will bound |Q2] by applying the bound (7) and Konyagin’s

bound on

t
S e, (j67)| (see Theorem 6 in [K]) for ¢ > p3t9 to obtain
=1

2r

Zep (")

r=1

124
€ = ];Z

j=0

IN
|
+
=
IS
"

B t27‘ t27’
D p2167“
t21"

< —.

p

Next, we will bound T3 by following the same argument as in [CFKLLS] .

Let 6 = g™ where m = p%l and ¢ is a primitive root of F*.

To bound 7%, we need to bound the solutions in y = 1,...,¢ of the
equation

gV e g = g 4 @Y with by = ma.

The number of these solutions is equal to %, where N is the number
of solutions in 2 € F of the equation

Zkl_’_,,,_’_zkr:Zk'qul_jr__,,_}_Zk?T'

Apply Lemma 7 of [CFKLLS] with n = 2r,7; = k; and a1 = -+ =
CLT: 1 —= _a/’l‘—I—l — ... = _a2r‘
We have N <« pl_rlleﬁ where D = min max (k; — k;,p— 1) =
1<i<2r j#i
m min max (z; — x;,p—1).

1<i<2r ji
1
Hence, Ty < =) (21, wo)2 =1 with D (21, x9,) = minmﬁux (x; —x;,1).
i jAi
Thus,
T= T <Y t"==p@ 1 =t""57Y D(@)7 .
TEQ TEQ TeQ

Then, we follow the same argument as in [B] to bound 7.



10 MEI-CHU CHANG AND CHUI ZHI YAO

9

Lethﬁuﬁwhereﬁz{sz(E)Stlo

T = ZTE+ ZTE

TeQ 7€Q

}andﬁz Q\ Q then

_1
< |Qt" =z <t%)”‘1 + ‘ﬁ‘t

1

= Q| ¢ PeeD 4 ‘ﬁ’ t.

Since |Q] < 2%, we have

2o 1 ~
7 <o pwien 4 ol
p

e S \f’z( . (7)

Next, we will apply Bourgain’s bound on ‘ﬁ‘ (see [B]) for which

D (%) > tio.
With » = @ in Bourgain’s bound, we have

"{z‘ <%, (8)

Next, note one can easily check that if p%” <tandd > %,

then

t2r+1—ﬁp—1 > ts?jﬂ. (9)

Note it is clear that when r > 8 the expression on the right hand
side is less than zero. Thus, one may choose r = 8 for any ¢ in (0, %}

and recall that p%+5 < t is part of our assumption.
Now we combine the bound (7), (8) and (9) to bound 7.

T<<t2”+1’ﬁp’1+t‘@‘ <<t27"+1’$p’1+t%“ <<t2r+1’ﬁp’1. (10)

Next we apply (10) the bound for T to the inequality v < Tt~%"p
to obtain a bound for v.

v< Tt p < (t”“‘ﬁp‘l) {572y = Lt
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Then we apply the bound of v to (6) and we have

to| ot
Sac(t) = Z ep(ab® + ™)
y=1 [z=1
<tTE4tew

< g
2 $2+te— g5,
<7,
Substituting (5) to the above inequality gives us
S (t) < 27 T35
Finally, we substitute » = 8 in (11) to obtain the desired result. [

Theorem 1 and the inequality Sa,b7c(t)‘ < S,.c(t) imply the following

Corollary.

Corollary 1. Given p > 3 and V € Z of multiplicative order t mod p,
ifps 0 <t <p2, then
t

max  [Supe(t) = Z ep(aV® + VY + V)| <« 2~ o400 |

gad(a,b,c,p)=1
z,y=1
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