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Streaming algorithms for the missing item finding problem

Manuel Stoeckl*

Abstract

Many problems on data streams have been studied at two extremes of difficulty: either
allowing randomized algorithms, in the static setting (where they should err with bounded
probability on the worst case stream); or when only deterministic and infallible algorithms are
required. Some recent works have considered the adversarial setting, in which a randomized
streaming algorithm must succeed even on data streams provided by an adaptive adversary that
can see the intermediate outputs of the algorithm.

In order to better understand the differences between these models, we study a streaming
task called “Missing Item Finding”. In this problem, for r < n, one is given a data stream
ai,...,a, of elements in [n], (possibly with repetitions), and must output some x € [n] which
does not equal any of the a;. We prove that, for r = n®M and § = 1/poly(n), the space
required for randomized algorithms that solve this problem in the static setting with error § is
O(polylog(n)); for algorithms in the adversarial setting with error &, ©((1 + 72 /n)polylog(n));
and for deterministic algorithms, ©(r/polylog(n)). Because our adversarially robust algorithm
relies on free access to a string of O(rlogn) random bits, we investigate a “random start” model
of streaming algorithms where all random bits used are included in the space cost. Here we find
a conditional lower bound on the space usage, which depends on the space that would be needed
for a pseudo-deterministic algorithm to solve the problem. We also prove an Q(r/polylog(n))
lower bound for the space needed by a streaming algorithm with < 1/2P°l log(n) error against
“white-box” adversaries that can see the internal state of the algorithm, but not predict its
future random decisions.

1 Introduction

A streaming algorithm is one which processes a long sequence of input data and performs a com-
putation related to it. In general, we would like such algorithms to use as little memory as possible
— preferably far less than the length of the input — while producing incorrect output with as low a
probability as possible. For some problems, there is a space-efficient deterministic algorithm, which
works for all possible inputs; but many others require randomized algorithms which, for any input,
have a bounded probability of failure.

In the adversarial setting| |, one considers the case where a randomized algorithm is
processing an input stream that is produced in real time, and furthermore the algorithm continually
produces outputs depending on the partial stream that it has seen so far. It is possible that the
outputs of the streaming algorithm will affect the future contents of the input stream; whether by
accident or malice, this feedback may yield an input stream for which the randomized algorithm
gives incorrect outputs. Thus, in the adversarial setting, we require that an algorithm has a bounded
probability of failure, even when the input stream is produced by an adversary that can see all past
outputs of the algorithm.
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The extent to which an algorithm is vulnerable to adversaries depends critically on the use of
randomness by the algorithm. If, given a randomized algorithm that has nonzero failure probability
on any fixed input stream, an adversary somehow manages to determine all the past and future
random choices made by an instance of the the algorithm, then the adversary can determine a
specific continuation of the input stream on which the instance fails. Algorithms that are robust to
adversaries often prevent the adversary from learning any of their important random decisions, and
ensure that the decisions which are revealed do not affect the future performance of the algorithm.
For example, | | mentions a sketch-switching method in which a robust algorithm maintains
multiple independent copies of a non-robust algorithm; it emits output derived from one non-robust
instance until it reaches the point where an adversary might make the instance fail, at which point
the algorithm switches to another instance, none of whose random choices have been revealed to
the adversary yet.

Recent research has introduced models with requirements stronger than adversarial robustness.
In the white-box streaming model| ], algorithms must avoid errors even when the adversary
can see the current state of the algorithm (i.e, including past random decisions), but not future
random decisions. In the pseudo-deterministic model[ |, streaming algorithms should with
high probability always give the same output for a given input; such algorithms are automatically
robust against adversaries, because (assuming the algorithm has not failed) the outputs of the
algorithm reveal nothing about any random decisions made by the algorithm.

In order to better understand the differences between all these models, we study a streaming
problem known as Missing Item Finding (MIF). This problem is perhaps the simplest search prob-
lem for data streams where the space of possible answers shrinks as the stream progresses. For
parameters r < n, given an data stream aq,...,a, of length r, where each element e; is an integer
in the range [n], the goal of the MIF(n,r) problem is to identify some integer x € [n] for which, for
all i € [r],  # a;.

This problem is of interest because it has significantly different space complexities for regular
randomized streaming algorithms, adversarially robust streaming algorithms, and deterministic
streaming algorithms. Surprisingly, our adversarially robust algorithm when r = v/n needs oracle
access to O(y/n) random bits, but only O(logn) random bits of mutable memory. One of the
main open problems left by our work is whether this is necessary. Our white-box model lower
bound shows that the algorithm must make at least some random decisions that remain hidden
from the adversary, and a conditional lower bound shows that, if the pseudo-deterministic space
complexity of MIF(n, /n) is Q(,/n), then the robust algorithm actually must use Q(n'/4) bits of
space, including random bits.

1.1 Our results and contributions

Our results — a series of upper and lower bounds for space complexities of MIF(n,r) in various
different models are given in Table 1. For a more precise description of the models and of what
guarantee exactly J is associated with in each case, see Section 3.

We shall highlight some of the more novel results in what follows:

e Our adversarially robust algorithm for MIF(n,r) uses its oracle-type access to random bits
to keep track of a list L of outputs that it could give. At each point in time, Algorithm 3
outputs the first element of L which is still available. An adversary can choose to make the
algorithm move to the next list element, but it cannot reliably provide an element from L
that it has not yet seen. For the algorithm, switching to the next list element is easy — it
just increments a counter — but keeping track of future intersections between the L and the



Model Lower bound Upper bound Source
: log(1/9) log(1/9) : log(1/9)
Classical Q( Tog(n) T (logn)(lJrlog(n/r))) min(r, log(n/r)) Thm 5, Thm 6
if o6 >1/n"
Adv. Robust Q(% +log(1 —9)) O(min(r, (1 +2Z +1n ) Thm 7, Thm 8
logr))
Zero error % Q(%) O(min(r, (1 + %) log ) Thm 9, Thm 10
Deterministic | Q(/r + W) O(yrlogr + %) Thm 11, Thm 12,
White box Q(r/(ogn)*) if § < 1/nOlon) (see deterministic) Thm 13
Random start | Q(y/r/ polylogn), assuming O((/7 + 1% /n)logn) Thm 16, Thm 17
Pseudo-deterministic algs require
Q(r/ polylog n) bits

Table 1: Table summarizing the upper and lower bounds on the space complexity of
algorithms for MIF(n, ) in various models. ¢ is the worst case error — see Section 3 for
what this means in the different models. x: Unlike the other models, the complexity
bounds for the zero error case are defined using of the expected algorithm space usage,
not the worst-case space usage.

stream requires that it record each intersecting element; fortunately, even with an adversary
there will not be too many such intersections.

Our deterministic algorithm for MiF(n,r) uses the (missing-) pigeonhole principle multiple
times, and stays within a factor logr of the space lower bound. Algorithm 4 proceeds in
several stages; in each stage, it considers a partition of the input space into a number of
different parts, and maintains a bit vector keeping track of which part contains an element
from the stream that arrived in the current stage. When there is exactly one part left, the
algorithm remembers that part, discards the bit vector, and moves on to the next stage and a
new partition of the input space. With suitably chosen partitions, the intersection of all the
remembered parts from the different stages will be nonempty and disjoint from each element
of the stream. The algorithm then reports an element from this intersection.

Our white-box lower bound proof establishes an adversary that samples its next batch of
inputs using a distribution v over [n] which is chosen so that the algorithm will also produce
outputs distributed according to v. This is done using recursive applications of Brouwer’s
fixed point theorem: for example, at the base level, we can use it because the map from the
distribution on [n]| out of which the remaining input elements are sampled, to the distribution
of the final algorithm output, is a continuous map from the space of distributions on [n] to
itself. Note that if v picks some element with probability > 2/3, then the algorithm will also
output that element with probability > 2/3, leading to a > 1/3 chance that the algorithm
incorrectly emits an output that it received in the stream. We then show that, if a white
box algorithm using less space than our lower bound exists, then said algorithm will fail with
>1/ 20((logn)?) probability. This follows by an inductive argument which shows that, at any
point in the stream, either the algorithm will make a mistake with significant probability, or
there is a large enough chance that the next distribution which the adversary picks will be



more “concentrated” than before, as measured by an £, norm for a value of p slightly larger
than 1. As distributions cannot be infinitely “concentrated”, it follows that the algorithm
will eventually make a mistake with some low probability.

e Our conditional lower bound proof for the “random start” model, relies on the observation
that at a given point in the stream, either the adversary is able to provide an input where
it learns a lot about the initial random bits of the algorithm, or the algorithm, because it
reveals very little about its internal randomness, also must consistently produce the same
output at some point, in response to the same input. We can use this behavior to construct
a pseudo-deterministic algorithm which works on a shorter input stream.

The rest of this paper is organized as follows. Related work is described in Section 2. Detailed
descriptions of the models for streaming algorithms are given in Section 3. Sections 4 through 9
contain the main results of this paper, organized according to the rows of Table 1; they can be read
in any order.

2 Related work

The Missing Item Finding problem appears to have been first studied by [ ]. While they
primarily consider the problem of finding a duplicate element in a stream of m > n elements chosen
from [n], most of their results also apply to MIF(n,n — 1). For example, their multi-pass duplicate
finding algorithms can easily be translated to multiple pass algorithms to find a missing element.
Their main results also hold: they find an deterministic streaming algorithm for MIF(n,n — 1)
using O(logn) bits of space must make 2(logn/loglogn) passes over the stream, and claim that a
single-pass deterministic algorithm for MIF(n,n — 1) requires at least 2" — 1 states.!

A variation on the Missing Item Finding problem, that forbids repeated elements in the input

stream, was briefly studied in the first section of | ]. The paper mentions that for any k > 1,
on a stream encoding a subset of [n] of size n — k, it is possible to recover the remaining k elements
with a sketch of size O(klogn). The paper [ | also briefly mentions a variant of Missing

Item Finding to illustrate an exponential gap between space usage for regular randomized and
adversarially robust streaming algorithms. For the problem where the stream can list any strict
subset S of [n], and one must recover a single element not in S, they observe that there is a
randomized algorithm which uses an Lg-sampling sketch to solve the problem in O((logn)?)) space;
but any adversarially robust algorithm that succeeds with high probability needs €2(n) bits.

If we were to extend the Missing Item Finding problem to turnstile streams, then we would end
up with something opposite to the “support-finding” streaming problem. In the support-finding
problem, the algorithm is given a turnstile stream of updates to a vector z € Z[: on querying the
algorithm, it must return any index i € [n] where x; # 0. | | find that this problem — and
the harder Ly sampling problem, where one must find a uniformly random element of the support
of x — have a space lower bound of (min (n, log % (log W)Q)). This is close to [ I’s Lo
sampling algorithm which uses O(log %(log n)?) bits of space.

The paper | | studies a two player game that is similar to Missing Item Finding. Here there
are two players, a “Dealer” and a “Guesser”: for each of n turns, the players simultaneously do
the following: the Dealer chooses a number from [n] that it has not picked so far, and the Guesser
guesses a number in [n]. The goal of the Guesser is to maximize expected score, the number of
times their number matches the Dealer’s choice; the Dealer tries to minimize the score. The paper

' As Algorithm 1 uses exactly 2"~ states for MIF(n,n — 1), the value 2™ — 1 may be a typo.



proves upper and lower bounds on the expected score, for a number of scenarios. Notably, a Guesser
that is limited to remember only m bits of information can do much better against a static Dealer
(that chooses a hard ordering of numbers at the start of the game) than against an adaptive Dealer
(that may choose the next number depending on the guesses made by the Guesser.) For example,
m = O((logn)?) suffices for an expected score of Q(logn) against a static Dealer, but there exists
an adaptive Dealer which limits any Guesser’s expected score to (14 0(1)) lnm + O(loglogn). The
objectives of the Guesser and Dealer are similar to those of the algorithm and adversary in Missing
Item Finding: the Guesser tries to avoid, if possible, guessing any value that the Dealer has revealed
before; while the Dealer tries to ensure the Guesser chooses that the Dealer had already sent before.
However, unlike Missing Item Finding, the Dealer-Guesser game requires that numbers dealt never
be repeated and that all numbers be used, which makes it much easier to identify a number that
will be dealt in the future.

In the Mirror Game of | ], there are two players, Alice and Bob who alternately declare
numbers from the set [2n]. The players lose if they declare a number that has been declared
before. Since Alice goes first, even if Bob can only remember O(logn) bits about the history of
the game, Bob still has a simple strategy that will not lose. On the other hand, | | prove that
in order for Alice to guarantee a draw against Bob, they require £2(n) bits of memory. If a low
probability of error is acceptable, | ] provide a randomized strategy for Alice with O((logn)?)
bits of memory that draws with high probability — but this requires oracle access to a large number
of random bits, or cryptographic assumptions. | ] and | ] ask whether there is a strategy
using O(polylogn) bits of memory and of randomness. (Again, the objective of Alice in this game
is quite similar to that of the algorithm in Missing Item Finding — but numbers are never repeated,
and all numbers in [2n] are used by the end of the game.)

The problem of constructing an adversarially resilient Bloom filter is addressed by | ]. Here
one seeks a an “approximate set membership” data structure, which is initialized on a set S of size
n, and thereafter answers queries of the form “is x € S” with false positive error probability e. An
implementation of this structure is adversarially resilient if the false positive probability of the last
element in the sequence is still < e when the adversary chooses the sets S, and adaptively chooses
the sequence of t elements to query. In addition to lower and upper bound results conditional on
the existence of one-way functions, [ ] find a construction for an adversarially resilient bloom
filter using O(nlog1/e + t) bits of memory.

There are many papers on the topic of adversarially robust streaming. Among them, we mention
[ |, who prove that linear sketches on turnstile streams are not, in general, robust against
adversaries. | | find that algorithms based on finding a representative random sample of
the elements in a stream may need only slight modification to work with adaptive adversaries;
[ ] establish general methods to convert streaming algorithms with real valued output
that are not robust against adversaries to ones which are, in exchange for an increase in space
usage. | | improve on the space tradeoff of this result by using differential privacy. | ]
improve the space/approximation factor tradeoffs for adversarially robust algorithms on tasks like
F}, estimation.

The thread of finding separations between the space needed for classical streaming and for
adversarially robust streaming has been pursued by [ ], who construct a problem whose
classical and adversarially robust space complexities are exponentially separated. [ | mention
that this also holds for the variant of Missing Item Finding mentioned above, and prove a separation
for the adversarially robust space complexity of graph coloring on insertion streams.

Pseudo-deterministic streaming algorithms were first studied by | ]; the paper finds a
separation between the classical and pseudo-deterministic memory needed for the task of finding a
nonzero entry of a vector given by turnstile updates from a stream, among other problems. While



it is not a streaming task, the Find1 query problem — in which one is given a bit vector x with > 1/2
density of ones, and must find an index ¢ where x; = 1 by querying coordinates — has been found to
require significantly more queries in the pseudo-deterministic case than in the general randomized
case | |

Streaming algorithms robust against white box adversaries were considered by | ]; they
rule out efficient white-box adversarially robust algorithms for tasks like F}, moment estimation,
while finding algorithms for heavy-hitters-type problems. They also show how to reduce white-
box adversarially robust algorithms to deterministic 2-party communication protocols, where lower
bounds may be easier to prove.”

The Missing Item Finding problem has connections to graph streaming problems. Just as the
Lg-sampling problem has been used by streaming algorithms that find a structure in a graph,
behaviors like those of the Missing Item Finding problem appear in algorithms that look for a
structure which is not in a graph. Specifically, the graph coloring problem is equivalent to finding a
small collection of cliques which cover all vertices but do not include any edge in the graph. [ ]
proved that general randomized streaming algorithms can A+ 1 color a graph in O(n) space, where
n is the number of vertices. [ | showed that adversarially robust streaming algorithms in
5(n) space must use at least A? colors for a graph of maximum degree A; and | | proved
that deterministic streaming algorithms using O(n) space must use exp(AQ(I)) colors. The papers
[ | and | | are noteworthy in particular because their lower bound proofs use essentially
the same arguments as this paper’s lower bound proofs for Missing Item Finding. (In fact, our
proof of Theorem 7 was inspired by the | ’s proof, while Theorem 11 was independently
developed.) Because of this, we suspect that this paper’s white box lower bound will have an
analogue for graph coloring.

3 Preliminaries

Notation In this paper, following standard convention, [n] is the set {1,2,...,n}, and ()k() is
shorthand for the set of all subset of X of size k. For a finite set Y, we let AY be the set of all
probability distributions over Y. For 7 a probability distribution over Y, we write o ~ 7% to mean
that o € Y* and each coordinate of a is chosen independently at random according to . For
some x € Y, the distribution 1, is value 1 on y and value 0 everywhere else; drawing a sample
from this distribution will always result in y. The p-norm of a distribution ¢ on Y is written as
ol = (Y iey 0(0)P) Y The notation [t]* gives the set of all sequences of elements from ¢, of any
length. The empty sequence is written €; a sequence s € [t|* may be written as (si, s2,...,Sk), in
which case its length |s| = k. To concatenate two sequences a and b, we write “a.b”. O(z) means
O(z polylog(x)), and Q(x) means Q(x/ polylog(z)),

A simple algorithm While in most cases there are more efficient alternatives, this algorithm
for MIF(n, ) is particularly simple:

ZUnfortunately, for Missing Item Finding, the natural 2-party communication game is AVOID(n,r/2,7/2), whose
deterministic communication lower bound is almost the same as the randomized lower bound. See Section 3.2. In
contrast, our deterministic and white box lower bounds both use O(logn) players/adaptive steps.



Algorithm 1 A simple deterministic streaming algorithm for MIF(n, r)

Initialization:
1: z < {0,...,0}, a vector in {0,1}!"]

Update(e € [n]):
2: if e < r then

Te 1
Query:
4: if 3j € [r] 1 ; = 0 then
5 output: j
6: else
7 output: r 41

3.1 Models for streaming algorithms

We now precisely define the models of streaming computation considered in this paper. We classify
the models by the type of randomness used, the measure of the cost of the algorithm, the setting
in which they are measured, and by any additional constraints.

Randomness A streaming algorithm for MIF(n,r) has a set ¥ of possible states; a possibly
random initial state sipit € X, a possibly random transition function 7 : ¥ X [n] — X, and a possibly
random output function w : ¥ — [n]. The models of this paper will use the following four variations:

1. Random oracle: The initial state, transition function, and output function may all be
random and correlated; i.e, there is a space {2 and random variable R on that space for
which syt is a function of R, and 7(s,a) = f(s,a,R) for some deterministic function f :
Y Xx[n]xQ— X, and w(s) = g(s, R) for some deterministic function g : ¥ x  — [n]. We can
view this as the algorithm having access to an oracle for all of its operations, which provides
the value of the variable R.

2. Random tape: In this case, the initial state, transition function, and output function are
all random, but they are uncorrelated; each step i of the algorithm has associated random
variables R; - and R;,, and all of these variables are independent of each other and of the
initial state sini;. The transition function of the algorithm is 7(s,a) = f(s,a, R; ) for some
f, and the output function is w(s) = ¢g(s, R;) for some g. If the algorithm visits a state
twice, the transitions and outputs from that state will be independent. Intuitively, with this
type of access to randomness, the algorithm can always sample fresh random bits (i.e, reading
forward on a tape full of random bits), but cannot remember them for free.

3. Random seed: Here the initial state sjy;; may be chosen randomly, but the transition func-
tion and output function are deterministic. The algorithm only has access to the randomness
it had when it started.

4. Deterministic: The initial state is fixed, and the transition function and output function
are deterministic.

These variations are listed in decreasing order of strength; the random oracle model can emulate
the random tape model, which is stronger than the random seed model, which is stronger than



the deterministic model. Note that the random oracle model, while inconvenient to implement
exactly due to the need to store all the random bits used, can be approximated in practice, since
a cryptographically secure random number generator can be used to generate all the random bits
from a small random seed.® Of course, if modern CSPRNGs based on functions like AES are
broken, or one-way functions are proven not to exist, then the random oracle model may prove
unreasonable.

Cost measure In this paper, the space cost of an algorithm is the worst case value, over all
possible streams or adversaries, of either the maximum number of bits used by the algorithm, or
the expected number of bits used by the algorithm. The number of bits required is determined by
a prefix-free encoding of the set ¥ of states as strings in {0, 1}*; for most models, we measure the
maximum number of bits used, which is [log|X|]| for the best encoding.

Setting The cost of an algorithm, and its probability of an error, are measured against the type
of inputs that it is given.

1. Static: In the static setting, the algorithm should give an incorrect output, on being queried
at the end of the stream, with probability < &, when it is given any fixed input stream.’

2. Adversarial: In the adversarial setting, we consider the algorithm as being part of a two
player game between it and an adversary; the algorithm receives a sequence of elements
e1,...,e. from the adversary, and after each element e;, the algorithm shall produce an
output o; corresponding to the sequence e1,...,e;. The adversary chooses input e; based
on the transcript og,e1,01,€2,...,0;—1 that has been seen so far. The probability that the
sequence of outputs produced by the algorithm has an error should be be < §, for any
adversary.

3. White box adversarial: This is similar to the adversarial setting, except that here the
adversary chooses the next input e; as a function of the current state s; of the algorithm.
Here, the probability that the algorithm should make a mistake when producing an output
at the end of the stream should be < 6.

Extra constraints A streaming algorithm may be required to be pseudo-deterministic; in other
words, for any input stream o = eq,...,e,, there should be a corresponding output o, of the
algorithm for which the algorithm is considered to have made a mistake if it does not output o,.
In other words, the algorithm should (with probability > 1 — §) behave as if it were deterministic.

A noteworthy constraint which we do not consider in the following set of models, is the require-
ment that the algorithm detects when its next output is not certain to be correct, and if so, aborts
instead of producing the wrong value. Most of the algorithms presented in this paper already have
this property — the one exception, Algorithm 2, can be patched to do so at the cost of an extra bit
of space.

3As the space cost of this seed can be shared between all tasks performed by a computer, we do not account for
it in the space cost estimates for this paper.

4This is a weaker condition than requiring that the entire sequence of intermediate outputs of the algorithm is
correct; however, our lower bounds in static and white-box adversarial settings only require this weaker condition.



Models The models of this paper are described by the following table:

Model Setting Randomness | Cost Extra conditions
Classical Static Oracle Maximum space

Robust Adversarial Oracle Maximum space

Zero error Static Oracle Expected space | § =0

Deterministic Static Deterministic | Maximum space

White box robust White-box adv. | Tape Maximum space

Pseudo-deterministic | Static Oracle Maximum space | Pseudo-deterministic
Random start Adversarial Seed Maximum space

A brief note on the “Zero error” model; this is a special case where the algorithm may be ran-
domized, but is required to always give correct output for any input stream; unlike the deterministic
model, the cost of the algorithm is the expected number of bits of space used by the algorithm. We
include this model because, in many cases, a computer may run many independent instances of a
streaming algorithm, and it is often more important that the instances do not fail than that they
hold to strict space limits. In this scenario, as long as the expected space used by each algorithm
is limited, and the worst case space usage is not too extreme, by the Chernoff bound it is unlikely
that the total space used by all the instances exceeds the expected space by a significant amount.
Unlike the case for time complexity, where a Las-Vegas algorithm can be obtained by repeating a
Monte-Carlo algorithm until the solution is verifiably correct, there is no simple way to construct
a single-pass, zero-error streaming algorithm from one with nonzero error.

We use the following notation for the space complexities of these models. The J-error space
complexity of the classical model for a task 7" is S5(T); for the robust model, S{%(T), for the zero
error model, Sp(7); for the deterministic model, S%(T'); for the white box robust model, S¥2(T);
for the pseudo-deterministic model, ng D(T), and the random start model, S fs (T'). The following
relationships follow from the definitions of the models:

ST < S7(T) SES(T) < §det(T)

S5(T) < S3(T) SPR(T) < SPPB(T) SWB(T) < gdet(T)
S§R(T) < SEP(T) SPD(T) < gt (T)

So(T) < S*UT)

For problems in communication complexity, we write Ry’ (T) for the one-way randomized é-error
communication complexity of task T, and D7 (T') for the deterministic communication complexity.

3.2 Lemmas

The avoid(¢,a,b) communication task This one-way communication game was introduced by
[ ]. In it, Alice is given S C [t] with |S| = a, and sends a message to Bob, who must produce
T C [t] with |T| = b where T is disjoint from S.

Lemma 1. (From [ [, Lemma 6) The public-coin § error one-way communication complexity
of AVOID(t, a,b) is at least log(1 — &) + log(( )/(t_b)). Because

t
a a

W) =i =

we have the weaker but more convenient lower bound R’ (AVOID(t, a,b)) > 2 + log(1 — &)




The above lower bound is mainly useful when ab € [t,¢2]. For smaller inputs:

Lemma 2. The public-coin §-error one-way communication complexity of AVOID(t, a,b) satisfies

R’ (AvOID(t, a,b)) > min (log(a +1),log M) ‘

For the deterministic case, we have D7 (AVOID(t, a,b)) > log(a + 1).

Proof. Say we have a public coin one-way randomized protocol II for AvOID(t, a, b) with error ¢; by
the averaging argument, there exists a fixing of the randomness of the protocol, which is correct
on > 1 — ¢ of the sets in ([Z]). Let U be this deterministic protocol, and let m be the number of
distinct messages sent by W. Each message ¢ € /] corresponds to some set B; that Bob outputs
on receiving the message. Let £ := {e1,...,en} be a hitting set for {B;};cis) of size m < m; ie,
for all B;, there is some e; € B;. Let C C ([2]) be the set of inputs for which ¥ is correct; we note
that no inputs in C can contain all of E, because if A O E, then every B; intersects A, making the
protocol fail. Assuming m < a, we have:

t t t
sx1-iel/(!) = ae (1) a2 e())

_[t—m t _ao(afl)-'-(afm+1)> a/e\™

B (a—m>/<a> St (t—=1)--(t—m+1) T (t) ’
where the last step is derived from the well known inequality a! > (a/e)*. Rearranging gives
m > In(1/6)/In(et/a)). In the case where m > a, this argument does not work, because then
({"™) = 0. Combining the two cases gives: 1 > m > min(a + 1,In(1/6)/In(et/a))). Thus
R3?(AvoID(t,a,b)) > log(min(a + 1,1n(1/6)/In(et/a))).

For general deterministic protocols, we reuse the analysis of randomized protocols with § = 0,

concluding that D7 (AvOID(¢,a,b)) > log(a + 1). O

The following lemma is a simple variation of Chernoff’s and Azuma’s inequalities; for complete-
ness, we present a proof in Appendix A.

Lemma 3 (Modified Azuma’s inequality). Let X1, ..., X, be {0,1} random variables, with E[X; |
X1=21,...,Xi—1 =xi—1] <p foralli and all z1,...,2, € {0,1}". Then

el P —32
< <(1+5)1+5) <e 215",

A number of versions of Brouwer’s fixed point theorem have been proven; in this paper, we will
use the following, which is equivalent to Corollary 2.15 of | ].

Pr [Zn: X; > np(1+9)

i=1

Lemma 4 (Brouwer’s fixed point theorem). Every continuous map from a space homeomorphic to
an n dimensional-ball to itself has a fixed point.

4 Classical model

Theorem 5. For any 6 < 1/(2n), the space complexity for an algorithm solving MIF(n,r) with

error < 60 is Ss(MIF(n,r)) > SDET(MIF({%], L%J)), fort= H)l;igf—‘ . If we apply the upcoming lower
26

bound from Theorem 11 on the deterministic space complexity of MIF, we get:

. log(1/9) ) log(1/4) 1
55<MIF<n,r>>ZQ<\/mm ( m)*‘m ( log n >1+log<n/r>)
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Proof. Let t be an integer satisfying [%] k; < 3; setting t = ﬁlggfl-‘ suffices, because
08 35
n1l%) r n r r log(1/24) 1
log ([5]77) < | 5] 108 [ 2] < L10gn < logn < 81200y log < .
og< t > =gy =een = [rlogn/log(1/26)] o8 = logn osn < 108

Note also that because § < 1/(2n), t <r, and L%J > 1.

Given a randomized algorithm II that solves MIF(n,r) with error < ¢ on any input stream, we
will show how to construct a randomized algorithm ¥ which solves MIF([n/t], |r/t]) with the same
error probability. As there are only [n/t]"/%! possible input streams for the MIF([n/t], [r/t]) task,
the probability (over randomness used by W) of the event E than an instance A of ¥ succeeds on

any of the streams in [[n/t]]l"/t is > 1 -6 (2] %] > (0. Therefore, by fixing the random bits of ¥ to
some value for which the event F occurs, we obtain a deterministic protocol ® for MIF([n/t], [r/t]).

We now explain the construction of ¥ given II. Let f : [n] — [[n/t]] be the function given by
f(z) = |x/t]. For any y € [[n/t]], we have that f~1(y) is a nonempty set of size < t. The protocol
U starts by initializing an instance A of II, and sending it r — ¢|r/t| arbitrary stream elements.

When ¥ receives an element e € [[n/t]], it sends a sequence of ¢ elements of [n] to A, namely,
the elements of f~!(e), in arbitrary order, repeating elements if | f ~!(e)| < t. To output an element,
U queries A to obtain ¢ € [n], and reports f(i). Assuming A did not fail, f(i) is guaranteed to
be a correct answer. If we assume for sake of contradiction that f(i) = e for some element e sent
to U earlier, then A must have been sent all elements in f~!(e) — which implies that i € f~!(e)
and that A gave an incorrect output, contradicting the assumption that f(i) = e. Thus, we have
proven that W fails with no greater probability than II, which is all that is needed to complete this
part of the proof.

Having shown that Ss(MIF(n,r)) > SPPT(MIF([ 2], |4])), we now substitute in the lower bound
from Theorem 11.

So(MIE(n, 7)) > ™ (e (m H)) >Q <max < H 1+ 1og(L[;//ttJ1 /Lr/tJ)>>

Because [r/t| = O (min (r, log(l/é))), and [n/t]/|r/t| = O(n/r), and Q(max(a,b)) = Q(a + b),

logn

this simplifies to:

B . log(1/6) . log(1/0) 1
Ss(Mre(n, 7)) = Q2 (\/ min (7” logn> . (’“’ log n > I log<n/7‘>>

4.1 Upper bound: a sampling algorithm

Theorem 6. Algorithm 2 solves MIF(n,r) with error < § on any fixed input stream, and uses

log(1/4)

s < min(r, 1Og(n/w)) bits of space. (This assumes oracle access to O((s + 1)logn) random bits.)

Proof. First, we observe that Algorithm 2 gives an incorrect output only when the input stream
o = (e1,...,e,) contains every element of L. Otherwise, either the first ¢ elements of L are in o,
and L;yq isn’t — in which case Line 8 returns L;11 — or there is some j € [t| where L; has not been
seen in the stream so far, in which case Line 6 correctly returns L;. Given a fixed input stream
o € [n]", the probability that Algorithm 2 fails is:

e = (D)) = ()h) =g <6

11
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Figure 1: This diagram shows the behavior of Algorithm 2 on an example input. The
top row of squares corresponds to the set [n], ordered so that the leftmost squares
corresponds to the elements Ly, Lo, ..., Lyy1 from Algorithm 2. In the top row, cells
contain a pink dot if the corresponding element has already been seen in the stream.
In the bottom row, each of the cells is shaded dark if the corresponding entry in the
vector x is equal to 1 — except for L;41, whose state Algorithm 2 does not track.

Algorithm 2 A streaming algorithm for MIF(n, r) with error rate < § on any input stream
Let t = min(r, [log(1/0)/log(n/r)])

Initialization:

1: Let L = {Ly,..., L1} be a fixed sequence of elements in [n]**! without repetitions, chosen
uniformly at random. (This can be stored explicitly using O((t+1)logn) bits, or computed on
demand as a function of O((t 4 1)logn) oracle random bits.)

2: x + {0,...,0}, a vector in {0, 1}

Update(e € [n]):
3: if 3j € [t] : L; = e then

Tj < 1
Query:
5. if 3j € [t] : x; = 0 then
6 output: L;
7: else
8 output: L;

Thus Pr[L C o] is < ¢ when ¢ = |log(1/d)/log(n/r)], and is equal to 0 when t = r, because no set
of size r can contain a set of size r + 1. O

5 Adversarially robust model

Theorem 7. Any algorithm which solves MIF(n,r) against adaptive adversaries with total error &

requires > log(([iﬂ)/(?;/gj/ﬂ)) +log(1 — 8) bits of space; or less precisely, Q(r?/n + log(1 — 4)).

Proof. We prove this by reducing the communication task Avoip(n, [r/2], |r/2| + 1) (see Section
3) to MIF(n,T).

Say Alice is given the set A C [n] of size [r/2]. They instantiate an instance X" of the given
algorithm for MI1F(n,7), and runs it on the partial stream of length [r/2] containing the elements
of A in some arbitrary order. Alice then sends the state of X to Bob; since this is a public coin
protocol, all randomness can be shared for free. Bob then runs the following adversary against X;
it queries X for an element by, and then provides that element back to X, repeating this process
|7/2] +1 times to recover elements bo, by, . .., b, /). The instance will fail to give correct answers to

12



this adversary with total probability < ¢. If it succeeds, then by the definition of the Missing Item
Finding problem, by ¢ A, b1 ¢ {b1} U A, and so on; thus Bob can report B := {bo,...,b|,/2/41} as
a set of |r/2]| + 1 elements which are disjoint from A.

This AVOID protocol implementation uses the same number of bits of communication as X does
of space. By Lemma 1, it follows X needs:

(2 )

[r/21([r/2] +1) r?
= nln2 +log(l—9) = 4dnln2 +log(1-9),
bits of space. O
5.1 Upper bound: the hidden list algorithm
[o[e]e]e] |oJe] [o] | [e]e] [of [ [o] |

[T TTIITTITTIT®

L L _tJ f LL,

J

Figure 2: This diagram shows the behavior of Algorithm 3 on an example input. The
top row of squares corresponds to the set [n], ordered so that the leftmost squares
corresponds to the elements L1, Lo, ..., L,11 from Algorithm 3. In the top row, cells
contain a pink dot if the corresponding element has already been seen in the stream.
In the bottom row, the letter C indicates the cell corresponding to L.. Cells that are
shaded dark blue indicate the values contained in J. The third cell from the left is
included in J because, at the time the element L3 was added by the adversary, ¢ was
less than or equal to 2.

Theorem 8. Algorithm 3 solves MIF(n,r) against adaptive adversaries, with error §, and can be
implemented using O(min(r, (1 + % +1In}) -logr)) bits of space. (It assumes oracle access to

(r+1)logn random bits.)

Proof. First, we observe that the only way that Algorithm 3 can fail is if it aborts. At any point in
the stream, the set J includes the intersection of the earlier elements from the stream, with the list
{L¢t1,- .., Ly} of possible future outputs. The while loop ensures that the element L. emitted will
neither be equal to the current element nor collide with any past stream elements (those in J). It
is not possible for ¢ to go out of bounds, because each element in the stream can lead to an increase
in ¢ of at most one; either immediately when the element arrives, if e = L.; or delayed slightly, if
e € {L¢y1, ..., Ly} Since the stream contains r elements, ¢ will increase by at most r, to a value
of r + 1. Note that if ¢ has reached the value r + 1, then the entire stream was a permutation of
{Li,..., L}, making L,;; is a safe output.

This algorithm needs log(r + 1) bits to store ¢, but the main space usage is in storing J. We
will show that |.J| < ¢ with probability > 1 — 4, in which case J can be stored as either a bit vector
of length r, or a list of < ¢ indices in [r], using O(min(r, ¢logr)) bits of space.

We observe that after i — 1 elements have been received (and up to ¢ distinct elements emitted),
the probability that the ith element chosen by the adversary will be newly stored in J will be

13



Algorithm 3 An adversarially robust algorithm for MIF(n,r) with error < ¢

Let t = min(r, {3% +In %-‘)

Initialization:

1: Let L = {L1,...,L,;1} be a fixed sequence of elements in [n]"T! without repetitions, chosen
uniformly at random. (Assuming oracle access to O(rlogn) random bits, the value of L can be
computed on demand, instead of stored.)

2: ¢+ 1, an integer in the range {1,...,r+ 1}

3: J < 0, a subset of {Ly,...,L,} of size <t

Update(e € [n]):

while e = L. or L. € J do
c+—c+1

if e {Lcy1,...,L,} then
J + Ju{e}

if |J| >t then
abort

Query:
10: output: L.

< 27, no matter what the earlier elements were or what the adversary picks. If » > n/2, this is
immediate. Otherwise, write F;_1 for the set containing the first i — 1 elements of the stream, e; for
the ith element, and let ¢; be the value of the variable ¢ as of Line 6. Let X; denote the indicator
random variable for the event that e; was not in J before, but has been added now.

Because the adversary has only been given outputs deriving from L<., := (Li,..., L), if
we condition on the random variable L<.,, then the element e; and set E;_; are independent
of Lse, := {L¢;+1,-..,Lr}. Given E;_p, the values Xj,..., X;_1 determine whether or not each
element of E; i is in Lw.,. Then, conditioning on L<,,e;, £;—1, and Xy,...,X;_1, we have that
L., \ Ei_1 is a set of size r — ¢; — | L., N E;_1| chosen uniformly at random from [n]\ L<., \ Ei_1.
Thus, if e; ¢ L<., UE;_1, the probability that X; = 1 is precisely the probability that e; is contained
in L>ci \Ei—17 SO:

r—c;— \L>ciﬂEi,1|

n—c; —|Ei—1\ L<g,]|
r—c T 2r
< < —.
Tn—c¢c—r n—r n

Pr[Xi = 1] (X))\2) €1, Bi1, Leey, {6 & Lo, U Bir}| =

On the other hand, the event e; € L<., U Ej_1, implies X; = 0 always. Together, these imply
Pr(X; = 1] (X;)/Z1] < 2r/n.
Then applying the (modified, see Lemma 3) Azuma’s inequality bound, we find that with
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z :=max{l, 2% In3}:

» o2
2’]“2 z 272
Pr X; < —(1+4+2)]<e 2#"n
S xi< T <
i€(r]
2r2
<e Fun since z > 1
—Ini . 3n 1
<e s =94. since z > — ln =
- 227§

This implies that the probability that |J| exceeds 272 /n + 31In(1/§) will be < §. Consequently, our
bound for the total space usage of the algorithm is:

2
O(logr) + O(min(r, (2 +In ;) logr))

2

r 1
— O(mi 1+ fm=) 1
O(mm(r,( + n(s) ogr))

O]

While it is possible to reduce the space usage of Algorithm 3 by removing all elements from the
set J that are less or equal than ¢, this only changes the constant factor.

6 Zero error model

Theorem 9. All algorithms solving MIF(n,r) with zero error on any stream require Q(r?/n) bits
of space, in expectation over the randomness of the algorithm.

Proof. First, we prove that if there is a zero-error algorithm & for MIF(n,r) using exactly s bits,
in expectation, then there is a communication protocol for AvoIiD(n, [r/2], |r/2] 4+ 1) using prefix-
encoded messages with an expected length of s bits. The construction is the same as for Theorem
7. Alice, on being given a set A C [n] of size [r/2], initializes an instance X of ®, and runs it on an
input stream « of length [r/2] containing each element of A in some arbitrary order. Any random
bits used by X are shared publicly with Bob. They send the encoding of X’s state to Bob, who
queries X to find an element by ¢ «, updates X with by, queries it to find by ¢ o U {bp}, and so
on until Bob has recovered B = {by, ... NI J}. Because the algorithm is guaranteed to never fail
on any input stream, it must in particular succeed on Bob’s adaptively chosen continuation of «.
This ensures that BN A = () holds with probability 1.

Next, we prove that any zero error randomized communication protocol II for AvVOID(t,a,b)
requires > ab/(t1n2) bits in expectation. Following the argument from Lemma 6 of | |, we
observe that there must exist a fixing of the public randomness of 11 for which the expected number
of bits used when inputs A are drawn uniformly at random from ([fl]), is at least as large as when
IT is run unmodified. Let T be the deterministic protocol with this property, and let M be the set
of all messages sent by Y. Each message m € M has a length |m|, probability (over the random
choice of A) p, of being sent, and makes Bob output the set B,,. For all m € M, we have:

t— t a
pm = Pr[m is sent] < Pr[B,, is a correct output] = Pr[AN B,, = (] < ( b a>/< > < 9 s,
a
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Let T(A) € M be the message sent by T for a given value of A. Then the entropy

1 1 ab ab
H(T(A)) = Pmlog — =E log >E — = .
(AN = 2 pmlos =B e low 2 Baet) s = 7ins

By the source coding theorem,

ab
E E|T(A)| > H(T(A)) > .
ac(EITA) = H(T(A4)) 2 ==
Applying the above lower bound to the task AvoiD(n,[r/2],|r/2+1]), we conclude that ®

. r2 . . .
requires > L bits of space in expectation.
O

Theorem 10. There is an algorithm solving MIF(n, r) with zero error against adaptive adversaries,
which uses O((1 +r2/n)logr) bits of space, in expectation over the randomness of the algorithm.

Proof. We use a slight variation of Algorithm 3, in which internal parameter ¢ is instead set to
r. This ensures that the algorithm will never abort; the proof of Theorem 8 has established that
Algorithm 3 will then always give a correct output for the MIF(n,r) task.

The counter ¢ can be encoded in binary using at most [log(r + 1)] bits. We encode the set J
by concatenating the binary value of |.J|, followed by the binary values of the indices i1, ..., in
[r] for which L;, is equal to the kth smallest element of J. (As both the encodings of ¢ and J are
prefix codes, so too is the encoding of the algorithm’s state formed by concatenating them.) The
total space S used by the algorithm (excluding random bits) is then:

S = [log(r+1)] + [logr|(1+|J]|).

As in the proof of Theorem 8, let X; be the indicator random variable for the event that the ith
element that the adversary chooses for the stream is stored in J; we showed that for all i € [r],
PriX;=1|X;-1,..., X1] < %1, which implies E[X;] < % By linearity of expectation,

ES = [log(r+1)] + [logr] [ 1+E > _ X;
i€[r]
< [log(r +1)] + [log ] <1 + r(rn—1)> =0((1+ Tj) logr) .

7 Deterministic model

7.1 Lower bound: an embedded instance of Avoid

Theorem 11. FEvery deterministic streaming algorithm for MIF(n,r) requires Q(+/r +

1+lo T(n/r) )
bits of space. ®

Proof. Let X be the set of states of the algorithm, and let sj,;; be the initial state. Let 7 : X x [n]* +—
Y be the transition function of the algorithm, where 7(s, e1,. .., ex) = x means that if the algorithm
is at state s, and the next k elements in the stream are eq,...,eg, then after processing those
elements the algorithm will reach state x. For each partial stream o € [n]*, abbreviate 7(sinit, o)
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Figure 3: In the proof of Theorem 11, the quantities F;, (defined in Eq. 1) are entirely
determined by the values of X[o] and r — |o|. More precisely, we have F, = Gs[o] r—|o|:
where G ; := {w, : Ja € [n]" : 7(s,a) = x}. This diagram shows the values of G ; for
Algorithm 1 solving the MIF(4,2) problem. The sets Gs; are represented by the dark
squares in the array of four cells. The transition function between states is indicated
by the colored arrows; for example, green colored arrows (those emitting from squared
numbered with a 3) correspond to transitions where the next stream element is a 3, i.e,
from state s to state s’ = 7(s, 3).

as X[o]. For each state s € ¥, we associate the output ws € [n] which the algorithm would emit if
the state is reached at the end of the stream. (If there is no stream of length r leading to state s,
we let ws be arbitrary.)

For each partial stream o € [n]*, let

F,={i:3zeX3acn " 7(20],0) =z Aw, =i} (1)

be the set of possible outputs of the algorithm when o is extended to a stream of length r. Because
there are only |X| states, and only [n] possible output values, |F!| < m, where m = min(|X|, n).
Let t, q be integers chosen later, so that

tg <r—m/2%. (2)

We claim that there exists a partial stream o € [n]* satisfying Va € [n]' : |F,.qo| > 3| Fy.

Such a state can be found by an iterative process. Let 7y be the empty stream ¢; fori =1,2,3, ....
, if there exists a € [n]* for which |Fy, | < %\Fﬂ.\, let 7541 = 7;.«. Otherwise, stop, and let o = 7;.
This process must terminate before i = ¢, because otherwise we would have |F; | <m/27 <r —qt.
Then letting v € [n]"~% be a sequence of elements containing every element of F~,, we observe that
the algorithm cannot possibly output a correct answer for the stream 7,.7. By the definition of
F;,, we must have w, - € I ; but to be a correct missing item finding solution, we need wr, ~ ¢ 7,
hence wr, ., ¢ Fr, , a contradiction. Thus, o = 7; for some i < ¢ — 1. Thus |o| < (¢ — 1)t <7 —t,
which ensures that the terms o.« are streams of length < r and therefore well defined. Finally, the
stopping condition of the process implies Vo € [n]' : |F,.q| > 1| F,|.

We will now construct a deterministic protocol for AVOID(|F,|, ¢, [$|F,|]) using < log|%| bits of
communication. Alice, on being given a set A € (};"), arbitrarily orders it to form a sequence « in
(F,)!; and then sends the state s’ = 7(X[o], ) to Bob. This can be done using log |%| bits of space.
Bob uses the encoded state to find Fj.», by evaluating w, (s g) for all sequences 5 € [n]""_t, and
reports the first %]Faﬂ elements of this set as B. This protocol works because as claimed above,
we are guaranteed |Fy o| > |F,|; and furthermore, F,, must be disjoint from A; if it is not, then
there exists some continuation of o concatenated with o which leads the algorithm to a state z with
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w, € A, contradicting the correctness of the MIF protocol. Finally, applying the communication
lower bound from Lemma 1, we find

log 5] > mgtﬁwaﬂ/m > 1/(21n2) (3)

We now determine values of ¢ and ¢ satisfying Eq. 2. We can set

1 m
g=[1+log(m/m]  an HEH]
We must have m > r + 1, as otherwise |F| < m < r, in which case we could easily make the
algorithm give an incorrect output by running it on a stream « € [n]” which contains all elements
of F,. Thus log(m/r) > 0, and hence ¢ > 1, making ¢ well defined. Since m = min(|X|,n), we are
also guaranteed log |X| > log(r + 1). Combining this with Eq. 3 gives:

1 |1 m
log |¥| > max <10g(7“ +1), Y L} (r — TJ)J)

1
>max |1, —— s since 29 > 2m/r and r > 1
2In2 | 2¢q
1 T z
> — i in(1,(z —1 >
Z T 2me 2 since min(1, (z — 1)/y) > T+
.
> . i 1+2In2 <5/2 4
= 10+ 5log(m/r) since 1 +21n2 <5/ @
As m = min(|X|,n), we have m < |3, so
log |X| > r/5 = (log|Z[)% 4 (2 — logr)log |Z| — /5 > 0
— logr —r .
& ~ 2+ log|X| —logr & & & -

Solving the quadratic inequality gives:

1 ? 1 5 oifr>4
o512 [+ (1 B0 (1 s J 2
5 2 2 0 otherwise

As log |X| > log(r + 1) > /r/5 also holds for r < 4, it follows that log |3| > /7 /5 for all values of
r. Combining this result, Eq. 4, and the inequality m < n, we conclude:

o) 2 (7 g5 g ) =@ (Vi)

O

Note: instead of associating “forward” looking sets of outputs F; with each state s € X, we could
instead use “backward” looking states By defined (roughly) as [n]\ {i : Jo leading to s with i € o}.

7.2 Upper bound: the iterated pigeonhole algorithm

Theorem 12. Algorithm 4 is a deterministic algorithm that solves MIF(n,r) using O(y/rlogr +

rlogr .
Toan ) bits of space.

18



@ <&

Figure 4: This diagram shows the behavior of Algorithm 4, with s =5 and t = 2, on
an example input. The pink circles and diamonds mark the elements currently covered
by the stream. Cells shaded dark gray are those which are no longer possible outputs
due to the current values of £ and a. Cells shaded light green are no longer possible
outputs due to the value of the vector x. Cells shaded white are possible output values.
The algorithm proceeds in ¢ phases; in this example, for the first phase, it maintained
a bit vector tracking which of the s rows of the set [n] contained an element from the
stream; after the first five elements (1, 10, 11, 17, 24 in some order) arrived, only one
row was left available, and the algorithm proceeded to the second phase — maintaining
a bit vector x that records which columns within the chosen row may be unavailable.

Algorithm 4 A deterministic algorithm for MIF(n, )

10:

Let s,t be integers satisfying s* < mn, and t(s — 1) > r.

Initialization:

: x4 (0,...,0) is a vector in {0, 1}*.

(¢,a) < (1,0) is an element of (J;cy{j} x {0, ... , 8 —1}

Update(e € [n]):

Let i « ([(e —1)/s°7!| mod s) + 1

xr; 1

if ¢ <t and there is exactly one y € [s] : z, = 0 then
xz <+ (0,...,0)
L0 +1

a+a+(y—1)s!

Query:
Let i be the least value in [s] for which z; =0
output: a + (i —1)s*1 + 1

Proof. First, we establish that the variables (¢,a) of the algorithm stay in their specified bounds.
The condition in Line 5 ensures that ¢ will not be increased beyond ¢. At the time Line 8 is
executed, a < s'1; since y € [s], it follows a + (y — 1)s'™! < (1 + (s — 1))s'~! < s, so the pair
(¢, a) stays in U;cy{s} x {0,..., s —1}.

Next, we establish that the algorithm is correct; that the output from Line 10 does not overlap
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with current stream eq,...,e;. For each element e; in the stream, let ¢; be the value of £ at the
time the element was added (i.e., at the start of the Update function). For all A € [t], define
Cy, = {j € [t] : £; = h} to indicate the elements for which ¢; = h. Because Line 5 only triggers
when x has one zero entry, and x is reset to the all zero vector immediately afterwards, and each
new element sets at most one entry of x to 1 (Line 4), we have |Cp,| > s — 1 for all h less than or
equal to the current value of /.

Let ¢ = a+ (i — 1)s*~! be the current output of the algorithm (Line 10), minus 1. Note that
c < st —1<n—1,so the output is in [n]. The value of ¢ can be written in base s as (c1,...,¢),
so that ¢ = 23‘21 cjsj —1. For h less than the current value of ¢, ¢, is equal to the value of y at the
time the condition of Line 5 evaluated to true; in other words, at that time, z., = 0. Now, for each
J € C}, consider the value e; — 1 written in base s as (b1,...,b;). When e; was added, Line 3 set 4
equal to by, and so Line 4 ensured x;, = 1. Since z., = 0 held afterwards, when the condition of
Line 5 evaluated to true, it follows bj, # c;,. This implies e; — 1 # ¢ holds for all j € C},. A similar
argument will establish that for j € Cy, we have e; — 1 # ¢; since C; U ... U Cy contains the entire
stream so far, it follows the current output of the algorithm does not equal any of the {e; }§:17 and
is thus correct.

Finally, we determine values of s and ¢ which for which the algorithm uses little space. The
vector x can be stored using s bits; since there are Zf;é st < st possible values of (¢, a), this
algorithm can be implemented using < s 4 tlog s + 1 bits of space.

Now let
= min (\/rlo (r+1),lo n) and t=| L1 and s = [q +1
= & 08 ~ |log(r +1) Y ’
Because r > log(r + 1), and logn > log(r + 1), it follows ¢ > 1. This implies s < r + 1. Then
t(s—1)=t[r/t] >r, and

st < (r+ 1)L/ Toelr D] < (p 4 1)/ Tos(r 1) < 90 <

so the values of s and ¢ satisfy the required conditions s < n and t(s — 1) > r. With these
parameters, the space usage of the algorithm is:

r+1
< 4 +3+—L  log(r+1)
_— —_log(r
~ |g/log(r+1)] log(r + 1) &

< 2rlog(r +1)

2r1 1
= max <2x/rlog(r +1), 7"Olg0g“+)) + min (x/rlog(r + 1),logn> +3
n

:O( rlogr + Tlogr) .
logn

s+tlogs+1< [ﬂ +24 Log(q)J log({ﬂ +1)

+q+3

8 White box model

Theorem 13. Every streaming algorithm for MIF(n,r) which has error § < 1/ (16n)*°8" 7 =

1/29(105”)2 against white-box adversaries requires ) <m) bits of space.
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Figure 5: In the proof of Theorem 13, the quantities v,; defined as fixed points of
Eq. 6 are shown for the state diagram of Algorithm 1 for the problem MiF(4,2). The
distributions v, ; are represented by the gray bar charts in each rectangle; for example,
the distribution vy, 1 has weight 0.5 on value 1 and weight 0.5 on value 3. The transition
function between states is indicated by the colored arrows; for example, green colored
arrows (those emitting from squared numbered with a 3) correspond to transitions
where the next stream element is a 3, i.e, from state s to state s’ = 7(s, 3).

This proof relies on the following Lemma, whose proof we will defer for later.
Lemma 14. Let v be a distribution on [n], and p =1+ 1/log(n). Let § < % Let R be a random

variable with values in Q. If there is a map M : [n]' x Q@ — Aln] so that E,,« gM(z, R) = v, and:

1
o )

T~V

Pr [IM(z, R)lp < DPHwllp A (V5 € 8]+ M(x, R)(z;) < 6)| > 1

Then log | range(M)| > — 2log(n) — 6.

t
29D(logn)?

Proof. Proof of Theorem 13.

We can safely assume that r > logn + 1, as for any r = O((logn)?) the claimed lower bound is
trivial.

Let ¢ = [logn+1], t = 4], and let # = ¢t/. We can use a protocol for MIF(n,r) to solve
MIF(n,7) instead, by padding the start of the stream with a fixed sequence of r — # arbitrary
inputs. Let A be this new algorithm.

Let X be the set of all states of A, and let 7 : 3 x [n] — X be the randomized transition function
between states. For each state s € 3, let wy be the distribution over [n] from which the final output
value is drawn when the final state of the algorithm is s. (If s can never occur at the end of the
stream, we let wy be arbitrary.) To each pair (s,i) € ¥ x {0,...,¢}, we will associate a distribution
vs i over [n]. These distributions are recursively defined; if i = ¢, we let v5, = ws, i.e., the output
distribution for state s. For ¢ < ¢, define f,; : A[n] — A[n] as:

f((b) = EIN¢tE8/NT(S,x)VS/,i+1 = Z H (b(xz) Z PI‘[T(S, .’13) = S/]Vs’,i+1 (6)

z€[n]t \i€[t] s'ex

Because this function is continuous, and A[n] is homeomorphic to an (n — 1)-dimensional ball, we
can apply Brouwer’s fixed point theorem (Lemma 4) to find a distribution v,; € A[n] satisfying
Vsi = fs,i(Vs,i)-

With the distributions v, ; as defined above, we can define an adversary which, we can prove, will
trick A into outputting an element that was present in the stream with probability > W.
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The adversary proceeds in ¢ rounds: for each i € {0,...,¢ — 1}, they identify the current state s;
of the algorithm, sample a ~ v, ;, and send « to A.

Let p = 1+ 1/logn; the quantity Hu&ng is a measure of the concentration of the output distri-
bution associated with s and 7. Assume for sake of contradiction that log |X| < W —2logn—6.
Then we shall prove by induction, for all ¢ € {0,...,¢}, the statement P(i) that for all s € 3, if
||l/s7i||£ > 20(p=1) /=1 then the probability that A will give an incorrect answer when the remaining
(€—1)t elements of the stream are provided by the adversary is > 1/(16n)2¢~9+3) The base case of
the induction, at i = ¢, holds vacuously, because |||} > 2i(p=1) /pp=1 > g(flogn]+1)(p—1) /pp—1 >
2P~ > 1 is never true.

Now, for the induction step. Assume P(i+ 1) holds; we would like to prove P(i) is true. Assume
the current state s of the algorithm satisfies ||vs (7 > 20(r=1) /pP=1 The adversary samples = ~ Vi,
and sends it to the algorithm, which transitions to the state s’ ~ 7(s,x). If it is the case that

) p +1)(p—1 -1
Pr[v too concentrated] := Pr[Hl/s/ﬂ~+1Hp > (P )/np ] > T2’ (7)

then, by applying P(i + 1), it follows:

Pr[A fails] > Pr[A fails | v too concentrated] Pr [v too concentrated]
1 1 1
> - . > -
= (16n)2(f—z—1)+3 2Tn2 — (16n)2(é—z)+3

It remains to prove P(i+1) assuming Eq. 7 does not hold. If that is the case, let M : [n]*xQ — Aln]
be the randomized map in which M (z, R) = vy ;41 where s is randomly chosen according to 7(s, );
the random variable R encapsulates the randomness of 7. Note that E,_,« rM(x, R) = v, by

the definition of vg;. Applying Lemma 14 to M, vs;, p, D = 2, and § = 1/n® we observe that
since we have assumed that |X| > log|range(M)| is smaller than the Lemma guarantees, and
E,..t EM(z) = vy, holds, it must be that Eq. 5 is incorrect. Thus:

1 1
P -1 ||P ; . . —
P, (100G R < 2 sl A (0 € B MG B ) < )] <1 s
and since Eq. 7 does not hold, we have

, 1
xEII:t {HVS/,HlHi < 210—1"1/8’2,”2} > IE& [HVS’,HlHZ < 2(z+1)(p—1)/np—1} >1-— )

which implies:

1 1
P dj e ft] : vy, N> = > =
R I RRE ey P

The definition of vy ;41 ensures that vy ;.1 is precisely the distribution of output values if the
algorithm and adversary are run for (¢ — i — 1) steps starting from state s’. The probability that
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the algorithm fails because the final output overlaps with z is then

Pr [Fielt):zj =yl =Epust gmrsa) Pr [Fet]:z;=1y]

t S,NT(SuI)zyNV5’1i+1 ? yNV.s’,H»l

TV,

> Byt sin (s,z) rjré%;]( VS',iJrl(xj)

T,

1
n3

v
|

1

Pr max Ve ;41(x;) >
3wt ' mor(s,) [a’em () 2 5
1 1

n3 22 27pb

Thus, the failure probability of the algorithm as of (s, i) is > 1/(27n%) > 1/(16n)® > 1/(16n)2(¢=)+3;
this completes the proof of P(7).
With the proof by induction complete, the statement P(0) implies that for any s € X, because

Vsl > npl,l always holds, the probability that A gives an incorrect answer when run against the
adversary on a stream of length t£ = 7 is > 1/(16n)2*3 > ' This contradicts the given

(16n)2log n+7
fact that A’s error is less than this, so the assumption that log |¥] < W — 2logn — 6 must be
incorrect; and instead we must have

t |r/[logn + 1]
log|¥X| > ———— — 21 6>
og[¥] 2 29(logn)? oen —  29(logn)?

= Q(r/(logn)® —logn). (8)

To handle the case of small r, we note that a white-box algorithm B for MIF(n,r) with error
§ < 1/ (16n)%'°8™*7 can be used to solve the AVOID(n,7,1) communication task. Here, Alice, on
being given a set A C ([Z}), runs an instance of B on a sequence containing the elements of A
in some order; she then sends the state of the instance to Bob, who queries the instance for an
output, and reports that value. This communication protocol has the same error probability as B;
by Lemma 2, it requires

—2logn —6

log1/6

> min (log(r +1),log og enr

) > log(min(r + 1,2logn + 7)) > 1
bits of communication; thus B requires at least one bit of state. Since max(1, z/a—0b) > z/(a(1+)),
this lets us find a more convenient corollary for Eq. 8; that log|X| = Q(r/(logn)?). O

We will now prove Lemma 14. It relies on the following technical claim about probability
distributions; which roughly implies that when a distribution is split into a small number of regions
on which it is approximately uniform, a specific sum of powers of the weight and density of each
region has a lower bound.

Claim 15. Define mg(K) to be the minimum value of distribution ¢ on the set K, so mg(K) :=
miniEK ¢(Z) .
Let p > 1, p € (0,1], and n > 2. For any distribution v on [n], there exists a collection of
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disjoint sets {H;}icy for some |J| < %logn where:

. —_ Lyp
o1 (VUHi))P 1-3)
2 (mu ()™ S 2 ey G e DG TP @ ©)

ieJ
(1—2)P
— 28@2p=1)| J|(>-1)p(p-1)?

(10)

Furthermore, we have max;c;my, (H;) > 1/(n2P), and minge;m, (H;) > 1/n?.

Proof. (Of Lemma 14.) In order to avoid awkward expressions like M (z, R)(i), we define fi, :=
M (z, R). We also use the notation a* := max(0, a). Throughout the proof we shall assume n > 2,
as in the case n = 1 it is easy to prove that no such map M exists.

This proof has two main stages. The first establishes that, for a small fraction of vectors x
drawn from ¢, the distribution ji, will probably have significant mass in the same area as v, while
not being much more concentrated (according to ||-[[?) than fi;, and avoids . The second part will
show that such distributions can avoid only small fraction of vectors sampled from v?; together,
these stages imply the range of M must be large.

Given a real random variable W, with EW >y, and 0 < W < ny, we have

woy oL loe gy
(m—a)y = 7

Let 8 € (0,1] be a parameter chosen later. Apply Claim 15 to v with this 5 and the given p,
producing disjoint sets {H;};e;. For any i € J, we have Ex,« pix = v(H;). Now applying
Jensen’s inequality to convex functions of the form f(a) = ((a — b)™)P gives:

EXNVtR«uX( ) - 5|H|>> (v(H ->—6|H-|>+>P which implies
Exut,m[ mo(Hi)P ™ ((Rix (Hi) = | Hi)V)P) = Y o, (H)P~ (v(H) — 8| Hi) )P

i€J ieJ

PrW > oy =1-Pr[W <ay] 2 1-Prllny—W) > (n—aj)y] > 1 -

Next, for any x € [n]?,

> iy (HiP ™ (e (Hi) = 8| Hi)T)P) < Iglea}mu(Hi)p_l < (4n)? Yy my (Hi)P ™ (v(Hy) = 8|Hil)P)

e i€J

because as noted in Claim 15, for the ¢ maximizing m, (H;), we have v(H;) > |H; |n2[3 > |gj', S0
v(H;) — 8|Hy| > |Hi|(5 — 5) > 1/4n. Note that (4n)P < 42 (ptt1/legny — 95, Applying Eq. 11

thus yields:
Zmu zp 1 )UX( ) 5|H|) ) >

e

1
Pr n
e (1 - i) Sy (HP A () — sy | )

iceJ

\/

1
— 25n

Intersecting this event with that of Eq. 5 implies the probability that all three of the following
conditions hold is > %HQ:

(@):  |ixls < D
(b): Vel fix(X) <o
(@ S ma(HP (G (Hy) — S > (1= ) S my (B (w(H) — 6] Hl) )

i€ ieJ
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By the averaging argument, there must exist a value R' € Q for which, when R = R/, the above
three conditions hold with at least the same probability. In other words, when replacing px with
px = M(z,R'), the conditions still holds with probability > 1/25n2. Now let G := {u, : = €
[n]! satisfies (a),(c)} and define L, := {i € [n] : 7(i) < §}. Therefore,

2672 < F:rt[ﬂX ceGANVjet: ,UX(XJ') <4)]

=2 Fr lux = py A (Y5 € [t] : i (X;) < 0)]

yGG

<2 Prl(vielt]: py(X;) < 9)]
yeG

_ZH Pr [y (X;) < 0] = > (w(Ly,)) (12)
yeq jelt] X~ yeq

We will now prove an upper bound on v(L,, ) for any given y € G. Observe that for any sequence
ai,...,ay of nonnegative real numbers, Zz Lal > (Zle a;)P/¢P~1; this follows from Hélder’s
inequality. As the sets H; \ L, are disjoint,

\ Ly,
ligllZ = 3 i Ty
’ Z v ;ww =

The definition of L, implies p,(H; \ L,,) > max(0, uy (H;) — 6| H;|). Also, because the minimum
value of v on H; \ Ly, is at least m, (H;), we have

WA L) 1= v(,)
m,,(Hl) - m,/(HZ)

Therefore,

: () 1))
152 2 L (7

= T S e () L)
Ky ied
(1 —1V(L1/T)L)p1 ZmV(Hi)pfl((V(Hi) — §|H;|)T)P by condition (c)
Hy icJ
1—-1/n B 1 P
= (1- y(Lu/y))p—l ZmV(Hi)p ' ((1 - n) V(Hi))

ieJ

The last step uses the fact that for all i € J, §|H;| < ﬁ|HZ\ < %|H,J\ min;e| g, ¥(j) < %U(Hl) We
now apply condition (a), and divide both sides by ||v|7:

ol s lglly (1 =1/t (v(H;))P
HVH” T (= v(Ly,)Pt HVH?
(1—1/n)r*t (1—1/n)

o =4
= (0= (L, )7 2@ D (Zlog n) - D D* by Claim 15
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Rearranging this inequality to isolate v(L,,) reveals:

_ (2p—1)/(p-1)
1 a-m

v(Ly,) < D (25(213—1)/(:0—1)(% logn)n(p_l))

(13)

The right hand side is close to its minimum when g =p —1 = 1/logn: Thus:

1 (1 —1/n)?tlen
V(Lﬂy) <1- D <2(2+logn)/logn(2(log n)?)zlogn/ logn

-1 1 (1 _ 1/n>2+logn 1

- D 16 - 22/logn (log n)?
1

<l—-

- 29D (logn)?

since (1 — 1/n)2t108m /(16 - 22/1°8™) is increasing in n, and when evaluated at n = 2 gives 279, Now
we are in a position to simplify Eq. 12; with this upper bound.

1 1 ! 1 ' t
< - | = —sorn——g ) < “ D 0eZ |
o —ZG(l o) =1 (1 p0gne) <1919 (- g

ye

Since G is a subset of range(M ), we have log | range(M)| > log |G|; rearranging the above to isolate
|G| gives:

t

log | range(M)| > log |G| > 9 (n2) Dogn ) log(25n?)
t
> s — 21 —6.
~ 29D(logn)? og(n) — 6

Finally, we prove Claim 15:

Proof. For all i € Zsq, let w; := 28/n? and let H; := {j € [n] : v(j) € [wi,wir1). Define
J:={i €Z>o: H; #0}. We first prove some basic properties of J and the H;.

3

o If i > {%lognJa then w; > ﬂﬁbgnJﬁ/n2 > 2%(1(“3"")5/712 > 1; since maxjep, v(j) < 1, it

follows such H; must be empty. Thus J C {0, ..., L% log nJ — 1}, and hence |J| < %log n.

e Because minj¢, v(j) > 1/n, we are guaranteed that for some i with w; > 1/(n2%), H; # 0.

Thus max;ecy m, (H;) > 1/(n2%). Similarly, min;ey m, (H;) > min;ejw; > 1/n2.

Now, to prove the main part of the result, Eq. 10. Let K = [n]\ U;c; H; = {j € [n] : v(j) <
1/n?}. First, we observe that the contribution of the j € K to [v]} is small and can be easily be
accounted for:

1 . . . . 117
s Y= Y e Y vren()
J€[n] J€U;e s Hi JjeK JE€Uies Hi
. 1 )
< . v+ ZV(J)p~
J€Uie s Hi J€[n]
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This implies ||V||§ <(1-1/nP)7" ZjGUieJHi v(iP <(1—-1/n)" ZjeUieJHi v(j)P.
Now, writing n; = |H;|, we have n;w; < v(H;) > 2°n;w;, and so:

1 91

> (my, (Hy))P WH))P (A =1/n) 3 ey wy (wing)? 1 —1/n 3y w0y
v K2 - —_— .

oy vl > ie mi(20w;)P 200 Y win

We shall later need the following inequality:

Swwzr? 3 v zr (i -zt (1-1). )

i€ J€Use s Hi JjE€[n] JjEK

(14)

With this and properties of the n;, we can lower bound Eq. 14 by using Hélder’s inequality several
times:

p—1
2p—1 2p—1 — 1)\ 2p—1
St B ()

i€J eJ
p=1
2p—1
<Z w2p 1 n? (Z n;@‘”) by Holder
icJ i€J
<Z w2p 1 p> ‘J‘gp 1 since n; > 1 (16)
ied
—2
sz‘ni— ( 2p—1,.p >2p 1 ( 1/2)2p 1
ieJ i€J
2p—2
2p—1 2p—1
(Zw2p 1 p) (anl/2> by Holder
ieJ ic)
L 1/2 =
<Z w2p 1 p) (Z m) PiR& by Cauchy-Schwarz
1
- . .
<Z w2p 1 p) ngﬁf_lm% since Zm <n. (17)
ieJ ieJ

Multiplying Eq. 16 by Eq. 17 raised to the (p — 1)st power gives:

p—1
(Z wf’m) (Zwm) < (Z w?’”nﬁ’) B G (Vs

ieJ ieJ icJ

which implies

29—1 —1 _
Zze]w P’ nf > (ZZEJ wini)p > (1 — l)p '
P = 2"
Dieg Wi 7 ,(gp N L 28(p— 1)]J| o

Substituting this into Eq. 14 gives:

DI )l AL k1

p = 2"
icJ HV”P 28(2p—1 |J|(Z27p1>1pn(127p1)
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9 Random start and pseudo-deterministic models

Theorem 16. The space needed for an algorithm in the random-start model to solve MIF(n,r)

against adaptive adversaries, with error < § < 1, satisfies s > Sﬁ?(n, |r/(25 4+ 2)]).

This theorem implies that if it is the case that SS?(MIF(n,T)) = Q(r°/ polylog(n)) for some

constant ¢ > 0, then it follows that Sﬁ%(MIF(n,r)) = Q(r¢/(+9) / polylogn). Specifically, if s =
SS%(MIF(R,T)), then Theorem 16 would imply s > Sﬁ?(n, /(25 +2)|) = Q((r/s)¢/ polylog(n));

multiplying both sides by s¢ and raising them to the 1/(c41)st power gives s > Q(r¢/(1+¢) / polylog(n)).

Proof. Let ¥ be the set of all states of the random-start algorithm A, and let D be the distribution
of the initial states of the algorithm. Write B ~ A to indicate that B is an instance of A, i.e., with
initial state drawn from distribution D. Let ¢ = 2[log(|X|)] + 2, and let ¢t = |r/¢|. For any partial
stream o of elements, and instance B of A, we let B(o) be the sequence of |o| outputs made by B
after it processes each element in o.

Consider an adversary E which does the following. Given ¢ the stream it has already passed
to the algorithm, and w the sequence of outputs that A produced in response to o, the adversary
checks if there exists any x € [n]’ for which

Yy € [n]": BE&[B(O’.%‘) =wy|Blo)=w] < =. (18)

wl N

If so, it sends = to A, appends z to ¢ and the returned ¢ elements to w, and repeats the process.
If no such z exists, then the adversary identifies the z € [n]* which maximizes:

BP&[B(U.Z) is incorrect | B(o) = w]. (19)

and sends it to the algorithm. (The adversary gives up if either the algorithm manages to give a
valid output after z, or after it has sent ¢ sets of ¢ elements to the algorithm.)

We claim that if log |X| < Sﬁ? (MIF(n,t)), then E makes the algorithm fail with probability
> 1/6. There are two ways that E can be forced to give up: if it tries more than £ — 1 times to find
a point where there is no = € [n]* satisfying Eq. 18, or if the z it sends fails to produce an error.

Assume that the adversary finds a value of x satisfying Eq. 18, for each of the £ tries it makes.
Let z1,...,7¢ € [n]' be these values, and let y1,...,y, € [n]' be the outputs of the algorithm. By
applying Eq. 18 repeatedly, we have:

Pr [B(z1..... =Y. = Pr [B(zi..... =Y. B(ai..... ) =Y -
Pr(Bla.w) =yioyd = Pr[Bler..xg) =gy | Bl ozen) = yie e

Let C' C X be the set of initial states of the algorithm for which the adversary finds a sequence
satisfying Eq. 18, £ times. Because the algorithm is deterministic after the initial state is chosen,
each s € C has a corresponding transcript (os,ws) € [n]* x [n]* that occurs when F is run against
an instance of A started from s. Therefore,

Pr(se (] = Pr [s=5]< Pr [B(os) = ws)

SND '~ D BNA
sec® ¢ seC

¢ 2log(|S))+2 2
() <o (< () 1
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Thus, the chance that F fails to find a point where no x satisfying Eq. 18 exists is < %

To bound the second way in which E can fail, we let (0,w) be a partial transcript of the
algorithm for which no z € [n]* satisfies Eq. 18. Assume the probability that z produces an error
is < 1/3. Then we have:

Veellt el PrBlos) = wys | Blo) =] 2 % (20)
Veeln's  PrBlo.2) is corect | B(o) =] > ; . (21)

These conditions together imply that w.y, is a correct MIF(n, rr) output sequence for o.z. As a result,
we can use A’s behavior after (o, w) to construct a pseudo-deterministic algorithm W for M 1F(n,t).
To initialize ¥, we sample an initial state B ~ A conditioned on the event that B(c) = w, and
then send the elements of o to B. After this, when ¥ receives an element e, we send e to B, and
report the element B outputs as the output of ¥. By Eqs. 20 and 21, the sequence of outputs
produced by ¥ on any input = in [n]* will, with probability > 2/3, be the (valid) output y,. Thus,
U solves MIF (n,t) with < 1/3 error — which, under the assumption that log |X| < 5’5133 (MIF(n, t)),
is impossible. Thus the z chosen by the adversary makes the algorithm err with probability > 1/3,
conditional on it having found (o, w) with no z € [n]’ satisfying Eq. 18. The probability that the
the adversary succeeds is then > 1/3-1/2 = 1/6; this contradicts the assumption that A has error
< 1/6 against any adversary, which implies that we must instead have log || > Sﬁ? (MIF(n,t)). O

We now present a random-start algorithm whose total space with random bits included improves
slightly on Algorithm 3.

Theorem 17. Algorithm 5 solves MIF(n,r) against adaptive adversaries, with error §, and can be

implemented using O ((ﬁ + %) log n) bits of space, including all random bits used.

L, x=(1,0,1) K L,
\fc\zfz\/ J={3}

Figure 6: This diagram shows the behavior of Algorithm 5 on an example input, if we
were to set w = 3 and ¢ = 4. The top row of squares corresponds to the set [n]. In
the top row, cells contain a pink dot if the corresponding element has already been
seen in the stream. For the bottom row, we have assumed for ease of presentation that
(L1, Lo, L3, Ly) = (1,2,3,4). The four wide blocks correspond to the sets {w(L; —1) —
1,...,wL;} for each j € [4]. The blocks shaded dark blue (here only one) indicate the
blocks whose indices are contained in J. The vector x tracks which elements in the
current block (L. at ¢ = 2) were seen in the stream. For indices > ¢, J tracks which
blocks contain elements from the stream. If the stream elements in this example had
arrived in a different order (say, elements 4 and 6 arriving first), then J might have had
the value {2, 3}.

Proof. By the kth block, we refer to the set By = {w(Lx — 1)+ 1,...,wL}.
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Algorithm 5 An adversarially robust, “random-start” algorithm for MIF(n,r) with error < §

Assume 7 < n/32 and § > e7"/% — otherwise, use Algorithm 1

Let w = {min(\/rlog N, 557 61+1/(5)J, the block size
Let t = [2r/w]

Initialization:

1. Let L = {Lq,...,L;} be a sequence of ¢t elements from [|n/w]|] without repetitions, chosen
uniformly at random.

2: ¢ < 1, an integer in the range {1,...,t}

3: J < 0, a subset of [¢]
4: x < (0,...,0), a vector in {0,1}"*

Update(e € [n]):

Let h = [e/w]

if 3j: Lj = h and j > c then
J— JU{j}

if h = L. then
Te—w(h—1) € 1

10: if x = (1,1,...,1) then

11: c—c+1
12: while ¢ € J do
13: c+—c+1

14: x < (0,0,...,0).
15: if ¢ > ¢ then
16: abort

Query:
17: Let j be the least value in [w] for which z; = 0.
18: output: w(L,—1)+j

First, we observe that unless Algorithm 5 aborts, it will always output a valid value. At all
times, the integer ¢ indicates a value L. for which the set B, is not entirely contained by the stream.
The contents of the vector x are updated by Lines 8 and 9 to ensure that iff some e € B, was given
by the stream since the last time ¢ was changed, then the vector entry @, (1) corresponding
to element e has value 1. On the other hand, when the value of ¢ changes, Lines 11 through 13
ensure that for the new value of ¢, no element of B, was in the stream so far. This works because
the variable J includes (by Lines 6 and 7) all blocks By for d > ¢ which contain a stream element.
Thus, after each update, B. always contains at least one element which was not in the stream so
far; and since the vector x tracks precisely which elements in B, were in the stream, the query
procedure for Algorithm 5 always gives a valid result.

Next, we evaluate the probability that Algorithm 5 aborts. This only happens if ¢ > ¢. The
variable ¢ can increase in two different ways: on Line 13, which can happen at most once every w
elements when the vector z fills up; and on Line 13, which occurs at most once for each element in
J. Thus ¢ <1+ |r/w]| + |J].

In much the same way that Theorem 8 bounded |J| for Algorithm 3, we prove here that
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|J| <t—1—|r/w| with probability 1 —§. Without loss of generality, assume that the adversary is
deterministic, and picks the next element of the stream as a function of the outputs of the algorithm
so far. Denote the elements of the stream by ej,...,e. — these are random variables depending
on the algorithm’s random choices. Say that ¢ — 1 elements have been processed so far, and the
algorithm receives the ith element. Let X; be the indicator random variable for the event that
the size of J will increase. Matching Line 5, let h; = |e;/w]|. Abbreviate He; := {h1,...,hi—1},
Lee, :={L1,..., L}, Ls¢, := {L¢;+1,-- -, Lt}; here ¢; is the value of the variable ¢ as of Line 5
Then by Line 6, X; = 1iff h; € Ls., \ He.

Critically, H; and h; only depend on what the adversary has seen so far — algorithm outputs
whose computation has only involved Lq,..., L., — and not on the contents of L~.,. Conditioning
on (Xi,...,Xi—1) does constrain L., but only in that it fixes the value of L-., N He;. If we
condition on L<., and (X1,...,X;_1) (and hence also on h; and H.;), then the set L., \ He; is a
uniform random subset of [[n/w]]\ L<, \ H<;. The probability that h; is contained in L., \ H<;
and will be added to J is then:

0 hi € Hei U Lee,
PriX; =1|Xy,..., X1, L<] = { t—ci—|HeiNLoe, | ) e
[n/w]—ci—[H<i\L<,|
b= |HeiNLoe| 2t

= Tnfw] = [Ha\ Lea] = nfw] =i = nfw]’

In the last step, we used the inequality i < r < 16r < |n/w]. Taking the (conditional) expectation
over L<., yields E[X; | X1,...,X;_1] < 2t/[n/wj < 4tw/n Applying the variant on Azuma’s

otherwise

inequality, Lemma 3, with z = max(1, > T In 5) gives:
'
4tw 4tw
P X, >r—(1 < 2 —
r; Z_7“n(—i-2:) < exp(—22/( —I—z)rn)
4dzrtw
< — <.
<exp(-—5—) <
We now observe that:
drtw(1 t 3nin
rtw( +z)§8rwmax<17 nn5> defn. of z
n n 2rtw
8rt
< max <w 6 1n (1/5))
2 4

< max <3T, 61n(1/5)) since t < —

n w
<o (7.7 < ang

max [ —, — since w < — and w <
w w 32r - 61n(1/5)
2
<t—|rjwl. since t > =-
w

This implies that at the end of the stream,

Pr(|J] >t — [r/w]] < Pr ||J] = ZX 4”“’1”) <5,

thereby proving that the algorithm aborts with probability < 4.
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Finally, we compute the space used by the algorithm. The set L can be stored as a list of
integers, using ¢ logn bits; the counter ¢ with logn bits; set J with ¢ bits; and vector x with w bits.
The total space usage s of the algorithm is then:

s <t(l+logn)+w+logn (22)
< M +w since t < 4% and logn < 2rlogn (23)
< 207"1T0gn since w < \/rlogn (24)
< max <40\/@, 6007’2nlogn’ 2401og % log n) (25)
:O< rlogn%—:jlogn—i—log(lslogn) . (26)

Algorithm 5 requires r < n/32 and § > e~ /6. If either of these conditions do not hold, then
it is better to use Algorithm 1 instead. When r > n/32, we have % logn = Q(nlogn), and when
6 < e "/ we have log % logn = Q(rlogn), so using Algorithm 1 here does not worsen the upper
bound from Eq. 26. Consequently, by choosing the better of Algorithm 5 and Algorithm 1, we can
obtain the upper bound from Eq. 26 unconditionally. ]

It is possible to reduce the space cost of this even further when r is sufficiently smaller than
n, by replacing the logic used to find a missing element inside a given block. When r = O(logn),
one can obtain an O (r1/3 (log r)2/3)-space algorithm by changing the block size to be w = 5(n/r2)
instead of w, and running a nested copy of Algorithm 4 configured for MIF(ib, r%/3(log r)/?) inside
each block instead of tracking precisely which elements in {w(L.—1)+1,...,wL.} have been seen

before.
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A Appendix

Proof. In this proof of Lemma 3, we essentially repeat the proof of the Chernoff bound, with slight
modifications to account for the dependence of X; on its predecessors. Here t is a positive real
number chosen later.

Pr|Y Xi>mnp(1+34)
=1

— Pr [etZ?:lXi > 6tnp(1+6)i|

< E[e! Zi=1 X1 /¢tnp(119)

= ¢ PURIEKIR X2 . B[ | Xy = X1, .., X1 = Xnoa] | X1 = X4

< e MPURIEI X2 Bl X1 (pe! + (1 —p)) | X1 = X1y- .., Xnoa = Xno] | X1 = X4
eTPUFORXIR[X B[t X 02 (pe! + (1 —p))? | X1 = X1,..., X3 = Xn_3] | X1 = X|]

n n
—tnp(1+0) t _ n _ [ P€ + (1 - p)
<e P (pe" +(1—p)" = < etp(119)

ep(et—l) n 6e’f—l np
< = ——— since 1 +z < ¢e*
=\ etp(1496) et(1+9) -

0 np

IN

1+9

2
< exp <§f§> . since  — (14 z)In(1 4+ z) < —22/(2 + z)
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