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ABSTRACT
Many studies on measurement and characterization of wireless LANs
(WLANs) have been performed recently. Most of these measure-
ments have been conducted from the wired portion of the network
based on wired monitoring (e.g. sniffer at some wired point) or
SNMP statistics. More recently, wireless monitoring, the traffic
measurement from a wireless vantage point, is also widely adopted
in both wireless research and commercial WLAN management prod-
uct development. Wireless monitoring technique can provide de-
tailed PHY/MAC information on wireless medium. For the net-
work diagnosis purpose (e.g. anomaly detection and security mon-
itoring) such detailed wireless information is more useful than the
information provided by SNMP or wired monitoring. In this pa-
per we have explored various issues in implementing the wireless
monitoring system for an IEEE 802.11 based wireless network.
We identify the pitfalls that such system needs to be aware of,
and then provide feasible solutions to avoid those pitfalls. We im-
plement an actual wireless monitoring system and demonstrate its
effectiveness by characterizing a typical computer science depart-
ment WLAN traffic. Our characterization reveals rich information
about the PHY/MAC layers of the IEEE 802.11 protocol such as
the typical traffic mix of different frame types, their temporal char-
acteristics and correlation with the user activities. Moreover, we
identify various anomalies in protocol and security of the IEEE
802.11 MAC. Regarding the security, we identify malicious usages
of WLAN, such as email worm and network scanning. Our results
also show excessive retransmissions of some management frame
types reducing the useful throughput of the wireless network.

Categories and Subject Descriptors: C.2.0 [Computer-Commu-
nications Networks]: Security and protection; C.2.3 [Computer-
Communications Networks]: Network monitoring

General Terms: Security, Measurement, Experimentation
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Figure 1: Monitoring Wireless Traffic: from a wired vantage
point, a wireless vantage point, and SNMP statistics.
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1. INTRODUCTION
With the popularity of the IEEE 802.11 [11] based wireless net-

works, it has become increasingly important to understand the char-
acteristics of the wireless traffic and the wireless medium itself.
A number of measurement studies [1, 4, 7, 14, 19, 21] have exam-
ined traffic characteristics in wireless networks. In these studies,
the measurements have been conducted on the wired portion of the
network and/or combined with SNMP logs [1].

The measurements at such wired vantage points can provide ac-
curate traffic statistics as seen in that portion of the network. How-
ever, practically they do not effectively expose the instantaneous
wireless medium characteristics (PHY/MAC in the IEEE 802.11).
The reasons are that SNMP exploits the summary data polled pe-
riodically (typically every 1 - 5 minutes)1 and wired monitoring
completely relies on the information observed at the wired portion.
1Such detailed wireless PHY/MAC information can be available
with properly defined MIB (Management Information Base) and
sufficiently small polling interval. However, most existing SNMP
MIBs for APs [12,16,17] provide very limited visibility into MAC-
level behaviors.



Instantaneous wireless PHY/MAC information is very important
for security monitoring in the IEEE 802.11 wireless network. It is
well known that the IEEE 802.11 WLAN has security vulnerabil-
ity due to the flaws in the MAC protocol [3, 18] and basic features
of wireless networks, such as open medium and mobility [26]. To
correctly diagnose such security problems we need to monitor both
MAC operations and mobile user activities instantaneously. There-
fore, with such instantaneous wireless PHY/MAC information, se-
curity monitoring and surveillance can be effectively performed.

To capture such detailed PHY/MAC information, wireless mon-
itoring technique can be used. Fig. 1 illustrates wired monitoring, a
measurement from a wired vantage point, and wireless monitoring,
a measurement from a wireless vantage point, and SNMP statistics.
Recently, wireless monitoring is widely adopted in both wireless
research, e.g. [20], and commercial WLAN management product
development, e.g. [8, 22].

In this paper, we focus on implementing an effective wireless
monitoring system and demonstrating its effectiveness in traffic
characterization and network diagnosis (e.g. anomaly detection
and security monitoring). Specifically, we examine the following
questions: (i) In spite of the advantages for instantaneous wire-
less PHY/MAC information, what are the pitfalls that a wireless
monitoring system needs to be aware of? (ii) How can we avoid
such pitfalls to improve the capabilities of the wireless monitoring
technique? (iii) How can we leverage the information that wire-
less monitoring provides, for WLAN traffic characterization and
network diagnosis?

To answer those questions, we first conduct a number of con-
trolled experiments to identify the pitfalls of wireless monitoring.
For the identified pitfalls, we propose feasible solutions and imple-
ment them to provide a wireless monitoring system. After showing
the effectiveness of the solutions, we apply our wireless monitor-
ing system to a real WLAN traffic in computer science department
in a university, over a period of two weeks. Then, we show how
the monitored information can be effectively used for both WLAN
traffic characterization and network diagnosis.

The contributions of this paper are as follows: (i) Our study can
give the insights on how to apply the wireless monitoring technique
(e.g. configuration, deployment, and data collection) for traffic
characterization and network diagnosis. (ii) The characterization
results can present a basis for building models and simulation tools
of the 802.11 wireless networks. (iii) The anomalies identified in
our study would help protocol designers to refine the protocol to
remove the anomalies identified.

In the following sections, we discuss the advantages and chal-
lenges of wireless monitoring for the purpose of traffic characteri-
zation and network diagnosis.

1.1 Advantages of Wireless Monitoring
The wireless monitoring system consists of a set of devices which

we call sniffers, to observe traffic characteristics on the wireless
medium. Wireless monitoring is useful for understanding the traf-
fic characteristics or detecting the anomaly in wireless network for
the following reasons.

A wireless monitoring system can be set up and put into oper-
ation without any interference to existing infrastructure, e.g. end-
hosts and network routers. In fact wireless monitoring can be per-
formed without any interaction with the existing network, and hence
is completely independent of the operational network.

More importantly, wireless monitoring exposes the characteris-
tics on the wireless medium itself so that we can infer the PHY/MAC
characteristics. Thus wireless monitoring allows us to examine
physical layer header information including signal strength, noise

level and data rate for individual packets. Similarly it also enables
examination of the link layer headers, which include IEEE 802.11
type and control fields [11].

Physical layer information can be used to examine error rates
and throughput. This is useful for developing accurate error models
for the IEEE 802.11 WLANs and in site planning to determine the
minimum signal strength required to achieve a certain throughput
or error rate.

By analyzing the MAC layer data, we can characterize traffic
according to different frame types, namely: data, control, and man-
agement frames. The collected data, combined with timestamps,
can be used as accurate traces of the IEEE 802.11 link-level opera-
tions. Such traces are useful when we want to emulate the protocol
or diagnose the problems of wireless networks.

1.2 Challenges of Wireless Monitoring
Despite the numerous advantages described above, wireless mon-

itoring has the following challenges:

1. Limited capability of each sniffer: each sniffer has the limi-
tations, e.g. on signal receiving range, disk space, processing
power, etc.

2. Placement: finding the best location for each sniffer is diffi-
cult.

3. Data collection: it is difficult to collect and synchronize a
large volume of data from multiple sniffers.

In this paper, we address all the above problems and propose
a framework for wireless monitoring technique. However, wire-
less monitoring has another big challenge: scalability, i.e. that
the cost and management overhead can be significant for the de-
ployment and management of a large number of sniffers. In this
work, we limit our work to the fixed number of sniffers for rela-
tively small coverage area (e.g. WLAN in a single floor with less
than 10 APs). Based on the promising results of this work, we
are currently working towards addressing the scalability problem
in more general WLAN environment.

1.3 Organization
The rest of the paper is organized as follows. In Section 2 we

discuss previous works in the area of traffic characterization, net-
work diagnosis, and security in the IEEE 802.11 WLAN. Section 3
describes the controlled experiment, the pitfalls of wireless mon-
itoring, and the techniques to overcome them. In Section 4, we
describe the results of our two-week long experiment and discuss
the anomalies we discovered. Finally, we conclude the paper in
Section 5 and highlight our ongoing work.

2. RELATED WORK
Several measurement and analysis studies [1,14,19,21,24] have

examined traffic or error characteristics in the IEEE 802.11 WLAN.
Most of the measurements have been performed on university WLAN
[14, 19, 21, 24], while the work in [1] examined WLAN traffic in a
conference environment.

The study of Tang and Baker [21] in the Computer Science De-
partment building of Stanford University was one of the early stud-
ies. They examined wired monitoring traces, and SNMP logs to
analyze a twelve-week trace of a local-area wireless network. In a
public-area wireless network, the traces collected in well-attended
ACM conference were successfully analyzed by Balachandran et
al. [1]. They used SNMP logs and wired monitoring to character-
ize not only the patterns of WLAN usage, but also the workloads of



user arrivals and session durations with parameterized models. A
significantly larger scale experiment covering a much longer dura-
tion and coverage area has been presented in the Dartmouth campus
by Kotz and Essien [14]. Their analysis was based on using system
logs in APs, SNMP logs and wired monitoring traces to character-
ize the typical usage and traffic patterns in a university WLAN. In a
similar recent study, Schwab and Bunt [19] used wired monitoring
and the Cisco proprietary LEAP authentication logs to character-
ize one-week usage and traffic patterns in a campus-wide WLAN
environment.

Similar to the previous studies, our measurements are performed
on typical university WLAN environment in a department network.
We are interested in showing the traffic characteristics and anoma-
lies for a typical access point in this environment. Our uniqueness
comes from analyzing the wireless media using the wireless mon-
itoring technique which gives a full view of the network spanning
all the layers of the protocol stack.

In a more general wireless environment, the authors in [4,7] per-
formed wireless monitoring to measure packet loss and Bit Error
Rate. Their experiments were fully controlled between two wire-
less stations and performed on non-802.11 networks. Our work is
different in being in the context of 802.11 WLANs and in perform-
ing the experiment in an actual environment with different goals.

Diagnosis for WLAN has been actively studied these days. MAC
misbehaviors, such as greedy user behavior on backoff time, were
examined in [10, 15]. They detected and identified the problem
by either defining a new mechanism in the MAC protocol [15]
or installing a detection software module in the AP [10]. Even
though they did not exploit the external monitoring devices as in
our work, their methodologies commonly relied on wireless mon-
itoring technique: in [15], each wireless station (STA) performed
wireless monitoring, while [10] exploited periodic wireless moni-
toring in the AP. Intrusion detection for mobile wireless network
was addressed in [26]. They exploited an agent-based, local and
cooperative intrusion detection mechanism. Wireless monitoring
was also used in their work for monitoring communication activi-
ties within the radio range of each agent.

Security flaws in the IEEE 802.11 MAC have been identified
and demonstrated in many literatures (e.g. [3, 5, 9, 18]). The flaws
in encryption mechanisms [5, 9] and, access control and authenti-
cation [18] have been demonstrated. In [3], they identified and
demonstrated two MAC vulnerabilities - namely identity vulner-
ability (i.e. no mechanism for verifying the correct identity) and
media access vulnerability (i.e. no protection for arbitrary modi-
fication of NAV2). These flaws in current MAC protocol indicate
that monitoring MAC operations and user activities is crucial for
effectively diagnosing WLAN.

3. CONTROLLED EXPERIMENT
In this section, we present our controlled experiment. The pur-

pose of this experiment is (i) to analyze the wireless monitoring
technique in terms of its effectiveness in capturing wireless traf-
fic and presenting precise statistics for wireless medium and (ii) to
identify the pitfalls that the monitoring system needs to be aware of.
Our metric for effective monitoring is the percentage of captured fr-
ames out of the frames generated by a reference application.

3.1 Methodology

3.1.1 Network Infrastructure
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Figure 2: Controlled Experiment using NetDyn: Source in a
wireless station sends 20000 UDP packets to wired Echo ma-
chine which sends them back to Sink in the same wireless sta-
tion.

We perform our experiments in the A. V. Williams building, at
University of Maryland (where the Department of Computer Sci-
ence is located). The building has 58 access points installed, which
belong to three different wireless networks. Each wireless network
is identified with its ESSID. The ESSIDs of the three networks are
umd, cswireless and nist respectively. umd network consists of 29
Cisco Aironet A-340 APs, and is the most widely used wireless
network in the university. cswireless (12 Lucent APs) and nist
(17 Prism2-based APs) networks are built by individual research
groups in the department3.

We performed our controlled experiment on a separate network
that we set up specifically for this purpose with its own ESSID. Our
clients were configured to associate with this AP.

3.1.2 NetDyn
To estimate the exact measurement loss, we need to use reliable

application generated sequence numbers. We conducted a two-way
UDP packet exchange experiments using an end-to-end traffic mea-
surement tool, called NetDyn [2].

As shown in Fig. 2, NetDyn consists of three different processes,
Source, Echo and Sink. Source puts a sequence number in the pay-
load, sends the packet to Echo, which also adds a sequence number
before forwarding it to Sink. In our setup, Source and Sink pro-
cesses run on a wireless station, while the Echo process runs on
a server wired to the LAN. Using the sequence numbers generated
by the Source and Echo processes, we can determine which packets
were lost in the path from the Source machine to the Echo machine
and vice versa.

In the experiment, Source sends 20000 packets with the full UDP
payloads (1472 bytes) to Echo, with 10 ms inter-packet duration
(hence, at 100 packets/second). We made sure that no fragmen-
tation occur on either side of the AP. Therefore, for each NetDyn
frame on the wireless side, there is a corresponding frame on the
wired side and vice versa. We use the NetDyn statistics as the base-
line for comparison with the number of the frames captured by snif-
fers.

3All networks mentioned in the paper are based on the 802.11b
protocol.



3.1.3 Monitoring Hardware/Software
We set up three sniffer machines to capture the wireless frames

on the air. All sniffing devices use the Linux operating system with
kernel version 2.4.19. We used Ethereal (version 0.9.6) and libp-
cap library (version 0.7) with the orinoco cs driver (version 0.11b),
patched to enable monitoring mode, as our sniffing software. We
made use of the ‘monitor mode’ of the card to capture 802.11 frame
information including the IEEE 802.11 header as well as physical
layer header (called the Prism2 monitor header), and higher layer
protocols’ information.

3.1.4 Captured Wireless Data
The wireless sniffer captures the first 256 bytes of each receiv-

ing 802.11 frame, records the complete view of the frame, i.e.
PHY/MAC/LLC/IP/Above-IP information.

Prism2 monitor header is not a part of IEEE 802.11 frame header,
but is generated by the firmware of the receiving card. The header
includes useful PHY information, such as MAC Time, RSSI (Re-
ceived Signal Strength Indication), SQ (Signal Quality), Signal st-
rength, Noise, Signal Noise Ratio (SNR) and Data rate (in Mbps).
All signal and noise information are in manufacture-specific units.
However, they can be used for relative comparison.

We also capture the IEEE 802.11 MAC frame structure which in-
corporates the following fields: protocol version, frame type (man-
agement, data and control), Duration for Network Allocation Vec-
tor (NAV) calculation, BSS Id, Source and Destination MAC ad-
dresses, fragment, sequence number among others [11]. According
to the 802.11 MAC frame type of the captured frame, we extract
different information. For example, for Beacon frames, captured
information include 64-bit Beacon timestamp which we use for
time synchronization among multiple sniffers (Section 3.3). For
Association/Disassociate and Authentication/Deauthentication fr-
ames, the information includes the reason code for such actions.
We also capture higher layer protocol information, mainly for Net-
Dyn frames.

3.1.5 Experiment Setup
We tried different scenarios for the traffic between the wireless

clients and the wired server. In the rest of this section we show the
results of one experiment whose configuration is shown in Fig.2.
Other configurations gave comparable results. We have two wire-
less clients at two different locations corresponding to two different
signal conditions. The “Good” client lies in an area of good AP
coverage, in terms of SNR, while the “Bad” client lies in an area
of bad AP coverage. We also have three wireless sniffers (T, U and
V) capturing the wireless traffics between Source, Sink and the AP.
Sniffer T is placed adjacent to the AP while the other two sniffers
are placed as shown in Fig.34. Note that the purpose of placing the
sniffers in the controlled experiment was not to maximize the cap-
ture performance, but rather to study the different factors affecting
the wireless monitoring performance.

3.2 Single Sniffer Statistics
We define a “From-AP” frame, as a frame transmitted by the

AP to a wireless station. Similarly, we refer to a frame from the
wireless station to the AP as a “To-AP” frame.

Table 1 shows the number of received packets for the NetDyn ap-
plication and the percentage of MAC frames captured by the three
wireless sniffers. The entries for the wireless sniffers were obtained
by counting all frames with unique sequence numbers. In Table 1,
the leftmost data column (named NetDyn) indicates the number of

4We discuss sniffers placement in Section 3.4.
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Figure 3: SNR Contour Map for controlled experiment: SNR
Contour lines for 40,30,20 and 15 dB are obtained from SNR
measurements. Based on the contour map, we place the wire-
less clients at locations G and B and place the sniffers at loca-
tions T, U, and V.

NetDyn frames correctly received by the application (out of 20000
packets). The next three columns represent the number of the fr-
ames captured by the sniffers T, U, and V respectively. Those
numbers are normalized with the corresponding NetDyn number
as 100%. We define the measurement loss to be the percentage of
the frames unobserved by the sniffer. We can make the following
observation from those four columns in the table:

• Different sniffers have different viewpoints of the wireless
medium.

• The percentage of measurement loss for From-AP traffic is
much less than the percentage of measurement loss for To-
AP traffic. On the average, one sniffer can see 99.4% for
From-AP traffic and 80.1% for To-AP traffic. The reason for
that is that the AP has better hardware compared to clients,
therefore the signal seen at a sniffer from an AP is stronger
than the signal seen from a client. Moreover, we can always
place a sniffer adjacent to an AP, whose position is fixed,
while we cannot do that for wireless clients as their position
is not known in advance.

• Each sniffer has a significant percentage of unobserved fr-
ames compared to NetDyn data. Even sniffer T, which was
placed adjacent to the AP, encountered a severe measurement
loss to observe only 73% of the total To-AP traffic.

• The absolute physical location of the client or the sniffer does
not affect the ability of a particular sniffer to capture data
from a particular wireless client. Rather, the relative posi-
tion between the wireless client and the sniffer is the factor
that affects the ability of a sniffer to capture the data from
that client. For example, for the traffic originating from Bad
client, sniffers U and V capture more traffic than sniffer T,
because U and V are closer to Bad client than sniffer T.

• In Bad client case, the sniffers captured some frames that
was not received by the NetDyn application (capture per-
centage > 100%). This is because all sniffers are closer to
the AP than Bad client which means that a frame sent by the
AP will have a better SNR at the sniffer compared to Bad
client. Therefore, the sniffers can capture frames that Bad
client cannot capture.



Table 1: Increasing captured frames by merging multiple sniffers: Merging two or three sniffers among T, U and V significantly
increases the number of observed frames.

To-AP Wireless Traffic
NetDyn T U V T+U T+V U+V T+U+V

Good 19905 (100%) 76.76% 69.00% 68.34% 76.83% 70.00% 76.84% 98.61%
Bad 18490 (100%) 69.48% 99.58% 99.73% 99.05% 100.05% 99.97% 100.13%
Total 38395 (100%) 73.25% 83.73% 83.46% 87.54% 84.47% 87.98% 99.34%

From-AP Wireless Traffic
Good 19247 (100%) 98.41% 97.31% 95.24% 99.37% 98.06% 99.32% 99.38%
Bad 17858 (100%) 102.04% 101.85% 102.2% 102.56% 102.43% 102.52% 102.56%
Total 37105 (100%) 100.15% 99.5% 98.59% 100.91% 100.16% 100.86% 100.91%

From these observations we can see two important pitfalls that
wireless monitoring system needs to avoid for achieving a good
capture percentage, i.e. a low measurement loss.

1. The capturing capability of a single sniffer is fairly limited
both in terms of measurement loss and hearing (receiving)
range.

2. Carefully selecting the sniffers’ relative locations is impor-
tant for acceptable capturing performance.

We provide the solutions for these identified pitfalls in the next sec-
tions.

3.3 Merging Multiple Sniffer Data
Our key idea for the first problem is to merge the data collected

from different sniffers. Using multiple sniffers is justified not only
in that it can reduce the measurement loss significantly, but also in
that it can aggregate each sniffer’s local view to provide a overall
picture of WLAN traffic. Even if each sniffer’s hardware was as
good as the AP’s, there is still a need for multiple sniffers in order
to catch the messages that the AP missed. The main problem for
merging the data from different sniffers is how to synchronize the
traces when each of them is time-stamped according to the local
clock of the sniffer. In this section, we describe our method for
time synchronization, merging procedures and the effect of merg-
ing respectively.

3.3.1 Time Synchronization between Multiple Traces

To correctly merge multiple sniffers’ data without reordering we
require the time synchronization error (the difference between two
timestamps of different sniffers for the same frame) to be less than
half the minimum gap between two valid IEEE 802.11 frames. In
the IEEE 802.11b protocol, the minimum gap, Gmin, can be cal-
culated as the 192 microsecond preamble delay plus 10 microsec-
ond SIFS (Short Inter-Frame Space) plus 10 microsecond minimum
transmission time for a MAC frame5, to be a total of 212 microsec-
ond.

Our approach is to use the IEEE 802.11 Beacon frames, which
are generated by the AP, to be the common frames to all the snif-
fers. Beacon frames contain their own 64-bit absolute timestamps
as measured by the AP, therefore we can uniquely identify such
common beacon frames in different sniffer traces. With such n
common beacon frames, we then take one of the sniffers as a refer-

5For the case of Acknowledgement frame (14 bytes) transmitted at
11 Mbps.

ence point and use linear regression to fit the other sniffers’ times-
tamps6 to the reference sniffer.

Fig. 4 shows the fitting error (difference between the fitted times-
tamp and the reference timestamp) for the common Beacon frames
over a 12.5 minutes interval. During this period, there were 5658
Beacon frames that were common to all the sniffers out of the total
of the 7500 total Beacons frame that are sent at the 100 ms rate.
Sniffer T was taken as the reference sniffer in this experiment. We
can see that the maximum error is below 40 microseconds, well
below the 106 (= 212/2) microseconds limit.

3.3.2 Merging Procedures
Using the obtained linear equation, we can convert the times-

tamp of each frame captured by each sniffer, to the reference time.
To identify the duplicate frames that multiple sniffers commonly
observed, we compare the header information of the frames, which
are from different sniffer traces and whose converted timestamps
differ by less than half the minimum gap Gmin. After removing the
duplicates, we can generate a single correctly-ordered trace from
multiple sniffer traces.

3.3.3 The Effect of Merging
Table 1 shows the effect of using the merged sniffers’ traces.

We can see from the table that increasing the number of merged
sniffers’ traces from one to two to three increases the percentage of
captured frames significantly from 73.25% to 84.47% to 99.34%
respectively for the To-AP traffic. Notice also that the effect of
merging is more significant in the case of To-AP traffic while a
single sniffer near the AP (sniffer T) can almost capture all the
From-AP traffic (improvement from T only to T+U+V is 0.7%).

3.4 Sniffers Placement
As noted in Section 3.2, carefully selecting the sniffers location

is important to obtain an acceptable capturing performance. In this
section, we describe our sniffer placement strategy in the coverage
area of an AP. We make use of the observations presented in Section
3.2.

Since in the infrastructure mode of the 802.11 protocol all traffic
goes through the AP, one may think that placing all sniffers near
the AP should maximize the capture performance. However, our
experiments showed that the capture performance of To-AP traffic
is worse than that of the From-AP traffic, even for the sniffer T
which was adjacent to the AP. This is due to the weak signal that
reaches the sniffer from the clients compared to the strong signal

6We use the MAC time of the received frame, which is available in
Prism2 header in the captured frame, as the local timestamp at each
machine.
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that reaches the same sniffer from the AP. The AP can capture the
weak signal due to its better hardware and specialized processing
(compared to the sniffer configuration).

Therefore, for placing the wireless sniffers, we should only place
one sniffer adjacent to the AP to be responsible for capturing the
From-AP traffic and the traffic of clients near the AP. Other sniffers
should be placed as close as possible to the wireless clients.

If we assume that clients are going to be uniformly distributed
over the coverage area, this translates to placing the sniffers so that
they cover as much as possible from the AP coverage area. There-
fore, if we have n sniffers to place, we can split the AP coverage
area into n equal areas and place the sniffers in the center of mass
of these areas. The key challenge here is to determine the AP cov-
erage area. Our scheme is that at as many locations as possible we
measure the SNR of Beacon frames from the target AP to draw the
contour line as shown in Fig. 3. Therefore we can determine the
AP coverage area as the 15-dB line7 in the figure.

We can refine this strategy by noting that, in an environment
where multiple APs are installed, the coverage area of an AP may
be reduced to the Association Area of the AP. The Association Area

7We can determine this threshold (in dB) by considering the rea-
sonable percentage of captured Beacons out of normal Beacon rate,
e.g. 10 per second.

of an AP is the area at which a client will favor this AP for associa-
tion compared with other APs in the area. Note that the Association
Area is a sub-area of the coverage area and that most of the traffic
an AP receives comes from the associated clients (i.e. from the
Association Area). Therefore, we should use the association area
of an AP rather than its coverage area. Fig. 5 shows the Associ-
ation Areas for different access points in the area of interest. The
figure also shows the difference between the coverage area and the
association area for AP1

Another factor that needs to be taken into account is the signal
condition at the sniffer location. We define an SNR wall as an area
where the SNR contour lines are close to each other (Fig. 3). Our
experiments shows that placing a sniffer near an SNR wall leads to
worse capture performance compared to placing the sniffer at other
places. Therefore, SNR walls should be avoided.

4. APPLICATIONS: TRAFFIC CHARACTER-
IZATION AND NETWORK DIAGNOSIS

We apply the wireless monitoring technique to measure and char-
acterize actual wireless LAN traffics of a typical AP in a computer
science department network. We have performed passive measure-
ments over a period of two weeks from Monday, February 9 to Sun-
day, February 22 to observe the wireless PHY/MAC characteristics
in the fourth floor of the A.V. Williams building of Computer Sci-
ence Department on the campus of University of Maryland. In this
experiment, we aim (i) to examine typical characteristics of MAC
traffic in academic research environment and (ii) to diagnose var-
ious anomalies in protocol and security of the IEEE 802.11 MAC
using wireless monitoring technique.

4.1 Methodology

4.1.1 Target Traffic
In the fourth floor of A.V. Williams building, we have three

channel-6 APs, three channel-1 APs and one channel-1 AP. Chan-
nel 6 is the most widely used in the fourth floor, therefore we
choose channel 6 as our target channel. We choose one of the
channel-6 APs in the fourth floor as our target AP.

4.1.2 Setup and Placement
The setups for H/W and S/W in three sniffers are exactly the

same as in controlled experiment in Section 3. We also followed
our strategy for sniffer placement as discussed in the Section 3.4.
Sniffer T is the sniffer placed adjacent to the target AP.

4.2 Results
We will present our results under three categories: MAC Traf-

fic, MAC Frame Types, and User Activity. We also summarize the
anomalies we discovered and discuss the related security issues in
the last section.

4.2.1 MAC Traffic
Fig. 6 shows the daily traffic over the two weeks. We obtain

MAC type and size information from each frame’s MAC header in
the traces. We separately present traffic for IEEE 802.11 Data fr-
ames and that for the IEEE 802.11 Management frames (e.g. Bea-
con frames).8

We notice that there was almost no user activity on the weekend
of Feb. 14 and Feb. 15. This weekend represents the weekend for
8Since the IEEE 802.11 control frames (e.g. Acknowledgement)
have no BSSID, i.e. MAC address of AP, we do not present the
results for the control frames in this section.
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Figure 6: [MAC Traffic] Number of MAC frames per seconds,
averaged daily, over two weeks: All traffic of the target AP is
the sum of MAC Data traffic and Mgmt (Management) traffic.

M9 T10 W11 T12 F13 S14 S15 M16 T17 W18 T19 F20 S21 S22
0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

1.8

2
x 104

Days

B
yt

es
 p

er
 S

ec
on

d

All
Data
Mgmt

Figure 7: [MAC Traffic] Traffic volume per seconds. Daily av-
eraged values are shown over two weeks: All traffic of the tar-
get AP is the sum of MAC Data traffic and Mgmt (Management)
traffic.

Table 2: Abbreviation for the IEEE 802.11 Types
Abb. 802.11 Types
ProbeReq Probe Request
ProbeRes Probe Response
PowerSave Power Save Poll
AsscReq Association Request
AsscRes Association Response
ReAsscReq Reassociation Request
ReAsscRes Reassociation Response

1 2 5.5 11

AsscReq

ReAsscReq

ProbeRes

Beacon

PowerSave

Data

ReAsscRes

AsscRes

Average Data Rate

Figure 8: [MAC Frame Types] Average data rate per MAC
Type.

Valentine’s Day. February 16 was the holiday for President’s Day.
However, the university was open on that day.

Typically traffic for the IEEE 802.11 Management frames is con-
stant over the two weeks period. On Friday, February 20, disk space
had been full for 8 hours therefore we have smaller number of fr-
ames than normal days (losing about one third of the normal man-
agement traffic volume).

We observe a sudden spike of traffic on Wednesday, February 18,
which is three times larger than normal days. Carefully examined,
we found that 40% of MAC Data traffic consists of IMAP (Internet
Message Access Protocol) frames. IMAP protocol is used when
client STA accesses electronic mail or bulletin board messages that
are kept on a (possibly shared) mail server [13]. This abnormal
spike of email traffic is due to email worm W32.Netsky.B@mm that
was spreading on the web on Feb. 18 [6].

4.2.2 MAC Frame Types
In this section we show the results of per frame-type statistics

over two weeks. For each type of frames we observed, we show the
average data rates per frame and average retransmissions per frame,
respectively. We obtain this information from the 256 byte MAC
header of the IEEE 802.11 frames and the Prism2 header which is
generated per frame by the sniffer device driver (PHY information).
We use the abbreviation in Table 2 to denote the long type names.

In Fig. 8, we have two observations:

1. AsscRes and ReAsscRes are usually transmitted using the
highest data rate, i.e. 11 Mbps, while the corresponding Re-
quest frames use the lowest data rate, i.e. 1 Mbps. This is
not expected as the AP should respond with a data rate close
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Figure 9: [MAC Frame Types] Average number of retransmis-
sions per MAC Type.

to the data rate of the request to enhance the SNR at the re-
questing client.

2. The average data rate for Data frames is 5.1 Mbps. This
strongly indicates that multiple data rates are used.

Fig. 9 shows the average number of retransmissions per frame.
We calculate the numbers by dividing the number of retransmitted
frames (whose MAC Retry bit is set to 1) by the number of non-
retransmitted frames (whose MAC Retry bit is set to 0). Therefore,
an average number of retransmissions of one indicates that each
frame is retransmitted one time on the average.

We find that unexpectedly, ProbeRes, ReAsscReq and Power-
Save frames have a very high number of retransmissions on the
average.

We give the following possible explanations for each case:

• ProbeRes: Due to the overlap between different channels in
An 802.11 WLAN, an AP can hear on up to 8 other channels
than its assigned channel [25]. For example, suppose that
a client sends a ProbeReq frame on channel 2. An AP on
channel 6 can hear this ProbeReq (due to the channel over-
lap) and responds to the sender. When the client receives the
ProbeRes frame, it knows that this is an incorrect response
(since the ProbeRes frame contains the channel number it
was sent on) and drops the frame. As a result, the AP on
channel 6 will not receive an Acknowledgement frame and
will retransmit the ProbeRes frame.

• ReAsscReq: Although the client sends a request with a low
data rate (indicating a poor signal condition), the standard
does not force the implementation to respond with a specific
data rate. The AP sees from the ReAsscReq that the client
can support up to 11 Mbps and sends the ReAsscRes with
that rate9. Unfortunately, this message does not reach the
client due to the poor signal conditions at the client side. This
can be confirmed in the average data rate per frame types in
Fig. 8.

• Power-Save Poll: When a STA wakes up, it sends a Power-
Save Poll message to the AP asking for the buffered frames.
The AP may have its NAV set indicating that the medium is

9The ReAsscRes frame acts as the Acknowledgement in this case.
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Figure 10: [User Activity] Number of Unique MAC Addresses
per 5 minute interval in From-AP Traffic on Feb. 10.

busy, so it cannot respond to the poll message. Therefore, the
station does not get a reply and retransmits the Power-Save
Poll.

We believe that these high average retransmission for this frame
types represents anomalies in either the protocol design or imple-
mentation.

4.2.3 User Activity
For monitoring instantaneous user activity, we compare the num-

ber of unique source MAC addresses and the number of unique des-
tination MAC addresses during each 5 minutes, as shown in Fig. 10.
We obtained the MAC addresses information from MAC header of
each frame.

We can observe that around at 19:00 on February 10 the num-
ber of unique destination MAC addresses sharply increased while
the number of unique source MAC addresses did not change much.
Careful examination of the trace reveals that during that 5 minute
period a source station on the wired network sent ICMP ping mes-
sages to 55 unique (wireless) destination MAC addresses which are
sequentially generated. This network scanning technique, namely
ping sweep, is known to be potentially malicious.

4.3 802.11 Anomaly and Security Monitoring
With the instantaneous PHY/MAC information available through

wireless monitoring, we discovered several anomalies in protocol
and security of the IEEE 802.11 MAC:

1. Some management frames, e.g. association response and re-
association response frames, are transmitted at the highest
data rate which does not correspond to the client SNR con-
ditions (Fig. 8). This leads to excessive retransmissions of
these management frames.

2. We observe significant number of retransmissions of the IEEE
802.11 Management frames. Those frames include Probe
Response (64%), Reassociation Request (25%) and Power-
Save Poll (13%). These retransmissions lead to the unnec-
essary waste of the scarce wireless capacity. We believe the
reason for such retransmissions to be the incomplete specifi-
cation of current MAC protocol. To prevent such anomalies,
MAC protocol standards need to specify in more detail the



frame exchange sequences and need to consider various con-
ditions on PHY layer, e.g. data rate, signal strength, etc.

3. By monitoring the traffic and user activity, we observe some
malicious usages of WLAN, such as email worm and net-
work scanning technique.

The anomalies in MAC protocol, e.g. severe retransmission of
management frames, can be exploited by malicious users for se-
curity attack. For example, we observed up to 5000 Probe Re-
sponse frames (from only one AP, including retransmissions) dur-
ing 5 minutes, which is equivalent to about 6.6 kbps. This indicates
that Probe Request flooding attack can have more significant im-
pacts on WLAN’s bandwidth than are intended, due to the retrans-
mission of Probe Responses.

We showed monitoring user activity with MAC addresses in Sec-
tion 4.2.3. Other MAC information, such as MAC sequence num-
bers and ESSID, can also be used for monitoring suspicious user
activity. In [23], they analyzed MAC sequence numbers to detect
so-called fake AP and MAC address spoofing. Using multiple snif-
fers, our wireless monitoring framework provides accurate MAC
information instantaneously on the whole MAC traffic over one or
multiple BSS. Therefore, various techniques using MAC informa-
tion for security monitoring can be effectively applied in our frame-
work.

5. CONCLUSIONS
In this paper, we address two problems: wireless monitoring

technique and its applications in MAC traffic characterization and
network diagnosis. We first identify the pitfalls of wireless moni-
toring and provide two feasible solutions, namely merging multiple
sniffers and their placement. Then, we apply those techniques to
academic research WLAN over two week for MAC traffic charac-
terization and network diagnosis.

Our experimental results reveal not only typical WLAN traffic
characteristics but also the anomalies in the MAC protocol (e.g.
severe retransmission of some Management frames) and security
(e.g. internet worm and ping sweep).

We expect that the techniques and experiences in this paper can
be well applied to security monitoring in the IEEE 802.11 WLAN.
Because the IEEE 802.11 MAC protocol is highly vulnerable to
security threats, wireless monitoring on MAC operations and user
activity and the diagnosis based on such data are crucial for secur-
ing WLAN. In Section 4.2.3, we show an example of detecting a
malicious WLAN usage based on the monitored user activity.

Our on-going work is centered on automating the diagnosis pro-
cesses for detecting various anomalies (e.g. in terms of perfor-
mance, security, and availability). We are applying multivariate
anomaly detection technique to different measurement sets (e.g.
SNMP and wireless monitoring) for automatic diagnosis of vari-
ous anomalies.
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