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Abstract

TLS is the protocol of choice for securingtoday’s e-
commerce and online transactions,but addingTLS to a
webserverimposesa significantoverheadrelativeto an
insecure web serveron the sameplatform. We perform
a comprehensivestudyof the performancecostsof TLS.
Our methodologyis to profileTLSwebserverswith trace-
drivenworkloads,replacingindividualcomponentsinside
TLSwith no-ops,andmeasuringtheobservedincreasein
serverthroughput.We estimatethe relativecostsof each
componentwithin TLS,predictingtheareasfor which fu-
ture optimizationswould be worthwhile. Our resultswe
showthat RSAaccelerators are effectivefor e-commerce
site workloads, becausethey experiencelow TLS ses-
sion reuse. Accelerators appear to be lesseffectivefor
siteswhere all the requestsare handledby a TLSserver,
thushavinghighersessionreuserate; investingin a faster
CPU mightprovemoreeffective.

1. Intr oduction

Securecommunicationis an intrinsic demandof to-
day’s world of online transactions. The most widely
used method is SSL/TLS [10]. Original designedat
Netscapefor its webbrowsersandservers,Netscape’sSe-
cure Socket Layer (SSL) has beenstandardizedby the
IETF andis now calledTransportLayer Security(TLS).
TLS runsat the transportlayer above existing protocols
likeTCP. TLS is usedin avarietyof application,including
securewebservers,secureshell andsecuremail servers.
As TLS is mostcommonlyusedfor secureweb applica-
tions,suchasonlinebankingande-commerce,ourgoalis
to provide a comprehensiveperformanceanalysisof TLS
webservers. While previousattemptsto understandTLS
performancehave focusedon specificprocessingstages,
suchastheRSA operationsor thesessioncache,we ana-
lyzeTLS webserversassystems, measuringpage-serving
throughputundertrace-drivenworkloads.

TLS provides a flexible architecturethat supportsa
numberof different public key ciphers,bulk encryption

ciphers,andmessageintegrity functions.In its mostcom-
mon web usage,TLS uses1024-bit RSA encryptionto
transmita secretthat serves to initialize a 128-bit RC4
streamcipher and usesMD5 as a keyed hashfunction.
(Detailsof thesealgorithmscanbefoundin Schneier[25]
andmostotherintroductorycryptographytexts.)

TLS web servers incur a significant performance
penalty relative to a regular web server running on the
sameplatform (as little asa factorof 3.4 to asmuchas
a factor of 9, in our own experiments). As a result of
this cost,a numberof hardwareacceleratorsareoffered
by vendorssuchasnCipher, Broadcom,AlteonandCom-
paq’sAtalla division. Theseacceleratorstakethemodular
exponentiationoperationsof RSA and perform them in
customhardware,thusfreeingtheCPUfor othertasks.

Researchershave alsostudiedalgorithmsandsystems
to accelerateRSA operations. Bonehand Shacham[8]
have designeda softwaresystemto performRSA opera-
tions togetherin batches,at a lower cost thandoing the
operationsindividually. Deanet al. [9] have designeda
network service,offloadingthe RSA computationsfrom
webserversto dedicatedserverswith RSA hardware.

A moreglobalapproachwasto distributetheTLS pro-
cessingstagesamongmultiple machines.Mraz [16] has
designedan architecturefor high volume TLS Internet
serversthatoffloadstheRSA processingandbulk cipher-
ing to dedicatedservers.

The TLS designersknew thatRSA wasexpensive and
that web browserstend to reconnectmany times to the
samewebserver. To addressthis, they addeda cache,al-
lowing subsequentconnectionsto resumean earlierTLS
sessionandthusreusethe resultof an earlierRSA com-
putation. Researchhas suggestedthat, indeed,session
cachinghelpswebserverperformance[11].

Likewise,therehasbeenconsiderableprior work in per-
formanceanalysisandbenchmarkingof conventionalweb
servers[15, 12, 17, 5, 18], performanceoptimizationsof
webservers,performanceorientedwebserverdesign,and
operatingsystemsupportfor webservers[13, 22, 6, 7,21].

Apostolopuoloset al. [3] studiedthe costof TLS con-
nectionsetup,RC4andMD5, andproposedTLS connec-
tion setupprotocolchanges.



Our methodologyis to replaceeachindividual opera-
tion within TLS with a “no-op” and measurethe incre-
mentalimprovementin server throughput.This method-
ologymeasurestheupper-boundthatmaybeachievedby
optimizing eachoperationwithin TLS, whetherthrough
hardware or software accelerationtechniques. We can
measurethe upper-boundon a wide variety of possible
optimizations,includingradicalchangeslike reducingthe
numberof TLS protocolmessages.Creatingsuchanop-
timized protocolandproving it to be securewould be a
significanteffort, whereasour simulationslet us rapidly
measurean upperboundon the achievableperformance
benefit. If the benefitwereminimal, we would thensee
no needfor designingsucha protocol.

Section2 presentsan overview of the TLS protocol.
Section3 explainshow weperformedourexperimentsand
whatwe measured.Section4 analyzesourmeasurements
in detail. Our paperwrapsup with future work andcon-
clusions.

2. TLS protocol overview

TheTLS protocol,whichencompasseseverythingfrom
authenticationandkey managementto encryptionandin-
tegrity checking,fundamentallyhastwo phasesof opera-
tion: connectionsetupandsteady-statecommunication.

Connectionsetupin quite complex. Readerslooking
for completedetailsareencouragedto readtheRFC[10].
The setupprotocol must,amongother things,be strong
againstactiveattackerstrying to corrupttheinitial negoti-
ationwherethetwo sidesagreeonkey material.Likewise,
it mustprevent “replay attacks”wherean adversarywho
recordeda previouscommunication(perhapsoneindicat-
ing somemoney is to be transferred)could play it back
without theserver’s realizingthe transactionis no longer
fresh(andthus,allowing theattackerto emptyout thevic-
tim’sbankaccount).

TLS connectionsetuphasthefollowing steps(quoting
from theRFC):

� Exchangehello messagesto agreeon algorithms,
exchangerandomvalues,andcheckfor sessionre-
sumption.

� Exchangecertificatesandcryptographicinformation
to allow the client andserver to authenticatethem-
selves.[In ourexperiments,wedonotuseclientcer-
tificates.]

� Exchangethenecessarycryptographicparametersto
allow the client andserver to agreeon a “premaster
secret”.

� Generatea “mastersecret”from thepremastersecret
chosenby theclient andexchangedrandomvalues.

� Allow the client andserver to verify that their peer
hascalculatedthesamesecurityparametersandthat
thehandshake occurredwithout tamperingby anat-
tacker.

Thereareseveral importantpointshere.First, theTLS
protocol designerswere aware that performing the full
setupprotocol is quite expensive, requiringtwo network
round-trips(four messages)as well as expensive cryp-
tographicoperations,such as the 1024-bit modular ex-
ponentiationrequiredof RSA. For this reason,the pre-
mastersecretcan be storedby both sides in a session
cache. When a client subsequentlyreconnects,it need
only presenta sessionidentifier. Then,thepremasterse-
cret (known to client and server but not to any eaves-
dropper)can be usedto createa new mastersecret,a
connection-specificvaluefromwhichtheconnection’sen-
cryptionkeys,messageauthenticationkeys,andinitializa-
tion vectorsarederived.

After thesetupprotocolis completed,thedataexchange
phasebegins.Prior to transmission,thedatais brokeninto
packets. For eachpacket, the packet is optionally com-
pressed,akeyedmessageauthenticationcodeis computed
andaddedto the messagewith its sequencenumber. Fi-
nally the packet is encryptedandtransmitted.TLS also
allows for a numberof control messagesto be transmit-
ted.

Analyzing the above information,we seea numberof
operationsthat may form potential performancebottle-
necks.Performancecanbe affectedby the CPUcostsof
the RSA operationsand the effectivenessof the session
cache. It canalsobe affectedby the network latency of
transmittingtheextra connectionsetupmessages,aswell
astheCPUlatency of marshaling,encrypting,decrypting,
unmarshaling,andverifying packets. This paperaimsto
quantifythesecosts.

3. Methodology

We chosenot to perform“micro-benchmarks”suchas
measuringthenecessaryCPUtimeto performspecificop-
erations.In a systemascomplex asa webserver, I/O and
computationare happeningsimultaneouslyand the sys-
tem’s bottleneckis never intuitively obvious. Instead,we
choseto measurethe throughputof the web server un-
der variousconditions. To measurethe costsof individ-
ual operations,we replacedthem with no-ops. Replac-
ing cryptographicallysignificantoperationswith no-ops
is obviously insecure,but it allowsusto measureanupper
boundontheperformancethatwouldresultfrom optimiz-
ing thesystem.In effect, we simulateideal hardwareac-
celerators.Basedon thesenumbers,we canestimatethe
relative costof eachoperationusingAmdahl’s Law (see
Section4).



3.1. Platform

Ourexperimentsusedtwo differenthardwareplatforms
for the TLS web servers: a generic500MHzPentiumIII
cloneandaCompaqDL360serverwith asingle933MHz
PentiumIII. Both machineshad1GB of RAM anda gi-
gabitEthernetinterface.Someexperimentsalsoincluded
a CompaqAXL300 [4] cryptographyaccelerationboard.
Threegeneric800MHzAthlon PCswith gigabitEthernet
cardsservedasTLS webclients,andall experimentswere
performedusinga privategigabitEthernetswitch.

All computersran RedHat Linux 6.2. The stan-
dard web servers used were Apache 1.3.14 [2], and
the TLS web server was Apachewith mod SSL 2.7.1-
1.3.14[14]. We have chosenthe Apachemod SSL so-
lution due to its wide availability anduse,asshown by
a March 2001 survey [26]. The TLS implementation
usedin our experimentsby mod SSL is the opensource
OpenSSL0.9.5a[19]. The HTTPStraffic load wasgen-
eratedusing the methodologyof Bangaet al. [5], with
additionalsupportfor OpenSSL.As weareinterestedpri-
marily in studyingtheCPUperformancebottlenecksaris-
ing from the useof cryptographicprotocols,we needed
to guaranteethatotherpotentialbottlenecks,suchasdisk
or network throughput,did notcloudour throughputmea-
surements.To addressthis, we usedsignificantly more
RAM in eachcomputerthan it’s working set, and thus
minimizingdiskI/O whenthediskcachesarewarm.Like-
wise,to avoid network contention,weusedgigabitEther-
net,whichprovidemorebandwidththanthecomputersin
ourstudycanreasonablygenerate.

3.2. Experimentsperformed

We performedfour setsof experiments,usingtwo dif-
ferentworkloadtracesagainsttwo differentmachinecon-
figurations.

One workload simulatedthe secureservers at Ama-
zon.com. Normally, an Amazoncustomerselectsgoods
to be purchasedvia a normalweb server, andonly inter-
actswith asecurewebserverwhensubmittingcreditcard
informationandverifying purchasedetails.Wepurchased
two booksat Amazon,one as a new userand one as a
returninguser. By replicatingthe correspondingHTTPS
requestsin the proportionsthat they areexperiencedby
Amazon,wecansimulatetheloadthatagenuineAmazon
secureservermightexperience.Ourotherworkloadwasa
100,000-hittracetakenfrom ourdepartmentalwebserver,
usinga 530MB setof files. While our departmentalweb
serversupportsonly normal,unencryptedwebservice,we
measuredthethroughputfor runningthis traceunderTLS
to determinethecoststhatwouldbeincurredif ournormal
webserverwasreplacedwith aTLS webserver.

Thesetwo workloadsrepresentendpointsof the work-
loadspectrumTLS-securedwebseversmightexperience.

TheAmazonworkloadhasasmallaveragefile size,7 KB,
while the CS tracehasa large averagefile size, 46KB.
Likewise, the working size of the CS trace is 530MB
while the Amazontrace’s working size is only 279KB.
Even with the data stored in RAM buffers, thesetwo
configurationsprovide quite different stressesupon the
system. For example, the Amazon tracewill likely be
storedin theCPU’s cachewhereastheCStracewill gen-
eratemorememorytraffic. TheAmazontracethusplaces
similar pressureon the memorysystemaswe might ex-
pectfrom dynamicallygeneratedHTML (minusthecosts
of actually fetching the data from an external database
server). Likewise, the CS tracemay put morestresson
thebulk ciphers,with its largerfiles,whereastheAmazon
tracewould put more pressureon the connectionsetup
costs, as theseconnectionswill be, on average,much
shorterlived.

In additionto replacingcryptographicoperations,such
as RSA, RC4, MD5/SHA-1, andsecurepseudo-random
number generationwith no-ops1, we also investigated
replacing the sessioncachewith an idealized “perfect
cache” that returns the samesessionevery time (thus
avoiding contentioncostsin the sharedmemorycache).
Simplifying further, we createda “skeletonTLS” proto-
col whereall TLS operationshave beencompletelyre-
moved but the messagesof the samelength as the TLS
handshake are transmitted.This simulatesan “infinitely
fast”CPUthatstill needsto performall thesamenetwork
operations.Finally, we hypothesizea fasterTLS session
resumptionprotocolthatremovestwo messages(onenet-
work round-trip),andmeasureits performance.

Througheachof thesechanges,we can progressively
simulatetheeffectsof “perfect” optimizations,identifying
anupperboundon thebenefitsavailablefrom optimizing
eachcomponentof theTLS system.

3.2.1. Amazon-likeworkload experiments

We were interestedin closelysimulatingthe load that
might beexperiencedby a populare-commercesite,such
as Amazon. While our experimentsdo not include the
databaseback-endprocessingthatoccursin e-commerce
sites, we can still accuratelymodel the front-end web
server load.

To captureanappropriatetrace,we configureda Squid
proxy server and logged the dataas we purchasedtwo
books from Amazon.com,one as a new customerand
one asa returningcustomer. The web traffic to browse
Amazon’s inventoryandselectthebooksfor purchaseoc-
cursoveraregularwebserver, andonly thefinal payment

1While TLS alsosupportsoperatingmodeswhich useno encryption
(e.g.,TLS_NULL_WITH_NULL_NULL), our no-op replacementsstill
usethe original datastructures,even if their valuesarenow all zeros.
This resultsin amoreaccuratesimulationof “perfect” acceleration.



andshippingportionoccurswith a securewebserver. Of
course,the traceswe recordeddo not containany plain-
text from the secureweb traffic, but they do indicatethe
numberof requestsmadeandthesizeof theobjectstrans-
mitted by Amazonto the browser. This is sufficient in-
formation to synthesizea workload comparableto what
Amazon’ssecurewebserversmightexperience.Theonly
valuewe could not directly measureis the ratio of new
to returningAmazoncustomers.Luckily, Amazonpro-
vided this ratio (78% returning customersto 22% new
customers)in a recentquarterlyreport[1]. For our exper-
iments,we assumethatreturningcustomersdo not retain
TLS sessionstate,and will thus completethe full TLS
handshake every time they wish to make a purchase.In
this scenario,basedon our traces,the server must per-
form a full TLS handshake approximatelyonce out of
every twelve webrequests.This one-full-handshake-per-
purchaseassumptionmaycauseusto overstatetherelative
costsof performingfull TLS handshakes,but it doesrep-
resenta“worstcase”thatcouldwell occurin e-commerce
workloads.

We createdfiles on disk to matchthesizescollectedin
our traceandrequestthosefiles in theorderthey appearin
the trace. Whenreplayingthe traces,eachclient process
usesat most four simultaneousweb connections,just as
commonwebbrowsersdo. Wealsogrouptogetherthehits
correspondingto eachcompleteweb page(HTML files
andinline images)anddo not begin issuingrequestsfor
the subsequentpageuntil the currentpageis completely
loaded.All threeclientmachinerun24of theseprocesses,
each,causingtheserver to experiencea loadcomparable
to 72 webclientsmakingsimultaneousconnections.

3.2.2. CSworkload experiments

We alsowishedto measurethe performanceimpactof
replacingour departmentalweb server with a TLS web
server. To do this, we neededto designa systemto read
a tracetaken from the original server andadaptit to our
trace-driven TLS web client. Becausewe are interested
in measuringmaximumserver throughput,we discarded
thetimestampsin theserverandinsteadreplayedrequests
from thetraceasfastaspossible.However, we neededto
determinewhich requestsin theoriginal tracewouldhave
requireda full TLS handshake andwhich requestswould
have reusedthe sessionsestablishedby thoseTLS hand-
shakes. To do this, we assumedthat all requestsin the
tracethatoriginatedat thesameIP addresscorresponded
to one web browser. The first requestfrom a given IP
addressmustperforma full TLS handshake. Subsequent
requestsfrom thataddresscould reusethepreviously ac-
quiredTLS session.This assumptionis clearly falsefor
largeproxy serversthat aggregatetraffic for many users.
For example,all requestsfrom AmericaOnlineusersap-

pearto originatefrom asmallnumberof proxies.To avoid
an incorrect estimationof the sessionreuse,we hand-
deletedall known proxy servers from our traces. The
remainingrequestscould thenbe assumedto correspond
to individual users’web browsers. The final tracecon-
tainedapproximately11,000sessionsspreadover100,000
requests.

In our traceplaybacksystem,threeclient machinesran
20 processeseach,generating60 simultaneousconnects,
proving sufficient to saturatethe server. The complexity
of the playbacksystemlies in its attemptto preserve the
original orderingof thewebrequestsseenin theoriginal
trace. Apache’s logging mechanismactuallyrecordsthe
orderin which requestscomplete, not the orderin which
they werereceived. As such,we have insufficient infor-
mation to faithfully replay the original tracein its origi-
nal order. Instead,we derive a partial ordering from the
trace.All requestsfrom a givenIP addressaretotally or-
dered,but requestsfrom unrelatedIP addresseshave no
ordering. This allows the systemto dispatchrequestsin
a varietyof differentorders,but preservesthebehavior of
individual traces.

As a secondconstraint,we wishedto enforceanupper
boundon how far the final requestsobservedby theweb
server maydiffer from the orderof requestsin the origi-
nal trace.If thisboundweretoosmall,it wouldartificially
limit theconcurrency thatthetraceplaybacksystemcould
exploit. If the boundweretoo large, therewould be less
assurancethattherequestorderingobservedby theexper-
imental server accuratelyreflectedthe original behavior
capturedin the trace. In practice,we neededto set this
boundaryatapproximately10%of thelengthof theorigi-
nal trace.Tighterboundariescreatedsituationswherethe
serverwasnolongersaturated,andtheclientscouldbegin
nonew requestsuntil someolderlargerequest,perhapsfor
a very largefile, couldcomplete.

While this techniquedoesnot modelthe four simulta-
neousconnectionsperformedby modernweb browsers,
it doessaturatetheserver sufficiently thatwe believe the
serverthroughputnumberswouldnotchangeappreciably.

4. Analysis of experimental results

Figures1 and 2 show the main resultsof our exper-
imentswith the Amazontraceand the CS trace,respec-
tively. The achieved throughputis shown on the y axis.
For eachsystemconfigurationlabeledalong the x-axis,
we show two bars,correspondingto the result obtained
with the500MHzsystemandthe933MHzsystem,respec-
tively.

Threeclustersof bargraphsareshown alongthex-axis.
Theleft clustershows threeconfigurationsof a complete,
functional web server: the Apache HTTP web server
(Apache), the ApacheTLS web server (Apache+TLS),



Label Descriptionof serverconfiguration

Apache Apacheserver
Apache+TLS Apacheserverwith TLS

Apache+TLSAXL300 Apacheserverwith TLS andAXL300
RSA RSAprotectedkey exchange
PKX plain key exchange

NULL no bulk cipher(plaintext)
RC4 RC4bulk cipher

noMAC no MAC integrity check
MD5 MD5 MAC integrity check

no cache no sessioncache
shmcache shared-memorybasedsessioncache

perfectcache idealizedsessioncache(alwayshits)
no randomness no pseudo-randomnumbergeneration(also:NULL, noMAC)

plain no bulk datamarshaling(plaintext writtendirectly to thenetwork)
fastresume simplifiedTLS sessionresume(eliminatesoneround-trip)

SkeletonTLS all messagesof correctsize,but zerodata
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Label Descriptionof serverconfiguration

Apache Apacheserver
Apache+TLS Apacheserverwith TLS

Apache+TLSAXL300 Apacheserverwith TLS andAXL300
RSA RSAprotectedkey exchange
PKX plain key exchange

NULL no bulk cipher(plaintext)
RC4 RC4bulk cipher

noMAC no MAC integrity check
MD5 MD5 MAC integrity check

no cache no sessioncache
shmcache shared-memorybasedsessioncache

perfectcache idealizedsessioncache(alwayshits)
no randomness no pseudo-randomnumbergeneration(also:NULL, noMAC)

plain no bulk datamarshaling(plaintext writtendirectly to thenetwork)
fastresume simplifiedTLS sessionresume(eliminatesoneround-trip)

SkeletonTLS all messagesof correctsize,but zerodata
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Figure2. Throughputfor CStraceanddifferentserverconfigurations,on 500MHzand933MHzservers.



and the ApacheTLS server usingan AXL300 RSA ac-
celerator(Apache+TLSAXL300).

Thecenterclusterof bargraphsshows resultsobtained
with variousexperimentalTLS configurations,whereba-
sicprimitiveswithin theTLS protocolwerereplacedwith
no-ops.Eachconfigurationis labeledto indicatethe key
exchangemethod,bulk encryptionalgorithm,messageau-
thenticationcode,andcachingstrategy used.Ratherthan
measuringall possiblevariations,wemeasuredtheconfig-
urationwhereall attributeswerereplacedby their no-op
alternatives,followedby configurationswhereeachoper-
ation wasenabledindividually. We alsomeasureda few
additionalconfigurationsdiscussedbelow. For instance,
we measured“PKX, RC4,MD5, shmcache,” a configu-
rationwhereall RSA operationshave beenreplacedwith
no-ops,but otheroperationsran normally, to exposethe
performancelimits of RSAaccelerationtechniques.

Theright clusterof bargraphsshows measurementsof
TLS configurationswherenon crypto-relatedTLS func-
tionswereremovedandthesessionresumeprotocolswas
simplified. Thesemeasurementsallow us to understand
thecostsof theremainingoperationsin TLS sessionsetup
anddataexchange.

Additionally, we wish to estimatethe relative costsof
eachoperationperformedby the TLS web server. To do
this,we takeadvantageof Amdahl’sLaw:

Speedup� 1�
1 � fractionenhanced� � fractionenhanced

speedupenhanced

For eachTLS processingcomponent,we have simu-
latedinfinite or almostinfinite speedup,eitherby remov-
ing the component(e.g., for the key exchangemethod,
streamcipherandmessageauthenticationcode),or by re-
placing the componentwith a much cheaperalternative
(e.g.,the “perfect” cacheandthe predictedrandomness).
Thus,Amdahl’sLaw canbesimplifiedasfollows:

Speedup� 1
1 � fractionenhanced

Sincewemeasuredspeedupsexperimentally,wecanes-
timate the cost of individual operationsby solving this
equationfor fractionenhanced. The resultsof thesecalcu-
lationsareshown in Figure3.

In orderto directlydeterminetherelativecostsof RSA,
RC4,andMD5, we replacedeachstageindividually with
a no-opandmeasuredthe correspondingserver through-
put. Other TLS components,such as the TLS session
cache,the randomnessprocessingandTLS packet mar-
shalingcannotbe replacedwithout also effecting other
TLS components.For thesecases,we wereforcedto run
someexperimentswith multiple TLS stagessimultane-
ouslydisabled.We still estimatetherelative costof each
componentusingAmdahl’sLaw.

4.1.Impact of TLS on server performance

TheApacheserver, without TLS enabled,achievesbe-
tween610hits/secand885hits/secwith theCStrace,and
between1370hits/secand2200hits/secwith theAmazon
trace.Thedifferencein throughputfor thetwo workloads
is due to the increasedaveragefile size: 46KB for the
CS traceandonly 7KB for the Amazontraceaswell as
theincreasedworking setsize. IncreasingtheCPUspeed
from 500MHzto 933MHz leadsto a substantialincrease
in throughputin eachcase.

ApacheTLS without theAXL300 servedbetween149
hits/secand 259 hits/secfor the CS trace,and between
147hits/secand261hits/secfor the Amazontrace. This
confirmsthat TLS incurs a substantialcost and reduces
the throughputby 70 to 89% relative to the insecure
Apache. ApacheTLS with the AXL300 served between
178 hits/secand 317 hits/secfor the CS trace,and be-
tween300hits/secand525hits/secfor theAmazontrace.
This shows that, with the useof the AXL300 board,the
throughputlossis now only 64 to 77%relative to the in-
secureApache.

4.2.Impact of increasedCPU speed

Considertheimpactof theavailableserverCPUcycles
on the relative costof TLS. In the configurationswith a
complete,functional TLS implementation,the 933MHz
PentiumIII achieves a sizeableincreasein throughput
(45-60%)relative to the 500MHz PentiumIII. We con-
cludethattheperformanceof thevariousTLS processing
stepsscaleswell with increasedavailability of CPU cy-
cles. In the long run, this implies that the performance
loss associatedwith the useof TLS shoulddiminish as
CPUsgetfaster. Of course,fasterCPUscanpotentiallybe
usedto attackcryptosystemsmoreeffectively. As aresult,
stronger, andpotentiallymoreCPUintensive, cryptogra-
phymaybecomenecessaryin thefutureaswell.

4.3.Effectivenessof acceleratorhardware

Theuseof theAXL300 acceleratoryieldsa noticeable
throughputimprovementwith the CS trace(19 to 22%)
relative to thenormalTLS Apache,anda substantialgain
with theAmazontrace(101to 107%)relative to thenor-
mal TLS Apache.Thereasonthat theAmazonworkload
benefitsmorefrom theacceleratoris thattheaverageses-
sion is shorter. As a result, more requestsin the Ama-
zon tracerequirethe full TLS handshake with its corre-
spondingRSA operations.The CS trace,with its longer
sessions,benefitsfrom thesessioncache,limiting theef-
fectivenessof acceleratedRSA operations.Anothercon-
tributing factorin theperformancedifferenceis theaver-
agefile size. In theCStrace,with files averaging46KB,
the server spendsproportionallymore time transmitting
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Figure 3. Relative costs of TLS processing stages for Amazon trace, CS trace, and for 500MHz and
933MHz server configurations. The sections labeled “Other TLS” refer to the remaining portions of the
TLS implementation we did not specifically single out for no-op tests, and “Non-TLS” refers to other
performance costs, such as the Apache server and the Linux kernel.



CStrace Amazon trace
Experiment 500MHz 900MHz 500MHz 900MHz
Apache+ TLS 149(24%) 261(29%) 147(11%) 261(12%)
Regularsetup,plaincommunication 219(36%) 353(40%) 162(12%) 282(13%)
Minimal setup,regularcommunication 384(63%) 559(63%) 844(65%) 1136(52%)

Figure 4. Throughput in hits/sec for Apache+TLS, regular setup with plain communication, and mini-
mal setup with regular communication, for the CS trace and the Amazon trace, and both 500 MHz and
933 MHz servers. Percentages show the throughput relative to non-TLS Apache on the same platform.

files versusperformingconnectionsetupwhencompared
to theAmazontrace,with anaveragefile sizeof 7KB.

4.4. Comparative impact of acceleratorhardware
versusfaster CPU

Thenext questionwewish to poseis whetherit is more
advantageousto invest in accelerationhardware,or in a
fasterCPU. The answerdependsstrongly on the work-
load.With theCStrace,usingafasterCPUis moreeffec-
tive thanusingan acceleratorboard. However, with the
Amazontrace,theoppositeis true.We concludethatsites
thatonly useTLS serversfor a smallpartof their userin-
teraction,asAmazononly usesTLS for its final purchase
validationandpayment,will benefitfrom hardwareRSA
acceleration.Whereas,websitesthatdo all their userin-
teractionthroughTLS, or otherwisehave a high session
reuserate,may be betteradvisedto investin fastergen-
eralpurposeCPUs.

4.5. Impact of sessioncaching

Our resultsconfirmthefindingsof prior work [11] that
sessioncachingsubstantiallyimprovesserver throughput.
Themainreasonfor thisgainis a reductionin thenumber
of RSA operationsasa resultof sessionreuse.However,
even in configurationswherethe RSA operationsareas-
sumedto beinfinitely fast,sessioncachingis still benefi-
cial, avoiding the extra network traffic andothercompu-
tationsrequiredby thefull TLS handshake.

4.6. Relativecostand impact of crypto operations

Figures1, 2, and3 quantify the costsof variousTLS
processingsteps.TheRSA operationshave thedominant
cost,asexpected. Among the remainingoperations,the
“other TLS” operationsstandout, asdo the MD5 MAC
computationandtheRC4streamcipherin thecaseof the
CS traceworkload. However, thesecostsaresufficiently
balancedthat thereis no obvioussinglecandidatefor op-
timization. We notethat,evenwhenMD5 is themessage
integrity function,bothMD5 andSHA-1 areusedin con-
junction in several portionsof the TLS protocol,suchas
the“pseudo-randomfunction,” usedwhengeneratingkey

material.In ourexperiments,“no MAC” replacesall MD5
andSHA-1computationswith no-ops,throughouttheen-
tire TLS protocol,with theexceptionof theSHA-1 oper-
ation usedin the pseudo-randomnumbergenerator. The
cost of the pseudo-randomnumbergeneratoris consid-
eredbelow.

4.7.MiscellaneousTLS operations

Startingwith a server in which wereplacedRSA,RC4,
pseudo-randomnesscomputations(which usethe SHA-1
hashfunction),andthesessioncachewith no-ops(labeled
“PKX, no randomness,perfectcache”on thebarcharts),
we still observed a significantperformancedeficit rela-
tive to theoriginal Apacheperformance.Removing TLS
packet marshalingcostsand doing raw network writes
of the plaintext (labeled“PKX, no randomness,perfect
cache,plain”) resultedin only modestgains,so we de-
cidedto try somethingmoreradical.Wecreateda“Skele-
ton TLS” systemthat transmittednetwork messagesof
the samelengthasgenuineTLS, but otherwiseperforms
no TLS processingwhatsoever. The differencebetween
“PKX, NULL, no MAC, no randomness,perfectcache”
and plain text communicationand skeletonTLS covers
between8%and11%of thetotalperformancecost.Since
we have alreadyreplacedthe dataexchangingTLS op-
erationswith plain text, the above differenceindicatesa
“catch all” of every other connectionsetuprelatedTLS
cost.

Oncethe “other TLS” costshave beenmeasured,the
remaindermustbe from sourcesoutsideTLS, including
theApachewebserverandtheLinux kernel.

4.8. Overall costs of TLS connection setup and
data exchange

To determinethe relative costof connectionsetupwe
havemodifiedtheTLS protocolto performaminimalcon-
nectionsetupandregularencrypteddataexchange.This
involvesestablishinga genericTCP connectionbetween
the client andserver, theninitializing the datastructures
usedby TLS with the sessionkeys set to zero. We can
then comparethis with the the plain dataexchangede-



scribedearlier. Theresultsarepresentedin figure4.
Again using Amdahl’s Law, we show the cost of the

TLS connectionsetuprangesfrom 53%to 61%of thetotal
costfor theCStraceandrangesfrom 77%to 82%of the
total costfor theAmazontrace.Replacingtheconnection
setupwith a minimal initialization of the datastructures
yieldsa throughputimprovementof 115 to 157%for the
CStraceand335to 471%for theAmazontrace.

Likewise, we show the costof the TLS dataexchange
rangesfrom 26to 31%from thetotalcostfor theCStrace
andrangesfrom 7 to 9% from thetotal costfor theAma-
zon trace. Replacingthe TLS dataexchangewith plain
communicationyieldsa throughputimprovementof 36 to
46% for the CS traceand of 8 to 10% for the Amazon
trace.We notethat,in this experiment,replacingtheTLS
dataexchangewith plain dataexchangeonly eliminatesa
portionof thecostsassociatedwith RC4andMD5, which
arealsousedaspartof theconnectionsetupprotocol.

Thesemeasurementsimply thatoptimizationsaimedat
the connectionsetupphaseof TLS will have a moresig-
nificantimpactonsystemperformancethanoptimizations
aimedat thedataexchangephase.

4.9. Potential impact of protocol changes

When consideringoptimizationsfor the TLS connec-
tion setupphase,we wish to explorepotentialchangesto
the TLS protocolaimedreducingthe amountof network
traffic. Thedo this, we useda straw-manimplementation
of a “f astresume”TLS variantthatoptimizesthesession
resumeprotocolphasein sucha way that two messages
andoneround-tripnetwork delayareeliminated.There-
sults indicatethat the potentialthroughputimprovement
of sucha hypotheticalprotocol changeis minimal (1 to
2%). Therefore,optimizationsaimedat reducingthevol-
umeof network traffic will havelittle effectonTLS server
throughput(althoughsuchoptimizationscouldhaveother
benefits,particularlyfor bandwidth-limitedclients).

4.10. Dynamic contentgeneration

A commonquestionis how to applyperformancemea-
surements,suchasperformedin thispaperwith staticcon-
tentgeneration,to therelatively commoncaseof dynamic
pagegeneration,which often involves running custom
server plug-in codethat makesdatabasequeriesandas-
semblesHTML onthefly. OurexperimentsfocusonTLS
web servers that serve static content,discerningamong
theTLS andnon-TLScosts.If theTLS webserver is gen-
eratingdynamicHTML, thenthenew loadwill obviously
impactserver throughput. In the pie chartsof Figure3,
this additionaloverheadshouldbe reflectedin the non-
TLS sectionsof the pie charts,which couldbe increased
appropriately, scalingdown the TLS sectionsof the pie
chartsuchthattheir relativecostsremainthesame.

4.11. Summary of results

We cansummarizetheresultof our experimentsasfol-
lows:
� TLS imposesa factorof 3.4 to 9 overheadover an

insecurewebserver.

� The largestperformancecostin theTLS webserver
is thepublickey cryptography(20%to 58%).

� Non-TLS performancecosts(including Apacheand
the Linux kernel)rangefrom 10 to 32%of the total
cost.

� The costsof marshalingTLS datastructures,com-
putingconnectionkeysfrom thepremastersecretand
executingothermiscellaneousoperationswithin TLS
consumesbetween8% and11% of the total perfor-
mancecost.Reducingthesessionresumptionproto-
col by two messagesandoneround-tripdelayhada
negligible impacton performance.

� Adding an RSA accelerator, a commoncommercial
approachto addressingTLS server performanceis-
sues,haswidely differenteffectson server through-
put dependingon the sessionreuserate of the re-
questsseenby theTLS server. For low sessionreuse
rates,theRSA acceleratorcanresultin a 101-107%
performanceimprovement(a factorof two improve-
mentin hit rate). For high sessionreuserates,how-
ever, theRSA acceleratoronly resultedin a 19-22%
performanceimprovement.

� This improvementis boundedat 130-138%(for the
Amazontrace)or 25-30%(for theCStrace),regard-
lessof how fasttheRSAacceleratorcanrun.

� The TLS sessioncache is effective; it improved
throughputby afactorof 2.7-3.1for theCStraceand
2.3-2.4for theAmazontrace,relativeto aserverwith
no cache.

� The costs of the non-RSA cryptographic opera-
tions, suchas RC4, MD5, pseudo-randomnumber
generation,performedby TLS are relatively bal-
anced.Hardwareaccelerationfor any individual op-
eration would yield only modestperformanceim-
provements.

� TLS appearsto be purely CPU bound,asoptimiza-
tionsintendedto reducenetwork traffic havelittle ef-
fect onserver throughput.

� The CPU costs associatedwith TLS connection
setuphave a moresignificantimpacton TLS server
throughputthantheCPUcostsassociatedwith TLS
dataexchange.



5. Future work

Thispaperhasstudiedtheperformanceof TLS webser-
vice from a singleserver. It hasnot consideredthelarger
environmentthatoftenoccursin ane-commercesite,such
asload-balancingfront endswitches,with replicatedclus-
tersof webserversanda databaseback-end.Therehave
alreadybeensomeefforts to study theseenvironments.
For example, the Zeus web server performancetuning
guide[27] mentionsthe importanceof sharingTLS ses-
sionsacrossweb servers in a cluster. We plan to study
the interactionof differentclusterload-balancingstrate-
gies(suchasusedin LARD [20]) with TLS webservers.

This paperalsopresentsdatathat predictswhat might
happento TLS performanceas CPUsbecomefasterin
thecomingyears.Ratherthanour no-opapproachto per-
formancemeasurement,amoreaccuratetechniquewould
be to measureTLS performanceusinga precisemachine
simulatorsuchasSimOS[24] or RSIM [23]. Suchsimu-
latorswouldallow usto predicttheeffectsof futurearchi-
tecturaltrendson TLS performance.Likewise,many web
serverssuchasZeusandFlash[21] areknown to radically
outperformApache.As theavailableCPU increasesand
cryptographicoperationsare no longer the primary per-
formancebottleneck,theseotherserverarchitecturesmay
alsoproveto befasteratTLS webservicethanApache.

6. Conclusions

We have presenteda systematicanalysisof the perfor-
manceof theApachewebserverwith themod SSLexten-
sionfor secureTLS delivery of webpages.Our method-
ology was to exercisethe web server with a trace-based
workloadwhile selectively replacingTLS operationswith
no-ops. By measuringthe differencesin the resulting
server throughput,our measurementsare more accurate
thanresultsthatcouldotherwisebeobtainedthroughtra-
ditionalCPUprofilersor microbenchmarks.

Ourmeasurementsshow thatRSAcomputationsarethe
singlemostexpensive operationin TLS, consuming20-
58%of thetime spentin thewebserver. OtherTLS costs
are balancedacrossother the variouscryptographicand
protocol processingsteps. Optimizationsaimed at im-
proving RSA operationthroughput,whetherthroughal-
gorithmicenhancements,cryptographicco-processors,or
simply increasingraw CPU speed,will continueto be
profitable.However, evenidealRSAoptimizationleavesa
largegulf betweenTLS server performanceandinsecure
server performance.No simpleoptimizationis likely to
closethatgap,but fasterCPUscanbeexpectedto narrow
it over time.

Hardware accelerationis fairly effective in absorbing
the costof the RSA operations.Our resultsindicatethat
acceleratorshaveasignificantimpactonthethroughputof

dedicatedsecureserversfor e-commercesites;suchsites
minimize the numberof requeststo secureservers and
thereforeexperiencerelatively lower sessionreuserates.
Accelerationappearsto belesseffectivefor siteswhereall
requestsarehandledby a TLS server, thushaving higher
sessionreuserates. For suchsites,investingin a faster
CPUmayprovemoreeffective.

Futureeffortsto optimizeTLS serverthroughputwould
beadvisedto focusonreducingtheCPUcostsof theTLS
connectionsetupphase,ratherthanworking on the TLS
dataexchangephase.Likewise,efforts to redesignor ex-
tend the TLS protocolwould be advisedto considerthe
CPUcostsof all operationsperformedduringconnection
setup,not just theRSAoperations.
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