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Abstract

TLS s the protocol of choice for securingtoday’s e-
commece and online transactions put adding TLSto a
web serverimposesa significantoverheadrelativeto an
insecue web serveron the sameplatform. We perform
a compehensivestudyof the performancecostsof TLS.
Our methodolgyis to profile TLSwebserves with trace-
drivenworkloadsreplacingindividual componentside
TLSwith no-ops,and measuringhe observedncreasen
serverthroughput. We estimatethe relative costsof eath
componentithin TLS,predictingthe areasfor which fu-
ture optimizationswould be worthwhile Our resultswe
showthat RSAacceleators are effectivefor e-commere
site workloads, becausethey experiencelow TLS ses-
sion reuse Accelentors appearto be lesseffectivefor
siteswhere all therequestsare handledby a TLSservey
thushavinghighersessiorreuserate; investingin a faster
CPU mightprove more effective

1. Intr oduction

Securecommunicationis an intrinsic demandof to-
day’s world of online transactions. The most widely
used method is SSL/TLS [10]. Original designedat
Netscapédor its webbrowsersandseners,Netscapes Se-
cure Soclet Layer (SSL) has beenstandardizedy the
IETF andis now called TransportLayer Security(TLS).
TLS runsat the transportlayer above existing protocols
like TCR TLSisusedn avarietyof application,jncluding
secureweb seners,secureshelland securemail seners.
As TLS is mostcommonlyusedfor secureweb applica-
tions,suchasonlinebankingande-commercegurgoalis
to provide a comprehensie performanceanalysisof TLS
web seners. While previous attemptso understand’LS
performancéhave focusedon specificprocessingstages,
suchasthe RSA operationor the sessiorcache we ana-
lyze TLS websenersassystemsmeasuringpage-serving
throughputundertrace-drvenworkloads.

TLS provides a flexible architecturethat supportsa
numberof different public key ciphers,bulk encryption

ciphersandmessagéntegrity functions.In its mostcom-
mon web usage, TLS uses1024-bit RSA encryptionto
transmita secretthat senesto initialize a 128-bit RC4
streamcipher and usesMD5 as a keyed hashfunction.
(Detailsof thesealgorithmscanbefoundin Schneief25]
andmostotherintroductorycryptographytexts.)

TLS web seners incur a significant performance
penalty relative to a regular web sener running on the
sameplatform (aslittle asa factorof 3.4 to asmuchas
a factorof 9, in our own experiments). As a result of
this cost,a numberof hardware acceleratorare offered
by vendorssuchasnCipher Broadcom AlteonandCom-
paqgsAtalla division. Theseacceleratortake themodular
exponentiationoperationsof RSA and perform themin
customhardware,thusfreeingthe CPU for othertasks.

Researcherhave also studiedalgorithmsand systems
to accelerateRSA operations. Bonehand Shachan{8]
have designeda software systemto perform RSA opera-
tions togetherin batchesat a lower costthandoing the
operationsindividually. Deanet al. [9] have designeda
network service,offloadingthe RSA computationgrom
websenersto dedicatedsenerswith RSA hardware.

A moreglobalapproachwasto distributethe TLS pro-
cessingstagesamongmultiple machines.Mraz [16] has
designedan architecturefor high volume TLS Internet
senersthatoffloadsthe RSA processingndbulk cipher
ing to dedicatedseners.

The TLS designerknew that RSA wasexpensve and
that web browserstendto reconnectmary timesto the
samewebsener. To addresshis, they addeda cacheal-
lowing subsequentonnectiongo resumean earlierTLS
sessiorandthusreusethe resultof an earlierRSA com-
putation. Researchhas suggestedhat, indeed, session
cachinghelpswebsener performancgl1].

Lik ewise,therehasbeenconsiderablg@rior workin per
formanceanalysisandbenchmarkingf corventionalweb
seners[15, 12, 17, 5, 18], performanceoptimizationsof
webseners,performancerientedwebsenerdesign,and
operatingsystenmsupportfor webseners[13, 22, 6, 7, 21].

Apostolopuoloset al. [3] studiedthe costof TLS con-
nectionsetup,RC4andMD5, andproposedlLS connec-
tion setupprotocolchanges.



Our methodologyis to replaceeachindividual opera-
tion within TLS with a “no-op” and measurethe incre-
mentalimprovementin sener throughput. This method-
ology measureshe upperboundthatmay be achiezed by
optimizing eachoperationwithin TLS, whetherthrough
hardware or software accelerationtechniques. We can
measurethe upperboundon a wide variety of possible
optimizationsjncludingradicalchangedik e reducingthe
numberof TLS protocolmessagesCreatingsuchan op-
timized protocoland proving it to be securewould be a
significanteffort, whereasour simulationslet us rapidly
measurean upperboundon the achievable performance
benefit. If the benefitwere minimal, we would thensee
no needfor designingsucha protocol.

Section2 presentsan overview of the TLS protocol.
Section3 explainshow we performedur experimentsand
whatwe measuredSectiond analyzeour measurements
in detail. Our paperwrapsup with future work andcon-
clusions.

2. TLS protocol overview

TheTLS protocol,which encompasseverythingfrom
authenticatiorandkey managemenb encryptionandin-
tegrity checking,fundamentallyhastwo phaseof opera-
tion: connectiorsetupandsteady-stateommunication.

Connectionsetupin quite comple<. Readerdooking
for completedetailsareencouragedo readthe RFC[10].
The setupprotocol must, amongother things, be strong
againstctive attaclerstrying to corrupttheinitial negoti-
ationwherethetwo sidesagreeonkey material.Lik ewise,
it mustprevent“replay attacks"wherean adwersarywho
recordeda previouscommunicatior(perhapneindicat-
ing somemoney is to be transferred)could play it back
without the sener’s realizingthe transactioris no longer
fresh(andthus,allowing theattaclerto emptyoutthevic-
tim’s bankaccount).

TLS connectionsetuphasthe following steps(quoting
from theRFC):

e Exchangehello messagedo agreeon algorithms,
exchangerandomvalues,and checkfor sessiorre-
sumption.

e Exchangecertificatesandcryptographidnformation
to allow the client and sener to authenticatehem-
seles.[In our experimentsyve do notuseclientcer
tificates.]

e Exchangehenecessargryptographigarameterso
allow the client andsener to agreeon a “premaster
secret”.

e Generate “mastersecret”from the premastesecret
choserby theclientandexchangedandomvalues.

¢ Allow the client and sener to verify that their peer
hascalculatedhe samesecurityparameterandthat
the handshak occurredwithout tamperingby an at-
taclker.

Thereareseveralimportantpointshere. First, the TLS
protocol designerswere aware that performing the full
setupprotocolis quite expensve, requiringtwo network
round-trips (four messagesas well as expensve cryp-
tographicoperations,such as the 1024-bit modular ex-
ponentiationrequiredof RSA. For this reason,the pre-
mastersecretcan be storedby both sidesin a session
cache. When a client subsequentlyeconnectsjt need
only presenta sessioridentifier Then,the premastese-
cret (known to client and sener but not to ary eaves-
dropper)can be usedto createa newv mastersecret,a
connection-specifiecaluefromwhichtheconnectionsen-
cryptionkeys, messagauthenticatiorkeys, andinitializa-
tion vectorsarederived.

After thesetupprotocolis completedthedataexchange
phasebegins. Priorto transmissionthedatais brokeninto
paclets. For eachpaclet, the paclet is optionally com-
pressedakeyedmessagauthenticatiortodeis computed
andaddedto the messageavith its sequenceaumber Fi-
nally the paclet is encryptedandtransmitted. TLS also
allows for a numberof control message$o be transmit-
ted.

Analyzing the above information, we seea numberof
operationsthat may form potential performancebottle-
necks. Performanceanbe affectedby the CPU costsof
the RSA operationsand the effectivenessof the session
cache. It canalsobe affectedby the network lateng of
transmittingthe extra connectiorsetupmessagesswell
asthe CPUlateng of marshalingencrypting decrypting,
unmarshalingandverifying paclets. This paperaimsto
guantifythesecosts.

3. Methodology

We chosenot to perform“micro-benchmarks’suchas
measuringhenecessarZPUtimeto performspecificop-
erations.In a systemascomplex asawebsener, I/O and
computationare happeningsimultaneouslyand the sys-
tem’s bottleneckis never intuitively obvious. Instead we
choseto measurethe throughputof the web sener un-
der variousconditions. To measurehe costsof individ-
ual operationswe replacedthemwith no-ops. Replac-
ing cryptographicallysignificantoperationswith no-ops
is obviouslyinsecureput it allowsusto measur@nupper
boundontheperformancehatwould resultfrom optimiz-
ing the system.In effect, we simulateideal hardwareac-
celerators.Basedon thesenumberswe canestimatethe
relative costof eachoperationusing Amdahl's Law (see
Sectiond).



3.1 Platform

Our experimentausedtwo differenthardwareplatforms
for the TLS web seners: a genericc00MHz Pentiumlll
cloneanda CompagDL360 senerwith asingle933MHz
Pentiumlil. Both machineshad 1GB of RAM anda gi-
gabitEthernetinterface. Someexperimentsalsoincluded
a CompagAXL300 [4] cryptographyacceleratiorboard.
ThreegenericB00MHz Athlon PCswith gigabitEthernet
cardssenedasTLS webclients,andall experimentsvere
performedusinga privategigabit Ethernetswitch.

All computersran RedHat Linux 6.2. The stan-
dard web seners used were Apache 1.3.14 [2], and
the TLS web sener was Apachewith mod. SSL 2.7.1-
1.3.14[14]. We have chosenthe Apachemod.SSL so-
lution dueto its wide availability and use,as shavn by
a March 2001 surwey [26]. The TLS implementation
usedin our experimentsby mod.SSL is the opensource
OpenSSL0.9.5a[19]. The HTTPStraffic load wasgen-
eratedusing the methodologyof Bangaet al. [5], with
additionalsupportfor OpenSSLAs we areinterestedri-
marily in studyingthe CPU performancéottlenecksaris-
ing from the useof cryptographicprotocols,we needed
to guarantedhat otherpotentialbottleneckssuchasdisk
or network throughputdid not cloudourthroughputmea-
surements. To addresghis, we usedsignificantly more
RAM in eachcomputerthan it's working set, and thus
minimizingdiskl/O whenthediskcachesarewarm. Lik e-
wise, to avoid network contentionwe usedgigabitEther
net,which provide morebandwidththanthe computersn
our studycanreasonablygenerate.

3.2 Experiments performed

We performedfour setsof experimentsusingtwo dif-
ferentworkloadtracesagainstwo differentmachinecon-
figurations.

One workload simulatedthe secureseners at Ama-
zon.com. Normally, an Amazoncustomerselectsgoods
to be purchasediia a normalweb sener, andonly inter-
actswith a securevebsenerwhensubmittingcreditcard
informationandverifying purchaseletails.We purchased
two booksat Amazon,oneasa new userandoneasa
returninguser By replicatingthe correspondinddTTPS
requestsn the proportionsthat they are experiencedoy
Amazon we cansimulatetheloadthata genuineAmazon
securesenermightexperience Ourotherworkloadwasa
100,000-hitracetakenfrom our departmentalvebsener,
usinga 530MB setof files. While our departmentaiveb
senersupportonly normal,unencryptedvebservice we
measuredhethroughpufor runningthistraceunderTLS
to determinghecoststhatwould beincurredif ournormal
websenerwasreplacedwvith aTLS websener.

Thesetwo workloadsrepresentndpointsof the work-
load spectrumlLS-securedveb seversmight experience.

The Amazonworkloadhasasmallaveragefile size,7 KB,
while the CS tracehasa large averagefile size, 46KB.
Likewise, the working size of the CS traceis 530MB
while the Amazontraces working size is only 279KB.
Even with the data storedin RAM buffers, thesetwo
configurationsprovide quite different stressesupon the
system. For example, the Amazontracewill likely be
storedin the CPU’s cachewhereaghe CStracewill gen-
eratemorememorytraffic. The Amazontracethusplaces
similar pressureon the memorysystemaswe might ex-
pectfrom dynamicallygeneratedH TML (minusthecosts
of actually fetching the datafrom an external database
sener). Likewise, the CS tracemay put more stresson
thebulk cipherswith its largerfiles, whereaghe Amazon
trace would put more pressureon the connectionsetup
costs, as theseconnectionswill be, on average,much
shorterived.

In additionto replacingcryptographicoperationssuch
asRSA, RC4, MD5/SHA-1, and securepseudo-random
number generationwith no-ops, we also investigated
replacing the sessioncachewith an idealized “perfect
cache” that returnsthe samesessionevery time (thus
avoiding contentioncostsin the sharedmemorycache).
Simplifying further, we createda “skeleton TLS” proto-
col whereall TLS operationshave beencompletelyre-
moved but the messagesf the samelengthasthe TLS
handshak are transmitted. This simulatesan “infinitely
fast” CPUthatstill needgo performall the samenetwork
operations.Finally, we hypothesizea fasterTLS session
resumptiorprotocolthatremovestwo messageéonenet-
work round-trip),andmeasurats performance.

Througheachof thesechangeswe can progressiely
simulatetheeffectsof “perfect” optimizationsjdentifying
anupperboundon the benefitsavailablefrom optimizing
eachcomponenbdf the TLS system.

3.2.1 Amazon-like workload experiments

We wereinterestedn closely simulatingthe load that
might be experiencedy a populare-commerceite,such
as Amazon. While our experimentsdo not include the
databasdack-endprocessinghat occursin e-commerce
sites, we can still accuratelymodel the front-end web
senerload.

To capturean appropriatdrace,we configureda Squid
proxy sener and loggedthe dataas we purchasedwo
books from Amazon.com,one as a nev customerand
one as a returningcustomer The web traffic to browse
Amazonsinventoryandselectthe booksfor purchasec-
cursoveraregularwebsener, andonly thefinal payment

Iwhile TLS alsosupportsoperatingmodeswhich useno encryption
(e.g., TLS_NULL_W TH_NULL_NULL), our no-op replacementstill
usethe original datastructuresgeven if their valuesare now all zeros.
This resultsin amoreaccuratesimulationof “perfect” acceleration.



andshippingportionoccurswith a securevebsener. Of
course the traceswe recordeddo not containary plain-
text from the secureweb traffic, but they do indicatethe
numberof requestsnadeandthe sizeof the objectstrans-
mitted by Amazonto the browser This is sufficient in-
formationto synthesizea workload comparableto what
AmazonssecurevebsenersmightexperienceTheonly
value we could not directly measures the ratio of new
to returning Amazon customers. Luckily, Amazonpro-
vided this ratio (78% returning customersto 22% new
customers)n arecentquarterlyreport[1]. For our exper
iments,we assumehatreturningcustomersio not retain
TLS sessionstate,and will thus completethe full TLS
handshak every time they wish to make a purchase.In
this scenario,basedon our traces,the sener must per
form a full TLS handshak approximatelyonce out of
every twelve web requests.This one-full-handsha-per
purchasessumptiomaycauseusto overstategherelative
costsof performingfull TLS handshaks,but it doesrep-
resenta“worstcase"thatcouldwell occurin e-commerce
workloads.

We creatediles on disk to matchthe sizescollectedin
ourtraceandrequesthosefilesin theorderthey appeain
thetrace. Whenreplayingthe traces,eachclient process
usesat mostfour simultaneousveb connectionsjust as
commonwebbrowsersdo. We alsogrouptogethetthehits
correspondingo eachcompleteweb page(HTML files
andinline images)anddo not begin issuingrequestsor
the subsequenpageuntil the currentpageis completely
loaded.All threeclientmachinerun 24 of theseprocesses,
each,causingthe sener to experiencea load comparable
to 72 webclientsmakingsimultaneougonnections.

3.2.2 CSworkload experiments

We alsowishedto measurehe performancempactof
replacingour departmentalveb sener with a TLS web
sener. To do this, we neededo designa systemto read
a tracetaken from the original sener and adaptit to our
trace-drven TLS web client. Becausewe areinterested
in measuringnaximumsener throughput,we discarded
thetimestampsn thesenerandinsteadeplayedequests
from the traceasfastaspossible.However, we neededo
determinawvhich requestsn theoriginal tracewould have
requireda full TLS handsha&andwhich requestsvould
have reusedhe sessionestablishedy thoseTLS hand-
shales. To do this, we assumedhat all requestsn the
tracethatoriginatedat the samelP addressorresponded
to one web browser The first requestfrom a given IP
addressnustperforma full TLS handshak. Subsequent
requestdrom thataddressould reusethe previously ac-
quired TLS session.This assumptioris clearly falsefor
large proxy senersthat aggrayatetraffic for mary users.
For example,all requestdrom AmericaOnline usersap-

pearto originatefrom asmallnumberof proxies.To avoid

an incorrect estimationof the sessionreuse,we hand-
deletedall known proxy seners from our traces. The

remainingrequestsould thenbe assumedo correspond
to individual users’web browsers. The final trace con-

tainedapproximatelyl1,000sessionspreacbver100,000
requests.

In ourtraceplaybacksystemthreeclient machinegan
20 processegach,generatings0 simultaneousonnects,
proving sufficient to saturatethe sener. The compleity
of the playbacksystemlies in its attemptto presere the
original orderingof the web requestseenin the original
trace. Apaches logging mechanismactually recordsthe
orderin which requestomplete not the orderin which
they werereceved. As such,we have insufficient infor-
mationto faithfully replaythe original tracein its origi-
nal order Insteadwe derive a partial ordering from the
trace. All requestsrom a givenIP addressretotally or-
dered,but requestdrom unrelatedlP addressebave no
ordering. This allows the systemto dispatchrequestsn
avariety of differentorders,but preseresthe behaior of
individualtraces.

As a secondconstraintwe wishedto enforcean upper
boundon how far the final requestobsened by the web
sener may differ from the orderof requestsn the origi-
naltrace.If thisboundweretoo small,it would artificially
limit theconcurreng thatthetraceplaybacksystencould
exploit. If the boundweretoo large, therewould be less
assurancthattherequesbrderingobsenedby theexper
imental sener accuratelyreflectedthe original behaior
capturedin the trace. In practice,we neededo setthis
boundaryat approximatelyl0%of thelengthof the origi-
nal trace. Tighterboundariesreatedsituationswherethe
senerwasnolongersaturatedandtheclientscouldbegin
nonew requestsintil someolderlargerequestperhapdgor
averylargefile, couldcomplete.

While this techniquedoesnot modelthe four simulta-
neousconnectiongperformedby modernweb browsers,
it doessaturatethe sener sufficiently thatwe believe the
senerthroughpunumbersvould notchangeappreciably

4. Analysis of experimentalresults

Figuresl and 2 shav the main resultsof our exper
imentswith the Amazontraceandthe CS trace,respec-
tively. The achieved throughputis shavn on they axis.
For eachsystemconfigurationlabeledalong the x-axis,
we shav two bars, correspondingo the result obtained
with the500MHzsystemandthe933MHzsystemyespec-
tively.

Threeclustersof bargraphsareshovn alongthe x-axis.
Theleft clustershows threeconfigurationsf a complete,
functional web sener: the Apache HTTP web sener
(Apache),the ApacheTLS web sener (Apache+TLS),
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andthe ApacheTLS sener usingan AXL300 RSA ac-
celerator{Apache+TLSAXL300).

The centerclusterof bargraphsshaws resultsobtained
with variousexperimentalTLS configurationsyhereba-
sic primitiveswithin the TLS protocolwerereplacedwith
no-ops. Eachconfigurationis labeledto indicatethe key
exchangamethod pulk encryptioralgorithm,messagau-
thenticationcode,andcachingstratgyy used.Ratherthan
measuringll possiblevariationswe measuredheconfig-
urationwhereall attributeswere replacedby their no-op
alternatves,followedby configurationsvhereeachoper
ationwas enabledndividually. We alsomeasured few
additionalconfigurationsdiscussedelon. For instance,
we measuredPKX, RC4,MD5, shmcaché, a configu-
rationwhereall RSA operationshave beenreplacedwith
no-ops,but other operationgan normally, to exposethe
performancdimits of RSA acceleratiotechniques.

Theright clusterof bar graphsshovs measurementsf
TLS configurationswherenon crypto-relatedTLS func-
tionswereremovedandthe sessionmesumeprotocolswas
simplified. Thesemeasurementallow us to understand
thecostsof theremainingoperationsn TLS sessiorsetup
anddataexchange.

Additionally, we wish to estimatethe relative costsof
eachoperationperformedby the TLS web sener. To do
this, we take advantageof Amdahl’s Law:

1

~ _ fractionenhanced
(1—fractionuhanced + speedupry

Speedup=

For eachTLS processingcomponent,we have simu-
latedinfinite or almostinfinite speedupeitherby remov-
ing the component(e.g., for the key exchangemethod,
streamcipherandmessagauthenticatiortode),or by re-
placing the componentwith a much cheaperalternatve

(e.g.,the “perfect” cacheandthe predictedrandomness).

Thus,Amdahl’s Law canbesimplifiedasfollows:

1

Speedup= T— fractionsnhanced

Sincewe measuredpeedupsxperimentallywe canes-
timate the cost of individual operationsby solving this
equationfor fraction.,nancea The resultsof thesecalcu-
lationsareshowvn in Figure3.

In orderto directly determingherelative costsof RSA,
RC4,andMD5, we replaceceachstageindividually with
a no-opand measuredhe correspondingener through-
put. Other TLS componentssuchasthe TLS session
cache,the randomnes@rocessingand TLS paclet mar
shaling cannotbe replacedwithout also effecting other
TLS componentsFor thesecaseswe wereforcedto run
someexperimentswith multiple TLS stagessimultane-
ouslydisabled.We still estimatethe relative costof each
componentisingAmdahl’s Law.

4.1.Impact of TLS on sewer performance

The Apachesener, without TLS enabledachiesesbe-
tween610hits/secand885hits/secawith the CStrace,and
betweenl370hits/secand2200hits/seawvith the Amazon
trace.Thedifferencen throughpufor thetwo workloads
is dueto the increasedaveragefile size: 46KB for the
CStraceandonly 7KB for the Amazontraceaswell as
theincreasedvorking setsize. Increasinghe CPU speed
from 500MHz to 933MHz leadsto a substantialncrease
in throughputin eachcase.

ApacheTLS without the AXL300 senedbetween149
hits/secand 259 hits/secfor the CS trace, and between
147 hits/secand 261 hits/secfor the Amazontrace. This
confirmsthat TLS incurs a substantialcost and reduces
the throughputby 70 to 89% relative to the insecure
Apache. ApacheTLS with the AXL300 sened between
178 hits/secand 317 hits/secfor the CS trace, and be-
tween300 hits/secand525 hits/sedor the Amazontrace.
This shaws that, with the useof the AXL300 board,the
throughputiossis now only 64 to 77%relative to the in-
secureApache.

4.2.1mpact of increasedCPU speed

Considertheimpactof the availablesener CPU cycles
on therelative costof TLS. In the configurationswith a
complete,functional TLS implementationthe 933MHz
Pentiumlll achieses a sizeableincreasein throughput
(45-60%)relative to the 500MHz Pentiumlll. We con-
cludethatthe performancesf thevariousTLS processing
stepsscaleswell with increasedavailability of CPU cy-
cles. In the long run, this implies that the performance
loss associatedvith the useof TLS should diminish as
CPUsgetfaster Of coursefasterCPUscanpotentiallybe
usedto attackcryptosystemsoreeffectively. As aresult,
stronger and potentiallymore CPU intensie, cryptogra-
phy maybecomenecessarjn thefutureaswell.

4.3.Effectivenesof acceleratorhardware

The useof the AXL300 acceleratoyields a noticeable
throughputimprovementwith the CS trace (19 to 22%)
relative to thenormal TLS Apache,anda substantiabain
with the Amazontrace(101to 107%)relative to the nor-
mal TLS Apache.Thereasorthatthe Amazonworkload
benefitsmorefrom theaccelerators thatthe averageses-
sion is shorter As a result, more requestsn the Ama-
zontracerequirethe full TLS handshak with its corre-
spondingRSA operations.The CS trace,with its longer
sessionshenefitsfrom the sessiorcache limiting the ef-
fectivenesf acceleratedRSA operations.Anothercon-
tributing factorin the performancadifferenceis the aver-
agefile size. In the CStrace,with files averaging46KB,
the sener spendsproportionally more time transmitting
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Figure 3. Relative costs of TLS processing stages for Amazon trace, CS trace, and for 500MHz and
933MHz server configurations. The sections labeled “Other TLS” refer to the remaining portions of the
TLS implementation we did not specifically single out for no-op tests, and “Non-TLS” refers to other
performance costs, such as the Apache server and the Linux kernel.



CStrace

Amazontrace

Experiment 500MHz | 900MHz [ 500MHz | 900MHz

Apache+ TLS 149(24%) | 261(29%) || 147(11%) | 261(12%)
Regularsetup plain communication 219(36%) | 353(40%) || 162(12%) | 282(13%)
Minimal setup regularcommunication|| 384(63%) | 559(63%) || 844(65%) | 1136(52%)

Figure 4. Throughput in hits/sec for Apache+TLS, regular setup with plain communication, and mini-
mal setup with regular communication, for the CS trace and the Amazon trace, and both 500 MHz and
933 MHz servers. Percentages show the throughput relative to non-TLS Apache on the same platform.

files versusperformingconnectiorsetupwhencompared
to the Amazontrace,with anaveragefile sizeof 7KB.

4.4. Comparativeimpact of acceleratorhardware
versusfaster CPU

Thenext questionwe wish to poseis whetherit is more
adwantageougo investin acceleratiorhardware,or in a
fasterCPU. The answerdependsstrongly on the work-
load. With the CStrace,usingafasterCPUis moreeffec-
tive thanusing an acceleratoboard. However, with the
Amazontrace the oppositds true. We concludethatsites
thatonly useTLS senersfor a small partof their userin-
teractionasAmazononly usesTLS for its final purchase
validationandpaymentwill benefitfrom hardwareRSA
accelerationWhereaswebsitesthatdo all their userin-
teractionthroughTLS, or otherwisehave a high session
reuserate, may be betteradvisedto investin fastergen-
eralpurposeCPUs.

4.5 Impact of sessiorcaching

Our resultsconfirmthe findingsof prior work [11] that
sessiorcachingsubstantiallyimprovessener throughput.
Themainreasorfor this gainis areductionin thenumber
of RSA operationsasaresultof sessiorreuse.However,
evenin configurationsvherethe RSA operationsare as-
sumedto beinfinitely fast,sessiorcachingis still benefi-
cial, avoiding the extra network traffic and othercompu-
tationsrequiredby thefull TLS handshak.

4.6. Relative costand impact of crypto operations

Figuresl, 2, and 3 quantify the costsof variousTLS
processingteps.The RSA operationshave the dominant
cost,as expected. Among the remainingoperationsthe
“other TLS” operationsstandout, asdo the MD5 MAC
computatiorandthe RC4 streamcipherin the caseof the
CStraceworkload. However, thesecostsare sufficiently
balancedhatthereis no obvious singlecandidateor op-
timization. We notethat, evenwhenMD?5 is the message
integrity function,bothMD5 andSHA-1 areusedin con-
junctionin several portionsof the TLS protocol,suchas
the“pseudo-randonfunction; usedwhengeneratingey

material.In ourexperiments;no MAC” replacesll MD5
andSHA-1 computationsvith no-ops throughoutheen-
tire TLS protocol,with the exceptionof the SHA-1 oper
ation usedin the pseudo-randomumbergeneratar The
cost of the pseudo-randonmumbergeneratoris consid-
eredbelow.

4.7.MiscellaneousTLS operations

Startingwith asenerin whichwe replacedRSA, RC4,
pseudo-randomnes®mputationgwhich usethe SHA-1
hashfunction),andthe sessiorcachewith no-ops(labeled
“PKX, norandomnesgperfectcache”on the barcharts),
we still obsened a significant performancedeficit rela-
tive to the original Apacheperformance Remosing TLS
paclet marshalingcostsand doing raw network writes
of the plaintext (labeled“PKX, no randomnessperfect
cache,plain”) resultedin only modestgains,so we de-
cidedto try somethingnoreradical. We createda “Skele-
ton TLS” systemthat transmittednetwork message®f
the samelengthasgenuineTLS, but otherwiseperforms
no TLS processingvhatsoeer. The differencebetween
“PKX, NULL, no MAC, no randomnessperfectcache”
and plain text communicationand skeleton TLS covers
betweerB% and11%of thetotal performanceost.Since
we have alreadyreplacedthe dataexchangingTLS op-
erationswith plain text, the above differenceindicatesa
“catch all” of every other connectionsetuprelatedTLS
cost.

Oncethe “other TLS” costshave beenmeasuredthe
remaindemustbe from sourcesoutsideTLS, including
the ApachewebsenerandtheLinux kernel.

4.8. Overall costsof TLS connection setup and
data exchange

To determinethe relative costof connectionsetupwe
have modifiedthe TLS protocolto performaminimalcon-
nectionsetupandregular encrypteddataexchange.This
involvesestablishinga genericTCP connectionbetween
the client andsener, theninitializing the datastructures
usedby TLS with the sessiorkeys setto zero. We can
then comparethis with the the plain dataexchangede-



scribedearlier Theresultsarepresentedn figure 4.

Again using Amdahl’s Law, we show the cost of the
TLS connectiorsetuprangedrom 53%to 61%o0f thetotal
costfor the CStraceandrangesrom 77%to 82% of the
total costfor the Amazontrace.Replacinghe connection
setupwith a minimal initialization of the datastructures
yields a throughputimprovementof 115to 157%for the
CStraceand335to 471%for the Amazontrace.

Likewise, we shav the costof the TLS dataexchange
rangedrom 26 to 31%from thetotal costfor the CStrace
andrangesfrom 7 to 9% from the total costfor the Ama-
zon trace. Replacingthe TLS dataexchangewith plain
communicatioryieldsathroughputimprovementof 36 to
46% for the CS traceand of 8 to 10% for the Amazon
trace.We notethat, in this experimentreplacingthe TLS
dataexchangewith plain dataexchangeonly eliminatesa
portionof thecostsassociateavith RC4andMD5, which
arealsousedaspartof the connectiorsetupprotocol.

Thesemeasurementisnply thatoptimizationsaimedat
the connectiorsetupphaseof TLS will have a moresig-
nificantimpacton systenperformancehanoptimizations
aimedatthe dataexchangephase.

4.9, Potential impact of protocol changes

When consideringoptimizationsfor the TLS connec-
tion setupphasewe wish to explore potentialchangego
the TLS protocolaimedreducingthe amountof network
traffic. Thedo this, we useda strav-manimplementation
of a“fastresume”TLS variantthat optimizesthe session
resumeprotocol phasein sucha way thattwo messages
andoneround-tripnetwork delayareeliminated. There-
sultsindicatethat the potentialthroughputimprovement
of sucha hypotheticalprotocol changeis minimal (1 to
2%). Therefore pptimizationsaimedat reducingthe vol-
umeof network traffic will havelittle effecton TLS sener
throughputalthoughsuchoptimizationscould have other
benefits particularlyfor bandwidth-limitedclients).

4.10 Dynamic contentgeneration

A commonquestionis how to apply performancanea-
surementssuchasperformedn this papemwith staticcon-
tentgenerationto therelatvely commoncaseof dynamic
page generation,which often involves running custom
sener plug-in codethat makes databasejueriesand as-
sembledHTML onthefly. Ourexperimentfocuson TLS
web senersthat sene static content,discerningamong
theTLS andnon-TLScosts.If theTLS webseneris gen-
eratingdynamicHTML, thenthe new loadwill obviously
impactsener throughput. In the pie chartsof Figure 3,
this additional overheadshouldbe reflectedin the non-
TLS sectionsof the pie charts,which could be increased
appropriately scalingdown the TLS sectionsof the pie
chartsuchthattheir relativecostsremainthe same.

4.11 Summary of results

We cansummarizeéheresultof our experimentsasfol-
lows:

e TLS imposesa factorof 3.4 to 9 overheadover an
insecuravebsener.

e Thelargestperformancecostin the TLS websener
is the public key cryptography(20%to 58%).

e Non-TLS performancecosts(including Apacheand
the Linux kernel)rangefrom 10 to 32% of thetotal
cost.

e The costsof marshalingTLS datastructurescom-
putingconnectiorkeysfrom thepremastesecretaind
executingothermiscellaneousperationsvithin TLS
consumesetween8% and 11% of the total perfor
mancecost. Reducingthe sessiorresumptiorproto-
col by two messageandoneround-tripdelayhada
negligible impacton performance.

e Adding an RSA acceleratgra commoncommercial
approachto addressingl'LS sener performances-
sueshaswidely differenteffectson sener through-
put dependingon the sessionreuserate of the re-
guestsseerby the TLS sener. For low sessiomreuse
rates,the RSA acceleratocanresultin a101-107%
performancemprovement(a factorof two improve-
mentin hit rate). For high sessiorreuserates,how-
ever, the RSA acceleratoonly resultedin a 19-22%
performanceémprovement.

e This improvementis boundedat 130-138%(for the
Amazontrace)or 25-30%(for the CStrace),regard-
lessof how fastthe RSA acceleratocanrun.

e The TLS sessioncacheis effective; it improved
throughputy afactorof 2.7-3.1for theCStraceand
2.3-2.4for theAmazontrace relativeto asenerwith
no cache.

e The costs of the non-RSA cryptographic opera-
tions, suchas RC4, MD5, pseudo-randonmumber
generation,performedby TLS are relatively bal-
anced.Hardwareacceleratiorfor ary individual op-
erationwould yield only modestperformanceim-
provements.

e TLS appeardo be purely CPU bound,asoptimiza-
tionsintendedo reducenetwork traffic havelittle ef-
fectonsenerthroughput.

e The CPU costs associatedwith TLS connection
setuphave a moresignificantimpacton TLS sener
throughputthanthe CPU costsassociatedvith TLS
dataexchange.



5. Future work

This paperasstudiedtheperformancef TLS webser
vice from a singlesener. It hasnot consideredhelarger
ernvironmentthatoftenoccursin ane-commercsaite,such
asload-balancindront endswitcheswith replicatecclus-
tersof web senersanda databasdack-end.Therehave
alreadybeensomeefforts to study theseervironments.
For example, the Zeus web sener performancetuning
guide[27] mentionsthe importanceof sharingTLS ses-
sionsacrossweb senersin a cluster We plan to study
the interactionof differentclusterload-balancingstrate-
gies(suchasusedin LARD [20]) with TLS webseners.

This paperalso presentdatathat predictswhat might
happento TLS performanceas CPUs becomefasterin
thecomingyears.Ratherthanour no-opapproacho per
formancemeasuremeng moreaccuratg¢echniquewould
be to measureTLS performanceaisinga precisemachine
simulatorsuchasSimOS[24] or RSIM [23]. Suchsimu-
latorswould allow usto predicttheeffectsof futurearchi-
tecturaltrendson TLS performanceLik ewise,mary web
senerssuchasZeusandFlash[21] areknownto radically
outperformApache. As the available CPU increasesand
cryptographicoperationsare no longer the primary per
formancebottlenecktheseothersener architecturesnay
alsoproveto befasterat TLS webservicethanApache.

6. Conclusions

We have presentedh systematicanalysisof the perfor
manceof the Apachewebsenerwith themod SSLexten-
sionfor secureTLS delivery of web pages.Our method-
ology wasto exercisethe web sener with a trace-based
workloadwhile selectively replacingTLS operationswith
no-ops. By measuringthe differencesin the resulting
sener throughput,our measurementare more accurate
thanresultsthatcould otherwisebe obtainedthroughtra-
ditional CPU profilersor microbenchmarks.

Ourmeasurementshav thatRSA computationsrethe
single mostexpensve operationin TLS, consuming20-
58% of thetime spentin thewebsener. OtherTLS costs
are balancedacrossother the various cryptographicand
protocol processingsteps. Optimizationsaimed at im-
proving RSA operationthroughput,whetherthroughal-
gorithmic enhancementgryptographiaco-processorgr
simply increasingraw CPU speed,will continueto be
profitable.However, evenidealRSAoptimizationleavesa
large gulf betweenTLS sener performanceandinsecure
sener performance.No simple optimizationis likely to
closethatgap,but fasterCPUscanbe expectedto narron
it overtime.

Hardware accelerations fairly effective in absorbing
the costof the RSA operations.Our resultsindicatethat
acceleratorhave asignificantimpactonthethroughpuof

dedicatedsecuresenersfor e-commercssites;suchsites
minimize the numberof requeststo secureseners and
thereforeexperiencerelatively lower sessiorreuserates.
Acceleratiomappearso belesseffectivefor siteswhereall
requestarehandledby a TLS sener, thushaving higher
sessionreuserates. For suchsites,investingin a faster
CPUmay prove moreeffective.

Futureeffortsto optimize TLS senerthroughputwould
beadvisedo focusonreducingthe CPU costsof the TLS
connectionsetupphase ratherthanworking on the TLS
dataexchangephase.Lik ewise, efforts to redesignor ex-
tendthe TLS protocolwould be advisedto considerthe
CPU costsof all operationgperformedduring connection
setup,hotjustthe RSA operations.
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