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ABSTRACT

In this work we present a multi-path routing strategy that guaran-
tees in-order packet delivery for Networks on Chips (NoCs). We
present a design methodology that uses the routing strategy to opti-
mally spread the traffic in the NoC to minimize the network band-
width needs and power consumption. We also integrate support for
tolerance against transient and permanent failures in the NoC links
in the methodology by utilizing spatial and temporal redundancy
for transporting packets. Our experimental studies show large re-
duction in network bandwidth requirements (36.86% on average)
and power consumption (30.51% on average) compared to single-
path systems. The area overhead of the proposed scheme is small
(a modest 5% increase in network area). Hence, it is practical to be
used in the on-chip domain.

Categories and Subject Descriptors

C.3 [Special-purpose and Application-based Systems]: Real-time
and embedded systems; C.4 [Performance of Systems]: Design
studies

General Terms: Design, Measurement, Performance.

keywords: Systems on Chip, networks on chip, routing, multi-
path, fault-tolerance, re-order buffers, flow control.

1. INTRODUCTION

Scalable Networks on Chips (NoCs) are needed to provide high
bandwidth communication infrastructure for SoCs [1]-[3]. The use
of NoCs facilitate applying network error resiliency techniques to
tolerate transient and permanent errors in interconnects.

For routing packets in the NoC, either a single-path can be used
for all the packets from a source to a destination or multiple paths
can be utilized. When compared to single-path routing, the multi-
path routing scheme improves path diversity, thereby minimizing
network congestion and traffic bottlenecks. Reducing the traffic
bottlenecks leads to lower required NoC operating frequency, as
traffic is spread evenly in the network. A reduced operating fre-
quency translates to a lower power consumption in the NoC. An-

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

DAC 2006, July 24-28, 2006, San Francisco, California, USA.

Copyright 2006 ACM 1-59593-381-6/06/0007 ...$5.00.

845

other important property of the multi-path routing strategy is its
spatial redundancy for transporting a packet in the on-chip network.

Many of today’s NoC architectures are based on single-path rout-
ing. This is because, with multi-path routing, packets can reach the
destination in an out-of-order fashion due to the difference in path
lengths or due to difference in congestion levels on the paths. The
re-order buffers needed at the receiver for ordering the packets have
large area and power overhead and deterministically choosing the
size of them is infeasible in practice. The re-order buffers, un-
less they have infinite storage capacity, can be full for a particular
scenario and can no longer receive packets. This leads to drop-
ping of packets to recover from the situation and requires end-to-
end ACK/NACK protocols for resuming the transaction. However,
such protocols have significant overhead in terms of network re-
source usage and congestion [13]. Thus, they are not commonly
used in the NoC domain.

In this work we present a multi-path routing strategy with guar-
anteed in-order packet delivery (without packet dropping) for on-
chip networks. We present a method to split the application traffic
across multiple paths to obtain a network with minimum power
consumption. We integrate reliability constraints in our multi-path
design methods to provide a reliable NoC operation with least in-
crease in network traffic. Experiments on several benchmarks show
large power savings for the proposed scheme when compared to tra-
ditional single-path schemes and multi-path schemes with re-order
buffers. The area overhead of the proposed scheme is very small
(only 5% increase in network area). Hence, it is usable in the on-
chip domain.

Many works on mapping of applications onto NoC architectures
have considered the routing problem during the NoC design phase
[5]-[8]. The adaptive routing schemes presented in [9] and [10], as-
sume that the architectural support needed for such routing schemes
(such as packet re-order buffers) are available in the NoC. Sev-
eral works in the multi-processor field have focused on the design
of efficient routing strategies [19]- [22]. Several research works
have focused on designing reliable NoC systems [11]-[18]. In [14],
fault-tolerant stochastic communication for NoCs is presented. The
use of non-intersecting paths for achieving fault-tolerant routing
has been utilized in many designs, such as the IBM Vulcan [19].
The use of temporal and spatial redundancy in NoCs to achieve
resilience from transient failures is presented in [18].

2. ROUTING WITH IN-ORDER DELIVERY

In this section, we present the conceptual idea of the multi-path
routing strategy with in-order packet delivery. For analysis pur-
poses, we define the NoC topology and the traffic flow paths as:



Out—of—order packets

stalled ¥
__ | Fk \
P2 - P1

Packets
input buffers

look up [ waiting for packet P1
bl [TTTH

/IZIZIZI}

X

crossbar

output buffers

Figure 1: Switch design to support multi-path routing

DEFINITION 1. The topology graph is a directed graph G(V, E)
with each vertex vy, € V representing a switch/Network Interface
(NI) in the topology and the directed link (or edge) e; € E repre-
senting a direct communication between two switches/NIs.

We represent the traffic flow between a pair of cores in the NoC
as a commodity 1, with the source switch/NI of the commodity be-
ing s; and the destination of the commodity being d;. Let the total
number of commodities be I. The rate of traffic transferred by com-
modity 1 is represented by r;.

DEFINITION 2. Let the set SP; represent the set of all paths
for the commodity i, Vi € 1---1. Let Pij be an element of SP;,
Vj€1l---|SP;|. Thus Pij represents a single-path from the source
to destination for commodity i. Each path Pij has a set of links.

We define a set of paths to be non-intersecting if the paths orig-
inate from the same source vertex but do not intersect each other
in the network, except at the destination vertex. Consider packets
that are routed on the two non-intersecting paths. Note that with
worm-hole flow control [19], packets of a commodity on a partic-
ular path are in-order at all time instances. However, packets on
the two different paths can be out-of-order. Therefore, we need a
mechanism to re-order the packets at the path re-convergent nodes
to maintain the packet ordering.

To implement the re-ordering mechanism at network re-convergent

nodes, the following architectural changes to the switches/NIs of
the NoC are required (shown in Figure 1). Even though the method-
ology presented in this paper is general, for illustrative purposes we
assume that the component architectures are based on the design
presented in [4]. To support multi-path routing, individual packet
identifiers are used for packets belonging to a single commodity. At
the re-convergent switch, we use a look-up table to store the iden-
tifier of the next packet to be received for the commodity. Initially
(when the NoC is reset), the identifiers in the look-up tables are set
to 1 for all the commodities. When packets arrive at the input of the
re-convergent switch, the identifier of the packet is compared with
the corresponding look-up table entry. If the identifiers match, the
packet is granted arbitration and the look-up table identifier value
for this commodity is incremented by 1. If the identifiers do not
match, it is an out-of-order packet and access to the output is not
granted by the arbiter, and it remains at the input buffer.

As the packets on a particular path are in-order, the mechanism
only stalls packets that would also be out-of-order if they reach
the switch. Due to the disjoint property of the paths reaching the
switch, the actual packet (matching the identifier on the look-up
table) that needs to be received by the switch is on a different path.
As aresult, such a stalling mechanism (integrated with credit-based
or on-off flow control mechanisms [19]) does not lead to packet
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dropping, which is encountered in traditional schemes when the
re-order buffers at the receivers are full.

3. MULTI-PATH TRAFFIC SPLITTING

From the set of non-intersecting paths for each commodity, we
need to determine the amount of flow of each commodity across the
paths that minimizes congestion. Then, we can assign probability
values for each path of every commodity, based on the traffic flow
across that path for the commodity. At run time, we can choose the
path for each packet from the set of paths based on the probability
values assigned to them.

To achieve this traffic splitting, we use a Linear Programming
(LP) based method to solve the corresponding multi-commodity
flow problem. The objective of the LP is to minimize the maxi-
mum traffic on each link of the NoC topology, satisfying the band-
width constraints on the links and routing the traffic of all the com-
modities in the NoC. Our LP is represented by the following set of
equations:

min: ¢ (D
st fl=ri, Vi 2
Vi€l |S P

Z Z f7 = flowe, Ve 3)
Vi Vj,eleP,f

flowe, < bandwidthe, Ve 4)

flowe, <t Ve, € P!, Vi, j (5)

>0 (6)

In the objective function we use the variable ¢ to represent the
maximum flow on any link in the NoC (refer Equations 1, 5). Equa-
tion 2 represents the constraint that the NoC has to satisfy for the
traffic flow of each commodity, with the variable f; representing
the traffic flow on the path Pij of commodity ¢. The flow on each
link of the NoC and the bandwidth constraints are represented by
Equations 3 and 4.

Other objectives (such as minimizing the sum of traffic flow on
the links) and constraints (like latency constraints for each com-
modity) can also be used in the LP.

As an example, the latency constraints for each commodity can
be represented by the following equation:

> >

(fi xV) /
Vi€l-|SP;| Vj€Ll-|SP;| )
where d; is the hop delay constraint for commodity ¢ and I is the
hop delay of path j. Once the flows on each path of a commodity
are obtained, we can order or assign probability values to the paths
based on the corresponding flows.
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4. ADDING FAULT-TOLERANCE SUPPORT

The errors that occur on the NoC links can be broadly classi-
fied into two categories: transient and permanent errors. To re-
cover from transient errors, error detection or correction schemes
can be utilized in the on-chip network [13]. Forward error correct-
ing codes such as Hamming codes can be used to correct single-bit
errors at the receiving NI. However, the area-power overhead of
the encoders, decoders and control wires for such error correct-
ing schemes increases rapidly with the number of bit errors to be



corrected. In practice, it is infeasible to apply forward error cor-
recting codes to correct multi-bit errors [13]. To recover from such
multi-bit errors, switch-to-switch (link-level) or end-to-end error
detection and retransmission of data can be performed. This is ap-
plicable to normal data packets. However, control packets such as
interrupts carry critical information and need to meet real-time re-
quirements. Using retransmission mechanisms can have significant
latency penalty that would be unacceptable to meet the real-time
requirements of critical packets. Error resiliency for such critical
packets can be achieved by sending multiple copies of the packets
across one or more paths. At the receiving switch/NI, the error de-
tection circuitry can check the packets for errors and can accept an
error free packet. When sending multiple copies of a packet, it is
important to achieve the required reliability level for packet deliv-
ery with minimum data replication. We formulate the mathematical
models for the reliability constraints and consider them in the LP
formulation presented in previous section, as follows:

DEFINITION 3. Let the transient Bit-Error Rate (BER) encoun-
tered in crossing a path with maximum number of hops in the NoC
be B:. Let the bit-width of the link (equal to the flit-width) be W.

We assume a single-bit error correcting Hamming code is used
to recover from single-bit errors in the critical packets and packet
duplication is used to recover from multi-bit errors. The probability
of having two or more errors in a flit received at the receiving NI is
given by:

w
P( > 2ermors) = 0 = Y G xBEx (1-6)" 7" (®)
k=2
When a flit is transmitted n; times, the probability of having two
or more errors in all the flits is given by:

©)]

As in earlier works ([11]-[13]), we assume that an undetected or
uncorrected error causes the entire system to crash. The objective is
to make sure that the packets received at the destination have a very
low probability of undetected/uncorrected errors, ensuring the sys-
tem operates for a pre-determined Mean Time To Failure (MTTF)
of few years. The acceptable residual flit error-rate, defined as the
probability of one or more errors on a flit that can be undetected by
the receiver, is given by the following equation:

O = v

Erryes = Teyere/(MTTF x N. x inj) (10)

where T¢ycie is the cycle time of the NoC, N, is the number of
cores in the system and inj is the average flit injection rate per
core. Each critical packet should be duplicated as many times as
necessary to make the 6, value to be greater than the Er7r,.s value,
ie.

Errres
In(Errres)/In(ye)

Or = " >
i.e. Nt 2

The minimum number of times the critical packets should be
replicated to satisfy the reliability constraints is given by:

[in(Errres)/In(vt)] (11)

To consider the replication mechanism in the LP, the traffic rates
of the critical commodities are multiplied by n; and Equation 2 is
modified for such commodities as follows:

Ny
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To recover from permanent link failures, packets need to be sent
across multiple non-intersecting paths. The non-intersecting nature
of the paths makes sure that a link failure on one path does not affect
the packets that are transmitted on the other paths. The probability
of a path failure and the number of permanent path for each com-
modity (denoted by n,,) can be obtained similar to the derivation of
Tt.

Let the total number of paths for a commodity ¢ be denoted by
Ntot,i. Once the number of possible path failures is obtained, we
have to model the system such that for each commodity, any set of
(ntot,i — np) paths should be able to support the traffic demands
of the commodity. Thus, even when n,, paths fail, the set of other
paths would be able to handle the traffic demands of the commodity
and proper system operation would be ensured. We add a set of
Niot,i!/(Np! X (ntor,i —np)!) linear constraints in place of Equation
2 for each commodity in the LP, with each constraint representing
the fact that the traffic on (n¢¢,; — np) paths can handle the traffic
demands of the commodity.

Thus the paths of each commodity can support the failure of n,
paths for the commodity, provided more than n,, paths exist. When
we introduce these additional linear constraints, the impact on the
run-time of the LP is small (for our experiments, we did not observe
any noticeable delay in the run-time). This is due to the fact that
the number of paths available for each commodity is usually small
(less than 4 or 5) and hence only few tens of additional constraints
are introduced for each commodity.

S. SIMULATION RESULTS

The estimated power overhead (based on gate count and synthe-
sis results for switches/NIs from [4]) at the switches/NIs to sup-
port the multi-path routing scheme for a 4 X 3 mesh network is
found to be 18.09 mW, which is around 5% of the base NoC power
consumption. For the power estimation, without loss of general-
ity, we assume that 8 bits are used for representing the source and
destination addresses and 8-bit packet identifiers are utilized. The
power overhead accounts for the look-up tables and the combina-
tional logic associated with multi-path routing scheme. The num-
bers assume a 500 MHz operating frequency for the network. The
estimated area overhead (from gate and memory cell count) for the
multi-path routing scheme is low (less than 5 % of the NoC compo-
nent area). The maximum possible frequency estimate of the switch
design with support for the multi-path routing tables is above 500
MHz, with synthesis results based on the architecture from [4].

5.1 Comparisons with Single-Path Routing

The network power consumption for the various routing schemes:
dimension ordered (Dim), minimum path (Min) and our proposed
multi-path (Multi) strategy for different applications is presented
in Figure 2(a). The numbers are normalized with respect to the
power consumption of dimension-ordered routing. We use several
benchmark applications for comparison: Video Object Plane De-
coder (VOPD - mapped onto 12 cores), MPEG decoder (MPEG
- 12 cores), Multi-Window Display application (MWD - 12 cores)
and Picture-in-Picture (PIP - 8 cores) application. By using the
proposed routing scheme, on average we obtain 33.5% and 27.52%
power savings compared to the dimension ordered and minimum
path routing, respectively.

The average packet latencies incurred for the MPEG NoC for the
different routing schemes is presented in Figure 2(b). The multi-
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path routing strategy results in reduced frequency requirements to
achieve the same latency as the single-path schemes for a large part
of the design space.

When compared to the multi-path routing scheme with re-order
buffers (10 packet buffers/receiver), the current scheme results in
28.25% reduction in network power consumption. The total run
time for applying our methodology (includes the run time for path
selection algorithms for all commodities and for solving the result-
ing LP) is less than few minutes for all the benchmarks, when run-
ning on a Sun workstation at 1 GHz.

5.2 Effect of Fault-Tolerance Support

The amount of power overhead incurred in achieving fault-tolerance

against temporary errors depends on the transient bit-error rate (3;)
of each link and the amount of data that is critical and needs repli-
cation. The effect of both factors on power consumption for the
MPEG decoder NoC is presented in Figure 2(c). The power con-
sumption numbers are normalized with respect to the base NoC
power consumption (when no fault-tolerance support is provided).
As the amount of critical traffic increases, the power overhead of
packet replication is significant. Also, as the bit-error rate of the
NoC increases (higher BER value in the figure, which imply a
higher probability of bit-errors happening in the NoC), the amount
of power overhead increases. We found that for all BER values
lower than or equal to le-6, having a single duplicate for each
packet was sufficient to provide the required MTTF of 5 years.
Adding support for resiliency against a single-path permanent fail-
ure for each commodity of the MPEG NoC resulted in a 2.33 %
increase in power consumption of the base NoC.
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7. CONCLUSIONS

The re-order buffers required in traditional multi-path schemes
have large area, power overhead and deterministically sizing them
is infeasible in practice. In this work, we have presented a multi-
path routing strategy that guarantees in-order packet delivery at the

receiver. We introduced a methodology to split the application traf-
fic across the multiple paths to obtain a network operation with
minimum power consumption. We also integrated with the method-
ology, the use of spatial and temporal redundancy to tolerate tran-
sient as well as permanent errors occurring on the NoC links. Our
method results in large NoC power savings for several SoC designs
when compared to traditional single-path systems.
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