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Abstract

During execution, when two or more names exist for
the same location at some program point, we call them
aliases. In a language which allows arbitrary pointers,
the problem of determining aliases at a program point
is P-space-hard [Lan92]. We present an algorithm for
the Conditional May Alias problem, which can be used
to safely approximate Interprocedural May Alias in the
presence of pointers. This algorithm is as precise as
possible in the worst case and has been implemented in
a prototype analysis tool for C programs. Preliminary
speed and precision results are presented.

1 Introduction

Programming language environments feature software
tools that improve the quality, efficiency, understand-
ability, and reusability of code. Optimizers, debug-
gers, testers and parallelizers use data flow analysis to
statically extract semantic information from programs
to increase their efficacy. Aliases represent impor-
tant semantic information whose precision can greatly
affect the quality of optimized code and the preci-
sion of various compile-time interprocedural analyses
[Cal88, CK89, PRL91].

An alias occurs at some program point during pro-

gram execution when two or more names exist for the
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same location. The aliases of a particular name at a
program point ¢ are all other names that refer to the
same memory location on some path to . When this
execution path traverses more than one procedure, we
are solving the Interprocedural May Alias Problem.

While the calculation of aliases for FORTRAN is well
understood [Ban79, Coo85, CK89, Mye81], aliasing in
C is different than aliasing in Fortran in two respects.
First, aliases can change due to side effects of intrapro-
cedural execution flow. Second, aliases created dur-
ing execution of a called procedure can affect aliases
which hold on return to the calling procedure. Arbi-
trary pointers cause the problem of computing aliases
to become P-space-hard; currently, there are no good
approximation algorithms.

In this paper, we present an approximation al-
gorithm for interprocedural pointer-induced aliasing
based upon Conditional May Alias information that
describes aliasing within a procedure agssuming certain
conditions hold at its entry. We report data on algo-
rithm performance and accuracy on real C programs.
We define a appropriate precision measure and show
that our algorithm is as precise as possible in the worst

case.

2 Related Work

Weihl devised an approximation algorithm for finding
aliases in the presence of pointers [Wei80], which unfor-

tunately was very imprecise. Qur attempts to use his
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algorithm for interprocedural analysis of C programs
in ISMM [Ryd89] were unsuccessful because of the de-
gree of imprecision in the reported aliases. Chow and
Rudmik [CR82] also presented an algorithm for finding
aliases in the presence of pointers; however, their algo-
rithm traced non-executable interprocedural execution
paths and handled local variables incorrectly. Coutant
[Cou86) extended Weihl’s work by keeping his restric-
tion of finding program aliases, but allowing the tracing
of aliases through more than one level of dereference
and adding additional language constructs (e.g., struc-
tures and arrays). Benjamin Cooper [Coo89] developed
an algorithm which used alias histories to insure that

a procedure returns to the call site that invoked it.

There also has been some work [Deu90, Deu92,
NPD87] in detecting aliases in higher order program-
ming languages. [NPD87] only considers programs
with single level dereferences and has the added dif-
ficulty of tracking the binding of functions to names.
The problem addressed by [Deu90] is an order of mag-
nitude complication over general aliasing; he allows clo-
sures (partially evaluated functions) and continuations
(storing of runtime environment for later reuse). In

[Deud2], an algorithm for finding aliases in polymor-

phically typed programs is presented.

The work done on dependence analysis and con-
flict detection in programs with recursive structures
[CWZ90, Gua88, HA90, HN89, HPR89, JM82, LH88]
is also related, although it is directed at finding access
patterns into structures rather than explicitly finding
aliases. A conflict [LH88] occurs between two state-
ments when one statement writes a location and the
other accesses (reads or writes) the same location (loc),
thus preventing the possibility of those statements be-
ing executed in arbitrary order. A data dependence ex-
ists between two statements iff they conflict and there
is an execution path from one program point to the

other on which loc is not written.
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Figure 1: A program and its ICFG

3 Problem Representation

We analyze C-like imperative programming languages
with sophisticated pointer usage and data structures,
no type casting, explicit function calls (without func-
tion variables), and arrays which we treat as aggre-
gates. We represent a program by an Inferprocedural
Control Flow Graph or ICFG[LR91] which intuitively
is the union of statement-level control flow graphs for
each procedure augmented by call, return, entry and
exit nodes. Call nodes are connected to the entry nodes
of procedures they invoke; exit nodes are connected to
return nodes corresponding to these calls. A sample
ICFG can be found in Figure 1.

Objects are locations that can store information, and
object names provide ways to refer to objects. An ob-
ject name is a variable and a (possibly empty) sequence
of dereferences and field accesses. Object names can be

defined by three simple BNF rules:



e object.name — xobject_name
o object_name — object_name.field_of _structure
o object.name — variable

If there are any recursively defined data structures
(e.g., linked lists) then the number of object names is
potentially infinite. We will limit to some constant,
k, the number of dereferences allowable in any object
name and obtain a finite number of potential object
names. We consider any object name with I > k deref-
erences to be represented by the object name obtained
by ignoring the last I —k dereferences yielding a unique
k-limited name. Thus, for k = 1, p->fi->f> would be
represented by p-> fi (and not by *p). We borrow ter-
minology from [JM79] and call this k-limiting, because
their process is analogous even though they k-limit dy-
namic structures while we k-limit object names. We
need the following functions for object names:
is_prefix(oni, on,) returns true iff on; can be trans-

formed into on, by a (possibly empty) sequence of
dereferences and field accesses.

apply-trans(on,, onz, onz): is_prefiz(oni,onz)
must be true. The function applies to ons the se-
quence of dereferences and field accesses necessary
to transform on; into ons and returns the result.
For example, applytrans(p—>n,p—>n—>d,r)
returns r—>d.

As in [LR91] we will represent aliases by unordered
pairs of object names (e.g., (v,*p)). The order is
unimportant because the alias relation is symmetric.
Since we have k-limited object_names, to safely repre-
sent aliases we must assume that (@, bx) with k-limited
component by, represents not only (a, bx) but also any
alias (a,b,) such that b can be transformed into b}
by a sequence of dereferences and field accesses. Also
{ax, bx) with two k-limited components represents itself
and all aliases {a}, b)) such that ay is a prefix of aj, and
by is a prefix of b}.

The following definitions will be used throughout the
paper:

realizable: A path is realizable iff it is a path in
the ICFG and whenever a procedure on this path
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returns, it returns to the call site which invoked it.

holds: Alias (a,b) holds on the realizable path
pning..n; iff @ and b refer to the same location
after execution of program point n; whenever the
execution defined by the path occurs.

Interprocedural May Alias: The precise! solution
for Interprocedural May Alias is
{[n, (a,b)] | 3 a realizable path, pnins...n;_1n, in

the ICFG on which (a, b) holds}.

visible: At a call site, an object name (e.g., *x) of
the calling procedure is visible in the called pro-
cedure iff the called procedure is in the scope of
the object name and at run time the object name
refers to the same object in both the calling and
called procedure. (e.g., If z is a local variable of
procedure P, then the z in P before a recursive
call is not visible after the call, since at execution
time it is a different instantiation.)

4 Approximating May Alias

The may-hold Relation

cise algorithm for computing aliases in the presence of

We have used our pre-

single level pointers [LR91] as a basis for a safe in-
terprocedural aliasing algorithm for arbitrary pointers.
The key idea in both algorithms is to use Conditional
May Alias information that answers the question: If
there is a path from program entry to the eniry node of
the procedure containing n; on which every alias in the
set AA holds, then may object name a be aliased to ob-
ject name b on some path to n; ¢ Fortunately, it is safe
to consider only AA (sets of aliases) with cardinality
less than or equal to one [Lan92]. To insure efficiency,
we only concern ourselves with AA sets that actually
occur. We use may-hold([(ni, AA), {a,b)]) to encode the
answer to the Conditional May Alias question:
may-hold([(ni, A4), (a,b)]) is true iff (a,d) holds on
some path from entry(n;), the entry of the proce-
dure containing n;, to n; assuming there is a path
from entry of main to entry(n;) on which the as-

sumed alias AA holds and there is a path from

entry of main to the entry(n;) on which AA
holds.

1We are using the standard data flow definition of precise
which means “precise up to symbolic execution”, assuming all
paths through the program are executable [Bar78].




For even further efficiency gains we have designed our
algorithm so that work is performed only when
may-hold([(ni, AA4), (a,b)]) is true. Since most of the
may-holds will be false, this improves the average time
complexity of our algorithm considerably.

Finally, given Conditional May Alias, May Alias is
easily computable;
may-alias(node) =

{PA|(3AA)may-hold(node, AA, PA) = true}.
This can be computed in time linear in the size of the
may-hold solution; thus, we will only concern ourselves
with the computation of may-hold.

Computing may-hold The algorithm for comput-
ing may-hold is simple at a high level. First, we find all
the may-hold relations which are trivially true, (e.g.,
may-hold([(“p = &v",0), (xp,v)]) is true). Once we have
this initial set of true may-holds, we compute the set
of all true may-holds using a worklist algorithm (Fig-
ure 2) which propagates alias information from exits of
nodes to their immediate successors in the ICFG.

The remainder of this section gives details of this
algorithm. We discuss our implementation of may-hold,
parameter binding, and the functions used in Figure 2.

We will use the following macro throughout:

make.true(node, AA4,PA)
{ if may-hold([(node, AA),PA]) is false
{ set may-hold([(node, AA),PA]) to true
add (node, AA,PA) to the worklist
}

}

Representation In order to have an efficient im-
plementation for our alias algorithm, we must be able

to do the following operations in constant time:

e Set may-hold([(node, AA),PA]) to false for all pos-
sible node, AA, and PA.

o Find the value of may-hold([(node, A4),PA]) for a
given node, AA, and PA.

e Set the value of may-hold([(node, AA),PA]) for a
given node, AA, and PA.

We use dynamic hashing [KS86] to do this, giving

us constant time operations in the average case. We

find aliases()
{ worklist = 0
/* Alias Introduction */
for each node (N) in the ICFG
{ if N is an assignment to a pointer
aliases_intro.by_assignment(N)
if N is a call node
. aliases_intro by_call(N)
}

/* Implied Aliases */
while worklist is not empty
{ remove (N ,AA,PA) from worklist
if N is a call node
aliases.at_call.implies(N,AA4,PA)
else if N is an exit node
alias_at_exit_implies(N ,AA,PA)
else any.other_alias_implies(N,AA,PA)
}
}

Figure 2: Computing may-hold

assume may-hold for any [(node, AA), P A] triple is false
if it is not in the hash table; otherwise it is true [Lan92].

Implicit Assumptions Consider the assignment
“p = ¢” where p and q are pointers to linked lists. This

assignment results in the following:
D e (T
q [Te]

Thus yielding the aliases (xp, *q), (p->nezt, g->newt),
(p->next->next, g->next->next), and so on. How-
ever, these aliases depend on *¢, g->next, and
g->next->next being non-NULL before the assign-
ment. Our algorithm implicitly assumes that this is the
case, and we would create all of the above aliases that
k-limiting allows. This assumption is not an inherent
part of our algorithm and can be removed, but we use
it here because it is generally reasonable and increases
efficiency of the algorithm. For conciseness, through-
out this paper, whenever we create an alias (xp, x¢) we
assume that the aliases (p->newt, ¢->next),
(p->nezt->next, g->next->newt), ... are also created
although we do not explicitly state this everywhere.
Modeling Parameter Bindings For interproce-

dural analysis, we need to model the affects of param-
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eter bindings on aliases. We do this with a function
bindeann(PA). Intuitively, bindc,n(8) will be all the
aliases on entry of a called procedure that must ex-
ist because of parameter bindings, while bind.qu({a, b))
will be the set of aliases at entry of a called procedure
whose existence is implied by a being aliased to b at
call.

Unfortunately, this definition is not sufficient be-
cause a procedure call can both create and destroy an
alias in the calling procedure, involving an object name
not visible in the called procedure. For example, the
first call of P in Figure 1 creates the alias (xxly, g) in
main even though !; is not in the scope of P. However,
only references to the visible object name in an alias
pair can affect whether the alias holds on a path. A pro-
cedure has the same effect on all alias pairs which con-
tain visible object name w and any non-visible object
name. Therefore, we use the object name non_visible
to represent all non-visible object names?.

In the bind function, if any of the aliases in the bind
set involve non.visible, we need to know the corre-
For

example, assume q is global to P, r is not visible to P,

sponding object name in the calling procedure.

and q,r, and f are all type “int *”:

ca,ll P(q) entry p(s) ) non_visible

bindcanp(q) (@) = {(*Cb *f)}

(<*f’ *q) ? —)v
({(*q, non_visible) , xr),

bindeattp g, ((¥q, *1)) =
((+f, non-visidle) , +r)

The occurrence of ((*q, non_visible) , *r) in bindcan, @
({*q, *r)) represents the fact that *q is aliased to non-
visible object name *r at the entry of the called proce-
dure P.

Computing bindgqu(0): There are two ways aliases

can be implied by parameter bindings. The first alias

corresponds to a simple formal to actual pairing. For

2In [LR91] we referred to non.visible as “.”.
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example, if P is a function with formal f of type “int
*” and call is an invocation of P with actual a then
(*f,*a)® is in bind.eu(®). The second occurs if two
distinct formals are passed two actuals where one ac-
tual is a prefix of the other. For example, if P is a
function with two formals fi (type “int #+”) and f
(type “int ¥”) and call is P(a,xa) then (xf1,*f2) isin
bindean(0).

Computing bindean({z,y)): There are three ways
that an alias at a call site may imply an alias on entry
to a procedure. The first is trivial: if the two object
names are global to the called procedure then they are
also aliased on entry to the called procedure. The other
two can be illustrated by the following example (both

ay and a; are global to P):

R

entIyp(s,,s2)

(ca'llp(alyaﬁ)

In this example, since *a, is aliased to *+a; at
callp(qg,,4,), *f2 is aliased to **a;. This example can be
generalized to the second way an alias at a call site can
imply an alias at the entry of a procedure. Whenever
an actual has an alias to an object name, its corre-
sponding formal picks up an alias to that object name
or non.visible, if the object name is not visible in the
called procedure. Also in the example, since *ay is
aliased to #*ay at callp(a,,a,), *f2 is aliased to +*f1 at
entryp(s,,,)- This is typical of the third case; when
two actuals are aliased at a call site, the correspond-
ing formals are aliased on entry to the called proce-
dure. The algorithm for computing bind.q.u({z,y)) is a
straightforward encoding of these three cases.

The remainder of this section gives a more detailed
description of the algorithm in Figure 2 by discussing

which may-holds are set to true by each its functions.

3({*f, non_visible),xa) if a is not visible in P.



4.1 Aliases_intro_by_assignment(node)

Let node be the pointer assignment “p = ¢”.% Clearly,
may-hold([(node, 0), (+p,+q)]) is true unless p is a prefix
of g. To understand this exception, consider the as-
signment “p = p—>nezt”. It does not create an alias
(*p, *(p—>next)) because p and p—>next both refer
to different objects after this assignment but their alias

relationship does not change.

4.2 Aliases_intro_by_call(node)

For each alias (a,b) in bindeau(0), make true(entry,
{a, b}, (a, b)) where entry is the entry node correspond-

ing to call.

4.3 Alias_at_call_implies(call,4.4,P A)

A may-hold at a call node has effects on the corre-
sponding entry and return nodes.

Effects on corresponding eniry node (entry): For
each alias (a,b) in bindcan(PA), make_true(entry,
{a,b),{a,b)).

Effects on corresponding return node (return). For
simplicity assume that we are dealing with a pro-
gramming language that has no local variables, and
thus no formal parameters. We are interested in
the relationship between may-hold at a return node
and may-hold at its predecessors. Clearly, may-hold
([(return, AA4), (a,b)]) is true if (a,b) holds at the corre-
sponding ezit node, conditional on AA’ holding at its
entry and AA’, conditional on 4.4, holds at the cor-
responding call node.

This situation can be generalized resulting in the
equation in Figure 3. We have to introduce the func-
tions back-bind and back-bind’ which have the following

definitions:®

back-bindcqu{{a, b)) specifies the alias on any path to
call that guarantees a is aliased to b after control
flows to corresponding entry node,

44p = &z” is handled similarly. Simply consider ¢ = &z and
treat x&z = =,
5These functions recover the P A aliases from call-sites.
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back-bind,,,;;({a, non_visible) ,0) specifies the alias on
any path to call that guarantees ¢ is aliased to
the non-visible object name o after control flows
to corresponding entry node.
These definitions imply:
back-bindeqn({(a, b)) = {(c,d) iff (a,d) € bind.qu({c,d))
back-bind,,,; ((a, nonvisible) ,0) = (¢, d) iff
(a, non_visible) € bindcan({c, d))
and non.visible represents o.
We can now proceed to describe the effects of may-hold
([(call, AA4),PA]) at the corresponding return. To do a
case analysis, let PA = (a, b):

1. If a and b are both not visible in the called proce-
dure then the procedure invocation does not af-
fect this alias. The desired action is obviously

make_true(return,AA,{(a,b)).

. a and b are both visible in the called procedure.
We know may-hold([(call, A4),PA]) (PA = back-
bindcan(AA')) and we consider its relationship to
Rule 2. From call we can get exit and return of
Rule 2. From PA we can get AA'.® This leaves
Rule 2 with one free variable (z,y), so the obvious
action for may-hold([(call, AA), (a,b)]) would be”:

For each (AA',.) in bindc.u((a,bd))
for every possible (z,y):

if may-hold([(ezit,M'),(m,y)]) is true
make_true(return, AA, (z,y))

However, this is not acceptable because it requires
work to be done for every possible (z,y) even
though most (z,y) are not necessary. Since in
Rule 2 we are performing a conjunction in which
we know one half is true, instead of doing work
for all {x,y), we would prefer to only do work
for (z,y) such that may-hold([(exit, AA"), (z,1)]) is
true. This can be done at the cost of maintaining

an additional data structure[Lan92].

Sbindcarn(back-bindeanr (AA4')) = AA'.

"Strictly speaking this means if may-hold([(ezst, 9), (=, )])
was true, we make may-hold([(return, AA4), (z,y)]) true for all
possible A4, However, in practice it is sufficient to only make
may-hold([(return, 0), (z,y)]) true.



Rule 1 If £ and y are both not visible in the called procedure:

may-hold([(return, AA), (z,1)]) = may-hold([(call, AA), (z,3)])

Rule 2 I 2 and y are both visible in the called procedure:

may-hold({(return, A4), (2,3)]) = may-hold([(exit,0), (=4)]) VAA’ cAssumept may-hold([(call,AA),back-bindcan(AA')])>

V ('ma,y-hold([(ea:it, ALY, (z,1)]) A

Rule 8 If z is visible but y is not (the symmetric case is similar):

V

{0, non.visible) € ASSUMEDT

may-hold([(return, AA), (z,y)]) =

1 ASSUMED is the set of all possible assumed aliases.

(may— hold({(exit, (0, nonvisible)), (z, non.visible)]) A

may-hold([(call, AA), back-bind’, a1 ({0y non_visible) y)]))

Figure 3: may-hold relation at return nodes

3. Assume ¢ is not visible in the called procedure but

b is.
This corresponds to Rule 3 in Figure 3 and is anal-
ogous to the case where a and b are both visible in
the called procedure, except now we need to fill in
the non_visible at exit with a. Thus we would get
the following action for may-hold(|(call, AA), (a,b)]):

For each (AA',nv) in bind.u({a,b)),

for every possible (z,y):

(assume z contains non_visible®):

if may-hold([(exit, AA"),(z,v)]) is true
let z* = nv

apply-trans(non_visible,z,z’)
make_true(return,AA,(z',y) }

More Complex Effects on Return Nodes in Case $:
While the action described above is sufficient if only
single level pointers are allowed, it is not sufficient in
the general case. In general, it is possible to have an
alias between two non_visible’s. For example, the sec-
ond call of P in Figure 1 creates the alias (s«ly, *l3) at
nyo even though neither Iy nor Iy are visible in P. Thus
we must handle the case of creation in the called proce-
dure of an alias between two non-visible object names.
We will do this with a special case of may-hold with
two assumed aliases:

(01, non_visible)
{02, non_visible)

may-hold({(ezt, ), (nv1,n02)])

8For example, £ = xnon_visible.
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This represents the fact that if o1 is aliased to non-
visible object name !; and o3 is aliased to non-visible
object name ls on a path to the entry of the procedure
then, on some path to ezit, nv; (where the non.visible
portion represents ly) is aliased to nwy (where the

non_visible portion represents l3). Thus,

(g1, *non.visible)
{g2, *non_visible)

may- hOld([(nn ,

), (*non_visible, non_visible)])

represents the alias (#xly, *l3) at nyy because

¢ g1 is aliased to *non.visible (non_visible =l;) at
ng when called from ne and

e g is also aliased to *non_visible (non-visible =l,)
at ng when called from ng.

The action for Case 3 given above must be mod-
ified to handle the special case where may-holds
(I(call, AA4),P A]) implies one of the two assumed aliases
needed for an alias with two non_visibles, Details can
be found in [Lan92].

4.4 Alias_at_exit.implies(ezit, 4A4,PA)

An exit node can have any number of successors, how-
ever they are all return nodes. This function encodes
the rules for return nodes in Figure 3 with the ad-
ditional case of aliases between two non-visible ob-
ject names. The encoding is analogous to that for
Alias.at_call.implies and we omit a formal descrip-

tion of this routine.



4.5 Any_other_alias_implies(node,A.A,P.A)

The implications of may-hold([(node, AA),PA]) depend
on its successors and must be considered separately
for each successor. Since we have examined the cases
where node is a call or exit node, the successors must
be either a call, an exit, or a statement in the program.

Successor (succ) is a call node, exit node, or a
program statement which is not an assignment to a
pointer: These nodes simply collect may-hold infor-
mation from their parents. When succ is of one of
these types, the action for may-hold([(node, AA), P A4]) is
simply make.true(succ,AA,PA).

Successor (succ) is an assignment to a poinier:
This case encompasses the major intraprocedural af-
fects of pointers on aliasing. The effects of may-hold
([(node, AA),PA]) depend on the relationship of the ob-
ject names in P.A and the object names involved in the
pointer assignment. In the following discussion we will
consider suce to the be statement “p = ¢”, where p and
g are arbitrary object names of pointer type. What fol-
lows is a case analysis; the algorithm applies all suitable
cases. The cases are: 1. Does the assignment preserve
the alias? 2. What are the effects of an alias of #¢7 3.

What are the effects of an alias of p?

1. PA = (y, z) where p is a prefix of neither y nor z.
(preserves the alias)
In all cases, ¥ and 2 point to the same object after
the assignment as before since only p changes its
value and the assignment has no effects on (y, 2).
The action in this case is simply make_true(suce,
AA,PA). This is clearly safe, but it can also be

approximadte.

2. PA = (y, z) where is_prefix_-with_deref(q,y)°
(effects of an alias of *q).
There are 3 different cases that need to be handled

(the first two are mutually exclusive, but either

9is.prefix.with_deref(g,y) is the same as is_prefix(q,y) ex-
cept that y must have at least one more deference than q.

can occur in conjunction with the third). They
are: (i) notis_prefix(p,z), (ii) is_prefix(p,z), and
(iii) the interaction of (xg,z) with other known

aliases.

In general, the effects of the assignment on this
alias depend on whether or not is_prefix(p,z) is
true. The two types of effects are characterized by

the following examples:

Case 2.1: y = *xq

node: | ) »
¢ o TH-~{T5

;
suce: { p = q;
(=) , ALy

¢ eIt

In case 2.i, may-hold([(node, AA),(xq,z)]) implies
may-hold([(suce, AA4), (xg,2)]) and
may-hold([(suce, AA), (xp, 2)]).

Case 2.ii: y = #q, z = *(p->next)

node: | ) p z

q
p

succe: ‘p::q; ' Z
q

In case 2.ii, may-hold([(node, AA), (xq, *(p->next))])
gives no information about the aliasing that occurs
at succl®. Thus the action when
may-hold([(node, AA), (y, 2)]) is true for suce = “p =
g” where is_prefix_with_deref(g,y) would appear to
be:

if tisprefix(p,z)
{ apply-trans(q,y,p’)
make_true(suce, AA,(p',z)) }

10The only alias that holds at succ in case 2.ii, is (*p, *g) which
holds regardless of the alias situation at node.



This can miss some aliases when p is not a prefix

of z. Consider the following case 2.iii:

Ue—»

q Uo—»
node: I:Ijz suce:
) Ok

The problem is that the existence of the alias

q

(*xu, z) at succ does not necessarily follow from
a single alias at node. Instead, (#*u,z) can
hold on [entrymain]...[node] [suce] if both (su,p)
and (z,*q) hold on the path [entrymqin]...[node].
Unfortunately, we do not keep any information
about pairs of aliases holding on the same path.
Whenever we have may-hold([(node, AA), {(+u,p)])
and may-hold([(node, A4"), (2,%q)]) We have to as-

q", AA), (++u, 2z)]) in order for

sume may-hold([(“p
our solution to be safe. We must extend the above
action to account for this situation. One notable
feature of this extension which deserves mention
is how to handle the case when AA # AA when
both occur on the same path. We do not allow
multiple assumptions, so we must safely approx-
imate this situation. Clearly both assumptions
are individually necessary and either can be safely
chosen. In general, if one assumption containg
non.visible, then use that one (so that we remem-

ber how to instantiate non_visible); otherwise use

either.

. PA = {p,v) (effects of an alias of p)
Again there are three cases to consider; (i) simple
effects of (p, v), (ii) secondary effects of (p,v), and

(iii) interaction of (p,v) with other known aliases.

The effects of “p = ¢” on (p, *u) (i.e., v = *u) are

characterized by:

U q Ue—

node: suce:

O
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Case 3.i: may-hold([(node, AA), (p,*u)]) implies
may-hold([(succ, AA), (p,»u)]) and, unless u or p is
a prefix of g1, may-hold([(succ, AA), (xq, xxu))).
Case 3.ii: An alias (+p, o) at node is, in general, im-
plicitly killed. However, in the case where (p, *u)
holds on some path to node, (*p, *+u) will not be
killed by the assignment “p = ¢” and we have to
account for this.

Case 3.iii: The only other effect of
may-hold([(node, AA4), {p,+u)]) comes from handling
the other half of case 2.iii and is handled in the

same way.

5 Empirical Results

This section starts with a theoretical examination of
the worst case precision of our algorithm. We next
discuss our implementation of the algorithm and em-
pirically compare our solution to Weihl’s solution. We
then report empirical data on algorithm precision.

Precision Throughout this paper we have used k-
limiting to deal with infinite sets of object names, and
we now apply that notion to precision.

limity (solution) =

(node, (a, b}) € solution,a’ is
the k-limited representation

for a, and ¥’ is the k-limited
representation for b

(node, {a', b'))

We use the following definition for the precision of a

safe algorithm 4 when analyzing program P:

precisiong (A, P) =
{limit ({A’s solution for P})|
|lemity ({precise solution for P})|

Consider the program all-or-none in Figure 4 for any
given n. This program has the unfortunate property
that if no aliases hold before it is executed then the pre-

cise solution under the common assumptions of static

when u or p is a prefix of ¢, we do not want to create (xu, *q)
for the same reason we do not want to create (xp,*(p—>next))
for “p = p—>next”.



while (-)
{ #for all k, 1 <k<n:
it (=)
{ v =0;
b = NULL;
}
#end for all
it ()
{b=4d;
d = NULL;
}
}

Figure 4: Program all-or-none(n); n is a parameter
determining the size of the program

analysis has n + 1 program point aliases. However, if
just the alias (xb, *d) holds before program all-or-none
then, for all i and j (1 < i,j < n), *v; is aliased to *v;
on some path to all program points (O(n®) of them).
Any approximate algorithm can erroneously produce
the alias (xb, #d). Thus when all-or-none(n) follows the
creation of the erroneous (xb,*d) alias, the algorithm
will report O(n®) aliases!? even though there are only
Q(n) aliases. For our algorithm, using the the precision
measurement precision;, this is the worst case.

Prototype Our prototype implementation, written
in C, finds aliases for a reduced version of C that ex-
cludes: union types, nested structures, casting, point-
ers to functions, and exception handling. The first
three of these omissions are not theoretically difficult to
handle, but complicate the implementation. The other
two require more theoretical examination. We do allow
arrays and pointer arithmetic; however, we deal with
these on a very simple and naive level and treat them
as aggregates. For building ICFGs, we were fortunate
to have access to pit, a program developed by Siemens
Research Corporation.

Empirical Comparison to Weihl’s Algorithm

Unfortunately, we can not directly compare our alias

12the O(n?) from all-or-none(n) plus some constant number
form the program that erroneously generates (b, *d)
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solution to Weihl’s solution because we find program-
point specific aliases and Weihl does not. Therefore let

us define program-aliases as:
{(a, b) |(3In)a ICFG node and (a,b) € may-alias(n)}

In Table 1 we compare our solution versus Weihl’s so-
lution. As expected Weihl’s algorithm reports more
program aliagses than our algorithm. The timing for
Weihl’s algorithm is approximate because in our im-
plementation of his algorithm, we were only able to
time the second stage of his calculation (the transitive
closure part) and not the total time taken. On av-
erage Weihl reported 30.7 times as many aliases and
the timings are more or less comparable. The numbers
reported here are based on an improved implementa-
tion of our algorithm. make was included in the origi-
nal data set, but the new implementation does not yet
handle it.

Measurement of Empirical Precision There are
four distinct approximations in our alias algorithm
(this is proved in [Lan92]). Our first source of approxi-
mation, k-limiting, is discussed in Section 2. A second
source of approximation is illustrated by the following
scenario. Suppose there is an assignment p = z at pro-
gram point ¢, alias pair (p, *g) holds on some path!? to
an immediate predecessor of t and (*z, +y} also holds
on some path to an immediate predecessor of ¢. Does

(**g, *y) hold on some path to t?

(p, *q)

(x*q, *y)?

If both (p,*q) and (*z,*y) occur on the same path,
then (*#g,*y) holds on that path extended by ¢; our
algorithm safely concludes this, even though it may

not be true.

13Remember that may-kold is defined after execution of the
last statement on the path.



Weihl program-
Program | Lines Weihl program-aliases program- aliases
aliases Weihl
Number | Time || Number | Time Number Time
ul 523 4,851 3s 349 26s 13.8 8.7
pokerd 1,354 62,225 84s 352 43 176.7 0.1
compress | 1,488 6,316 4s 341 28 18.5 0.5
loader 1,522 39,059 36s 496 Ts 78.7 0.2
learn 1,642 61,845 468 883 27s 70.0 0.6
ed 1,772 1,796 6s 1,455 42 1.2 1.4
diff 1,793 44,366 58s 1,444 43s 30.4 0.7
tbl 2,545 4,401 10s 1,065 85s 4.1 8.5
lex 3,315 9,490 18s 1,240 50s 7.6 2.7

program-aliases = {(a,b) |(In)n is a node of the ICFG and (a,bd) € may-alias(n)}

Table 1: Comparison to Weihl

The third source of approximation is similar to the
second. Consider the assignment p = z at program
point ¢. Suppose (p, *¢) holds on some path to an im-
mediate predecessor of ¢ and (#*g,*z) holds on some
path to an immediate predecessor of £. Does (x*q, *z)

hold on some path to t7

(p’ *Q)

(%*g,*z)?

If on at least one path to an immediate predecessor of ¢
(**q, *z) holds, and neither (p, *q) nor (p, 2} does, then
(#%q, *z) holds on that path extended by ¢. However,
if on all those paths (xg,*z) and (p,+*q) both hold,
then (**g,+*2) does not necessarily hold on any path
to t. Here, our algorithm safely assumes that (*q, *z)
holds on some path to ¢.

The fourth approximation results from two distinct

aliases of the LHS of an assignment.

/(pa*v)
t: G.n=v~>n—>n; )

(x(u—>n), *(v—>n—>n))?

(p, *u)
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Normally, {(*(u—>n), *(v—>n—>n)) should hold on
a path to ¢ because assigning v—>n—>n to p.n is also
an assignment to u—>n on paths on which (p,*u)
holds.
If, for example, on the same path (p,*v} holds then

This, however, is not necessarily the case.

(*(u—>n), *(v—>n—>n)) does not necessarily hold:

before: after:

UG~ v U v
E% (p.n = y—>n—>n; ) iI:

We’ve modified our algorithm to count the last three

approximations. An alias is counted as possibly impre-
cise if it is the result of any of the last three types of
the approximations or depends on the existence of an-
other alias that is counted as possibly imprecise. In
[Lan92], we prove that the four cases given above are
the only base sources of imprecision in a variant our

algorithm !4

There is one other source of approximation that is

not a base source of approximation. Consider the fol-

14The algorithm presented here has the implicit assumption
that the RHS of an assignment is not NULL on some path to
the assignment, which can lead to imprecision. We consider this
assumption reasonable, and have not counted this imprecision.



lowing (where 8 is some immediate predecessor of ¢):

may-hold([(s, (p, *a)), (v, *a)])
may-hold([(s, (xe, ), (=, *y)])

may-hold([(t, (p, xa)), (*g,*y)])
This is the second source of approximation mentioned
above. Note that since may-hold at ¢ depends on two
assumptions we arbitrary chose one. Assume that the
may-hold at t reaches the exit of the procedure so that
we get may-hold([(exit, (v, )}, (++a, #y)]). It is possible
possible that the alias {*xg, *y) does indeed hold on
some path to ¢ (and some path to exit) and hence is
not imprecise. However, we will propagate (*xg,*y)
to a return if only the alias {(p,*¢) holds at the cor-
responding call. This can be inaccurate even though
the original may-hold at ¢ is accurate. Notice, however,
that any such inaccuracies will be counted, because the
may-hold at ¢ will be counted as possibly inaccurate
and since the may-hold at exit depends (indirectly) on
may-hold at ¢, it too will be counted as possibly inac-

curate.

Define %Y E Sy (P) for may-hold computed from P
as in Figure 5. Given that there are only the aforemen-
tioned four types of approximations, we claim that L
C limit (precise solution). Thus %Y ESi(P) < 100
(1/precisiony(landi, P)) and can be used to bound

precision.!®

Table 2 presents empirical precision results for 18 C
programs with the k-limit constant equal to threelS.
This suite contains all the programs that we compared
to Weihl’s algorithm in Section 5. These programs
came from a pool of available C programs that was
collected for an ongoing empirical study of the struc-
ture of C programs [RP88]. The sample is by no means

large enough to draw general conclusions about algo-

15 Jandi refers to our approximate algorithm.
161n [Lan92] we’ve also examined these programs for k= 1 to
4.
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rithm behavior, but it is large enough to indicate that
our algorithm performs well over a limited domain of

C programs.

6 Conclusions

Our development of an approximate algorithm for solv-
ing for Interprocedural May Alias has been promis-
ing. It justified the use of Conditional May Alias as
a method for the interprocedural aspects of the alias
problem. While it is not precise in the presence of ar-
bitrary pointers, it is safe, erring conservatively. We
showed that for at least one definition of precision, in
the worst case no algorithm can be more precise than
our algorithm. Our empirical investigations yielded en-
couraging precision results and showed great improve-
ment over the extant technique [Wei80]. Our idea of us-
ing a conditional version of aliasing to solve for aliases
has been extended to the Interprocedural Reaching
Definitions Problem in C [PRL91].
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