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Abstract— Radio Frequency Identification RFID systems tags for keeping tabs on people, pets, products, and ve-
are gaining popularity in a wide variety of applications hicles. Their use is being extended to even drivers li-

works. However, unique security and privacy iSsues arise g\ an hank notes [16]. One reason for this is the read/write
in these systems because (a) low computation capabilities ofCa ability of an activeRFID svstem which enables its use
RFID tags prevent the use of complicated cryptographic pro- P Y y

tocols, and (b) wide deployment of tags opens up room for for low-cost mtera_ctlve applications. Also, th_e tags can
illegal tracking of people and objects. In this paper, we first be read from a distance and through a variety of sub-
describe a basis-set of requirements that need to be necesstances such as snow, fog, ice, or paint, where barcodes
sarily satisfied to mitigate security and privacy problems in have proved useless.

RFID systems. We then outline some recent proposals that

try to solve these issues, and then explore in detail aresearch However, therriD technology is rife with problems re-
publication by Molnar, et al [1] that uses a pseudonym based lated to security and privacy. There are concerns that infor-
tree walking security scheme, and claims to meet all the re- mation stored omrID tags could be read by anyone with
quirementS. HOWeVer, we |dent|fy some attaCkS that are St|” anRFID reader - data thleves’ hackers’ or forgerers Some

possible in this scheme in slightly.c.iifferent threat models, of these issues are explained in [7, 10, 17], and outlined
and then extend the scheme to mitigate these attacks. WebeIOW

also address the issue of secure establishment of session keys
to exchange information between tags, readers, and central-
ized trusted centers, which had not been proposed earlier. « Surveillance of individuals and objects:RFID tags are
Our extensions make the overall scheme complete, and pro-Jikely to be embedded into objects and documents with or
vides a comprehensive solution to security and privacy issuesyjithout the knowledge of the individual. As radio waves
in RFID systems that meets all the requirements. travel easily and silently through fabric, plastic, and other
materials, it is possible to reaFID tags sewn into cloth-
. INTRODUCTION ing or affixed to objects contained in purses, shopping

) o bags, or suitcases making it possible to track the location
Radio Frequency IdentificationR€iD) systems have ¢ itams or the owner.

gained immense popularity during recent years. The MOyassive data aggregation: The Electronic Product
tivation behind the pervasive use RFID systems is the cqqe £p() [15] potentially enables every object on earth
need to fully automate remote tracking and identificatiqg pave its own unique. The use of unique numbers

of objects by embedding cheap and low power tags in - 4,1 |ead to the creation of a global databases in which
the objects.RFID tags are composed of an antenna, andsgery physical object is identified and linked to its pur-
small microchip with some identification information enzpaser or owner at the point of sale or transfer. These
coded in it. The antenna powers the tag with radio wavgg,ords can be linked with personal identifying data and
emitted by a nearby reader. The data transmitted by {6, pe |ater used for different objectives such as identify-
tag may contain identification or location information, Ofhg consumer habits without consent of the consumer.
specifics about the product being tagged, such as prices4yesdropping: Tags can potentially be read from a
color, date of purchase, etc. In addition to the capabilfisiance, not restricted to line of sight, by readers that
ties of the passive tags described above, active tags @y pe incorporated invisibly into nearly any environment
haV(_a_an mtt_arna_ll power source and some computational G&are human beings or items congregateld passports
pability, which increases their ‘read range’ and allows Qi3 e read from as far as 30 feet [9]. This information can
simple cryptographic computations. potentially be used to forge identification documents such

Traditionally barcodes and magnetic strips served tQg passports and licences for various nefarious purposes.
same purpose but they are being rapidly replacedbp



A. Our contributions information from compromised tags to be able to break

In this paper, we describe a basis-set of requirememg security scheme.

that should necessarily be met in order to deal with tiZe Privacy: This is required to prevent movement tracking
attacks mentioned above. We then survey research ongferrip tagged items. Privacy can degrade if any of the
curity and privacy issues iRFID systems and explore infollowing are possible.

detail the protocol by Molnar, et al [1]. We look at sce-(a) Adversary readers are able to pretend to be valid read-
narios in which the protocols fail to meet the basis-set efs and query tags to obtain their IDs. Over time, colluded
requirements, and propose enhancements on how to i@aders are able to track the movement of tags in physical
prove the scheme to make it secure. More specifically, thgace.

protocol fails to handle a clone attack between two conb) If IDs are not transmitted as such but are encoded
secutive reads of the tag. It also fails to secure the tagough some security mechanisms, eavesdroppers are
from a DoS attack which can render the tag unusable. \&fsle to disambiguate between different tags based on the
present enhancements to the protocol to successfully pigiqueness properties of communication arising from dif-
vent both the above mentioned attacks. In addition to thidrent tags. Since eavesdroppers are able to uniquely iden-
we also present techniques to provide secure and autheifi-the tags, over time colluded eavesdroppers can then
cated communication in cases where the tags must transfgek the movement of tags.

information to the reader whexrID tags are used in sen-

sors. Also we propose a scheme to renew the key of a tad?Ur 90als in this paper are to design a security mecha-
when it is about to expire. In all, our extensions provide 5™ that can meet the requirements stated above without

completerFID scheme that meets all the security and privolving any high cost cryptographic procedures that can-
vacy goals in the basis-set. not be implemented on RFID tags.

This paper is organized as follows. In Section II, we m
identify the basic set of requirements necessary to prevent
the attacks in RFID systems enumerated above. We deThere is some amount of research available to design
scribe some related works and scenarios where they faipgeure, light-weight cryptographic schemesreid sys-
Section I, and choose the security scheme proposediéins to address the privacy concerns and to achieve the
[1] for further analysis. We describe the scheme and @als stated in Section Il, but it has had limited success.
security properties in Section 1V, and identify two attacks Juels et al [14] consider a formal security model called
possible on the original scheme. In Section V we then prifiedetection modelThe underlying assumption is that the
pose certain extensions to the scheme that are able to @gversary’s goal is to clone a tag without being detected in
igate the attacks, and also enhance the scheme to entfieattempt. Although the scherdetectsunauthentic at-
secure transfer of information between various entities i@Mmpts to read the tag, it is unable to prevent the adversary
the RFID network. In Section VI we describe a detailedrom cloning a tag.
state maintenance procedure to clarify implementation de-Ohkubo et al [11] propose a method of changirrp

tails. Finally we present our conclusions in Section VII. ID’s on each read using pseudonyms. The drawback of this
scheme is that the trusted center must be online on each

II. BASIS SET OF GOALS FOR SECURITY AND PRIVACY tag read. Recovering tag identity requires work linear in
IN RFID SYSTEMS terms of possible tags because of the key pre-distribution
scheme. The proposed scheme does not mutually authen-

. RELATED WORK

We see that attacks can be maderinD systems due

to violations in one or more of the following basis set Ot1|cate the reader and the tag. .
requirements: Juels [13] proposes a security model for low-cost pas-

sive tags. The model assumes that the adversary comes

1. Tag authentication: This is required to prevent taginto close proximity of the tag only on a periodic basis.
cloning because duplicated tags can lead to impersdite model assumes a cap on the number of times that the
ation attacks. Cloning attacks on unprotected or weakhgg can be read before going inpoivate mode in which
protected tags can be conducted if any of the following aitecan only be read by an authentic reader. This model
possible. also fails to achieve the goal of authentication mentioned

(a2) An adversary is able to overhear transmission froim Section Il. Furthermore, the tag must be refreshed at
valid tags, and replay the transmissions when it is queritsdquent intervals.
by a tag reader. Juels et al [12] propose a privacy-protecting scheme that

(b) If security mechanisms are built such that direct rés calledblocking Their scheme depends on the incorpora-
play attacks are not possible, an adversary is able to tien into tags a modifiable bit called thivacy bit A ‘0’
produce the response of a valid tag by collecting enougalue for this bit marks it for unrestricted public scanning
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and a ‘1’ marks the tag to be in tipeivate zoneA blocker from (sg...sq, ||{0}92) to (so...s4, ||{1}%2), corresponding
tagis a special tag that prevents unwanted scanning of tdgshe bottom-left-most and bottom-right-most nodes re-
mapped into the privacy zone. spectively in the sub-tree for the given valuesofinstead
Molnar et al [1] propose a key pre-distribution schemaf transmittingc as such, the tag encodes it in a pseudonym
for the tags that claims to handle all the issues with tipecontaining ¢; + d2) pseudo-random numbers, calculated
schemes enumerated above. We explain the scheme inatethe basis of a pseudo-random variabdand the current
tail in Section IV. However, we find that the scheme failgalue ofc. Each pseudo-random numberin p is calcu-
in certain attack models which we discuss in this papdated on the first bits of c. The TC decodep by recon-
and we propose some extensions to the scheme in Secsiwactingc through a simple DFS algorithm that matches

V to mitigate the attacks. at each level the receivedp; with the p; calculated on
(co...ci—1]]0) and ¢p...c;—1]|1). The exact algorithms are
V. SCALABLE, DELEGATABLE, PSEUDONYM shown in [1].
PROTOCOL[1] Three pseudo-random functions are needed on the

The authors have defined an RFpSeudonynprotocol tag: A hash functionh: {0,1}" — K, a pseudo-
in [1] where the tag emits a different pseudonym each tinfi@hdom generator PRG, and a pseudo-random fungtion
itis queried by a tag reader. The tag reader cannot deciphérl}” X K — {0,1}". As explained in [1], all these
the identity of the tag from the pseudonym alone. It queriégnctions can be implemented using the same implementa-
a TC (Trusted Center) which maps the pseudonym to then of F with fixed salt values. The authors suggest using
tag ID and returns the ID to the reader. Privacy is ensur@&S for implementingF because AES implementations
because (a) only trusted readers are allowed to query k@€ been shown to be possible within 500 gates on low-
TC, and (b) an eavesdropper cannot disambiguate betw€eft tags [3]. Further optimizations are possible by just
any two pseudonyms to determine whether it was the saifiwlementing the restriction d¥ ons (that is, F'|;) on the
tag that emitted both the pseudonyms or not. Through &@s. Ownership transfer and time-limited offline delega-

interesting tree-walk algorithm, the protocol is also ablon can be done by offloading appropriate restrictions of
to provide ownership transfer primitives and time-limiteff on suitable subtrees to trusted readers so that these read-

delegation to offline readers. ers need not have to query the TC while the valuesark
within the restrictions given to them.
A. Protocol

Fig. 1 shows the operations of the protocol. Each tgg Security analysis

maintains a state variabtanstead of its ID. The prefix of  [1] provides replay-only security against impersonation

c is unique for each tag however, and the TC maintainsaad privacy attacks against a radio-only adversary because

mapping between the unique prefix and the tag ID. Baskd) disambiguation is guaranteed. Replay-only security

on ¢ and a pseudo-random varialslethe tag generates ais also provided against impersonation attacks even if an

unigue pseudonymin response to each HELLO messagadversary can compromise tags because each tag has at

from a reader. The reader forwargsandr to the TC, least one secret not shared with any other tag. To per-

which is able to recalculategivenp andr. The TC then form a successful non-replayed impersonation, the adver-

finds the tag ID based on the unique prefixofnd returns sary would need to predict the value of a pseudo-random

it to the reader. Atthe same time, the tag incremengson function keyed with such a secret.

each transaction. Authentication is not done because privacy is guaran-
When bootstrapping a new tag, the TC assigns a unigeed even otherwise. However, as we will show next, cer-

identifiersto each tag. This identifier may be the same &ain attacks still remain possible unless the basic scheme is

the tag ID, or mappings ofs( ID) can be maintained lo- not extended suitably.

cally in a database. As shows in Fig. sl¢orresponds to

an ordered traversalin a binary tree of height; fromthe C. Replay attack

root to a unique leaf node. This is done as follows. The ¢ giger 4 situation whererID tags are used to control
integersis represented in binary, with 2 0 denoting the 1eff o5 1o a building. An attacker can go into a bar where
branch and 1 denoting the right branch. Thus, each pathyin |0y ees working in the building generally hang out, and
a tree from the root to a leaf node at leviglcorresponds o4 4 few tags. As shown in Fig. 2, the radio-only attacker
to a unique integes. The protocol works by extending ., 4 this easily by sending#LLo message to a tag and
this tree by an additional, levels, where each value ofiha, store theg, 1) pair. The attacker can next retransmit

¢ corresponds to an ordered traversal up to a node in g ) pair to a trusted reader that controls access into
tree between level$, andd,. The firstd; bits prefixingc

are equal te. The value oft for each tag is incremented 'An ordered traversal can be a preorder or postorder traversal.



Trusted Center Reader Tag

d, levels Initialized
*s={8o 1 So.i So.ar}

*c=s110g..04
Path =s, Tag,, =T *h: {0..1}" > K

*F: {0.1}"x K> {0..1}n

HELLO
d >
! * Generate r using PRG
d * P = Fyer .y Fyeya(0)
d r,p(c, 1) e++c
2 r,p(c,r) <
* Find path satisfying p
*Givesc. Finds=c, 4, T
e Return T >
Fig. 1. Basic protocol
Trusted Center Trusted reader Adversary Tag
State = ¢ because State = ¢ before attack
TC is in sync with
tag HELLO »
1, p(c, 1)
HELLO State = ++ ¢
1, p(c, 1)
TC believes p to < ) )
be in sequence r, plc, 1) Assuming tag is not
because tag was < queried by a trusted
oot queﬂe§ in- T » reader in-between
between Reader believes that the
adversary is the tag!

Fig. 2. Replay attack

the building. Thus, impersonation attacks can be launched by successive increments ®f This is shown in Fig.
even if the TC keeps track of the expired valuexdbr 3 where a buffer overflow can render the tag useless. In
each tag, provided that the tag is not queried by a vakdidition, a reader can query the same tag repeatedly and
reader just before the attack is launched. Such attacks hewtect enough information about the tag secret to be able
not been considered as valid attacks in traditional securitybreak the scheme.

literature, but the notion of disconnected authentication in

RFIDS can open up new attacks similar to this. V. EXTENSIONS

D. DoS attack A. Solution to the replay attack

Since any radio-only adversary can query a tag even ifAs shown in Fig. 4, we mitigate the replay attack by in-
the adversary is not able to decipher the tag’s ID, repeateaducing a mechanism to authenticate the tags. The read-
qguerying can eventually lead to a buffer overflow on thers now send a random noncgeto the tags, and the tags



Trusted Center Trusted reader Tag

State = ¢ because State = ¢
;FC is in sync with HELLO, r,
ag ‘

»
»

1, P(C, By (1) )

A

TC accepts only when fo P (e, Fy1y(12))
P(C, Fh(rl)(rZ) ) matches T

v

State = ++ ¢

Thus, the tag is
authenticated to the reader
and TC

Fig. 4. Mitigation of replay attack

p givenr, which is also in synchronization witt
Adversary Tag
B. Solution to the DoS attack

State = ¢ before attack
HELLO > DoS attacks on tags can be prevented through the exten-
r, p(c, 1) Increment ¢ sions shown in Fig. 5, by authentication of valid readers to
tags. The TC first verifies valid tags, and then sends back
to valid readers a pseudonym calculated on a new pseudo-
random numbers. The reader forwards this pseudonym
Keep to the tag, and only upon verification does the tag incre-
- plete 1 incrementing¢  mentc, The probability of attack in this modification is
the same as in the previous modification.
Buffer overflow on tag! Divulsion of too much information about the tag secret
Tag becomes useless! . . ..
can be prevented by introduction of a sufficiently large
wait-time on the tag so that the same reader can be pre-
vented from rapidly sendingELLO messages with the
same value of;. Thus, most attacks can be avoided in
realistic scenarios. This wait-time is indicated in Section
VI-A as the timeout for transition from statg; to Sy of

A

HELLO

v

A

Fig. 3. DoS attack

user; along with their own randomly generated nonge
to calculater = Fj,(,,)(r2). Thisr is then used as before
to find p. The TC can redo the calculations in the sani8€ &9.
way as earlier by usind’,,.\(r2) in place ofr. Here,
we assume that; expires quickly so that attackers canno
make use of delayed authentication to get challenges fronrRFID tags are likely to find use as sensors because
the reader, followed by corresponding responses from thietheir low power consumption characteristics. In such
tags. This assumption is practical to make in the modifiedses, there will be data that resides on the tags and not
threat model of disconnected authentication that we owmtith the TC, as is assumed in [1]. Transmission of this
lined in Section IV-C. The timeout to contre| expiry is data in a secure manner requires the establishment of ses-
shown later in Section VI-B as the transition from st8fe sion keys between the tags and readers, and between tags
to Sy of the tag reader. and the TC. Similarly, session key establishment is also
The probability of attack in this modified scheme igeeded in case the TC is required to send data to tags in a
equal to the probability of generating a valid pseudonysecure manner, for example, to renew tags with new secret

. Secure transfer of data



Trusted Center Trusted Reader Tag

HELLO, r,

15, P(C, Fy(15))

TC responds only 1), 1, P(C, Frp(15) )
if trusted reader *

<

13, P(C, Frenyin) (@), T

>

I, p(c, Fh(rl)(rZ)( r3) )

Verifies p and Thus, the tag is

sends Tag,, to | authenticated to the reader Yerlfles p and
Reader 1 ‘ increments ¢

Thus, the reader is
authenticated to the tag

Fig. 5. Mitigation of DoS attack

keys when tag state counters are about to overflow. We VI. IMPLEMENTATION
explain below the procedures required to provide secur

®The protocol can be defined in terms of state changes
transfer of data.

in the tag, the reader and the TC. These state description
models include the authentication extensions, but not the

C.1 Secure transfer between tags and readers secure transfer extensions.

Fig. 6 shows the communication protocol for secure
transfer between a reader and tag. The TC calculate'sA'aT"’lg States
pseudonym based on a new pseudo-random numtzerd A comprehensive picture of the state diagram for a Tag
sends this to the trusted reader in response to a tag querpur system is shown in Fig. 8.
The reader only forwards; to the tag; the tag calculates
the same pseudonym itself. Thus, the pseudonym can now S, : QUIET
be used as a secret key between the reader and tag. Th&emain Idle
data to be securely transferred can either be encrypted us-
ing the same AES implementation, or else a simple XQOR this state the tag remains dormant. It does not require
of the data with the session key can also be used. any energy to remain in this state.

Note that the authentication mechanism explained ear-
lier for reader authentication can be added to this extension S; : RECEIVE
as well. We did not show it in Fig. 6 to keep the explana- Receive HELLO and ry from reader
tion simple. Generate a random value ro

Compute psuedorandom value p(c, F,)(r2))
C.2 Secure transfer between tags and TC
o The tag goes into this state once it receivegaLo mes-
The fundamentals of the protocol shown in Fig. 7 A ge accompanied by an integer valyefrom an RFID

almost the same as the previous protocol. This time, h&ger. The tag then generates a random vajussing

TC calculates a new pseudonym but only sends the pseyd)seudorandom number generator. Then it computes the
random numbers to the reader. The reader forwards thigg e

to the tag, which calculates the pseudonym on its own and
uses it as the secret session key for secure communication
with the TC. It is even possible to sign the encrypted messing the values ¢ and the random numberandr, and
sage using the same principles. Note that this signatfwactionsh and F'. Notice that unlike the basic protocol,
scheme can be included in the previous scheme for sedie value ofc is not incremented until Tag stafg; thus
transfer between readers and tags. preventing the attacks mentioned in Section IV.

p1 = p(c, Fyry)(r2))



Trusted Center Reader Tag

HELLO, r,

>

T, p(C, I::h(rl)( rZ))

I, Ty, P(C, Fron()) <
TC responds only ‘
if trusted reader T, 1;, p(c, F h(rl)(r2)(r 3)
Iy
>Calculates
K=p(c, Fiyp1)p2)( 13))
Info ¢ K
Thus, tag € -> reader OR
communication is secure E(Info)
+—>

Fig. 6. Secure communication between reader and tag

Trusted Center Reader Tag
HELLO, r,

T, p(C, Fh(rl)(rZ))

TC responds only if Iy, 1, P(C, Fh(rl)(r2))

trusted reader, and
calculates

e =p(c, Fh(r1)(r2)(r3)),
E = e(Info),

s = P& Fygnyn(1a), .1, E, S
S = s(E)

v

1,1, E S Calgulat.e e,s
» Verify signature
Decrypt

Thus, tag €<—=> TC
communication is secure

Fig. 7. Secure communication between reader and TC

Check for time out i f no response
e Sy :SEND Go to state Sy upon timeout
Send 2 and p(c, Fy(,)(r2)) to reader

After transmitting its response the tag waits for a response
Oncep; is successfully calculated by the tag, it is transmifrom the reader. If there is no response within a specific
ted to the reader. With high probability, each time the tdgne framet then the tag goes into its initial stafig.
is read, the value g is unique and cannot be related to
previous transmissions. Also it does not contain possibly S, : RECEIVE
sensitive data from the tag to ensure privacy. Recieve reader response r3 and pa

o S3:WAIT Once the tag receives a response containing two values it
Wait for reader response moves into the AG.VERIFY state to verify the values from



Idle

Receives {Hello, r;}
from Reader

Authenticate Receive
Increment ¢
Reader Authenticated
Generates r,
Computes p; = p(c, Frey(r2))
. Timeout
Verify Send

False

Sends {rz, p1 = p(c, Frea(r2))}

Verify response from Reader
to Reader

{p2=p(c, Frey o) (r3))}
Usingri &r, &,

Receive Wait

Waiting for Reader
Response
Reader Response

Fig. 8. State diagram for theFID Tag

the reader. Once the response from the reader is verified the tag ac-
cepts the reader as being valid and updates its internal state
e S5 :VERIFY by incrementing the value @f By making this increment
Verify that pa from previous state is it moves to the next available node in the tree of sequence
p(c, Fy(ry)(rs)(73)) by recomputing the functions and the earlier verification affirms that the Trusted Cen-
Fand honry, ro and rs ter is maintaining the same state for this tag. This is the
if reader response py is verified then the last valid state of the tag and it once the reader is authen-
accept the reader ticated and a valid read confirmed, the tag goes into the
else TAG.QUIET state, ready to be read again.

go back to state Sy
B. Reader States

The tag computes the valpe using the functions” andh  The state diagram for amFID reader is given in Fig. 9.
and compares it with the value it received from the reader.

If the values are equal then the reader is authenticated gndg,, . oyt

if the values do not match the reader is recognized as ay,, r4ie mode

rogue reader. Thus, even if the reader is rogue, no sen-

sitive information specific to the tag is revealed during thene reader remains in the idle state until prompted to read
transmissions and the tag returns to its initial stgt@vith- o tags in its range.

out changing the internal state of its variables.

e S1:READ
Generate a random value rq
Transmit HELLO and r1 to tag

e Sg: AUTHENTICATE
Reader is accepted
Increment ¢

When the reader is prompted to read the tags in its range,
it generates a random valugusing a pseudorandom gen-



Idle
@ Sends {Hello, r;}
Send to Tag

Sends {rs, p2}
To Tag

) Timeout
Receive

Receives {rs, po= p(c, Fhry(ry

from TC
Recv {r2, p1= p(c, Fney (12))}

from Tag
Send to TC
@ Sends {11, 12, 1= p(c, Fiey (12))}

ToTC

Fig. 9. State diagram for theriD Reader

erator. It then transmitsiELLO message along with, to  integer values, andp;.
a tag in close proximity.
e S;:SENDTOTC

o Sy WAIT Sendry, ro, p1 toTC
Wait for response from tag(s)
if timeout reached, go to initial state The reader simply forwards the values received from the
else tag along with the random challenge that it generated for
process responses form dif ferent tags this readr; to the TC. The TC then uses these values to
in dif ferent threads authenticate both the reader and the tag.

After transmitting theHELLO message the reader goes S5 : WAITONTC

into READER.WAIT state in which it waits for potential ~ Wait for response from the Trusted Center
responses from nearby tags. The reader may handle re<f the reader times out

sponses from multiple tags and process them in different gotoinitialstateSy

threads. If there is no response within the fixed time in-

tervalt, the reader goes into ReadgulET state. The de- The reader waits for the response from the TC and times
scription of the reader states that follow are for a singteut after a fixed time interval. This is because if the TC

thread. is unable to authenticate the values sent to it by the reader

it would not send any response and mark the reader as un-

e S3:RECEIVE authentic. The TC only responds to authentic readers com-
Recieve response ro and p1 from tag municating with an authentic tag.

The tag computes a value over the random number senkbySg : RECEIVEFROMTC
the reader and its own random number generated for this Recicve r3 and ps from Trusted Center
read and sends it to the reader. The reader receives twaAlso receive Tag in formation from TC



10

Receive

Receives {r,, r,, p1 = p(c, Fney (r2))}

Sends {rs, p2= p(c, Fh ¢ (13)), Tagine} from Reader

to Reader

Authentication
Failed

True

Verified: Tag is
Authentic

Verifies py = p(c, Fney (r2))
onry &,

Verify

Fig. 10. State diagram for the Trusted Center (TC)

A response from the TC means that the tag is authentic. S; : RECEIVE

The reader receives two valuegandp, from the TC as Receive ry1, 7o, p1 from the reader

well as the tag identification.
It receives three values from a valid reader.andry are

e S7:SENDTOTAG random values generated by the reader and the tag respec-

Send r3 and ps to tag tively. py is the value computed by the tag using its secret

id from the tree of secrets and the valugsndr,.

The reader now has an authentic tag and forwagdsnd

ps to the tag. This allows the tag to authenticate the reader S, : VERIFY

and update its state after an authentic read. The reader theWerify p1 from the reader

goes to its initial staté). by recomputing p(c, Fyr,)(r2))
on values r1, Ty and a walk on
C. States of the Trusted Cenf{grc) the tree of secrets
if Verify fails

The fqllowmg desc.rlptlon of t_hg states of'the Trusted Authentication failed, TC moves to initial
Center gives an overview of how it interacts with the reader clse
to accomplish mutual authentication in tReID system.

; S N Autheticate the reader, and the tag
The state diagram for the Trusted Center is given in Fig.

10. The Trusted Center uses the values received from the
reader to authenticate the reader and the tag. It computes
e S50:WAIT the value
In Idle mode

P1 = p(C, Fh(r1)(r2))

The Trusted Center (TC) remainsitiie modeuntil it re- using the random numbers andr, and functionsh and
ceives a transmission from the reader. F and walking the tree of secrets, thus figuring out ¢he
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chine Readable Passports, 2005
S : SEND [7] A. Juels, S. Garfinkel, R. Pappu “RFID Privacy: An overview
. 3 . . .
of problems and proposed solutions” IEEE Security and Privacy,
Generate a random value rg 3(3):34-43, May/June 2005
Compute psuedorandom value [8] A.Juels, D. Molnar, D. Wagner “Security and Privacy issues in
e-passports” In IEEE CreateNet SecureComm, IEEE 2005
p(c7 Fh(rl)(m)(m)) [9] K. Z_etter “Feds rethinking RFID passports” Wired News, 26
April 2005.
[10] M. Ohkubo, K. Suzuki, S. Kinoshita RFID privacy issues and
technical challenges,” In Communications of ACM, 2005.
Send Tagingo to the reader [11] M. Ohkubo, K. Suzuki, S. Kinoshita “Cryptographic approach to
a privacy friendly tag,” IrRFID Privacy Workshop at MIT, 2003.
Once the reader and the tag are both authenticated at[gk A. Juels, R. L. Rivest, M. Szydlo “The blocker tag: selective

Trusted Center (TC), the TC generates a new random value Plocking of RFID tags for consumer privacy,” In Proc. Of 10th
ACM Conference on Computer and Communications Security,

Send r3 and p(c, Fy,)(r)(r3)) to reader

rg and computes 2003.
[13] A. Juels “Minimalist cryptography for low-costFiD tags,” In
p2 = p(c, Fh(rl)(m)(r?,)) 4th International conference on Security in Communication Net-
works, 2004.

over it and sendss, pa, T'aginf, t0 the readerTag;, ;, if ~[14]1 A Juels, S. Weis "Authenticating Pervasive Devices With Human
the tag information for the tag stored in the central da:%g Protocols,” Advances in Cryptology, CRYPTO 2005,

. 5] EPCglobal Inc. “Standards” http://www.EPCglobalinc.org, 2005.
base which can only be accessed by the Trusted Ce - A. Juels, R. Pappu, “Squealing Euros: Privacy protection in RFID

Then the Trusted Center goes into its initial stéige enabled banknotes” In Financial Cryptography 2003.
[17] G. Avoine, P. Oechslin, “RFID Tracability: A Multilayer Prob-
VIl. CONCLUSIONS lem.” In Financial Cryptography, 2005.

In this paper, we have identified a basis-set of require-
ments necessary for security and privacrimb systems,
and then surveyed available research works to observe the
extent to which they fulfil the basis-set of requirements.
We have then selected the scheme proposed by Moalnar, et
al [1], and outlined attacks that are possible on the scheme
in different realistic scenarios. We have then successfully
extended the scheme to mitigate these attacks and meet all
the requirements. We have also proposed mechanisms to
establish session keys on tags, readers, and trusted centers,
to allow secure transfer of data between the entities. These
extensions make the overall scheme complete and solves
the security and privacy challenges that arisefm sys-
tems.

REFERENCES

[1] D. Molnar, A. Soppera, D. Wagner, “A Scalable, Delegat-
able, Pseudonym Protocol Enabling Ownership Transfer of RFID
Tags,” Selected Areas in Cryptography, Aug 2005.

[2] L.Bolotnyy and G. Robins, “Randomized Pseudo-Random Func-
tion Tree Walking Algorithm for Secure Radio Frequency Iden-
tification,” Proceedings of the Fourth IEEE Workshop on Auto-
maticldentification Advanced Technologies (AutolD), 2005.

[3] M. Feldhofer, S. Dominikus, J. Wolkerstorfer, “Strong Authen-
tication for RFID systems using the AES algorithm,” In Proc.
CHES, 2004.

[4] D. Molnar and D. Wagner “Privacy and security in libreggiD:
issues, practices, and architectures,” In Proc. Of 11th ACM con-
ference on Computer and Communications Security, 2004.



