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The purpose of this note is to alert the distributed and operating systems communities to 
a research and design exercise that is going on in an adjacent application-oriented 
community. This research and design exercise involves inventing a paradigm for distributed 
system structuring that  is distinctly different f romthat  of remote procedure call and related 
paradigms that are the usual focus of the distributed systems community. 

The class of applications involved might be roughly characterized as distributed, linked 
data. The remote procedure call paradigm, in which a client asks a server  to perform some 
named computation on a set of supplied arguments and return a result, is not an especially 
congenial fit to this application, although it may be a useful toolat a lower level of abstraction 
in resolving links. Perhaps because the application of l inked data has not been widely 
considered, it is not clear yet what is an appropriate form for t h e  structuring paradigm, or 
even whether or not the problem has been posed carefully enough to allow one to propose 
specific structures. This note describes the problem a s  it has been posed in the distributed 
data community, and points to a few early a t tempts  to suggest mechanisms; i t  does not claim 
to settle the issue. 
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t h e  s e a r c h  q u e r y  t h a t  w a s  u s e d  to d i s c o v e r  t h e  i t e m  is o n e  c o m m o n  s u g g e s t i o n ,  b u t  t h a t  
m e t h o d  is n o t  v e r y  sa t i s fac tory ,  b e c a u s e  t h a t  p a r t i c u l a r  s e a r c h  m a y  h a v e  r e t u r n e d  s e v e r a l  
i t e m s  in  i t s  r e s u l t  set ,  or i t  m a y  h a v e  b e c n  f r a m e d  in  t e r m s  of  s o m e t h i n g  u n r e l a t e d  to  w h a t  
m a k e s  t h e  d o c u m e n t  i n t e r e s t i n g .  In  a d d i t i o n ,  s ince  co l l ec t ions  g r o w  a n d  s h r i n k ,  t h e r e  is no  
g u a r a n t e e  t h a t  t h e  s e a r c h  s e rv i ce  wi l l  r e t u r n  t h e  s a m e  r e s u l t  s e t  for t h e  s a m e  q u e r y  a t  a 
f u t u r e  t i m e  e s p e c i a l l y  i f  t h e  d o c u m e n t  i t s e l f  m i g h t  c h a n g e  in  s u c h  a w a y  as  to c a u s e  t h e  
q u e r y  n o t  to f ind it. I n  y e t  a n o t h e r  r e l a t e d  s c e n a r i o ,  t h e  u s e r  o f  a d o c u m e n t  d i s c o v e r s  i n  i t  a 
c r o s s - r e f e r e n c e  to a n o t h e r  d o c u m e n t ,  a n d  w a n t s  to m a k e  a copy of t h a t  c r o s s - r e f e r e n c e ,  i n  
p e r s i s t e n t  s t o r a g e  for  f u t u r e  use.  A n d  in a f ina l  s cena r io ,  a c l i e n t  i n c l u d e s  a c r o s s - r e f e r e n c e  i n  
a d o c u m e n t  w h i c h  i t  t h e n  s u b m i t s  to be s t o r e d  by  s o m e  s t o r a g e  se rv i ce ,  p o s s i b l y  a d i f f e r e n t  
one. 

In each scenario, some client intends to place the cross-reference in persistent storage 
somewhere, for presentation to the storage service at an unknown time in the future. When 
the client eventually presents the cross-reference to the storage service, it hopes to retrieve 
t h e  c i t e d  i t e m .  

In  a n  e l e c t r o n i c  l ibrary ,  s u c h  c r o s s - r e f e r e n c e s  m a y  be u s e d :  

" by  at, au thor ,  in  c r e a t i n g  a n e w  d o c u m e n t ,  to ci te  prev ious ,  r e l a t e d  d o c u m e n t s .  

° by t h e  l i b r a r i a n  of a s to rage  service ,  i n  a d d i n g  a d o c u m e n t  to a collect ion,  m a k i n g  conc re t e  
a n  au tho r ' s  t r a d i t i o n a l  t e x t  c i ta t ions .  

° by a u s e r  of  a sea rch  service,  to p r e p a r e  a l is t  on a p e r s o n a l  n o t e  pad  of d i s cove red  
documen t s .  

° by a s e a r c h  serv ice  as  t he  i n t e r n a l  c o n n e c t i o n  b e t w e e n  i ts  i n d e x  a n d  t h e  d o c u m e n t s  h e l d  
by a s to rage  service.  (e.g., to connec t  a b ib l iograph ic  record  w i t h  t h e  c o r r e s p o n d i n g  
document ) .  

o by a s e a r c h  service,  as t h e  m e t h o d  of t e l l i n g  t h e  c l i en t  how to o b t a i n  t h e  i t e m  f rom a 
s to rage  service.  

• by a cl ient ,  to pass  a long  to a n o t h e r  c l i en t  

• by an  author ,  to cite a n c h o r  ( t h a t  is, i d e n t i f i e d  i n t e r n a l )  po in t s  w i t h i n  a n o t h e r  d o c u m e n t .  

T h e  fo l lowing  s i m p l e  s c e n a r i o  p e r h a p s  c a p t u r e s  b e s t  of  a l l  t h e  r e q u i r e d  s t r u c t u r i n g  
behav io r :  At  t h e  a p p l i c a t i o n  leve l ,  a u s e r  h a s  b r o u g h t  up a d o c u m e n t  in  a d i s p l a y  w i n d o w ,  a n d  
u p o n  b r o w s i n g  t h r o u g h  i t  n o t i c e d  t h a t  i t  m e n t i o n s  a n o t h e r  d o c u m e n t .  T h e  b r o w s e r  p r o v i d e s  
as a f e a t u r e  t h a t  t h e  u s e r  be  a b l e  to p o i n t  to  t h e  c r o s s - r e f e r e n c e  w i t h  t h e  m o u s e ,  c l ick,  a n d  
e x p e c t  t o  see  t h e  c i t e d  d o c u m e n t  a p p e a r  on t h e  s c r e e n  in  a n o t h e r  w i n d o w .  

T h e r e  a r e  a n u m b e r  o f  i n t e r e s t i n g  c o n s t r a i n t s  on  t h e  s o l u t i o n ,  a t  l e a s t  i n  t h e  e l e c t r o n i c  
l i b r a r y  ap p l i c a t i on .  S o m e  of  t h e  o t h e r  a p p l i c a t i o n s  h a v e  a n a l o g o u s  c o n s t r a i n t s :  

° T h e  s to rage  s e rv i ce  to w h i c h  t he  c ross - r e fe rence  is e v e n t u a l l y  p r e s e n t e d  m a y  be  d i f f e r e n t  
f rom t h e  one  t h a t  p rov ided  t h e  o r ig ina l  c ross - re fe rence  i t  m a y  be a b a c k u p  sys t em,  or  
e v e n  a c ompe t i t i ve  provider .  

• T h e  i n t e r v a l  b e t w e e n  c r e a t i o n  a n d  use  o f  t h e  c ross - r e fe rence  can  be q u i t e  long,  p e r h a p s  
decades ,  d u r i n g  w h i c h  t i m e  t h e  s t o r age  service  m a y  h a v e  b e e n  u p g r a d e d ,  r e loca ted ,  
m e r g e d  w i t h  o the r  s to rage  services ,  a n d  p laced  u n d e r  d i f f e r en t  a d m i n i s t r a t i v e  control .  

• C r o s s - r e f e r e n c e s w i l l  pe r s i s t  long  e n o u g h  t h a t  t h e  s y s t e m  t h a t  is i n t e n d e d  to r e so lve  t h e m  
wil l  become  obsole te .  
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Between  creat ion and use of the  cross-reference, the  cited document  m a y  have  been 
deleted, updated,  or superseded.  Someth ing  graceful should happen  if mul t ip le  versions 
are available.  I f  the  "document" is ac tua l ly  a dynamic  piece of da ta  such as a current  stock 
quote, perhaps  someth ing  different, ye t  graceful,  should happen.  

• Between creat ion and  use of the  cross-reference, t he  organiza t ion  of the  l ibrary  may have 
been revised, and the t a rge t  document  may  now be classified differently. 

Between creat ion and use of the  cross-reference, the  physical  and  low-level logical 
configurat ion of the  s torage server  m a y  have been revised, and  the  t a rge t  document  may  
be in a different  directory or on a different  physical  volume. 

Between creat ion and  use of the  cross-reference, the  storage represen ta t ion  of the  t a rge t  
document  m a y  have been discovered to be defective, and res tored from a backup copy. 

e The ini t ia l  discovery mechan i sm m a y  identify only the document;  a la ter  discovery 
process m a y  ident i fy anchor points of in teres t .  

o The user  who presents  the  cross-reference may  or may  not be author ized  to obtain the  
document.  

- A single document  may  by indexed by several  different  search  services t h a t  a re  under  
different  adminis t ra t ions .  

• In  response to p resen ta t ion  of a cross-reference, a storage server  may, r a the r  t h a n  
delivering the  desired document,  ins tead  r e tu rn  ano the r  cross-reference. 

t If  a client makes  inquir ies  of several  different  search services,  i t  would l ike to merge the  
several  responses,  which  requires  t h a t  it be possible to f igure Out which o f  the  re turned  
cross-references are duplicates.  

As can  be s een  from t h i s  l a u n d r y  l i s t  of  c o n s t r a i n t s ,  t h e  r e q u i r e m e n t s  on cross-references  
among  d i s t r i b u t e d  d a t a  objects  read  more  l ike t he  l i s t  o f  r e q u i r e m e n t s  for a soph i s t i ca ted  
n a m e  service t h a n  t h e y  are  l i k e  the  r e q u i r e m e n t s  on  an  RPC service. 

I t  would  a p p e a r  t h a t  a t  t h e  min im um,  a cross- reference  i n t e r n a l l y  m u s t  be composed of 
a t  l ea s t  two components .  The f irs t  would be an  identif ier ,  p e r h a p s  to be p r e sen t ed  to a n a m e  
server ,  t h a t  a l lows the  c l ient  to discover a n  app rop r i a t e  and  c u r r e n t  se rver  name,  port ,  and  
protocol to use, a n d  to ver i fy  upon connect ion  t h a t  t h e  service  a t  the  o the r  end  is t h e  in t ended  
one. A second componen t  probably  i s  a specif ic  object  ident i f ie r  t h a t  se ree r  i s e x p e c t e d  to 
recognize.  Beyond  t h a t ,  one moves into  the  r e a l m  of specula t ion .  There  m i g h t  be  a n  exp i r a t i on  
da te  af ter  wh ich  t h e  server  doesn ' t  g u a r a n t e e  to honor  t he  cross-reference,  and  p e r h a p s  also 
a backup  query, wh ich  migh t  be useful  in  identify:ing t h e  object a f te r  t he  exp i r a t i on  da te  (or 
in t he  case of some o ther  fa i lure)  of t he  or ig ina l  cross-reference.  F ina l ly ,  one m i g h t  w a n t  to 
inc lude  some k ind  of check d a t a  to ver i fy  t h a t  t he  object r e t r i eved  is a c t u a l l y t h e  one t h a t w a s  
prev ious ly  cited. Ano the r  p o t e n t i a l  componen t ,  whose  r a t i o n a l e  is  m u c h  less clear, is t h e  
i den t i t y  of an  app l ica t ion  t h a t  k n o w s  how to i n t e r p r e t  t h e  s to red  object, a n d  t h a t  should  be 
l aunched  in  conjunc t ion  w i t h  t h e  a r r iva l  of a response  f rom the  server,  or p e r h a p s  spliced into  
t he  p a t h  be tween  the  c l ien t  a n d  the  server.  

The de ta i l s  of how ~uch a cross-reference m i g h t  be eng inee red ,  so t h a t  i t  can  be stored,  
pas sed  f rom c l i en t  to cl ient ,  a n d  in  t h e  end  be recognizab le  by  t h e  server,  a r e  a n  i n t e r e s t i n g  
des ign  chal lenge .  Severa l  projects  h a v e  r u n  u p  a g a i n s t  t h e  cha l lenge ,  and  have  sugges ted  
va r ious  s t r a t e g i e s  t h a t  solve pa r t s  of t h e  problem.  At l e a s t  six s o m e w h a t  d i f fe ren t  ideas  are  
extant: 

" T N  
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® Tim Berners-Lee has  proposed the  cross-reference scheme used in his World-Wide Web. 
This proposal is modera te ly  complete, bu t  i t  concentra tes  most ly on developing a syntax 
tha t  can be parsed by a computer  and  also read  by a person. I t  t akes  the  view tha t  it 
should be possible to create a document  identifier t h a t  is both unique  and  perpetual ly  
valid. 

® Clifford Lynch, to s t imula te  discussion of the  topic wi th in  the  Coali t ion for Networked 
Informat ion developed a l ist  of requi rements ,  and for each  some observat ions about  
mechamcs t h a t  might  address t h a t  requi rement .  

° Brewster  Kahle  has  proposed t he  cross-reference scheme used in his Wide-Area 
Informat ion Service. 

* F.H.  Ayers ha s  made a proposal for a universa l  s t anda rd  book number.  

® Theodor Nelson, for the Xanadu® hyper tex t  system, proposed a universal ,  h ierarchical  
document  number ing  scheme with provision for versions and  in t e rna l  anchor  points. I t  
covers several  of the requi rements  ment ioned  earl ier  by assuming  complete homogenei ty  
among the l inked items. 

o Apple Computer,  in  the  System 7 Alias Manager  for the  Macintosh,  has  worked out  a 
sophisticated system for l inking files wi th in  a Macintosh  and across a network of 
cooperating machines.  The Alias Manager  uses a combinat ion of symbolic re lat ive and 
absolute pa th  names  as wel l  as un ique  file, volume, and  system identif iers,  to m a i n t a i n  
l inks in the  face of renaming,  h ierarchy res t ructur ing,  and  res tora t ion  from backup. 

Each  proposal  addresses  one or more  pa r t s  of  t he  problem, bu t  none  covers the  en t i r e  
range  of r equ i rements .  M o r e  impor t an t ,  t h e  discuss ions  by Lynch and  by Kah l e  are  
charac te r ized  by m e n t i o n s  of r e q u i r e m e n t s  n o t  met ,  and  possible a l t e r n a t i v e  approaches ,  
toge ther  wi th  ques t ions  about  w h e t h e r  or not  t he  r e q u i r e m e n t s  are  real.  In te res t ing ly ,  a lmos t  
as if to  recurs ive ly  emphas ize  t h e  need for a so lu t ion  to th i s  problem, mos t  of t he  c u r r e n t  
l i t e r a tu re  on the  subject  is not  found in t r a d i t i o n a l  j ou rna l s ,  reports ,  or l ibrar ies ,  bu t  r a t h e r  
is found only on- l ine  in var ious  reposi tor ies  w i t h i n  the  in te rne t .  

Conclus ion 

As men t ioned  a t  the  outse t ,  th i s  note  has  only  descr ibed the  problem,  not  proposed a n y  
solutions;  even  th i s  descr ip t ion  is not  l ike ly  to resemble  the  one t h a t  will  someday  seem 
obvious. 
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