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ABSTRACT

As like as wired communication and mobile ad hotwoeking,
mobile IP communication is also vulnerable to d#éfg kinds of
attack. Among different kinds of attack Denial-arice (DoS)
is a great threat for mobile IP communication. his tpaper we
proposed to imply a lightweight packet filteringchaique in
different domains and base stations of mobile IProanication.
If there is any packet containing spoofed IP addi@sated by
DoS attackers, our scheme can detect and therrsfiltee
suspected packets. We evaluated the performanmer gfroposed
scheme using ns-2. The results indicate that aypqeed scheme
can significantly reduce the effect of DoS attaaksl improves
performance of mobile IP communication.

Categories and Subject Descriptors
C.2. [COMPUTER-COMMUNICATION
Security and Protection- General.
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1. INTRODUCTION

Today' world is enjoying the tremendous advancemant
the area of mobile computing. It ensures much speedease in
every sphere of our life. Demands for mobile cormutre also
emerging as smaller PCs, PDAs and Mobile phonesrbeaenore
commonly used. Although we have worldwide Interagtess, we
cannot expect to take all benefit from Internetlumé can ensure
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confidential access to Internet in anytime and framywhere in
the world. It is the promise of the Mobile IP thhe user can
enjoy seamless roaming and transparent applicatiute away
from their home. Mobile IP is a protocol to suppoantinuous
access to Internet. Providing secure communicagEnvice has
now become a major concern of the related resea.cBecurity
mechanisms for attacks on
mobile or wireless networks include packet filtgritechniques,
encryption, key management, authentication, antingy1-5, 8,
10, 16-18]. Securing Mobile IP is a difficult taskade of by its
inherent characteristics such as frequently changs point of
attachment, no central administration and its dynarature. But
security support is the most necessary thing fasite@omputing
environments. There are different kinds of attaick§obile 1P
Communication which can disrupt the normal commaitdn of
Mobile IP. Among all the attacks, Denial-of-Servi{@oS) attack
has become an increasing threat to the reliabifitthe internet.
A huge amount of work has been done for preventimg
mitigating this attack. But most of these works éndneen done
for wired communication. DoS attack is also a grbaeat for
Mobile IP Communication. Although some works havee
done for enhancing the security for Mobile IP comination,
most of the works provide a general solution. Thigy not
provide the security requirements of the applica&ti@nd don’t
cope with specific attack. So we proposed a gersmialtion for
detecting and preventing DoS attack in Mobile Iownication
in this paper.

The reminder of this paper is as follows: we présiea brief
overview of mobile IP communication in section Zcson 3
represents different kinds of attacks including Datfack. We
introduce several related works in section 4. Weppsed our
desired solution to imply a lightweight packetdiihg technique
of mobile IP communication in section 5. The pearfance
analysis and discussion are presented in sectidn $ection 7,
we conclude this paper with future works.

2. MOBILEIP

2.1 Overview

Mobile IP is an open standard approved by the theter
Engineering Steering Group (IESG) in June 1996 @udlished
as a proposed standard by the Internet Enginefrasly Force
(IETF) in November 1996 in order to support mokiliviobile IP
allows users to keep the same IP address, enjdlasimternet



connectivity and safety while roaming between IRwogks. A

seamless delivery of information to its destinatican be
provided by Mobile IP. Basically Mobile IP is a dification to

IP that allows the nodes to continue to receivagtaim when the
user changes the computer’s point of attachmethé¢dnternet.
For this purpose some additional control messagesnaolved

that allow the IP nodes to manage their IP routatge reliably.

During the development of Mobile IP, scalabilitysseonsidered,
as a dominant factor so that in future a high peege of the
nodes attached to the Internet will have the cdipabf mobility.

2.2 Architecture of MobilelP
Mobile IP introduces the following new functionattities that
are given below:

Mobile Node: A host or router that may change itsnp of
attachment from one network to another without ¢frag its IP
address is called a mobile node. It can continueotomunicate
with other nodes at any location using its IP agslre

Home Agent: A home agent is a router on the mobdéde’s
home network that maintains current location infation for the
mobile node and forwards the packets that are adedeto the
mobile node to its current point of attachment ba hetwork,
when it is away from home.

Foreign Agent: The Foreign Agent is a router onabihe node’s
visited network and functions as the point of dttaent for the
Mobile Node when it is away from home, deliverirackets from
the Home Agent to the Mobile Node.
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Figure 1. Mobile | P components and their relationships.

2.3 How MobilelP works

Mobile IP uses two IP addresses: a fixed home addamd a
care-of-address (COA) that changes at each newt pain
attachment. When a mobile node moves from its hoeteork to

a foreign network, it waits for an advertisememiniror sends a
solicitation message to the foreign agent on theido network
informing its presence. The mobile node thus olstanCOA,

which is either dynamically assigned or is assedaivith its

foreign host. The home address is static and isd use

identifying TCP connections. The home address makesssible
that the mobile node is continually able to receilata on its
home network. On the other hand, COA indicatesnéevork

number and it changes at each new point of attachnvéh
respect to the network topology [1].

The protocol of Mobile IP can be best describedhwihe
cooperation of three separable mechanisms discb&ted:

Agent Discovery: A mobile node discovers its home $oreign
agents in the discovery phase.

Registration: A mobile device registers its COAhwits home
agent and foreign agent in the registration phase.

Tunneling: A tunnel is set up to route packets friva home
agent to the foreign agent and finally to the mn@hbibde.

3. DoOSATTACK SCENARIOS

A DoS attack [2, 3] is any event that diminishesietwork’s
capacity to perform its expected function. Thestacis are
launched against server resources or network baltidwby
preventing authorized users from accessing ressuiidee effect
of these attacks varies from temporarily blockingrvice
availability to permanently distorting informatiam the network.
DoS attacks can target a client computer or a sar@mputer.
For example, an attack may target a system by atinguimited
wireless resources such as bandwidth, storage spateery
power, CPU, or system memory. Networks and applicatcan
be attacked by modifying routing information or ngang system
configuration, thereby directly attacking data grity.

A simple delimitation of Denial-of-Service (DoS}aatk is ‘A bad
guy preventing a good guy from accomplishing woitnel.
Actually, a DoS attack takes one of the two forms:

- A bad guy floods nuisance packets (TCP SYN flagylior

-The bad guy somehow precludes packets from floveietgveen
two nodes.

Good guy is
harred from
services
= Good Guy
" TCP SYN
Home request flooding
Agent with spoofed IP
address TCP SYN/ACK from HA

but no response

Bad Guy

Figure2. TCP SYN flooding DoS attack Scenario.

In the case of Mobile IP, when a bad guy somehowages a
bogus registration of a new COA for a particularbifenode or
generates a bogus registration request specifyimgown IP
address as the COA for a mobile node, a DoS attankoccur
and can raise some problems:

-The actual mobile node is no longer connected.



-The bad guy can see all the traffic going to datuzbile node.

-All packets sent by correspondent nodes wouldubb@dled by
home agent to the bad guy.

- Good Guy

Home
Agent

Redirect tunnel to
Me (Registration)

Bad Guy

Figure 3. Redirecting tunnel DoS attack.

In this attack an attacker can overflow the acceswer. It is
possible because the sensitive IP addresses biAtend the MN
are not hidden in the registration message. Unéikerivacy
attack, where an adversary is trying to gain actegsformation
it is not allowed to see, a DoS attack involvesdnersary trying
to keep you from accessing information or resoungms have
every right to access. This attack does harm forgystems:

-The destination targeted system

-The system which is actually using the spoofedresklin the
global routing system.

DoS attacks are potentially devastating to theimicThis attack
typically attempts to flood a target with traffio tvaste network
bandwidth or server resources. The DoS attacks thafet
resources can be grouped into three broad scenarios

The first attack scenario targets storage and pseing resources.
This is an attack that mainly targets the memdorage space, or
CPU of the service provider. Consider the case &lemnode
continuously sends an executable flooding packet it®
neighborhoods and to overload the storage spacexralst the
memory of that node. This prevents the node frondisg or
receiving packets from other legitimate nodes.

The second attack scenario targets energy resousgesifically
the battery power of the service provider. Sincebifsodevices
operate by battery power, energy is an importasbuece in
mobile IP communication. A malicious node may coutiusly
send a bogus packet to a node with the intentionoafuming
the victim's battery energy and preventing othedes from
communicating with the node.

The third attack scenario targets bandwidth. Carsitie case
where an attacker located between multiple comnatinig nodes
wants to waste the network bandwidth and disrupineotivity.

The malicious node can continuously send packetls bgus
source IP addresses of other nodes, thereby odanpahe

network. This consumes the resources of all neighlibat
communicate, overloads the network, and resul{seifiormance
degradations.

In this case, firewall offers some level of protect They can be
programmed to drop all packets from a known attagkiost, but

it's easy for the attacker to simply put a diffaresource IP

address in each packet by using IP spoofing tecieni§o, in this

paper, we applied some filtering techniques tefithe suspected
packets in order to protect against DoS attacks.

4. RELATED WORKS

Currently Mobile IP is gaining popularity for itdtiactive
features and applications. Mobile IP raises newrsgdssues for
wireless network and there is comparatively higheybability
(compared with wired network) of being attacked Hystile
opponents. Brauret al. [4] proposed a solution to provide
security to Mobile IP using IP Sec. Considering BN/or a
secured network protected by a firewall, the waywihich a
Mobile Node can securely access this network ip@sed in [4].
In order to traverse the firewall the Mobile Nodashto
authenticate itself using IP Sec. Zeoal. [5] used IP Sec ESP
protocol in Mobile IP to protect against both passand active
attacks. They also proposed to add some modifitatio agent
advertisement and to registration request mess&gstacet al.
[6] proposed MobilelP protocol so that authorizesens can
access network that is protected by firewalls ormeo
combinations of source filtering routers or thewak, which are
using private address space for security reasogrsur& Mobile
IP protocol has been proposed to modify Mobile tétqcol with
IP Sec in [7]. Datagram going into the network aeihg out the
visiting network both are securely processed usihgec. Here
secure Mobile IP is implemented on gateway seraads mobile
hosts. In most the above works some general sgauetsures
such as cryptography, authentication etc are usegduce the
threats against mobile IP communication. But th&n'd focus
on specific attack. Security attacks and mechanfemshobile or
wireless networks through encryption, key managémen
authentication, routing, and packet filtering teiciues have been
proposed in many research papers [1-5, 8, 10, 1720me
researches also have been done for detecting avdrging DoS
attack, but all of them are for wired communicatmmmobile ad
hoc networking. Xianget al. [9] proposed a defense system
against DoS attack by large scale IP Trace backk®et al. [18]
proposed a DoS attack prevention scheme in mohlleh@c
network’s using reputation based incentive scheine.this
proposed mechanism, the reputation of all nodaténadd hoc
network will be updated based on their behavioro(gmr
malicious). Xiaowei Yang, David Wetherall and Tonmd®rson
[11] proposed TVA system, Packet Passport systednStoplt
system for limiting DoS attack in wired communicati Traffic
Validation Architecture (TVA) is short-term authpakion that
senders obtain from receivers and stamp on thekegis [11].
The Packet Passport system is a piece of authBatica
information embedded into an IP packet that autbates the
source IP address [11]. Stoplt is a packet filggsgstem to block
the undesired traffic it receives [11].

5. DESIGN OF PROPOSED SOLUTION

Detecting and preventing DoS attacks is difficutt lighly
dynamic and large networks. Hence, it is necessardivide
these networks into small and manageable groupsnapleément
security mechanisms in each group in a distributethner. In
this paper, at first we divided the whole networkoi some



domains. Then we divided each domain into someersisEach
cluster contains one or more wired or mobile nodkistering
provides a distributed and scalable architecture rfetwork
monitoring and topology control. Clustering architee also
provides a localized attack detection and preventiechanism
through continuous monitoring and information exay@ This
localized and distributed feature also reduces ag®rand
communication overhead, thereby optimizing netwakdwidth
utilization. The figure below shows the clusterarghitecture:

Cluster 0

Domain
(2cluster,
each has 1 node)

FA
2.0.0

Domain 1 Cluster 0 Domain 2

(1 cluster, (1 cluster,

2 node) > @ . [ ] 1 node)

Mobile node movement
Cluster0 hetween HA and FA
Figure 4. Clustering Architecture of mobile IP

communication.

We have created a wired-cum-wireless topology thinou
which we can exchange packets between a wired dreless
domain via a base-station. But a mobile node magnroutside the
domain of its base station and should still corgirta receive
packets destined to it. Actually we have extendesl mobile IP
support in a wired-cum-wireless scenario.

In the above picture there is a wired domain caimgjsof 2
wired nodes, WO and W1. We have 2 base-stationsadé call
them Home Agent (HA) and Foreign Agent (FA) respety.
The wired node W1 is connected to HA and FA as shiwthe
figure 4. There is a roaming mobile node called Molost
(MH) that moves between its home agent domain amdign
agent domain. A TCP flow will be set up between anyge (e.qg.
WO0) and MH. As MH moves out from the domain of idé,, into
the domain of FA, the packets destined for MH winexted by
it's HA to the FA as per mobile IP protocol definits.

In the above topology we have one wired domain dksh
by 0) and 2 wireless domains (denoted by 1 & 2 eetgely).
Hence the addresses of two wired nodes are 0.@4dn0. In
the first wireless domain (domain 1) we have a isaaton, HA
and mobile node MH, in the same single cluster.irTheédresses
are 1.0.0 and 1.0.1 respectively. For the secomelegis domain
(domain 2) we have a base-station, FA with an axidod 2.0.0.
However when the MH will move into the domain of Fihe

packets originating from a wired domain and destiteeMH will

reach it as a result of the Mobile IP protocol. Hb®ve figure is
a basic structure of mobile IP communication nekwoFhis
network may contain a huge number of domains; efrhain
may contain different number of clusters and edcister can
contain a different number of nodes.

We have created a wired-cum-wireless topology thinou
which we can exchange packets between a wired areless
domain via a base-station. But a mobile node maynroutside
the domain of its base station and should stiltiooe to receive
packets destined to it. Actually we have extendedrhobile 1P
support in a wired-cum-wireless scenario.

In the above picture there is a wired domain caimgjsof 2
wired nodes, WO and W1. We have 2 base-stationshadéd call
them Home Agent (HA) and Foreign Agent (FA) resjvety.
The wired node W1 is connected to HA and FA as shimwthe
figure. There is a roaming mobile node called Melilost (MH)
that moves between its home agent and foreign sagénTCP
flow will be set up between any node (e.g. WO) &td. As MH
moves out from the domain of it's HA, into the domaf FA, the
packets destined for MH is redirected by it's HAthe FA as per
mobile IP protocol definitions.

In the above topology we have one wired domain dtksh
by 0) and 2 wireless domains (denoted by 1 & 2 eetigely).
Hence the addresses of two wired nodes are 0.@4dn0. In
the first wireless domain (domain 1) we have a i{saaton, HA
and mobile node MH, in the same single cluster.irThgdresses
are 1.0.0 and 1.0.1 respectively. For the secomelegis domain
(domain 2) we have a base-station, FA with an addod 2.0.0.
However when the MH will move into the domain of Fihe
packets originating from a wired domain and destiteeMH will
reach it as a result of the Mobile IP protocol. Hb®ve figure is
a basic structure of mobile IP communication nekwoFhis
network may contain a huge number of domains; efrhain
may contain different number of clusters and edcister can
contain a different number of nodes.

Filtering in Domain Periphery Router:

In each domain there is an edge or periphery rdbteugh
which each packet within the domain has to passgébng to
another domain. In the above figure-4, the node )W§lthe
periphery router for domain 0. So our proposed m&havill
imply filtering technique in that node. If any n@atius node from
domain 0 wants to attack a mobile node outsidedbatain with
spoofed IP address then the periphery router wallect and
discard that suspected packet. The periphery rowgafd check:

IF packet's source address is within derseaddress

THEN forwards the packet

IF packet's source address is anything els

THEN discard the packet

Filtering in the Base Station Node:



If the attacker resides inside the same domainhef t
victim, then the edge or periphery router could detect the
attacking packet. That's why we have proposed atitiadal
filtering technique in the Base Station node (HAF) to
which the mobile nodes are connected. Basically lihee
station nodes (HA or FA) in mobile IP communicatiame the
main targets of the attackers, because the moloitlesn get
services from these base stations. So detectingpeneenting
attacks in the base station nodes is very impartemtour
proposed scheme the base station node will filtpaeket if
one of the following events occurs:

[0 If the base station’s router queue overflows

[ If there are many packets from same domain or same

cluster, because the attacker nodes at first tate fiom the
neighbor for attacking any target.

[ If most of the bandwidth of the network is consdnhg
DoS attackers, then the network will be congedfettie network
gets congested then incoming packets should bardisd for the
time beings.

5. IMPLEMENTATION AND ANALYSIS

Assumptions

We make the following assumptions for the propegrafion
of the proposed architecture:

(a) Each mobile node in the network has a uniquanB can
join or leave the network freely.

(b) Each packet is of equal size, although paclkst vary in
size according to their contained data. Packetlingnrates are
also constant.

(c) Initially, all nodes have equal computationatiastorage
capability, although a node may have more resouttas others
during the communication process.

5.1 Simulation Environment:

We have done the performance evaluation using N32 14, 15,
17]. At first we have implemented the DoS attacknseio without
protection. After that we have simulated the sdenaith applying
filtering technique in the periphery routers ortlyen with our full
proposed scheme. Then we compared the performassets.
Simulation performance metrics and simulation patens are
given below:

Table 1. Simulation Parameters
Values/Ranges

1000m x 1000m

1 m/sto 20 m/s

5 Packets / s

128 Bytes

CBR

Uniformly distributed in 0-50 s

DSDV and Mobile IP

Parameters

Simulation area

Speed (m/s)
Packet Rate

Packet Size

Traffic Source

Pause Time

Routing Protocols

Number of Nodeg 100
(max)

Number of Domains 4-5
Number of Clusters 5-10
Transmission Range 300 m
Simulation Time 250 s

5.2 Performance Metrics
The performances of simulation were measured ushey
following metrics:

-Packet delivery ratio: Defined as the ratio of th&l number of
packets received by destinations and the total eurobpackets
sent by a source.

-Routing and Communication overhead. Defined asntin@ber
of instructions and packets needed to maintairettiige network.

-Misbehaving nodes detection rate. Defined as #i® of the
total number of malicious node detected and thal tmtmber of
malicious node in the network

-Network Size. Defined as the total area of thevosit.

5.3 Comparison of Simulation Results
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Figure5. Time Vs Detection rate.

The above figure-5 shows that our system will exhidetter
performance for malicious node detection rate if wge base
station filtering and the periphery router filtggirrather than
using only periphery router filtering
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Figure 6. Time Vs Detection rate.

If number of misbehaving nodes increases then theket

delivery ratio will decrease due to attack in thevers and
network resources consumed by the attackers. Bbeedafigure-

6 shows that if our proposed scheme is applied thenpacket
delivery ratio will increase slightly in spite olié presence of
DoS attack.
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Figure 7. Network size Vs overhead.

The above figure-7 shows that, as the network isiceeases the
total overhead increases. When our proposed sclseapplied the
overhead is relatively lower due to the use of telisg
architecture.

6. CONCLUSION AND FUTURE WORK

DoS attack in mobile IP communication is serious] ¢he
detection and prevention of this attack is diffictlan in their
wired counterparts. In this paper, we proposed gafikering
technique for detecting and preventing DoS attacknobile 1P
communication. We proposed to apply a packet iiiter
technique at the wvulnerable points of the mobile IP
communication to check the suspicious packet. Wed uthe
network simulator ns-2 for simulating the performanof our
proposed system. We observed that our proposednsciieowed
better performance for the protection of systencamparison
with system without filtering. In future we want amalyze the
effect of Distributed Denial-of-Service (DDoS) inohile IP
communication.
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