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Privacy Issues

THE UNDERPINNINGS OF
PRIVACY PROTECTION

he concept of privacy as a
separate right was first artic-
ulated over 100 years ago
when then attorney Louis
Brandeis and Samuel War-
ren wrote an article in the
Harvard Law Review urging recogni-
tion of a right to privacy, or as they so
eloquently phrased it, the “right to be
let alone” [1]. Law review articles,
however, are not the same as legisla-
tive acts. For several decades only a
scattering of jurisdictions have rec-
ognized this right, permitting private
tort actions and invasions of privacy.
For example, the Court of Appeals
for the District of Columbia cited the
Brandeis and Warren article as the
source of the District’s common-law
action for invasion of privacy in Pear-
son vs. Dodd, 410 F.2d 701, 703
(1968). Significantly, these early pri-
vacy cases do not deal with the ques-
tion of governmental invasions of
privacy, but with civil tort actions
brought by one individual against
another.

The government’s involvement in
privacy was the subject of an impor-
tant Supreme Court decision in Olm-
stead vs. United States [13]. Before dis-
cussing this constitutional milestone,
it is important to elaborate on an
axiom which underlies much of the
privacy discussion to follow.

The U.S. Constitution is essentially
a limitation on government power. It
was written over 200 years ago in an
effort to strike a balance between the
need for greater governmental au-
thority in the 13 newly independent
colonies and the fears that govern-
ment represented the greatest threat
to individual liberty. The founding
fathers based their fears on several
hundred years of British history dur-

ing which the Crown fought inten-
sively to retain its political and eco-
nomic prerogatives.

Ultimately, the Constitution rep-
resented the compromise between
the twin evils of anarchy and tyr-
anny. The principal mechanism by
which this compromise was reached
was to separate powers at the federal
level into three branches and then to
specifically enumerate the totality of
those powers, inferentially leaving
the remaining powers to the states.
This compromise was not enough to
ensure adoption of the Constitution.
Many were concerned that it did not
contain sufficient specific restraints
on government power. As a result,
10 amendments, which we call the
Bill of Rights, were added to the
Constitution.

There can be no doubt that the
drafters of the Bill of Rights looked
to the British experience and the
abuses of the Crown to determine
exactly what kind of governmental
conduct should be prohibited.! One
of those abuses was the historical
practice of the Crown of invading
and searching persons’ homes and
then utilizing the information ob-
tained in subsequent criminal prose-
cution. As a result, the Fourth
Amendment to the Constitution pro-
vides that:

The right of the people to be secure in their
persons, house, papers and effects against
unreasonable searches and seizures shall
not be violated; and no warrants shall
wssue but upon probable cause, supported
by oath or affirmation and particularly
describing the place to be searched and the
persons or things to be seized.

To understand some of the major
privacy issues currently on the na-
tional agenda in the U.S., the scope
of the Bill of Rights must be exam-
ined. Persons generally labeled as
“conservative” in legal parlance say
judges should not be allowed to ex-

pand the protections of the Bill of
Rights beyond its specifically enu-
merated provisions. The argument
underlying this view is that judges
with lifetime tenure will legislate
their own particular views of consti-
tutional scope if allowed to expand
the document in that manner. Such
judicial legislation is undemocratic
and undesirable because federal
judges are the government officials
least responsible to the electorate.
The opposing view, which was at
one time the prevailing Supreme
Court view on the Constitution but
may no longer be, is that the Consti-
tution represents a broad statement
against governmental excess. Thus, it
cannot retain any vitality if it is inter-
preted to prohibit only those excesses
engaged in by the British Crown in
the 500 years before the American
revolution.2 According to this view,
the intent of the writers of the Con-
stitution in limiting government’s
powers is a guide to its interpreta-
tion, not a limitation on it. Some of
the leading constitutional cases of the
past half century have been predi-
cated on this approach, including
Brown vs. Board of Education [5] (strik-
ing down school segregation), Gris-
wold vs. Connecticut [8] (striking down
Connecticut’s prohibitions on the

'For example, the right to cross-examine wit-
nesses was directed against the Crown’s practice
of convicting political opponents through hear-
say witnesses; the right to a jury trial and to a
grand jury indictment was designed to preserve
the insulation against prosecutorial abuse pro-
vided by such citizen intermediaries; the First
Amendment guarantees of free speech, petition
and assembly were directed at governmental
efforts to stifle free speech.

2In the milestone case of McCulloch vs. Mary-
land, 4 Wheat. 316, 407 (1819), Chief Justice
Marshall set forth the expansionist notion of
constitutional interpretation that “we must
never forget that is a constitution we are ex-
pounding.” This notion was articulated in a case
upholding government action under the Com-
merce Clause of the Constitution that was prob-
ably beyond what the founding fathers would
have articulated as legitimate governmental
action.
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sale of contraceptives), and Roe vs.
Wade [15] (striking down prohibi-
tions against abortion). Certainly the
latter two contain explicit privacy
protection components.

The defendants in Olnstead were
convicted of violating the National
Prohibition Act. Evidence of the de-
fendants’ involvement in a large-
scale liquor importation and distri-
bution conspiracy originated with a
wiretap placed on several of their
telephones by federal agents without
a court order. The defendants urged
that this violated their Fourth
Amendment rights. A majority of the
Supreme Court held that protection
of the sanctity of one’s home, gov-
erned by the Fourth Amendment,
did not apply to telephone communi-
cations. Justice Brandeis, the author
of the famous Law Review article on
privacy 30 years earlier, dissented.

Justice Brandeis’s dissent was
predicated on the notion that the
words of the Constitution were de-
signed to “approach immortality as
nearly as human institutions can
approach it” and that “in the applica-
tion of a constitution, . . . our con-
templation cannot be only of what
has been but of what may be” [2]. He
readily acknowledged that the
Fourth Amendment was directed
against invasions of the sanctity of
the home, but added that “time
works changes, brings into existence
new conditions and purposes. Sub-
tler and more far-reaching means of
invading privacy have become avail-
able to the Government. ... [A]
principle to be vital mus: be capable
of a wider application than the mis-
chief which gave it birth. This is par-
ticularly true of constitutions” [2].

Brandeis then shifted privacy con-
cepts from the “right to be let alone”
value of his earlier article to commu-
nications privacy. Relying on a case
that applied constitutional protection
to the mail, he noted there was no
difference between a sealed letter
and a private phone call. In fact, “the
evil incident to invasion of the pri-
vacy of the telephone is far greater”
because “the privacy of persons at
both ends of the line is invaded. . . .
[tlhe tapping of a man’s telephone
line involves the tapping of every
other person whom he may call or
who may call him” [3]. His synthesis
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of the two privacy concepts under
what he felt should be constitutional
protection then followed:

The makers of our Constitution undertook
to secure conditions favorable to the pur-
suit of happiness. They recognized the sig-
nificance of man’s spiritual nature, of his
feelings, of his intellect. They knew that
only a part of the pain, pleasure and satis-
factions of life are to be found in material
things. They sought to protect Americans
in their beliefs, their thoughts, their emo-
tions and their sensations. They conferred,
as against the Government, the right to be
let alone—the most comprehensive of
rights and the right most valued by civil-
ized men. To protect that right, every un-
Justifiable intrusion by the Government
upon the privacy of the individual what-
ever the means employed, must be deemed
a violation of the Fourth Amendment.

Brandeis’s dissent in Olmstead be-
came the law in the U.S. approxi-
mately 40 years later in Katz wvs.
United States [10]. In overruling the
Olmstead case, the Supreme Court in
Katz held that “the Fourth Amend-
ment protects people, not places. . . .
[Wlhat [a person] seeks to preserve
as private, even in an area accessible
to the public, may be constitutionally
protected.” Because there was a “rea-
sonable expectation of privacy” [11]
in connection with a call placed in a
public telephone booth, the Fourth
Amendment was held to apply, re-
quiring that a court order be ob-
tained before a telephone tap was
placed. Legislation specifying the
need for a court order to permit a
wiretap was then passed. It set forth
standards for permitted wiretaps and
also for conduct designed to mini-
mize privacy invasions once taps
were permitted. Use of information
obtained from a tap was also re-
stricted. Thus, under federal law
today, for either the federal govern-
ment or state government to obtain a
domestic wiretap, an application
must be made to a magistrate or a
judge in which the government es-
tablishes reasonable grounds to be-
lieve such a wiretap will reveal evi-
dence of a crime. (Such taps were
obtained and used with great success

3The inevitable involvement of third parties so
feared by Brandeis had led to a requirement 1o
minimize the scope of intercepted material. See

[4]-

in the recent conviction of organized
crime boss John Gotti in New York
City.)

While the wiretap legislation
passed in the wake of the Kafz deci-
sion contemplated assistance to law
enforcement on a case-by-case basis,
the legislation did not require that
systems facilitate wire surveillance.
The FBI has proposed that commu-
nications systems not be wiretap
proof. If adopted, such subordina-
tion of technology to law enforce-
ment techniques would be a major
first.

From Katz to the Present

Since Olmstead and Katz, advances in
electronics, computers, and other
technologies have accentuated pri-
vacy concerns in two broad arenas—
surveillance and personal data pro-
tection.

The surveillance category em-
braces, among other things, the gov-
ernment’s increasing facility for un-
detectable electronic wiretapping
and monitoring of computer net-
work traffic. The most profound
expansion in surveillance monitor-
ing, however, is not governmental
but private. Today, businesses rou-
tinely monitor employee work habits
and personal proclivities by record-
ing keystrokes per minute at em-
ployee workstations, by scanning
employees’ email messages, or by
recording the destination, duration
and time of outgoing personal phone
calls by employees. In the interest of
efficiency, airlines instruct their res-
ervation clerks to take reservations in
under two minutes “total average
talk time (TATT)” [12]. Directory
assistance operators are evaluated
against a standard that imposes a 29-
second average call length [12].
There are even reports of journalists
drafting stories at their computers
being interrupted by networked su-
pervisors objecting to the author’s
choice of words [12].

The inclusion of personal infor-
mation in a myriad of databases and
the ease with which one’s name, ad-
dress and personal information are
transferred and used for purposes
unrelated to the one for which it was
originally obtained is a source of
great concern. Such lists are often
effortlessly integrated with one an-
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for achieving meaningful protection.

other (often by reference to a com-
mon identifier such as the U.S. Social
Security Number) to produce rather
detailed portraits of individuals and
their habits, purchases, histories.
Often the individual is unable to
avoid inclusion or to correct infor-
mational errors.

The legislatures in many countries
recognize both the political and emo-
tional value of privacy protection and
have, in the last 20 years adopted a
variety of strategies for achieving
meaningful protection. At the heart
of these efforts are a set of guiding
principles concerning collection, use
and dissemination of personal infor-
mation.

In the U.S., those principles were
articulated in a 1973 report by the
Department of Health, Education
and Welfare, which proposed a Code
of Fair Information Practices for au-
tomatic personal data systems.*
These, however, apply only to the
federal government. The following
year, Congress passed the Privacy
Act, which purported to incorporate
the Code in restricting public sector
uses of federal, but not state, local or
private, records. Yet, in practice the

*The five principles underlying the Code are
(1) There must be no personal data record-
keeping systems whose very existence is secret,
(2) There must be a way for an individual to
find out what information about him is in a rec-
ord and how it is used, (3) There must be a way
for an individual to prevent information about
him that was obtained for one purpose from
being used or made available for other pur-
poses without his consent, (4) There must be a
way for an individual to correct or amend a rec-
ord of identifiable information about him, and
(5) Any organization creating, maintaining,
using, or disseminating records of identifiable
personal data must assure the reliability of the
data for their intended use and must take pre-
cautions to prevent misuse of the data. Secreta-
ry’s Advisory Committee on Automated Per-
sonal Data Systems, Department of Health,
Education, and Welfare, Records, Computers,
and the Rights of Citizens xx (1973).

Act has come to be recognized as a
weak protector of personal privacy
because an exception, which permit-
ted “routine use” of data, has been so
widely applied as to diminish the
Act’s force [6].

The U.S. Congress has passed laws
attempting to deal in part with Pri-
vacy Act limitations, such as “routine
use” and specific subjects not covered
by the Privacy Act. These have ad-
dressed individual problems with
separate pieces of legislation, each of
which functions under the broad
canopy of the 1974 Privacy Act. In
the communications privacy sector,
the leading legislation is the Elec-
tronic Communications Privacy Act
of 1986. That Act requires the gov-
ernment to obtain a court order be-
fore intercepting most forms of elec-
tronic communications, broadly
defined. Exceptions that permit elec-
tronic monitoring in the regular
course of business and with an indi-
vidual’s prior consent many permit
employer monitoring of email sys-
tems, though this issue has yet to be
settled by a court [9]. Legislation
since the enactment of the Privacy
Act has not, however, created an ef-
fective oversight mechanism to give
teeth to existing privacy protections.

In contrast to the U.S.’s approach
of adopting specialized legislation to
fix particular problems as they arise,
other nations have adopted broad
prospective data protection codes
which may require data collectors to
register with the government (UK,
Sweden), or may impose a blanket
prohibition on public and private
data uses without the consent of the
data subject (as in a proposed direc-
tive by the European Community).

The broad approach to data pro-
tection was expressed in a set of

Guidelines issued in 1980 by the
Organization of Economic Develop-
ment. The Guidelines, which echo
the principles behind the Code of
Fair Information Practices, apply
minimum standards to data col-
lected, stored, processed or dissemi-
nated in either the public or private
sector which identifies or could iden-
tify an individual. Many member
nations and private organizations
look to the Guidelines when drafting
data privacy laws or policies.®

Recently, the European Commu-
nity has debated adopting a directive
that would harmonize the data pro-
tection laws of its member states and,
restrict transfer of personal data
from a member state to another state
that lacks “adequate™® protection fgr
personal data. Furthermore, a mgre
recent proposal would protect per-
sonal data and privacy in the cAft)ext
of public digital telecommunications
networks, in particular the inte-
grated services digital network and
public digital mobile networks. The
new proposal would extgnd existing
principles to the colleftion, storage
and processing of personal data by a
telecommunications organization.

It should be apparent from this
brief overview of present privacy
protections that we are behind. His-
torically, it is clear that the law has
adapted to technological changes,
but not at a fast pace. The antece-
dents of electronic communications
had been in place for almost a cen-
tury by the time Kafz was decided.
The rate of technological change

5The U.S. is not a signatory to the Guidelines,
though 140 U.S. companies have adopted
them. See {14].

5The scope of “adequacy” is an obvious source
of dispute.
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since Katz makes it unthinkable that a
comparable period will lapse before
legal constraints are developed that
take into account the extraordinary
changes in technology that computer
electronics represent.

Certainly, we are not there today.
In the U.S. a patch-work of laws deal
with smaller problems,” but none
approaches the breadth of the prob-
lem, either at the governmental or
the private level. While Guidelines
and Codes represent broader efforts
in the right direction, these are just
guidelines and are not self-enforc-
ing. They do not give anyone a legal
claim that can be used across the
board to deal with governmental or
nongovernmental privacy invasions.
We are, then, approaching a cross-
roads: either legislation with teeth
will be enacted or the technological
changes will simply swallow up pri-
vacy rights. As this task is ap-
proached, it must be remembered,
however, that privacy is not the sole
interest involved.

Countervailing Considerations
A world of total privacy is neither at-
tainable nor desirable. Perhaps the
"most compelling policy against total
privacy is the government’s right to
Frosecute violations of the law. For
example, if one’s financial records
werk totally protected by a right to
privacy it would be difficult, if not
impassible, for the government to
prove tax evasion. Surely, it cannot
be contended that the government’s
power to'enforce its tax laws should
be subordinated to a citizen’s right to
privacy so that tax evasion prosecu-
tions would be a practical impossibil-
ity.
This illustration 1is, however,
merely part of a larger perspective in
law enforcement. If law enforcement
is left to investigate only crimes in
which neither communications nor
data are essental proof, it is unlikely
that prosecution of crimes such as
murder, assault, rape, and robbery,
would be significantly affected. What

"Recent U.S. privacy legislation tcuches many
aspects of daily life including arrest records,
bank records, cable television billing, computer
data banks (public and private), credit report-
ing, electronic eavesdropping, employment
polygraphing, employment records, medical
records, school records, social security num-
bers, surveillance technology, tax records and
wiretaps. See [7].

would be affected, however, is prose-
cution of business crime. The end
result would be a contour to law en-

forcement that is decidedly class- -

focused.

Generally speaking, persons com-
mit crimes in the most likely manner
to get what they want—usually
money or injury to another—in a
way least likely to result in detection.
Thus, crimes of violence tend to be
committed by persons without the
means of committing more subtle
criminality. The robber of a bank or
the mugger on the street does not
have the means to steal more quietly.
The president of a bank, or a Savings
and Loan institution, however, has
the luxury of stealing quietly, where
not just the criminal, but the crime
itself, must be uncovered, unlike the
case of the robbery or mugging. If
privacy rights precluded the govern-
ment’s ability to obtain information
necessary to prosecute the crimes of
those with means, the wealthy would
essentially be immune from criminal
prosecution and law enforcement’s
efforts would be directed almost to-
tally at the poor.

While investigation and prosecu-
tion necessarily require the govern-
ment to obtain information that
might otherwise be private,” the gov-
ernment’s obtaining of information
does not necessarily mean it will be
made public. When the government
subpoenas bank or other financial
records as part of a criminal investi-
gation, these records are subject to
the same secrecy constraints that
apply to any information obtained by
a grand jury.® It is only if criminal
charges are brought that such data
may become public. However, in
such cases, the government’s interest
in enforcing its criminal laws seems
paramount. While privacy protec-
tions may weaken in the case of crim-
inal investigation, it should be re-
membered that such an investigation
is an exceptional case and establishes
no general rule. Moreover, even in
the case of a criminal investigation,
there are internal privacy constraints

8Rule 6 of the Federal Rules of Criminal Proce-
dure makes grand jury proceedings secret and
prohibits the participants from disclosing infor-
mation gained during an investigation. While
there are dozens, if not hundreds, of federal
grand juries functioning at any one time, grand
jury leaks are rare.
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such as the need for a warrant and
grand jury secrecy.

Notait lijgation is criminal litiga-
tion. When a person sues for injuries
relating to an automobile accident,
the person sued has the right to ob-
tain the plaintiff's medical records in
an effort to show that either the inju-
ries complained of are not as severe
as alleged or that they are attribut-
able to an injury antedating the acci-
dent. In such a case, the plaintiff has
no valid privacy right to such rec-
ords, and court process-—a subpoena
or a formal discovery request is the
mechanism by which otherwise con-
fidential information is provided to
the defendant and perhaps, ulti-
mately made a part of the public rec-
ord. It makes no sense to say that the
plaintiff, who has placed his or her
medical condition in issue, should
have a privacy right to keep that con-
dition from being fully litigated. And
because it is court process that per-
mits access to otherwise confidential
data, the court is available to curb
excesses or needlessly broad discov-
ery into the plaintiff’s medical condi-
tion.?

Conclusion
There is little doubt that in the fu-
ture, many records presently stored
in nonelectronic form will be re-
tained in electronic databases. This
poses the risk that through networks
such records will be accessible to
large numbers of persons to whom
these records would otherwise be
inaccessible. It is axiomatic that what-
ever privacy protections apply to
such records must not be lost simply
because the mechanism of retention
has changed. Thus, for example,
medical or bank records which are
afforded privacy protection under
existing law!? should not lose the pri-
vacy protection they have under
present law simply because the way
in which they are stored leaves them
vulnerable to electronic detection.
The required privacy must be main-
tained.

There is an inverse to this conclu-
sion. Just as privacy should not be
lost when the storage mechanism

9The defendant, in an automobile case alleging
injury to plaintiff's leg ought not, for example,
be able to obtain financial records relating to a
digestive disorder.



becomes electronic, privacy rights
should not be acquired when other-
wise nonprivate records are stored
electronically. If business records,
for example, are transferred from
cumbersome books and ledgers onto
an electronic data base, that transfer
does not render them subject to pri-
vacy constraints simply because they
are stored electronically. Otherwise,
law enforcement of any kind of busi-
ness crime would be heavily bur-
dened and for no valid reason.!!

With respect to communications
privacy, the constitutional prohibi-
tion against unlawful searches and
seizures, held to create a zone of pro-
tection within a reasonable expecta-
tion of privacy, should and does ex-
tend to electronic communications.
The 1986 Electronic Communica-
tions Protection Act prohibits gov-
ernment interception of electronic
communications without probable
cause [17]. Similar constraints apply
in other countries.}? Caller-ID tech-
nology, which gives the recipient of a
phone call access to the source of the
call raises additional privacy issues.

Although private wiretaps are also
prohibited [16], restraints on private
interception of email and network
communications are presently not
promising in terms of individual pri-
vacy protections.!® Certainly if the
“reasonable expectation” standard is
the legal basis for private privacy
protection, an employer, by notice,
can effectively remove such expecta-
tion from an employee by simply
stating that all information placed on
a company computer is the property
of the employer, a practice that has
been followed.!* It would follow al-
most inevitably that if an employer
does not so advise an employee, the
expectation of privacy would be rea-
sonable.

10Gee, for example, the Ban Secrecy Act, codi-
fied at 12 U.S.C. 1829b which requires banks to
retain certain private records useful in criminal
prosecution.

1 As a parallel, documents otherwise producible
pursuant to subpoena do not lose their discov-
erable status simply because they are trans-
ferred to an attorney. The attorney/client privi-
lege covers confidential communications, but
does not make the attorney an impregnable
warehouse to documents antedating such com-
munications.

'2See, e.g., Japanese Constitution, art. 11IV.

There is no doubt that we are now
at a crossroad. Technology will have
a major impact on our lives and val-
ues as we understand them, unless
we act and act quickly. Those to
whom Brandeis’s description of pri-
vacy and its importance in a civilized
society evokes assent do not have
much time. The rate of technological
change will render privacy obsolete.
During the critical period in which
we can prevent the destruction of
privacy, we cannot proceed on the
assumption that those with power
share our views and can be counted
on to preserve our values. Brandeis
saw the pitfall in such hopes as well
when he said that “the greatest dan-
gers to liberty lurk in insidious en-
croachment by men of zeal, well-
meaning but without understanding
[13].

We must understand, and we must
act.
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