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ABSTRACT

This paper proposes a compositional method for verifying
the safety of a dynamical system, given as an interconnec-
tion of subsystems. The safety verification is conducted by
the use of the barrier certificate method; hence, the contri-
bution of this paper is to show how to obtain compositional
conditions for safety verification.

We show how to formulate the verification problem, as
a composition of coupled subproblems, each given for one
subsystem. Furthermore, we show how to find the com-
positional barrier certificates via linear and sum of squares
programming problems.

The proposed method makes it possible to verify the safety
of higher dimensional systems, than the method for cen-
trally computed barrier certificates. This is demonstrated
by verifying the safety of an emergency shutdown of a wind
turbine.

Categories and Subject Descriptors

1.6.4 [Simulation and Modeling]: Model Validation and
Analysis

General Terms
Verification, Theory

Keywords

Compositionality, Safety analysis, Dynamical systems, Reach-
able sets, Sum of squares

1. INTRODUCTION

Safety verification is an important part of developing a
control system. Safety verification ensures that a control
system does not violate any state constraints. Numerous
methods have been developed for verifying the safety of a
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system; see [5] for a review. These methods range over an-
alytical methods, numerical simulation-based methods, and
discrete abstraction methods.

The safety verification determines if the reachable states
of a system intersect a set of unsafe states. Computing the
reachable states of a dynamical system is in general very
difficult, as seen in [9]; hence, it may only be possible for
systems of low dimension. Therefore, several methods have
been developed to approximate the reachable set of a dy-
namical system. In [4], the reachable states are approxi-
mated based on simulated trajectories, by exploiting that
trajectories initialized close to each other stay in the prox-
imity of each other.

Another class of methods, e.g., [1] verifies the safety of
a system, by using the vector field to find invariant sets
that do not include the unsafe states. Similarly, the papers
[13, 12], provide a method for calculating barrier certificates
for safety analysis of continuous, stochastic, and hybrid sys-
tems. The idea of these works is to find a barrier function
that is decreasing along system trajectories, and has a zero
level set (a so called barrier), which no solution trajectory
crosses. If the set of initial states is a subset of the zero sub-
level set of the barrier function, and the set of unsafe states
is in its complement, then the system is safe.

Common to the previously mentioned methods is that
they verify the safety of a system, by studying a system
directly. However, it may be beneficial to study a system as
an interconnection of subsystems, and decompose the verifi-
cation problem into smaller subproblems. This is suggested
for compositional stability analysis in [16].

In this paper, we show how the barrier certificates in [13,
12] can be generated for a system, given as an intercon-
nection of subsystems. Compositional conditions are given
for finding barrier certificates. Additionally, linear matrix
inequalities (LMIs) and sum of squares (SOS) are used to
generate the barrier certificates, which are solved numeri-
cally, by use of SOSTOOLS for MATLAB [14].

The paper is organized as follows. Section 2 explains the
verification problem in terms of barrier certificates, and Sec-
tion 3 explains how to reformulate the verification problem
by a composition of certificates generated individually for
each subsystem. Section 4 shows how to compute the bar-
rier certificates, both via LMIs and polynomial inequalities.
Section 5 demonstrates the use of the method, by proving
safety of a shutdown procedure for a wind turbine, and Sec-
tion 6 comprises conclusions.



2. SAFETY VERIFICATION USING BARRIER

CERTIFICATES

In this section, we present the barrier certificate method,
which can be used to verify the safety of a dynamical system.

We consider a continuous system given as a system of
ordinary differential equations

&= f(z,d), 1)

where z € R" is the state and d € D C R™ is the distur-
bance input.

For some measurable and essentially bounded disturbance
function d : R>o — D, i.e., d € Loo(R>0, D), we denote the
solution of the Cauchy problem (1) with z(0) = zo on an
interval [0, 7] by qzﬁio, ie.,
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for almost all ¢ € [0, T].

We consider a system given by I' = (f, X, Xo, Xu, D),
where f : R™"™ — R" is continuous, X C R", Xy C X,
Xy € X, and D C R™. In the safety verification, we only
consider trajectories initialized in Xy that are contained in
the set X. We verify if there exists a trajectory that can
reach an unsafe set X,.

For amap f : A — B and subset C' C A, we write f(C) =
{f(z)| x € C}. Thus, the safety of a system I is defined as
follows.

(2)

DEFINITION 1 (SAFETY). Let T' = (f, X, Xo, Xy, D) be

giwen. A trajectory ¢X0 [0, 7] — R"™ is unsafe if there
exists a time t € [0,T] and a disturbance d € Loo(R>0, D),
such that ¢X0([O,t}) NXy#0 and ¢X0([O,t]) CX.

We say that a system T is safe if there are no unsafe
trajectories.

For a function f: R"™ — R, Z(f) denotes the set
Z(f) ={z e R"[f(z) = 0}. ®3)
The safety property can be verified using the following.

PROPOSITION 1 (STRICT BARRIER CERTIFICATE [13]).
Let T' = (f, X, Xo, Xu, D) be given. If there exists a differ-
entiable function B : X — R satisfying

B(z) <0 Vz € Xo,
B(z) >0 Vz € Xy, and
0B
ox
Then the system T is safe.

() f(z,d) <0 V(z,d) € Z(B) x D.

Proposition 1 states that a trajectory initialized within
the zero sublevel set of a function B, cannot cross the zero
level set Z(B), if B is decreasing (along system trajectories)
on the zero level set. This is illustrated in Figure 1.

The set of barrier certificates satisfying Proposition 1 is
nonconvex, due to (4c). However, the following more con-
servative proposition has a convex set of feasible barrier cer-
tificates. The convexity property becomes apparent in the
computation of the barrier certificates in Section 4.
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Figure 1: Illustration of a set X, which contains the
initial set Xy and the unsafe set X,,. The dashed line
illustrates the zero level set of B.

COROLLARY 1  (WEAK BARRIER CERTIFICATE [13, 12]).
Let T' = (f, X, X0, Xu, D) be given. If there exists a differ-
entiable function B : X — R satisfying

B(z) <0 Vz € Xo,
B(z) >0 Vz € Xy, and
OB
%(x)f(x,d) <0 V(z,d) e X x D.

Then the system I' is safe.

Corollary 1 states that a trajectory of a system initialized
in a state within the zero sublevel set of a nonincreasing
function (along system trajectories), cannot reach the com-
plement of the zero sublevel set.

The difference between Proposition 1 and Corollary 1 is
that (5c¢), in contrast to (4c), must hold for all states and all
disturbances. Additionally, the inequality constraint (4c) is
strict weathers it is weak in (5¢).

3. COMPOSITIONAL BARRIER CERTIFI-
CATES

In this section, we assume that a dynamical system is
given as an interconnection of subsystems. This allows the
safety verification to be split up into smaller subproblems in
addition to some coupling constraints.

To provide an overview of the proposed compositional
setup, we initially consider an example from [16], consisting
of three interconnected subsystems. The interconnection of
the three subsystems is shown in Figure 2. Properties of the
interconnected system are to be analyzed by studying its
components as isolated systems, in conjunction with their
coupling.

Let each subsystem be described by a system of continuous
ordinary differential equations and an output map

) = fi(z1,d1,u1)

1 { — ha(21) (6a)
fa(z2,d2,u2)

PITI {y2 — ha(2) (6Db)
i3 = f3(xs,ds, us)

3 {y3 — ha(ws), (6¢)

where x; € X; C R™ is the state, d; € D; C R™¢ is the
disturbance, and u; € R% is an interconnection input, given
by w; = gi(z1,...,%i,..., 7). Here, Z; indicates that z;
is removed. Additionally, y; € R"™ is an interconnection



Figure 2:
1, %9, X3

Interconnection of three subsystems

output, given by the map h; : R™ — R". Note that the
interconnection of the subsystems gives a relation between
u; and y;. In Figure 2, yo = (y3,43), u1 = (y2,¥3), u2 = y1,
and us = y%

The output y; belongs to the set

Similarly, u; belongs to the set
Ui=gi(X1,...,Xi,..., X) CRY. (7b)

In the remainder of the paper, we present a method for
generating barrier certificates for some general topology of
the interconnection of subsystems.

Let k € IN be the number of subsystems. For i =1,...,k
we consider a system I' = ({fi }, {Xi}, {Xo,i }, {Xuwi }, {Di}),
where {f;} is a collection of continuous vector fields with
fi : Rni+mi+% — ]Rni, X; - RnT, XO,i7Xu,i C Xi, and
D; CR™. Let

X=X x--xX; CR", (8a)
Xo=Xo1 X xXor CX, (8b)
Xoe=Xu1 X - xXur CX, (8c)
D=Dyx---x Dy CR™, (8d)
U=U; x - x Uz CR% and (8e)
Y=Y1x---xY,CR". (8f)

REMARK 1. The assumption that the sets X and D are
given as cartesian products of X; and D; in (8), limits the
sets that can be directly expressed; however, by using multi-
ple sets, the original set can, in principle, be approximated.
Therefore, the previous restriction does not theoretically re-
strict the method, but it may complicate the computations
involved in the safety verification.

In the following, we present two lemmas that show how to
compose the inequality constraints on the barrier function
and its derivative in Proposition 1 into separate constraints
for the subsystems and coupling constraints. We omit the
proofs of both lemmas, as they are straightforward.

In Lemma 1, we let the vector field be given as an inter-
connection of subsystems, and show that (4c) can be com-
posed into an inequality constraint for each subsystem, and
a coupling constraint.

LEMMA 1. Let k € IN. Let ¢ = (z1,...
(d1,...,dk) S D, u = (U1,...

,.Tk) e X, d =
,uk) cU,y= (yl,...,yk) €
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Y, where X, D, U, Y are given as shown in (8). For i =
1,...,k let
1 fi(z1,di,ur)
= : = f(z,d), (9a)
Tg Jr(Tr, di, ur)
Ui = gi(T1, .oy Tiy ooy Th), (9b)
Yi = hi(wi). (9¢)

Suppose that there is a bijective map ¥ : U — Y.
Then there exists a continuous function ¢ : R™ — R such
that
px)f(x,d) <0 Y(z,d) € X x D (10)

if for i = 1,...k there exist continuous functions ¢; :
R" — R andv; : R%"" — R such that for all (zi,di,us) €
Xi X Di X UZ

wi(xi) filwi, diy ui) < 7i(wi, h(xi)) and
Z’yi(ui, h(fbl)) S 0.

(11a)
(11b)

Lemma 1 can be used to decompose (4c) into an inequal-
ity constraint for each subsystem in addition to a coupling
constraint.

LEMMA 2. Let k € N. Fori=1,...,k let f; : R™ - R
be a continuous function, and X; C R™ be compact. There
exists a constant ¢; € R for all i such that

fi(zi) — ¢ <0 Va; € X; and (12a)
> <0 Yz € X, (12b)

if and only if
(13)

Using Lemma 1 and Lemma 2, we rewrite Proposition 1
as follows.

PROPOSITION 2. Let k € IN and let the dynamical system
D= {fi}, {Xi}, {Xo0:}, {Xwi}, {Di}) be given. If there ex-
ist differentiable functions B; : X; — R, constants o, B; €
R, and functions v; : R4 — R fori=1,...,k such that

BZ(ZEZ) +a; <0 Vo, € XO,i, (14&)
Bi(z;i) — B >0 Vz; € Xu,, (14Db)
0B;
oz (@i) fi(@i, diyui) < yi(us, hi(wi)) (14¢)
for all u; € Ui, x; € Z(B;), d; € D;,
and for all u; € U, x; € Z(By)
(14d)

Zai > 0, Zﬂz > 0, Z%(uz,hz(mz)) <0.

Then the system T is safe.

Proor. We show that Proposition 2 ensures that the con-
ditions in Proposition 1 are satisfied. Let = = (x1,...,zx)"
and B : R " — R be defined as B(z) = Y, Bi(z:).



By Lemma 2, (14a) and (14b) are by the satisfaction of (14d)
equivalent to

B(z) <0 Vz € X, (15a)
B(z) >0 Vz € X,. (15b)
Finally, by (14c¢) and (14d)
9B;
(i) f(mi, disui) <> vilwi, hi(z:)) <0

for all uw; € Ui, x; € Z(Bs), di € D;.

This is by Lemma 1 equivalent to (4c). Hereby, the system
T is safe. [J

The inequality constraints (14a)-(14c) must be satisfied for
each subsystem, and (14d) couples the subproblems. Notice
that the function B is decreasing along the solution, but each
function B; is not necessarily decreasing along the solution.

In the following, we rewrite Corollary 1 using the same
technique.

COROLLARY 2. Let k € IN and let the dynamical system
= {fi}, {X:}. {Xo,i}, {Xw:}, {D:}) be given. If there ex-
ist differentiable functions B; : X; — R, constants o, 8; €
R, and functions v; : R4 — R fori=1,...,k such that

B¢(1)1) +aoa; <0 Vo; € Xo,i, (16&)
B1(l‘1) — ﬁl >0 Va; € Xuﬂ', (16b)
0B;
i) fi(xi, diywi) < viug, hi(zs
S @O i) S uu b))
fO'I“ all u; € Ui, xT; € Xi7 d; € Di,
and for all u; € U;, z; € X;
(16d)

Zai >0, Zﬂi >0, Z’Yi(uuhz‘(ﬂ%)) <0.
Then the system 1" is safe.

Proposition 2 and Corollary 2 provide compositional con-
ditions for the safety verification. In the next section, we
show how to compute the barrier certificates.

4. COMPUTATION OF BARRIER CERTIFI-
CATES

In this section, we show how to compute barrier certifi-
cates from the conditions set up in Section 2 and Section 3.

Remark that any desired computational method may be
applied to find the barrier certificates, and that different
methods can be applied on different subproblems for the
compositional conditions in Section 3. This is beneficial if
some subsystems are linear and others are polynomial.

To demonstrate the computation of barrier certificates, we
show how to compute the barrier certificates using sum of
squares programming and linear programming. The primary
focus is on sum of squares programming, as it is a general-
ization of linear programming. Therefore, we only explicitly
formulate LMI conditions for the solution of Corollary 2.

To do the computations in a tool such as MATLAB, we re-
strict the vector fields to be linear (for linear programs) and
polynomial (for sum of squares programs). Furthermore,
we parameterize the barrier certificates as polynomials, re-
spectively quadratic forms, and require the invariant, initial,
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unsafe, and disturbance sets to be given by linear and poly-
nomial equality or inequality constraints.
First, we set up some notation about polynomials.

DEFINITION 2
n variables x1, . ..

mials
p(z) = Z Cax®™ = anaz‘f‘l -

where co € R and the sum is over a finite number of n-tuples
a=lat,...,an] with a; > 0.

The total degree of a monomial z% is a3 + - -+ + ay,. Ad-
ditionally, the total degree of a polynomial is equal to the
highest degree of its component monomials. The degree of
a polynomial p is denoted by deg(p).

We only consider polynomials with real valued variables,
and denote the set of polynomials in n variables by Pp.
Recall that a map f : R" — R™ is said to be polynomial
if its coordinate functions are polynomials, i.e., f; € P, for
i=1,...,m; hence, f € P,

Sum of squares polynomials are used in the generation of
safety certificates and are explained in the following, based
on [10].

DEFINITION 3. A polynomial p € P, is called sum of
squares (SOS) if

(PoLyNOMIAL [10]). A polynomial p in
, T, 1S a finite linear combination of mono-

(20

oz,

(17)

(18)

k
p=>_p
i=1

for some polynomials p; € Pp with i =1,... k.

We denote the set of sum of squares polynomials in n vari-
ables by 3.

The set of sum of squares polynomials is a subset of non-
negative polynomials [10], which can be treated using semidef-
inite programming, as described below.

The existence of a sum of squares decomposition of a poly-
nomial p € P,, with d = deg(p), can be expressed as a
semidefinite programming feasibility problem. Therefore,
the formulation of a problem as sum of squares makes the
problem computationally tractable; however, the number of
decision variables in the program is

~ (n+2d\ _ (n+2d)!
¥ ("124) =

2d!n!

In the search for sum of squares polynomials, it is ex-
ploited that the existence of a SOS decomposition of a poly-
nomial p is equivalent to the existence of a positive semidef-
inite matrix Q = QT > 0 such that

p=2"QZ,

(19)

(20)

where Z is a vector of monomials of degree less than or equal
to half the degree of p.

Let k,l € N, let a; ; € P for (4,7) € {1,...,1}x{1,... ,k},
and w; € R. An SOS programming problem is

k

minimize w;c; subject to 2la

(c1,eey ck)GIRkj; 7 ( )
&

aio+ Y e is SOSVi=1,...,1. (21b)

j=1

It is seen that an SOS programming problem is a minimiza-
tion of a linear cost, subject to SOS feasibility constraints.



4.1 Computation of Barrier Certificates

To compute barrier certificates using sum of squares pro-
gramming, we restrict the vector fields to be polynomial.
Furthermore, the invariant, initial, unsafe, and disturbance
sets must be semialgebraic sets, i.e., be given by polynomial
inequalities, as follows.

Let gx : R® — RFX | gx, : R® — R"¥o, gy, : R" —
R*Xu, and gp : R™ — RFP for some kx, kx,, kx,,kp € N
be given as vectors of polynomials g; € P, i.e., for example

gx € PEX and gx = [g1,... 7gkX]T. Then
X ={z € R"|gx(z) > 0}, (22a)

Xo = {z € R"|gx,(z) > 0}, (22b)

Xu = {z € R"|gx, (z) > 0}, (22¢)

D={de Rm|gD(d) > 0}, (22d)

where the inequalities in (22) are satisfied entry-wise.

EXAMPLE 1. We show how (22) can be used to form a
cylindrical set. Let x € R®, 1 min, T1,max, T2.c, Ta,c, 7 € R
and gx be

(ml - ml,min) T1,max — xl)

r? — (zo — m2,0)* — (23 — w3,0)?| " (23)

gx(x) =

It is seen that gx(x) > 0, when x1 € [Z1,min, T1,max] and
(z2,23) is in the disk centered at (x2,c,xs,c) with radius r.
This implies that the set X given by (22a) and (23) is a
cylinder.

In the computation of barrier certificates, we use a gener-
alization of the S-procedure [2], which is shown in Lemma 3.

LEMMA 3. Let V be a subset of X CR"™. Let f € P, and
g € PE. Suppose g(x) > 0 (element-wise) for any x € V. If

1. Xe X and
2. f=ATgeX,.
Then f(z) >0 for allz € V.

Now we can compute barrier certificates that satisfy Propo-
sition 1 using sum of squares.

PROPOSITION 3. Let the system I' = (f, X, Xo, Xu, D)
and polynomials g. shown in (22) be given, and let €1, €2 > 0.
If there exist B € Pn, Ax, € Eﬁxo, Ax, € B2, Ap €

Prtm, and Ap € Eﬁﬁm such that
_B-— /\;f(OgXO’ (24a)
B—¢€ — )\};ngu, and (24b)
0B
OB Xbgo LB (24c)

are sum of squares. Then the system I' is safe.

As Proposition 3 follows directly from Proposition 20 in [13],
no proof is provided. However, all conditions follow directly
from Lemma 3. Consider (24a), where B € P,,, gx, € PI;XD,
Ax, € Zixo, (24a)e X,, and gx,(z) > 0 for any = € Xo.
Then B(z) <0 for all z € Xo.

Note that (24c) contains a scalar product between Ag and
B, which are both unknown. This is the reason why the
conditions in Proposition 3 cannot be found directly by an
SOS programming problem, neither by a linear program for
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CX e N
0— - = >
Tmin Lmin Tmax Lmax x

Figure 3: Illustration of gx and the sets X =

[xmin,xmax] and X = [i‘mjn,iimax], given by ax and §X.

quadratic B. Therefore, we generate an iterative algorithm
for solving the problem. This algorithm is similar to iterative
algorithms used for solving bilinear matrix inequalities via
LMIs, see [6].

In the following iterative algorithm, it is necessary to get
a feasible solution in each step. Therefore, the barrier cer-
tificate is initially found for only a subset of the disturbances
D C D, initial conditions Xo C Xy, etc., to ease the feasi-
bility. Let cx € ]R];’g be a vector of nonnegative numbers.
Let gx = gx — cx and define

X ={z € R"|jx(z) > 0} C X. (25)

By decreasing each entry of cx, the set X is enlarged, and
if cx = 0 then X = X. This is illustrated in Figure 3 for a
set given by gx () = (* — Tmin)(Tmax — ).

It is seen that the map gx generates the set X = [Zmin, Tmax]
and X = [Zmin, Tmax). If cx is greater than the maximum
value of gx, then X =0.

ALGORITHM 1. Let the system I' = (f, X, Xo, Xu, D) and
polynomials g« shown in (22) be given.

0. Initialization: Choose vectors cx, € Ri}é°7cxu S
R’;’é“mD S IRI;% such that each entry c; . is suffi-
ciently large and define polynomials §. = g«—c«. Choose
€1,€2 > 0 and specify a polynomial A\g € Pntm, €.g.,

k
by choosing Ap = 0 or 1. Find B € Ppn, Ax, € ano,

Ax, € 50X and Ap € 52 such that
— B — XX, 3%o» (26a)
B — e — Ax,Jx., and (26D)
OB i
- %f —e2— Abgp — A5 B (26¢)

are sum of squares.

1. Fizx the barrier certificate: Fiz B obtained from the
previous step. Choose vectors Acs. > 0 and update cy,
such that c. := c« — Ac« and redefine the polynomials

Gr = gu — cv. Pind Ax, € 5050, Ay, € 525 Ap €
Prtm, and Ap € Efﬁ_m such that (26) are sum of
squares.

2. Fixz multiplier: Fiz A\p obtained in the previous step.
Choose vectors Acy. > 0 and update c., such that c. :=
c. — Ac. and redefine the polynomials G« = g« — Cx.
Find B € Pn, Ax, € Zfzxo, Ax, € EZX“, and Ap €

Efﬁ_m such that (26) are sum of squares.

If all entries of the vector c. are zero, then terminate
the algorithm; otherwise, go to step 1.



If Algorithm 1 terminates, then I is safe.

Algorithm 1 alternates between freezing the coefficients of
Ap and B, to remove the product between the two unknown
polynomials in (26c). Furthermore, the set of disturbances
and the sets for which B should be positive or negative are
initially smaller than D, Xy and X, and are gradually en-
larged until they are equal to Xo and X,. In the enlargement
of the sets, it is important that a feasible solution is found
in each step of the algorithm. Notice that Algorithm 1 is
not guaranteed to terminate or converge to the global op-
timum; however, this is a general problem with non-convex
optimization problems, see e.g. [7].

Corollary 1 can be solved directly, via the following SOS
programming problem.

COROLLARY 3. Let the system I' = (f, X, Xo, Xu, D) and
polynomials g« shown in (22) be given, and let e > 0. If

k
there exist B € Ppn, Ax, € v, Ax, € ZI:LX“, Ay € 1Fx

n—+m?’
and \p € Eﬁim such that
— B — \X,0Xo> (27a)
B — €1 — \x,9x., and (27b)
0B
- (ch — Axgx — A\bgp (27¢)
X

are sum of squares. Then the system I is safe.

4.2 Computation of Compositional Barrier Cer-
tificates

In this subsection, we show how barrier certificates can
be expressed in a compositional manner, using SOS opti-
mization for Proposition 2 and Corollary 2, and using LMIs
for Corollary 2. The interconnected system can be formu-
lated as one system, but this would increase the number of
decision variables involved in the safety verification, com-
pared to the proposed compositional approach. This is an
important issue when working with SOS optimization, and
is apparent from (19).

Let k € IN be the number of subsystems, and define

g« € P In the decomposition, the considered sets are
restricted, as shown in (8), where

X; = {z; € R"|gx, (z;) > 0}, (28a)

Xo,i = {z: € R"[gx, , (x:) > 0}, (28b)

Xui = {x: € R"|gx, ; (z:) > 0}, (28¢)

D; = {d; € R™|gp,(di) > 0}, (28d)

U; = {u; € R%|gu, (u;) > 0}. (28e)

Proposition 2 is written in terms of SOS in the following.

PRrROPOSITION 4. Let k € IN, the polynomials g. shown in
(28) and the system I' = ({fi}, {X:i}, {Xo,i}, {Xuwi},{D:})
be given, and let €1,e2 > 0. If there exist B; € Pn,;, a; € R,

kx, . kx. .
Bi € R, vi € Pgytry, Axq,; € Enfo’l, Ax,., € Enf“’l, Ap; €

kp, ky,
Pr;+mi+a;s AD; € Em-!—mﬁ-qw and Ay, € Enﬁ-mi-&-% such
that

—Bi - A;F(o,i,gXo,i - Qu, (29&)
Bi — €1 — )\ﬁu,igx\l,i — ,Bi, and (29b)
- 8mfi_€2+7i—>\p,;gDi — A, Bi — A\p,g9u;  (29¢)
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are sum of squares and
o YA and — Y

are sum of squares. Then the system I is safe.

(29d)

Proposition 4 has a product between /\},i and B;, which
implies that Algorithm 1 must be used to solve it. Addi-
tionally, dual decomposition should be used to decompose
the conditions; however, this is only demonstrated for the
following SOS program for solving Corollary 2.

COROLLARY 4. Let k € IN, the polynomials g. shown in
(28) and the system I' = ({fi}, {Xi}, {Xo:}, {Xui}, {Di})
be given, and let e1 > 0. If there exist B € Pn,;, oy € R,

kxo i kX
Bi € R, vi € Pgy+r;, )‘Xo,z‘ €Xn, ", )\Xu,i €Xn; ", Ax; €

E:fjrmﬂrql" ADi € Eflirmﬂrql" and AUi € Zfb[ijimﬁrth such
that
— Bi — Axy . %0 — Q> (30a)
B; —e1 — )\}ﬂ(“‘igxuyi — Bi, and (30b)
0B;
— o it = Ax.0x = Ab,gp; — Mrgu, (300)
K3
are sum of squares and
ZO@, Zﬁi, and —Z%- (30d)

are sum of squares. Then the system I is safe.

In the following, we show how to prove safety using LMIs
based on Corollary 2. The vector field f; is given by

& = Asz; + B1,:d; + Baiu;
yi = Cizy,

(31a)
(31b)
where A; is an n; x n; matrix, Bi; is an n; X m; matrix,
Bs,; is an n; X m,; matrix, and C; is an ¢; X n; matrix. We
say that B;(z;) = z¥ Pz, g«(x:) = z¥ G.z; where P; and
G, are symmetric matrices, and «;, 8; € R. Furthermore,
we define ~; as

| ’ Iui O Ui
VT g 0 Tayf |z’

where I'y,; and I'; ; are diagonal matrices.

(32)

COROLLARY 5. Let k € IN, the polynomials g. shown in
(28) and the system I' = ({fi}, {Xi}, { X0}, {Xu.i}, {D:})
be given, where { f;} is a collection of linear vector fields, and
G. is symmetric. If there exist P, = PY, a;,8; € R, and
matrices Ty s, Tz,i given in (32), Axo.: € R0, Ax; € Rxo,
Ap; € Rxo, and Ay, € Rx>o such that

— P»; — )‘XU,iGXO,i — Oéi.[ 2 0 (33&)
P = Ax,Gx, — il >0, and (33b)
AT P+ P,A; + \x,Gx, PiB1,;
BEZ’P’L )\DiGDi
B ,P; 0
C 0
P,B>; cT
0 0
Ao, Gu, — T 0 <0, (33¢)
0 _Fz,z



and

(33d)

Then the system T is safe.

To practically solve the safety problem in Corollary 4, we
set up an optimization problem by use of dual decomposition
[3]. Dual decomposition can be used to solve different types
of optimization problems. We consider only the following
type of optimization problem.

fi(z1,y) + f2(x2,y) subject to
z1 € C1, 22 € C2, ha(z1,y) + ha(z2,y) <0.

minimize f(x) =

(34)

We decompose (34) into two separate optimization prob-

lems, which are coupled through some additional decision

variables as follows
minimize f(x) = fi(x1,y1) + f2(z2,y2) subject to

x1 € C1, x2 € Co, y1 = Y2, hi(x1,y1) + ha(z2,y2) < 0.

The dual problem can be set up, as fi and f2 have no shared
variables. The Lagrangian for the problem is

L(z1,y1, 22,92, M1, A2) = fi(z1,91) + f2(z2,92)

T (35)
+A1 (Y1 — y2) + A2 (ha (@1, y1) + ha(22,92)) -
Let A = (A1, A2). The dual function becomes
(A1, A2) = ©1(A1, A2) + p2(A1, A2), (36)
where
prN) = inf (filwryn) + ATy + daha(an,y)) . (37a)
p2(N) = inf (fQ(xz, y2) — ALys + Ao (22, y2)) . (37h)

The optimization problems for ¢ and (2 can be solved in-
dependently, given values for A1 and \2. Finally, the master
problem is

maximize ©1(A1,A2) + @2(A1, A2), (38)

with variables A1 and Ag.

To solve the master problem, we utilize the subgradient
algorithm given in [15]. Note that all functions in this paper
are polynomial, thus differentiable; hence, other gradient
methods can be used instead of the subgradient method.

Let f: R™ — R be a convex function, and let xz,y € R".
Then any vector g € R™ that satisfies

fly) > f(x)

is called a subgradient at z.

Let f : R™ — R be a convex function. Then the subgradi-
ent algorithm gives a sequence of points {x(k)}i"zo according
to

+9"(y— ) (39)

LD (R)

— Apg® (40)

where z(®) is the k" iterate, (9 is the initial point, g<k)
a subgradient of f at 2™, and Ay is the step size. When
the function f to be minimized is differentiable, then g™ is
the unique gradient of f at point z(®)

For diminishing step size, the algorithm is guaranteed to
converge to the optimal value, see [11]. Therefore, we use
the following diminishing step size

Ay =
where a > 0 and b > 0.

b+k’ (41)
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The following algorithm is used to solve the dual decom-
position for the problem shown in (34). Note that we denote

by i’%k) and gik) the optimal values of x1 and y:; for problem
(37a) at iteration k, given some A1, A2.

ALGORITHM 2. Given an optimization problem, as shown
n (34).

0. Initialization: Let k = 0, define the step size Ak, and
choose some /\(O) /\<0), e > 0.

1. Solve subproblems:
Solve (37a) to find T "< ) and "(k ,
solve (37b) to find x2 ’(k).

) and

2. Update dual variables:

M= 0 - A - 3,

)\(’f-‘rl) )\(k)—i-Ak(hl( (k)7y§k))+h2( (k) ék)))7
k:=k+1.

If |)\(k+1) )\(k)\ > ¢, then go to step 1. Otherwise,

terminate the algorithm.

Note that step 2 in Algorithm 2 tries to maximize (38).
The first observation in the considered problem is that

v; has to be a diagonal matrix; otherwise, the cost of the

optimization problem is not linear. For convenience, we let

%i be a vector containing the diagonal elements of ;. Let
A = (A1, A2, A3) the dual function is
N =i, (42)
where
wi(\) = 1£1f —Xai — Xafi + A5 7 (43)
@i \Bi T
subject to
— B — A;F(o,igxo,i — o, (44a)
Bi — €1 — Ax, 9%, — Bi, and (44b)
8B
.+ % — AD, 9p; (44c)

are sum of squares.
Remark that A3z is a vector. The dual problem becomes

)

A>0

(45)

In the following, we explain how the subgradient algo-
rithm can be used to solve the previous optimization prob-
lem. Let o (M) be the optimal value of a; for a given A.
Then the gradients of p1(A),. .., pr(\) are

gi(N) = [ai () BN %WV

From (39) and (46), we get for all u = (u1, p2, pu3) and ¢ =
1,...,k

(46)

@i(p) = pi(A) + gi(p — A). (47)

= >, vi(\), which
has a gradient g(A") = 3. g;(A*). The vector of multi-
pliers is updated according to (40), and is

AR ALgT ((k)).

The function to be maximized is ¢(\)

AL — (48)
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Figure 4: Wind turbine modeled as an interconnec-
tion of three subsystems.

It is seen that if ), a; > 0 is violated, then )\gkﬂ) > )\5’”,
as the first element of g()\““)) is negative. This puts a larger
penalty on the violation of the constraint through the dual
variable \1.

5. EXAMPLE

In this section, we demonstrate the applicability of the
compositional safety analysis, by analyzing the safety of an
emergency shutdown of a wind turbine. The emergency
shutdown procedure is simplified for presentation, and the
wind turbine model is a slight modification of the CART3
wind turbine model [8].

The wind turbine is modeled as an interconnection of three
subsystems: aerodynamics (subsystem 1), tower (subsystem
2), and drive train (subsystem 3). A block diagram of the
wind turbine is shown in Figure 4.

The wind turbine is driven by an exogenous input - the
wind vy,. Via the aerodynamics, the wind exerts a torque 1
on the rotor shaft, and a force Fi on the top of the tower.
This bends the tower and makes the rotor shaft rotate. The
rotor shaft is connected to a generator through a gear and
a generator shaft. A converter applies a torque T, to the
generator shaft.

The magnitude of the torque 7, and the force Iy depends
on the pitch angle /3, the rotor speed w,, and the wind speed
at the rotor vy — v, given by the speed of the wind vy,
and the velocity of the tower v;. These relations are usually
described by lookup tables (Cp, and C} tables); however, we
approximate them by polynomials.

In case of severe faults, a wind turbine is shut down by
pitching the blades to an angle of 8 = 90°, while applying
a constant generator torque 7y = 3,580 Nm, until the rotor
speed is below a threshold of 0.77 rad/s, from which it is not
possible to apply a torque from the generator; hence, the
wind turbine is left uncontrolled. At a pitch angle of 90°,
the aerodynamic thrust is acting in the opposite direction
of the nominal rotation; hence, it decelerates. Additionally,
by applying a relatively high generator torque, the rotor
shaft is decelerated even faster. This may cause the tower
to sway too much or twist the rotor shaft beyond the limit
accepted by the turbine structure. Therefore, we verify that
this does not happen. The subsystems of the wind turbine
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are modeled as shown in (49), and will be left without further
explanation.

O | [=convr + (e — vy)
wr,f o —Cuw, (Wr f + wr
- - ' (49a)
hl = p1:| )
P>
|:?>t_ _ _ﬁt(Ft — Byvy — ktxt):|
T | L vt (49b)
h2 = Ut
o] i J%(Tr — kA — Br(wy — Nigwg))
. 1
0A — Wy — Nigwg
w 1 (49C)
sl | (R (ks + Bulor = wy) — Ty
h3 = Wr
where
p1 = (611 + Ciawr £ + C130r + 014Wr2,f + c150;
+C16Wr,fUr) Uf
p2 = (€21 + coowr t + C230r + 024Ur2 + 025wr,fvr)vr2

2
+ c26 + Corwr g

The parameters of the wind turbine are the following: M; =
7.76-10% kg, B, = 18.6 kN/(m/s), ky = 2.7 MN/m, N, = 43,
Jo = 611.1 - 10% kgm?, B, = 24 kNm/(rad/s), k. = 24.7 -
10° Nm/rad, c,, = 11.65, co,, = 21, c11 = —32.42 - 10°,
c12 = —746.0-10°, ¢13 = 53.03-10°, ¢4 = —1.128-10°, c15 =
—18.63-10°%, c16 = 384.6-10°, o1 = 8492.6, coo = 300.88-103,
c23 = —11.85 - 10%, a4 = 3584.0, co5 = —90.32 - 10%, co6 =
318.3, and co7 = 1.692 - 10°. We have omitted the units on
the constants c., as they have no physical interpretation.
The considered region of the state space is

X1 =[2, 28] x [0.77, 4], (50a)
X = [-0.01, 0.07] x [-0.05, 0.05], (50b)
X3 =[0.77, 4] x [-25, 25] - 107° x [33.2, 172.7].  (50c)

Furthermore, the inputs to the subsystems take values in
the following sets

=[5, 25], (51a)
= [0.77, 4] x [~0.5, 0.5], (51b)
= [1.3554, 94.413] - 10°, (51c)
= [~141.86, —0.126] - 10°. (51d)

It is chosen to initialize the system in the so called full load
region, corresponding to a wind speed between 11.7 m/s and
25 m/s, where the wind turbine is operated at a constant
rotor speed of 3.88 rad/s; hence, the set of initial states is

Xoa = [11.7, 25] x [3.8, 3.95], (52a)
Xo,2 = [~0.005, 0.005] x [0.01, 0.02], (52b)
Xo3 = [3.8, 3.95] x [6.25, 6.27] - 107° x [164, 171]. (52c)

We should verify that the following unsafe sets cannot be
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Figure 5: Values of the multipliers A as a function
of the number of iterations.

reached
Xu1 =[2, 3] U[27, 28] x [0.77, 4], (53a)
Xu,2 = [-0.01, 0] U [0.06, 0.07]
x [—0.04, —0.03] U [0.03, 0.04], (53b)

X3 =[0.77, 4] x [-25, —10] - 10> U [10, 25] - 10™°
x [33.2, 172.7). (53¢c)

Now the verification problem has been set up, and we do
the verification using Corollary 4. To allow the verification,
we need to characterize X;, Xo,; , Xu,i, and U; by polynomi-
als. This is accomplished as by specifying a maximum value
Tmax and minimum value Zmin of some variable x, and then
defining

g = —(1’ — mm‘m)(x - wmax)- (54)

The polynomial ¢ is nonnegative for € [Zmin, Tmax] and
otherwise negative.

To give an impression of the convergence of the algorithm,
the values of the multipliers A1, ..., A\¢ are shown in Figure 5.
The safety of the system is verified by Corollary 4, and the
barrier function is

B(x) = 0.0388w’02 + 0.0350w7 0 + 0.748w
— 0.00869w;wg + 0.569w7 — 0.00332wg0a
+1.2230% — 97.0- 10~ %viz, — 0.2560;
+0.00173vyz? — 2.15v,@¢ 4 0.0658v; — 0.75547
+ 0.0785z + 0.00387v2 — 0.00943v,wr ¢
— 0.107v; + 0.0207w; ¢ 4 0.103wy ¢ + 1.609.

6. CONCLUSION

We have presented a method for verifying the safety of an
interconnection of subsystems. The method is based on the
identification of barrier certificates, where the certificates
are found for each subsystem, but are coupled through some
additional constraints.

The presented method allows the safety verification of
higher dimensional systems, as the verification is decom-
posed into smaller coupled subproblems, and allows subsys-
tems to be analyzed with different computational methods.

The method has been used to verify the safety of an emer-
gency shutdown procedure for a wind turbine.

(55)
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