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AHorarin
YKpaiHCBKOIO:

Kearigikariitina poboTa rpucBsiueHa 3aCTOCYBaHHIO METO/iB 3aXMCTY CUCTEMH «PO3YMHUH AiM» Bif
arak 1o tuny FATS.

Y nepiiomy po3zii NpoBeieHO TeOPeTUYHUM aHasli3 acreKTiB CUCTEMHU PO3YMHOTO JOMY Ta NMPUHLIUIIB
ii pobotu. A TakoX orvcaHui puHOUI pobortu ataku FATS.

Y npyromy po3zisi HaBeieHi Bpa3/IMBOCTI PO3YMHUX CUCTEM, a TaKOX iHIII MeTOAM Ta TEXHIKU
MOX/UBUX arak. HaBesieHi cTparerii 3axucry Bifg araku  FATS.

Y TpeTbOMy pO3/ii/ii pO3I/isiIa€TbCsl OCHOBHI MeToau 3axucty ConstRate, ProbRate, FitProbRate,
SDASL. TIposieMOHCTpOBaHi IPUHIMINA POOOTH I[UX METO/[iB, @ TAKOK e(heKTUBHICTD iX MpoTH il arakam FATS.

aHT/TiACHKOO:

The qualifying work is dedicated to the application of protection methods for the "smart home" system
against side-channel attacks and FATS attacks.

The first section provides a theoretical analysis of aspects of the smart home system and its operating
principles. Additionally, it describes the working principle of the FATS attack.

The second section outlines vulnerabilities in the smart systems, as well as other methods and
techniques of potential attacks. It presents strategies for protecting against FATS attacks.

The third section explores the main protection methods: ConstRate, ProbRate, FitProbRate, SDASL.
The working principles of these methods are discussed, along with their effectiveness in countering FATS
attacks.
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