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The End of The American Network

Canthe Internet be liberated from government meddling?

s DETAILS oF the U.S. Na-
tional Security Agency’s
(NSA) pervasive phone
and Internet eavesdrop-
ping and surveillance op-
erations emerged last summer, sales
of George Orwell’s classic novel, 1984,
were reported to have risen dramati-
cally. Orwell described an oppressive
government that continually monitors
the population through ever-present
“telescreens.” A recent newspaper arti-
cle proclaimed that “NSA surveillance
programs greatly exceed anything the
1984 author could have imagined.”

Indeed, what we have learned so
far about the wide reach of the NSA’s
operations has been quite astound-
ing. First, we learned the NSA is col-
lecting on an ongoing basis phone
records of essentially all U.S. telecom-
munications customers. Second, we
learned the NSA monitors all Internet
traffic that goes through U.S. telecom-
munications infrastructure. Third,
we learned the NSA has intentionally
weakened cryptographic standards to
enable it to circumvent encryption. All
of this has been authorized by secret
court orders. In essence, we learned
the U.S. government has stretched the
meaning of “reasonable” in the U.S.
Constitution Bill of Right’s proscrip-
tion against unreasonable searches
beyond reasonableness. NSA, indeed,
is certainly making Orwell’s surveil-
lance technology seem rather primi-
tive in comparison.

The unfolding scandal reminds me
of another aspect of Orwell’s novel.
The language spoken in Oceania, the
novel’s fictional country, is “New-
speak,” whose grammar is based on
English, but whose vocabulary is tight-
ly controlled in an effort to limit free
thought. When NSA Director James

Clapper was asked, following this
summer’s revelations, to explain his
answers given in U.S. Congress testi-
mony earlier in the spring, he replied:
“I responded in what I thought was
the most truthful, or least untruthful
manner.” I have no doubt that Orwell
would have been proud to add the
phrase “least untruthful manner” to
the vocabulary of Newspeak. Grant-
ed, NSA is, after all, an intelligence
agency, and countries do spy on each
other (at their own risk!), but the NSA
is not supposed to be a domestic intel-
ligence agency and it is not supposed
to lie to the U.S. Congress!

This phrase “least untruthful man-
ner” symbolizes for me the most dis-
turbing aspect of the NSA scandal.
The U.S. government, supposedly “of
the people, by the people, for the peo-
ple,” to quote Abraham Lincoln’s Get-
tysburg Address, has been untruthful
to its citizens for several years and has
been coercing many U.S. corporations
that operate phone and Internet in-
frastructure to be equally untruthful.
An old joke asks: “How can you tell
when a lawyer is lying?” Answer: “His
lips are moving.” There is no need
anymore to pick on lawyers; we can
substitute “NSA official” in the joke.
Our trust in the U.S. government and
U.S. corporations has been broken. It is
unlikely to be repaired in the near future.

This means, I believe, we can no lon-
ger trust the U.S. government to be the
“Internet hegemon.” During the 1990s,
when the Internet was rising while
Minitel, the French phone-based on-
line service, was declining (it was final-
ly retired in 2012), France’s President
Jacques Chirac complained about ris-
ing dominance of the Internet, which
he described as “the American Inter-
net.” While many of us snickered at
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his provinciality, Chirac was right. The
National Telecommunications and In-
formation Administration, an agency
of the U.S. Department of Commerce,
continues to have final approval over
changes to the DNS root zone. Thus, in
spite of its being a globally distributed
system, the Internet is ultimately con-
trolled by the U.S. government. This en-
ables the U.S. government to conduct
Internet surveillance operations that
would have been impossible without
this degree of control.

The main argument in favor of the
privileged position of the U.S. govern-
ment in Internet governance is that
other governments, which have been
clamoring for true internationaliza-
tion of Internet governance, perhaps
through the International Telecom-
munication Union, were viewed as less
trustworthy than the U.S. government.
With the trustworthiness of the latter
in serious decline due to the NSA scan-
dal, voices are rising again in protest of
U.S. Internet hegemony. The question
being raised is “Can there be anon-U.S.
Internet?” In fact, Brazil has already
laid out a multipoint plan to sever ties
with U.S.-controlled cyberspace.

But replacing U.S. hegemony with
hegemony by other governments,
who may not only have their own sur-
veillance operations but also attempt
to regulate content and restrict free
expression on the Internet, hardly
seems an improvement to me. The
real question, I believe, is whether we
can have an Internet that is free, or
at least freer, from government med-
dling than today’s Internet. In view of
the Internet’s centrality in our infor-
mation-saturated lives, this is a ques-
tion of the utmost importance.
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