Usable transparecy with the Data Track

A tool for visualizing data disclosures
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Today, it is practically impossible to keep track of all the traces
of personal information that we leave in our daily online activi-
ties. At the same, time there is a lack of transparency about
the way that online services handle and share our data.

Usable transparency-enhancing tools are needed to inform
users about how their data is used and shared online.
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- A transparency-enhancing tool that provides users with an
overview of the data that they have disclosed to different
online services. Allows users to check and exercise control of
the information about them that is stored at a service.

- These functionalities are possible given that online services
adopt technologies for accountability and transparency,
such as the results from initiatives like the Cloud Accounta-
bility project (www.a4cloud.eu).

The trace view visualization

Designed to support two main use cases:

What information have | sent
to which online services?

What information do online services
have about me now?

The user is represented by a profile picture in the middle of the screen. The top panel displays personal data attributes that have been disclosed to the different online services which
are displayed in the bottom panel. By clicking in one (or many) of the services at the bottom, the interface shows a trace from the service to the user, and then from the user to the
data attributes that she has released to that specific service. Clicking on a data attribute at the top shows a trace to the online services that have such attribute.

Clicking on the services' cloud icon opens a dialog where users can review and request correction or deletion of data attributes stored at the services' side.
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Support for different types of
visualizations of data disclosures

I
|
I
|
|
|
|
|
|
|
|
I
«

) ~ o
w 4 > S ° ©
Q X o ‘ ¢ S a - » x Colour can differentiate
- r- i = - —
Data attributes that = B = S @ [ Chayzes orcollected mplcity | |
th has " . & - 2% D 20 I analyzes or collected implicitly
e user < v 4
r—+
. =p [nebure bob@gmail.com
disclosed to one or = T wscries oo - s @ svotty
more online services ° a e
L Access location
The user { i g R
\ F—_— == == 4 15568 o e 5472 (porson croctcard.umber)
1
r . L Additionaly,these records are also being stored at Spotify:
Spotify [ . /
”y @ = ) ‘— dropbox.com & | : .Y ( & T —
i H Ky L (s - & =& privacy pol ==
Online services that L N E) ad & e S ——
- VISA London, 2013-03-16 (location.city)
have received the ¢ o] s Y 3 R
user's information g © ., Y m((e =8 Dilog howingthe daa abo
155 - the user on the services’ service
E Q o) (You) ’ ﬂ ﬁ If service allows it, the user can request
= L& B i L a -

a\WN = ,f% € a, to correct or delete her data attributes

Reconstructing the chain of services that receive information is
technically possible thanks to machine-readable privacy policies
such as A-PPL from the Cloud Accountability Project

Iterative design process
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participants payed extra attention to

expressing feelings of ‘ashtonishment’,
'surprise’ and ‘distress’

User evaluations

+Understandable traces of which data had been sent to

services.
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