
A Comparative 
Investigation of 
Ethical Decision 
Making: 
Information 
Systems 
Professionals 
versus Students 

James J. Cappel 
Central Michigan University 

John C. Windsor 
University of North Texas 

Abstract 

As information technology evolves, it continues to 
raise new ethical challenges. In recognition of this, 
the business and academic communities have 
focused increased attention on ethics. Profes- 
sional codes of ethics have been enacted by the 
ACM, AITP, and other computing organizations to 
provide guidance to information systems (IS) pro- 
fessionals in resolving ethical dilemmas. In addi- 
tion, the IS'95 model curriculum and the American 
Assembly of Collegiate Schools of Business 
(AACSB) guidelines for business education both 
recognize the importance of ethics in business 
educational programs. 

This paper explores an important question that has 
been neglected by previous research: do IS pro- 
fessionals differ significantly from students in terms 
of their perceptions about ethical issues? Two 
studies were conducted and they revealed a num- 
ber of ethical decision-making differences between 
professionals and students. This result, along with 
an additional finding that participants showed little 
consensus about most ethical scenarios, suggests 
that ethical decision making is often difficult and 
that both students and professionals can benefit 
from ethical training and education. The findings 
also have important implications for IS research. 

ACM Categories: K.7, K.3.2, K.6 

Keywords: the computing profession, ethics, 
codes of good practice, information systems edu- 
cation, management of computing and information 
systems, training 

Introduction 

According to IS'95, the joint model curriculum for 
undergraduate programs in information systems 
(IS) developed by the Association for Computing 
Machinery (ACM), the Association for Information 
Systems (AIS), the Data Processing Management 
Association (DPMA), and the International Confer- 
ence on Information Systems (ICIS), IS graduates 
should possess "professionalism." This attribute 
entails a competence to "engage in appropriate 
behavior consistent with professional standards," 
with the ability to "adhere to ethical standards," and 
use knowledge of "codes of conduct, ethical theory, 
and standards for practice" (Cougar et al., 1995a). 
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The IS'95 model curriculum also states that "IS pro- 
fessionals must set a high ethical standard" (Cougar 
et al., 1995b), and it notes that "codes of ethics, pri- 
vacy, honesty, and the social and ethical responsi- 
bilities of the computing professional" are important 
elements of the body of knowledge for IS profes- 
sionals (Cougar et al., 1995b). 

The recognition of ethics in this model curriculum is 
consistent with professional codes of conduct 
issued by the ACM, the Association of Information 
Technology Professionals (formerly the DPMA), the 
Institute for Certification of Computer Professionals 
(ICCP), the Association of Systems Management 
(ASM), and other computing organizations. In 
addition, the American Assembly of Collegiate 
Schools of Business (AACSB) identifies ethical 
issues as an important component of undergradu- 
ate business curricula. Various books have also 
been published that highlight the importance of eth- 
ical issues in information systems (Baase, 1997; 
Kling, 1995; Dejoie et al., 1991; Kallman and Grillo, 
1993; Parker et al., 1990; Mason et al., 1995; Oz 
1994). In addition, a survey of IS professionals by 
Vitell and Davis (1990) found that they have many 
potential opportunities to engage in unethical 
behavior in their companies. 

These all serve as indicators that IS professionals 
do confront ethical issues in performing their job 
duties. The use of information technology raises 
many important ethical concerns including the 
potential misuse of computer databases, inade- 
quate access controls, electronic monitoring of 
employees, copying protected software, and the 
distribution of pornography on the Internet 
(Conger and Loch, 1995). In many cases, ethical 
decision making is difficult since it requires bal- 
ancing competing interests. To enhance the abili- 
ty of IS professionals to confront and resolve eth- 
ical situations, the IS'95 model curriculum and 
writers such as Huff and Martin (1995) and 
Cougar (1989) have pointed out the importance of 
addressing ethics in the IS curriculum. 

Most previous studies of information systems 
ethics have utilized student samples. In contrast, 
this investigation involves two studies that com- 
pared both IS students and professionals in terms 
of their perceptions about ethical issues. The first 
study utilized an instrument of IS ethical scenar- 
ios, while the second employed a well-known test 
of moral reasoning, the Defining Issues Test. The 
underlying research question is: do IS profession- 

als and students differ significantly in terms of eth- 
ical decision making? The findings about this 
issue potentially have important implications for IS 
education, training, and research. 

Prior Research 

Ethics is receiving increased attention across vari- 
ous business disciplines due, at least in part, to the 
scandals and negative publicity that have plagued 
business and government in recent decades. 
Examples of prominent incidents and issues that 
have provoked controversy over organizational 
ethical conduct include top executives of compa- 
nies being caught on tape displaying discriminato- 
ry attitudes toward minorities, savings and loan 
failures, insider trading fraud, toxic waste disposal, 
product safety issues, and governmental officials 
accepting gifts that raise conflict of interest ques- 
tions. Organizations today face continued scrutiny 
from the media and public interests groups that are 
eager to expose actions that may be questionable 
from an ethical point of view. The high cost of 
unethical behavior to companies can include 
heavy fines, embarrassment, the loss of public 
confidence and reputation, low employee morale, 
a disruption in the normal business routine, and 
difficulty in recruiting (Nash, 1993). To prevent 
these difficulties, professionals in all business 
functions including information systems need to 
have a heightened awareness of the ethical ramifi- 
cations of the decisions they face. 

Mason (1986) was one of the first authorities to 
highlight the importance of ethics to information 
systems. He identified four key ethical issues in 
information systems: privacy, accuracy, property, 
and access. Since then, various writers have con- 
tributed important work to illuminate these and 
other ethical issues. For example, in the privacy 
arena, researchers have investigated issues such 
as the appropriateness of reusing consumer data 
for target marketing purposes (Culnan, 1993; 
Culnan and Regan, 1995), electronic mail moni- 
toring and privacy (Sipior and Ward 1995; 
Weisband and Reinig, 1995; Cappel, 1995), and 
the impact of cultural values, nationality, and other 
factors on privacy perceptions (Milberg et al., 
1995). As information technology continues to 
evolve and raise ethical challenges, this body of 
research will likely grow in response. 

In the business ethics literature, various models 
have been developed to identify the important fac- 
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tors that affect ethical decision making (Bommer 
et al., 1991; Jones, 1991; Hunt and Vitell, 1986; 
Trevino and Youngblood, 1990; Ferrell et al., 
1989; Stead et al., 1990). These and other theo- 
retical models have inspired various comparative 
studies of ethical decision making. For example, 
Paradice and Dejoie (1991) and Kievet (1991) 
used the Defining Issues Test to compare the eth- 
ical reasoning of IS majors versus students from 
other business majors. Hendrickson and Latta 
(1995) considered ethical decision making differ- 
ences between business majors and arts and sci- 
ences majors. Stevens et al. (1993) investigated 
the ethical decision making of business majors 
versus business school faculty. Glenn and Van 
Loo (1993) and Arlow and Ulrich (1985) compared 
the ethical decision making of business majors 
versus business professionals. 

According to the Bommer et al., (1991) model, 
which serves as the theoretical foundation for this 
study, the general factors that affect ethical deci- 
sion making include individual characteristics 
(e.g., demographic and personality variables), 
social and religious values, the law, professional 
codes of conduct, company goals, and culture. 
Based on this model, IS professionals would be 
expected to differ from students in terms of ethical 
decision making based on differences in their indi- 
vidual characteristics such as professional experi- 
ence, education, and age. However, no prior stud- 
ies were identified in a literature review that com- 
pared information systems professionals and stu- 
dents with respect to ethical decision making. 
Only one study bordered on addressing this issue. 
Athey (1993) compared the responses of IS stu- 
dents to the previously published results of a 
panel of "experts" who responded to the same 
cases in an ethics symposium. It is important to 
note, however, that the make-up of this panel was 
heterogeneous, in that besides IS professionals it 
included lawyers, philosophers, and professionals 
from other fields. Thus, the first testable hypothe- 
sis for this investigation, stated in null form, is: 

H,.o: Information systems professionals and stu- 
dents do not differ in terms of IS ethical 
decision making. 

Beyond the issue of "what" actions are perceived 
as ethical, a second important concern is to con- 
sider "how" ethical decisions are supported or justi- 
fied. In the ethics literature, this notion is referred 
to as "ethical reasoning" or "moral reasoning." 

Various theoretical models (e.g., Bommer et al., 
1991; Jones, 1991 ; Hunt and Vitell, 1986; Trevino 
and Youngblood, 1990; Ferrell et al., 1989) have 
recognized its importance to ethical decision mak- 
ing. Prior research indicates that age and educa- 
tion lead to significant differences in ethical reason- 
ing (Trevino, 1992). Since IS professionals and stu- 
dents would be expected to differ significantly on 
these characteristics, the second hypothesis con- 
sidered in this investigation, stated in null form, is: 

H2o: Information systems professionals and 
students do not differ in terms of ethical 
reasoning. 

Study One: IS Ethical Scenarios 

In the first study, IS professionals and students 
responded to six information systems-related ethi- 
cal decision-making scenarios that were selected 
from Parker et al., (1990) or adapted from Paradice 
(1990). These scenarios, summarized in Table 1, 
were chosen from dozens of cases based on three 
criteria. First, the subject matter of the cases was 
varied to reflect the fact that IS professionals face a 
variety of ethical challenges. 

Second, only cases were selected for which there 
was little doubt that they involved ethical issues. 
This was determined from examining the results of 
previous administration of the cases (Parker et al., 
1990; Paradice, 1990) as well as the authors' own 
pre-test results, which showed that respondents 
had a high level of agreement that the cases 
involved ethical issues. 

Third, scenarios were chosen that tended to pro- 
duce a relatively high level of disagreement based 
on pre-tests results and previous administrations. 
This was deemed to be important considering the 
goal of the study to explore potential ethical deci- 
sion making differences between groups. Alterna- 
tively, if cases were selected that were likely to pro- 
duce a high level of agreement among all respon- 
dents, there would be little point in administering 
them to multiple samples since participants would 
likely respond similarly regardless of differences in 
their characteristics. It is important to stress, how- 
ever, that the cases were chosen based upon their 
ability to produce disagreement among all respon- 
dents. No attempt was made to select tasks that 
would be expected to produce differences between 
IS students and professionals based upon their 
background differences. 
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Scenario A 

Scenario B 

Scenario C 

Scenario D 

Scenario E 

Scenario F 

a SOFTWARE PROFESSIONAL continues to work on a project that depends 
upon questionable inputs 

a STUDENT copies a spreadsheet program from a university lab and puts the 
software on her home computer to do her assignments at home; at the end of 
the semester, the student deletes the copy on her home PC 

. = .  

a SECURITY CONSULTANT runs for a professional computer society office 
without disclosing a computer-related felony conviction he committed five 
years earlier 

a PROGRAMMER compiles a mailing list from publicly available sources 
which contains sometimes invalid customer profiles; this results in some con- 
sumers receiving unwanted junk mail and phone solicitations 

a COMPUTER SCIENTIST diverts funds from one research project to pay for 
another related project 

a COMPUTER EXECUTIVE influences his company to provide computers to 
his children's school but not to another, poor school in the same school district 

All cases were selected from Parker et al. (1990) except scenario B, which was adapted from Paradice (1990). 

Table 1. A Summary of IS Ethical Scenarios 

For each scenario, subjects indicated whether 
they considered a certain action to be ethical or 
unethical in terms of a seven-point response 
scale, ranging from "highly ethical" to "highly 
unethical" with a mid-point of "don't know/no opin- 
ion." The response scale used is presented in 
Appendix A. 

Employing a response continuum rather than the 
dichotomous response alternatives of "ethical" ver- 
sus "unethical" recognizes the fact that many ethical 
decisions are not clear-cut; instead, they involve ele- 
ments of both ethically acceptable and unaccept- 
able behavior (Reese and Fremouw, 1984). For this 
reason, many prior studies of ethical decision mak- 
ing have utilized multiple-point response scales for 
ethical scenarios (e.g., Khazanchi, 1994; Chaney 
and Simon, 1994; Glenn, 1992; Arlow and Ulrich, 
1985; Wynd and Mager, 1989). While the response 
scale of this study does not contain numbers (as 
shown in Appendix A), subjects' answers were con- 
verted to a numerical scheme for data analysis, 
ranging from "1" for "highly ethical" at left end of the 
response scale to "7" for "highly unethical" at the 
opposite end. Subjects also completed a short, 
open-ended "rationale" section to justify their deci- 
sion for each scenario. This helped to ensure that 
participants carefully thought about their answers 
before responding. 

The subjects in both samples were given approxi- 
mately twenty minutes to complete the survey. A 
total of 76 information systems professionals par- 
ticipated in survey administration sessions held at 
company sites. The participating organizations 
included the computing staffs of a major interna- 
tional retailing company, an international IS con- 
sulting/outsourcing firm, a major airline, and a large 
public university. To protect the confidentiality of 
responses, the subjects completed the survey 
anonymously. The identical survey was adminis- 
tered to a sample of 71 senior-level information sys- 
tems majors at a large university in the Southwest. 
Consistent survey administration procedures were 
followed for the student sample including the com- 
pletion of the survey on an anonymous basis. 

The demographic characteristics of both samples 
are presented in Table 2. As indicated in the table, 
the samples did not differ in terms of gender (X 2 = 
0.358, p = .55), race (X 2 = 6.803, p = .15), and reli- 
gion (X ~ = 2.659, p = .62). In contrast, as expected, 
students and professionals differed significantly with 
regard to education. IS professionals completed an 
average of 16.77 years of school versus 15.75 for 
students (t = 4.50, p < .000). For the other two vari- 
ables, years of IS experience and age, different 
response options were used for the samples for log- 
ical and data analysis purposes. For example, while 
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GENDER 
Male 
Female 

RACE 
White 
Asian/Pacific Islander 
Hispanic 
Black 
American Indian 

RELIGION 
Protestant 
No affiliation 
Catholic 
Jewish 
Other 

Professionals 

65.7 % 
70.4 % 

83.6 % 
10.4 % 
4.8 % 
2.0 % 
0.0 % 

52.5 % 
24.6 % 
19.7 % 
0.0 % 
3.8 % 

Students 

34.3 % 
29.6 % 

68.6 % 
12.9 % 
7.1% 

10.0 % 
1.4 % 

44.9 % 
24.6 % 
21.7 % 

2.9 % 
5.8 % 

X 2 or t 

X 2 = 0.358 

X 2 = 6.803 

X 2 = 2.659 

.55 

.15 

.62 

EDUCATION mean 16.77 mean 15.75 t = 4.50 < .0001 
SD 1.84 SD 0.53 

YEARS OF IS EXPERIENCE 

AGE 

< 3  14.5% 
3-5 11.3 % 

6-10 21.0 % 
11-15 25.8 % 

over 15 27.4 % 
median (est.): 

11.62 yrs 

n/a 

none 47.9 % 
0.1-0.99 19.7 % 
1.0-2.0 15.5 % 
2.1-3.0 7.O % 
3.1-5.0 5.6 % 
over 5 4.3 % 

median (est.): 
0.11 yrs. 

n/a 

29 or less 14.9% 
30-39 50.7 % 
4O-49 25.4% 
50-59 9.0 % 

60-over 0.0 % 

median (est.): 
36.92 yrs. 

Table 2. Demographic 
the response category of "no experience" was rele- 
vant to students, it was not appropriate to profes- 
sionals, who, by definition, had at least some IS 
experience. For both samples, the response cate- 
gories were also partitioned to obtain a distribution of 
responses across categories, so that the potential 
effects of each of these demographic variables could 
be examined on the responses given to each of the 
cases using correlation analysis. While the use of 
different response options across samples for years 
of IS experience and age prevented significance 
testing, the estimated medians of both samples on 

< 23 21.1% 
23-28 49.3 % 
29-35 19.7 % n/a n/a 
36-45 9.9 % 
46-over 0.0 % 

median (est.): 
25.93 yrs. 

Characteristics (Study One) 

these measures are markedly different. The median 
years of IS experience for professionals was 11.62 
compared to 0.11 for students, and the median age 
of IS professionals (36.92) was also more than 10 
years higher than for students (25.93). These medi- 
ans were estimated based on identifying the 50th 
percentile of the responses and assuming an equal 
distribution of responses within the response catego- 
ry where the median occurred. Medians were 
employed as a measure of central tendency instead 
of means due to the skewed nature of the respons- 
es for these variables, as is evident in Table 2. 
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IS Ethical Scenario Results 

The first hypothesis involves whether IS profession- 
als and students differ with respect to IS ethical deci- 
sion making. To evaluate this issue, subjects' mean 
responses to information systems-related scenarios 
are considered in Table 3. As noted earlier, the high- 
er the mean, the more strongly it represents a 
response in an "unethical" direction in terms of the 
seven-point response scale. As shown in the table, 
the responses of IS professionals differed from stu- 
dents for four of seven measures: scenarios A, B, 
and D, and the overall measure. The strongest dif- 
ferences occurred for scenarios A and D, which 
were significant at the p < .01 level. The other two 
differences, those for Scenario B and the overall 
measure, were significant at the p < .10 level. 
These differences are explored below based on a 
content analysis of the open-ended responses to 
each case. 

Scenario A. As indicated in Table 1, this case 
involved whether it was ethical for a software pro- 
fessional to continue to work on a software devel- 
opment project that depended upon questionable 
inputs. The employee conformed to his supervi- 
sor's instructions to do this despite having good 
reason to believe that the inputs to the system 
could not be trusted. The results showed that, on 
average, IS professionals considered this action 
to be "ethical" while students viewed it as "unethi- 
cal." The difference in the average responses of 
professionals (3.34) versus students (4.21) was 
significant at the p < .01 level (t = -2.68, p = .008). 
Based on a review of the open-ended responses, 
this difference appears to be due to a tendency for 

the older, more experienced sample of profes- 
sionals to show more deference to authority, as 
opposed to students who are likely to be more ide- 
alistic about work situations and more apt to ques- 
tion persons in positions of authority. The percep- 
tions of professionals about this case are consis- 
tent with the findings of Jackall (1988) that super- 
visory pressures exert a strong influence on pro- 
fessionals' perceotions of ethical behavior in the 
workplace. 

Scenario B. This case addressed the action of a 
student to copy a software program from her uni- 
versity computing lab, so that she could complete 
her assignments at home, even though the student 
destroyed her home copy of the software at the end 
of the semester. The results indicated that while 
both samples were disapproving of this practice, 
professionals showed significantly more disap- 
proval than students, as indicated by their respec- 
tive means of 5.80 and 5.34 (t = 1.79, p = .076). An 
analysis of the open-ended responses revealed 
that this case "hit closer to home" for students than 
professionals. Students were more tolerant of this 
practice based on their greater empathy for the 
pressures that college students face - including 
having limited financial resources to purchase soft- 
ware and time pressures to complete assignments, 
whereas professionals gave more emphasis to the 
illegal nature of the action. 

Scenario D. This scenario involved the action of a 
programmer to compile and sell mailing lists from 
publicly available information, even though some of 
the customer profiles it contained were inaccurate. 
The results indicated that professionals showed 

Professionals Students Statistics 

Mean SD Mean SD t p 

Scenario A 3.34 1.99 4.21 1.93 -2.68 .008 *** 

Scenario B 5.80 1.42 5.34 1.69 1.79 .076 * 

Scenario C 3.76 1.99 4.10 2.09 -1.01 .316 

Scenario D 3.18 1.82 4.25 2.11 -3.29 .001 *** 

Scenario E 4.62 1.73 4.27 1.97 1.1 5 .251 

Scenario F 3.72 2.06 3.70 2.11 0.06 .949 

Overall 4.07 2.04 4.31 2.03 -1.77 .078 * 

*** Statistically signif icant at the p < .01 level; ** Statistically signif icant at the 
* Statistically signif icant at the p < .10 level 

Table 3. Results of Study One: IS Ethical 

p < .05 level 

Scenarios 
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that, on average, IS professionals considered this 
action to be "ethical" while students viewed it as 
"unethical." The difference in the means of profes- 
sionals (3.18) versus students (4.25) was signifi- 
cant at the p < .01 level (t = -3.29, p = .001). A 
review of the open-ended responses indicated that 
professionals viewed the case more from a busi- 
ness point of view (showing greater understanding 
of the need for businesses to use tools such as 
mailing lists to generate sales), while students 
focused more on the consumer perspective (i.e., 
being bothered by annoying phone calls and junk 
mail as a result of the programmer's actions). 

Overall Measure. This measure was calculated by 
averaging subjects' responses to all six cases. This 
analysis showed that students demonstrated a 
greater tendency to decide all of the cases in an 
"unethical" direction than professionals, as indicated 
by overall means of 4.31 and 4.07, respectively (t = 
-1.77, p = .078). This difference, however, should 
not be interpreted to say that students are "more 
ethical" than professionals. Students appear to 
have responded more in an "unethical" direction 
based on having a more limited frame of reference 
in interpreting workplace events, being more ideal- 
istic or n&ive about work situations, and having a 
greater proclivity to question authority. In contrast, 
professionals are more sensitized to workplace real- 
ities, such as pressures from supervisors, co-work- 
ers, and generally accepted company and industry 
practices. The "bottom line" is that experiential dif- 
ferences between the samples led them to view eth- 
ical situations through a different "cognitive lens" 
and, hence, decide a number of them differently. 

Lastly, it should be noted that respondents in both 
samples showed little consensus about most of 
the ethical scenarios. The mean response of both 
samples for six of the seven measures in Table 3 
was between three and five in terms of the seven- 
point scale, which approached the mid-point of 
"don't know." Only scenario B, which was the only 
case involving illegality, generated some degree 
of consensus, with a mean response greater than 
five in both samples. The lack of consensus about 
most scenarios was not unexpected since the 
cases were chosen, in part, based on their ability 
to provoke controversy. However, the observed 
diversity of opinion about them underscores the 
fact that ethical decision making is often difficult 
and complex. 

Analysis of demographic factors. Separate cor- 
relations or chi-square analyses were performed 

between each of the six demographic variables 
(gender, race, religion, education, years of IS expe- 
rience, and age) and the responses given to each 
case to determine whether any of these factors had 
a significant impact on the responses obtained. 
The results indicated that when controlling for par- 
ticipant type, there were only two occurrences of 
statistically-significant relationships. Respondents 
with some type of religious affiliation perceived the 
action in scenario B (the student copying the soft- 
ware in the university lab) to be significantly more 
"unethical" than participants who had no religious 
affiliation (F = 2.88, p = .026). A second observed 
significant difference was that Caucasian partici- 
pants on average viewed the action in scenario C 
(the security consultant running for a professional 
office without disclosing a felony conviction) to be 
more "ethical" than participants from other racial 
groups (F = 4.54, p = .002). Future research may 
be beneficial in exploring the impact of demograph- 
ic characteristics such as these on selected cases 
of ethical decision making. 

Study Two: The Defining Issues Test 

Many ethical decision-making models (e.g., 
Bommer et al., 1991; Jones, 1991; Hunt and Vitell, 
1986; Trevino and Youngblood, 1990; Ferrell et al., 
1989) recognize the importance of ethical reason- 
ing (also called "moral reasoning") on ethical deci- 
sion making. Thus, ethical reasoning was consid- 
ered as a second relevant measure of ethical deci- 
sion making upon which to compare IS students 
versus professionals. It was assessed through the 
most popularly-used measure of ethical reasoning, 
the Defining Issues Test (DIT) (Rest, 1990; 
Trevino, 1992). The DIT (Rest, 1979) assesses 
how people justify, or support, their ethical deci- 
sions in terms of Kohlberg's (1969) levels of moral 
reasoning, which are presented in Table 4. 

According to Kohlberg, there are three levels of 
moral development, pre-conventional, conven- 
tional, and post-conventional, each of which con- 
sists of two stages. Pre-conventional morality 
involves deciding ethical issues based on avoiding 
punishment and seeking rewards, conventional 
morality entails living up to the expectations of rel- 
evant ()thers and upholding the law, and post-con- 
ventional morality focuses on making ethical deci- 
sions in accordance with ethical principles. 

The most commonly-used measure of the DIT is 
the "P-score," which is the extent to which individ- 
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LEVEL 1 

Stage 1 

Stage 2 

LEVEL 2 

Stage 1 

Stage 2 

LEVEL 3 

Stage I 

Stage 2 

Levels and Stages Description 

PRE-CONVENTIONAL 
MORALITY 

Punishment orientation 

Reward orientation 

CONVENTIONAL 
MORALITY 

Good boy/girl orientation 

Authority orientation 

POST-CONVENTIONAL 
MORALITY 

Social contract orientation 

Ethical principle orientation 

ethical decision making based on 
avoiding punishment or seeking 
rewards 

obeys rules to avoid punishment 

conforms to obtain rewards or to have 
favors returned 

ethical decision making based on the 
influence of other people and other 
forces (e.g., laws) 

conforms to avoid the disapproval of 
others 

upholds laws and social rules to avoid 
censure of authorities and guilt about 
not doing one's duty 

ethical decision making based on fol- 
lowing ethical principles 

actions guided by principles commonly 
agreed to as essential to society 

actions guided by self-chosen ethical 
principles that usually value justice, 
dignity, and equality 

Table 4. Kohlberg's Levels of 

uals use "principled moral reasoning" (the highest 
level of Kohlberg's model, post-conventional rea- 
soning) in making ethical decisions. Since 1972, 
the DIT has been administered to thousands of 
subjects in hundreds of studies, and it is "the most 
widely used instrument of moral judgment and the 
best documented in terms of validity and reliabili- 
ty" (Rest, 1990). Elm and Nichols (1993) support 
this assertion, stating that the reliability and valid- 
ity of the DIT have been well established by 
research studies such as those by Davison (1979) 
and Davison and Robbins (1978). For example, a 
review of several studies by Davison and Robbins 
(1978) concluded that the test-retest reliability for 
the P-score are generally in the high .70s or .80s, 
and the Cronbach's Alpha index of internal con- 
sistency is generally in the high .70s (Rest, 1990). 

The "full" DIT consists of six stories. The DIT (short 
form), which was employed in this study, contains 

Moral Reasoning 

three stories. Its validity and reliability levels are 
reported to be only slightly below those of the full 
instrument, and its scenarios were selected based 
upon their having the highest correlation of any 
three-story set with the full six-story set (Rest, 
1990). Research evidence indicates that the P- 
score of the short form correlate at a high level 
(e.g., .93 and .91) with the P-score for the full 
instrument (Rest, 1990). 

In this study, the DIT (short form) was adminis- 
tered to 70 IS professionals and 94 IS students. 
Consistent test administration procedures were 
used for both samples, including the completion of 
the DIT on an anonymous basis. Most of the IS 
professionals who participated in the first study 
also participated in the second study; however, six 
professionals were not able to participate in the 
second study due to time limitations. The student 
sample was obtained from a senior-level IS 
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course at the same university the semester fol- 
lowing the first study. Since this sample was 
obtained from students enrolled in the same 
course, the student sample for the second study 
consisted almost entirely of different individuals 
than those who participated in the first study. 

The DIT provides an internal consistency check 
called an "M-score" that is designed to identify 
"faked" responses. It is based on subjects' endors- 
ing certain response items that sound "lofty" and 
"pretentious" but which have no meaning. 
According to Rest (1990), selecting these items 
represents a subject's tendency to choose items for 
their pretentiousness rather than being an indica- 
tion of any of Kohlberg's stages of moral reasoning. 
Thus, the DIT's scoring procedures require that the 
surveys of subjects with M-scores above a speci- 
fied level be invalidated. This correction resulted in 
6 observations being dropped from the sample of 
professionals and 13 from the student sample. As 
a result, the data analysis in this study is based on 
64 professional and 79 student responses. 

As in the first study, the demographic characteris- 
tics of the professionals and student samples were 
tested for significant differences. The results of 
these tests revealed a very similar pattern of 
results as the first study. As shown in Appendix B, 
the samples showed no significant differences 
regarding gender (X 2 = 0.108, p = .74), race (X 2 = 
7.350, p = .12), and religion (X 2 = 1.689, p = .79). 
However, the mean educational levels of profes- 
sionals (16.79) and students (15.60) were signifi- 
cantly different at the p < .0001 level. The esti- 
mated medians of the two samples for years of IS 
experience and age also were considerably differ- 
ent, as shown in Appendix B. 

Defining Issues Test Results 

The second hypothesis of this study addresses 
whether IS professionals and students differ sig- 
nificantly with regard to ethical reasoning. To eval- 
uate this issue, the P-scores of both samples on 
the DIT were considered. According to the DIT 
Manual (Rest, 1990), when the purpose of a study 
is to compare two or more groups in terms of 
moral reasoning, t-tests or ANOVA are appropriate 
tests of significance on the DIT's P-scores. The 
average P-scores of IS professionals and stu- 
dents are presented in Table 5. As indicated, the 
mean score of IS professionals (38.13) was 
almost 22% higher than the average P-score of 

students (31.35) (F = 7.58, p = .007). This differ- 
ence indicates that IS professionals use the high- 
est level of Kohlberg's model (the post-conven- 
tional level) significantly more frequently than IS 
students in making ethical decisions. This result is 
consistent with prior research. As Trevino (1992) 
notes, studies consistently indicate that age and 
number of years of formal education are positive- 
ly related to principled moral reasoning scores. 

professionals students 

Mean 38.13** 31.35** 
SD 14.99 14.34 
n 64 79 

** difference significant at p < .01 level (F = 7.58, p = .007) 
Table 5. Mean P-Scores, Defining Issues Test 

Another method of analyzing DIT test results is to 
compute a "group stage profile," which allows a 
comparison of two or more groups on their average 
scores for each of Kohlberg's six stages of moral 
reasoning. According to the DITManua/, the appro- 
priate test statistic to investigate this relationship is 
Multivariate Analysis of Variance (MANOVA), since 
the use of t-tests would violate the assumption of 
complete independence between stage scores 
(Rest 1990, p. 4.3). 

The application of MANOVA in this study indicated 
that the stage percentage scores of the students 
and professionals were significantly different (F = 
3.859, p = .001). In addition, ANOVA results that 
compared the six stage scores showed that stu- 
dents utilized stage 2 of Kohlberg's model (a pre- 
conventional morality stage) significantly more than 
professionals (F = 8.736, p = .004), while profes- 
sionals used Kohlberg's stage 5 (a post-conven- 
tional morality stage) significantly more frequently 
than students (F = 4.398, p = .044). These results 
are consistent with the P-score outcomes reported 
above that professionals tend to use principled 
moral reasoning in making ethical decisions con- 
siderably more often than students. 

Despite the possible implication from Kohlberg's tax- 
onomy that higher P-scores are associated with "bet- 
ter" ethical decision making, this is an oversimplified 
view. One important caveat is that moral reasoning is 
only one part of the "equation" concerning whether or 
not moral behavior actually occurs in a given situa- 
tion. As Rest (1990) points out, beyond ethical rea- 
soning, moral behavior is contingent upon moral sen- 
sitivity (being able to recognize moral issues), moti- 
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vation (desiring to do what is right), and execution 
(implementing the moral decision). 

Second, it is questionable whether some organiza- 
tions would prefer that their employees use post-con- 
ventional reasoning (which is suggested by relatively 
high P-scores) rather than conventional moral rea- 
soning (which is indicated by moderate P-scores). 
For example, at least one study has found evidence 
of an association between higher levels of moral rea- 
soning and the propensity to engage in whistle-blow- 
ing (Brabeck, 1984). Thus, some organizations who 
want employees to uphold certain moral principles 
would likely value employees with high P-scores, 
while other companies who stress conformity to 
supervisors intentions would seemingly prefer 
employees with moderate or low P-scores. 

Third, the P-score of the DIT is based on the use of 
utilitarian principles that emphasize justice and equal- 
ity. It does not capture the extent to which other 
approaches to ethical decision making are utilized 
such as the "ethics of caring" (or compassion), which 
may also be valid bases for ethical decision making. 
Thus, high P-scores on the DIT do not necessarily 
lead to better ethical decisions. With these points duly 
noted, the finding of a significant ethical reasoning dif- 
ference between IS students and professionals 
based on DIT scores is additional evidence that IS 
professionals appear to think about ethical issues dif- 
ferently from students, and this raises potential impli- 
cations for the education and training of IS profes- 
sionals. 

Conclusions and Discussion 

This investigation represents a multi-dimensional 
view of ethical decision making. As indicated, IS 
professionals demonstrated a number of ethical 
decision-making differences from students both in 
terms of "what" ethical decisions they made (i.e., 
for the IS ethical scenarios in study one) and "how" 
they tended to justify their ethical decisions (as 
assessed by the DIT in study two). These results 
support various theoretical models of ethical deci- 
sion making (e.g., Bommer et al., 1991) that ethi- 
cal decision-making differences will arise between 
samples based on differences in age, years of pro- 
fessional work experience, and educational level - 
factors upon which the samples in this study dif- 
fered. 

The results are also consistent with at least two 
prior comparative decision-making studies of busi- 
ness students versus professionals. Ashton and 

Kramer (1980) found that students demonstrated 
significant differences from professionals in about 
one-third of the 32 internal auditing cases they 
examined. An additional study by Hughes and 
Gibson (1991) on DSS decision making found that 
students and professionals differed on some tasks 
while showing no difference on others, leading the 
authors to conclude that student versus profes- 
sional differences appear to be task-dependent. 

From a research perspective, the results of this 
study raise a question about the appropriateness of 
using students as surrogates for professionals for 
ethical decision making tasks. As reported, the 
judgments of students differed significantly from 
professionals on two of seven measures in study 
one, and they were marginally significant for two 
additional measures. In addition, IS students and 
professionals scored markedly different in terms of 
their moral reasoning as measured by the Defining 
Issues Test. Taken together, these findings suggest 
that differences in ethical decision making between 
IS students and professionals occur with sufficient 
frequency that researchers should exercise sub- 
stantial caution in generalizing their ethical decision 
making results from student samples to profession- 
als in the workplace. 

The findings of this study also suggest the impor- 
tance of providing ethical training and education to 
IS students and professionals. Consistent with the 
results of Conger et al. (1995), this study found a 
lack of consensus among respondents about most 
IS ethical scenarios. This provides confirming evi- 
dence of the complex nature of IS ethical decision 
making. Moreover, the observed differences 
between professionals and students indicates that 
people have a tendency to view many ethical situa- 
tions differently based on their experience. 

Effective ethical problem solving entails the ability 
to identify ethical issues, affected parties, the 
potential consequences of actions, and one's pro- 
fessional or moral duties to arrive at well-reasoned, 
ethically-defensible positions. However, the results 
of this study suggest that people may have a ten- 
dency to view ethical issues from an egocentric 
point of view, thereby oversimplify situations or fail- 
ing to consider alternatives, stakeholders, conse- 
quences, or one's duties. 

Consequently, ethical training and education can 
benefit students and professionals by expanding 
their awareness and sensitivity about ethical prob- 
lem solving. This includes increasing awareness 
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of the types of ethical dilemmas that are encoun- 
tered in the workplace and the sources of guid- 
ance that are available for resolving these issues, 
such as professional codes of conduct, company 
codes of conduct, supervisory assistance, and dif- 
ferent ethical "schools of thought." Just as people 
can develop improved problem solving skills in 
other domains through practice, so too can they 
heighten their ability to confront and arrive at well- 
reasoned, defensible position to ethical problems 
through expanding their experience with them. 

According to Parker (1988), IS students in univer- 
sities as well as IS professionals in the workplace 
may benefit from increased attention to ethics 
through readings, briefings, or training programs. 
Similarly, Solomon (1993) notes that the study of 
business ethics can be useful in instilling a greater 
"sense of confidence in one's ability to face and 
handle practical situations." While ethics training 
is not likely to be successful in teaching people 
that there is a "neat" difference between right and 
wrong, it can help people feel more comfortable 
facing moral complexity, through an improved abil- 
ity for reflection and a deeper understanding of 
business practices (Solomon, 1993). As a result, 
IS professionals and students may be more capa- 
ble of recognizing ethical situations when they 
arise and be more effective at ethical problem 
solving. 

Future Research Directions 

Researchers are encouraged to extend this study 
by investigating ethical decision making in an 
information systems context using additional sam- 
ples, research methods, and tasks. One poten- 
tially fruitful option for future research is to repli- 
cate this study using MBA students as opposed to 
undergraduates. Since fewer background differ- 
ences exist between graduate students and IS 
professionals in terms of important characteristics 
such as education, age, and work experience, this 
may lead to little or no significant decision-making 
differences between these samples. If so, this 
would suggest that MBA students can serve as 
valid surrogates for IS professionals in an ethical 
decision making context. 

A second avenue for further research is to use 
alternative research methods to enhance our 
knowledge about this domain. Business ethics 
research has predominantly used survey research, 

and qualitative research techniques have been 
used only sparingly (Randall and Gibson, 1990). 
Thus, there is a need to "triangulate" our knowl- 
edge of IS ethical decision making with qualitative 
techniques such as in-depth interviews (Jick, 1979; 
Robertson, 1993). This approach would be partic- 
ularly helpful in allowing researchers to probe eth- 
ical decision-making processes in a way that sur- 
veys typically do not. As a result, researchers 
could cross-validate the data derived from survey 
studies, and this would ultimately lead to an 
enriched explanation of IS ethical decision making 
and improved theoretical models of it. 

In addition, since evidence suggests that ethical 
decision making is task-dependent (to at least 
some extent), future studies should continue to vary 
the range of ethical decision making tasks investi- 
gated. By accumulating a larger body of evidence, 
researchers will be more enabled to identify pat- 
terns that can further our understanding of ethical 
decision making processes and outcomes in a way 
that will advance decision theory and be meaning- 
ful to practitioners. 

Finally, it should be noted that this study assessed 
perceptions about ethical issues, which do not nec- 
essarily relate to behaviors. Thus, further research, 
examining the relationship between ethical percep- 
tions and behavior, would be worthwhile in devel- 
oping a better understanding about how training 
might be beneficially used to raise the ethicality in 
reasoning and behavior. 
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Lhighly 
ethical 
HE 

the action is 
very ethical; 
there is 
little or no 
question 
about it 

moderately 
ethical 
ME 

the action is 
predominantly 
ethical, even 
though some 
elements of 
questionable 
ethics may be 
present 

slightly 
ethical 
SE 

the action is 
slightly more 
ethical than it 
is unethical 

Appendix A. Res 

don't know/ 
no opinion 
DK 

I don't know 
or I have no 
opinion 

slightly 
unethical 
SU 

the action is 
slightly more 
unethical than 
it is ethical 

moderately 
unethical 
MU 

the action is 
predominantly 
unethical, 
even though 
some ethical 
elements may 
be present 

highly 
unethical 
HU 

the action is 
very 
unethical; 
there is little 
or no ques- 
tion about it 

)onse Scale for IS Ethical Scenarios 

GENDER 
Male 
Female 

RACE 
White 
Asian/Pacific Islander 
Hispanic 
Black 
American Indian 

RELIGION 
Protestant 
No affiliation 
Catholic 
Jewish 
Other 

Professionals 

67.2 % 
32.8 % 

85.2 % 
8.2 % 
4.9 % 
1.6 % 
0.0 % 

52.7 % 
21.8 % 
21.8 % 

0.0 % 
3.6 % 

Students 

64.6 % 
35.4 % 

70.5 % 
10.3 % 
5.1% 

11.5 % 
2.6 % 

48.1% 
21.5 % 
21.5 % 

1.3 % 
7.6 % 

X z or t 

X 2 = 0.108 

X 2 = 7.350 

X2= 1.689 

P 

.74 

.12 

.79 

EDUCATION mean 16.79 mean 15.60 t = 5.01 < .0001 
SD 1.91 SD 0.76 

YEARS OF IS EXPERIENCE none 49.4 % 
0.1-0.99 19.0 % 
1.0-2.0 13.9 % 
2.1-3.0 7.6 % 
3.1-5.0 7.6 % 
over 5 2.5 % 

median (est.): 
0.03 yrs. 

n/a 

n/a 

< 23 22.8% 
23-28 49.4 % 
29-35 21.5 % 
36-45 6.3 % 

46-over 0.0 % 

median (est.): 
25.75 yrs. 

< 3 16.1% 
3-5 10.7 % 
6-10 19.6 % 

11-15 26.8 % 
over 15 26.8% 

median (est.): 
11.67 yrs 

29 or less 16.4 % 
3O-39 5O.8 % 
4O-49 22.9 % 
50-59 9.8 % 

60-over 0.0 % 

median (est.): 
36.61 yrs. 

AGE 

n/a 

n/a 
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