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The intrusiveness of Web tracking and the increasing invasiveness of digital advertising have raised serious
concerns regarding user privacy and Web usability, leading a substantial chunk of the populace to adopt
ad-blocking technologies over the last years. The problem with these technologies, however, is that they are
extremely limited and radical in their approach, and completely disregard the underlying economic model
of the Web, in which users get content free in return for allowing advertisers to show them ads. Nowadays,
with around 200 million people regularly using such tools, said economic model is in danger.

In this paper, we investigate an Internet technology that targets users who are not in general against
advertising, accept the trade-off that comes with the “free” content, but —for privacy concerns— they wish
to exert fine-grained control over tracking. Our working assumption is that some categories of web pages
(e.g., related to health or religion) are more privacy-sensitive to users than others (e.g., about education or
science). Capitalizing on this, we propose a technology that allows users to specify the categories of web pages
that are privacy-sensitive to them and block the trackers present on such web pages only. As tracking is
prevented by blocking network connections of third-party domains, we avoid not only tracking but also third-
party ads. Since users continue receiving ads on those web pages which belong to non-sensitive categories,
our approach may provide a better point of operation within the trade-off between user privacy and the Web
economy. To test the appropriateness and feasibility of our solution, we implemented it as a Web-browser
plug-in, which is currently available for Google Chrome and Mozilla Firefox. Experimental results from the
collected data of 746 users during one year show that only 16.25% of ads are blocked by our tool, which
seems to indicate that the economic impact of the ad-blocking exerted by privacy-sensitive users could be
significantly reduced.
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1. INTRODUCTION
According to a recent PageFair report [15], 45 million Americans (16% of online users)
and 77 million Europeans had installed ad-blockers1 as of the second quarter of 2015.
All this globally accounts for 21.8 billion dollars worth of blocked ads over that year.
Since ads fuel the free content and services over the Web, this monetary loss puts
the ad-based economic model of the Web under threat. The nature of this threat has
become more devastating over time since, in the early days of online advertising, the ad
industry ignored this potentially dangerous situation in favor of immediate benefits.

Several studies have investigated the reasons why Web users block ads [15; 39; 9;
14; 11; 17; 21; 34; 45]. According to those surveys, some simply do not want to receive
advertising, others block ads because they are annoying and degrade their browsing
experience, while another chunk of the populace finds the underlying tracking invasive
and perceive advertising as a source of privacy and/or security concerns. The reasons
behind ad-blocking, however, are not mutually exclusive and those reports also find
users who decided to start blocking ads due to a combination of the reasons above.

The radical design choices offered by ad-blockers is another reason why ad-blocking
has become a threat to the Web economy today. A scrutiny of current ad-blockers fur-
ther reveals that they do not take into account (1) the economic impact of ad-blocking,
and (2) the social and economic benefits of non-intrusive and rational advertising. This

1All tools that eventually end up blocking ads even though they are initially designed for some other purpose,
such as privacy and transparency.
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demands better tools that cater to users’ concerns, while at the same time are designed
to ensure that their economic impact does not get sidelined.

In this work, we address the evoked concerns by proposing a three-dimensional ap-
proach that combines user privacy, ad-blocking and its economic impact on the Inter-
net. We target users who are not against ads and accept the trade-off that comes with
the “free” content. However, for privacy concerns, they may wish to exert a fine-grained
control over tracking and hence block some ads.

Our working assumption is that users may consider their visits to some web pages
(for example, religion- and health-related pages) more privacy-sensitive than to others
(e.g., news and sports) [36; 24]. According to this assumption, our approach allows
users to specify the categories of web pages where they do not want to be tracked
on, and thus do not want to receive third-party ads2. Unlike current ad-blockers, our
technology enables users to continue receiving ads on categories of web pages that they
consider as non-sensitive.

To test the viability of our approach, we have developed MyTrackingChoices3, a Web-
browser plug-in for Google Chrome and Mozilla Firefox. When users of our technology
browse the Web, the tool categorizes the visited web pages on the fly and, depending
on the users’ choices, the network connections of the third-party domains present on
those pages may be blocked. As tracking is prevented by blocking third-party network
requests, the proposed technology may avoid not only tracking but also third-party
ads. We would like to stress that, in contrast to current ad-blockers, our tool does not
preclude those ads which are served directly by a publisher.

Contributions. Next, we summarize the major contributions of this work:

— We review the current ad-blocking technologies in terms of both their design choices
and the ensuing impact on the Web economy. Our findings reveal that those technolo-
gies are unappropriate to users and the Internet economic model. We also show that
the current self-regulatory initiatives by the ad industry and various other organiza-
tions is insufficient, as users’ choices are not guaranteed to be enforced.

— Building on the lessons learned, we propose a tool that allows users to exert fine-
grained control over tracking and advertising. Being user-centric, the proposed sys-
tem ensures that privacy and ad preferences are enforced on the user side. A fine-
grained control, on the other hand, enables users to find a better trade-off between
their privacy and the economic model that currently sustains the Web.
Our solution permits users to choose those categories of web pages which are privacy-
sensitive to them. MyTrackingChoices technically enforces their choices by blocking
the network connections of third-party domains (and thus, the ads delivered through
third-party domains) which are present on those pages. Our approach is very much in
line with a recent study [40] on users’ preferences for Web tracking, which concludes
that the majority of the surveyed users (1) “commonly base their tracking preferences
on specific properties of first-party websites such as the topic of the site”4.

— To test the appropriateness and feasibility of our approach, we propose a system ar-
chitecture and implement it as a Google Chrome extension and a Mozilla Firefox
plug-in. We conduct an extensive evaluation of our proposal in terms of categoriza-
tion efficiency, usability and performance. We find that our categorization algorithm

2Such ads are delivered by domains other than the one browsed by a user.
3https://chrome.google.com/webstore/detail/mytrackingchoices/fmonkjimgifgcgeocdhhgbfoncmjclka, https://
addons.mozilla.org/en/firefox/addon/mytrackingchoices/
4The cited work describes the first investigation of users’ tracking preferences carried out in the context of
their own browsing histories. The authors collected browsing histories from and interviewed 35 people about
the perceived benefits and risks of online tracking. Among other questions, the respondents were asked to
review a number of aspects related to most popular ad blockers and anti-tracking tools.
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performs reasonably well in all topic categories and especially in those which were
considered sensitive by the participants of our experiments.

— Last but not least, we report experimental results based on the pseudo-anonymous
data collected from 746 users of our tool during the period April 2016 - April 2017.
Remarkably enough, our experimental analysis shows that the percentage of blocked
ads is just 16.25, which suggests that the economic impact of the ad-blocking exerted
by privacy-sensitive users could be largely diminished.

2. EXISTING AD-BLOCKERS: PROBLEMS AND PERSPECTIVES
Due to the proliferation of intrusive5 and privacy-invasive ads, ad-blockers have be-
come extremely popular over the last years. These Web technologies can be grouped
into two classes: ad-blockers and anti-trackers. Ad-blockers are technologies which
merely block ads, while anti-trackers, although eventually block ads too, their aim
is to provide higher-level functionalities such as privacy protection and transparency.
Some examples of ad-blockers include AdBlock [32] and AdBlock Plus [1], whereas
Ghostery [3], Disconnect [2], PrivacyBadger [5] are examples of anti-trackers. In terms
of functionalities, ad-blockers in the first class block all ads whereas anti-trackers al-
low users to block a particular tracker or category of trackers (e.g., related to analytics,
privacy, advertising) or trackers on a per domain basis. Considering this distinction in
terms of their functionalities and objectives, in the remainder of this section we make
the distinction between them.

Third-party ad-delivery and ad blockers operation. There exist two ad-
delivery models. In first-party advertising, advertisers negotiate with publishers the
ads that will be shown to visitors of their websites; the ads served this way are deliv-
ered by publishers and are essentially untargeted. In third-party advertising, on the
other hand, advertisers engage the services of an ad platform, which is responsible for
displaying their ads on the publishers’ sites.

In this latter model, the ad-delivery process begins with publishers embedding in
their sites a link to the ad platform they want to work with. The upshot is as follows:
when a user retrieves one of those websites and loads it, their browser is immediately
directed to all the embedded links. From these links, the ad platform may track this
user’s visit and display the ads of the advertisers it partners with.

Within the third-party ad model, real-time bidding (RTB) is the dominant technology
with 74% of programmatically purchased advertising [46]. The main difference with
respect to traditional ad platforms is that the decision on which ad should be displayed
to a user in a given ad space no longer depends on the ad platform. Rather, advertisers
are allowed to bid for each user and ad space depending on their specific requirements.

In the ad-blocking game, anti-trackers and ad blockers act as firewalls between a
user’s browser on the one hand, and the ad platforms and tracking companies on the
other. Specifically, ad blockers operate by preventing those HTTP requests which are
made when the browser loads a web page, and which are not originated by its pub-
lisher. These requests are commonly referred to as third-party network requests, and
blocking them implies blocking all third-party ads.

Drawbacks of current ad-blockers and anti-trackers. The current ad-blocking
technologies, however, constitute a radical approach in its bid to counter invasive ad-
vertising: users can only decide either to block or allow all ads. Besides, the fact such
technologies are configured to block all ads by default (and do not let users specify their
own choices) might suggest that their developing companies did not consider their eco-
nomic impact on the Web.

5Ads are considered to be intrusive if they hide content or if they pop up randomly on the screen making
user browsing experience frustrating.
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Anti-trackers give users the option to decide by which trackers or category of track-
ers they do not want to be tracked. However, we argue that most users are not con-
cerned with the trackers but with another dimension of tracking, namely, on which
web pages they do not want to be tracked. In this respect, anti-trackers let users decide
to block trackers on a per domain basis, i.e., users can whitelist or blacklist a specific
domain. However, we believe that such domain-level granularity is not an appropriate
approach for three main reasons:

(1) Given the huge number of domains, it is almost impossible for users to determine
and pre-define all the domains where they do not want to be tracked.

(2) Some domains can host web pages belonging to different categories, for example,
belonging to both sensitive (health, religion, etc.) and non-sensitive (sports, science,
etc.) categories. Those domains belonging to the “news” category, e.g., cnn.com or
bbc.com, are good examples since they usually include web pages from a variety
of categories (sports, economy, politics, health, travel, religion, etc.). Therefore, ex-
cept for some domains which have all web pages belonging to a same category, it
makes more sense to block trackers based on the category of the web page and not
on a per domain basis. In fact, page-granular (and not domain-granular) blocking
makes more sense both from users’ privacy point of view, as recently shown by [40],
and with respect to reducing the economic damage experienced by publishers. This
is partly justified by the fact that, for a given domain, ads would eventually be
blocked only on web pages belonging to sensitive categories chosen by users and
not on the whole domain.

(3) Blocking trackers based on the category of web pages (instead of configuring it for
each and every domain) makes it easier for users to configure as they just need
to select once the categories of web pages that are sensitive to them. As the num-
ber of web page categories is necessarily limited, these pre-defined categories can
be made available to the user when the tool is installed and user choices can be
respected from the very beginning.

With the exception of PrivacyBadger [5], another issue with the existing ad-blockers
and anti-trackers is that, in order to block trackers or ads, they rely on black-lists
manually maintained by their developers or, in some cases, by user communities. The
use of these lists by AdBlock Plus [1], currently the most popular among ad-blocking
tools, stirred controversy for accepting money from some ad companies to whitelist
them [25; 6]. Furthermore, it is very cumbersome to maintain these lists as new track-
ers and/or ad companies keep appearing in the market and already existing companies
keep introducing new mechanisms to deliver ads.

Self-regulatory initiatives by the ad industry are not appropriate. Several
self-regulatory initiatives [13; 10] from the advertising industry have been proposed
to address some of the concerns behind ad-blocking such as Web usability and perfor-
mance. These efforts envisage to improve the ad experience for users but none of them
returns control to users. Moreover, these initiatives from the ad industry do not take
into account the privacy concerns arisen from ad-blocking, even though various studies
confirm that a non-negligible number of users block tracking and ads just to protect
their online privacy [15; 14; 11]. The LEAN program from the Interactive Advertising
Bureau (IAB) [4], one of the biggest advertising organizations with over 5 500 ad com-
panies and publishers, discusses several aspects of non-invasive advertising in a guide
to actively fight ad-blocking, but it is not in terms of privacy [13]. In this same line, the
“acceptable ads manifesto” includes five points to improve the ad-experience, in an at-
tempt to make ads acceptable by users. However, none of these five points tackles the
privacy risks [10] very often caused by persistent tracking and invasive advertising.

4



Table I: Top-level interest categories.

adult economics hobbies & interests politics
agriculture education home real estate

animals family & parenting law religion
architecture fashion military science

arts & entertainment folklore news society
automotive food & drink personal finance sports

business health & fitness pets technology & computing
careers history philosophy travel

Other examples of self-regulatory initiatives are “Your Online Choices” (from a group
of European organizations) [7] and DNT (from the World Wide Web Consortium) [16].
The former lets users block ads tailored to their web browsing interests but users can
never be sure if their choices are actually honored and if they are still being tracked.
These initiatives are insufficient as users’ choices are not technically enforced at their
side. Similarly, DNT allows users to notify websites and the ad industry if they want
to stop being tracked through third-party cookies. But then again, the problem of en-
forcing users’ preferences over tracking and advertising still persists.

3. MYTRACKINGCHOICES
As we have discussed in Sec. 2, the existing ad-blocking technologies and self-
regulatory initiatives are not appropriate to deal with the current threat to the ad-
based economic model of the Web. Nowadays, there is an urgent need for tools that
give users more fine-grained control over tracking and thus, third-party ads, as re-
cently identified by the first in-depth investigation of users tracking preferences [40].

3.1. New approach to anti-tracking
We propose a different approach as a solution to the afore-described concerns. Our
approach targets users who are not against ads but wish to block them due to privacy
reasons. The proposed system design relies on the assumption that most people do not
want to be tracked on “sensitive” websites (for example, related to religion and health),
but would accept to be tracked and receive ads on less sensitive ones (such as news,
sport) in order to support the content provider.

The ultimate aim of this technology is to sustain the ad-based economic model of
the Web and, hence, it is by design in contrast with the rationale behind existing ad-
blockers. The idea is to let users choose the categories of web pages that are privacy-
sensitive to them (for example, health and religion) and exclusively block the respec-
tive trackers and/or ads on those web pages. The granularity of selecting where users
accept ads gives it an advantage over other ad-blockers in various respects as men-
tioned in Sec. 2. Thanks to our approach, users can continue receiving profile-based
targeted ads6 on categories of web pages they accept to be tracked.

Our approach does not follow an “all-or-nothing” policy, in contrast to current ad-
blockers. We allow users to select the categories of web pages that they consider sensi-
tive and do not want to be tracked and receive ads on. Furthermore, users can be even
more selective in the sense that they can block a web page without blocking the entire
category. For instance, if a particular web page hosts intrusive ads that belongs to a
non-sensitive category, users can selectively penalize it while allowing ads on other
web pages in the same category. This feature may encourage publishers not to include
intrusive ads on their web pages.

6As users are okay to be tracked on some categories of web pages. They still can receive useful ads targeted
to those interest-categories of users.
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It is worth noting that our proposal is not a replacement of the current initiatives
proposed by the online advertising industry, but a complement to them. While these
initiatives aim at improving the quality of the ads delivered to users, we permit users
to decide where they want to accept tracking and third-party ads. We emphasize that
users who outrightly reject all ads are not considered. Other economic models (e.g.,
subscription-based access to Web content) must be put in place for such users [18].

MyTrackingChoices is a tool that implements this approach and is described in more
details in the following section.

3.2. Implementation details
MyTrackingChoices has been implemented as a Google Chrome extension7 and a
Mozilla Firefox plug-in8, and are both available for download. In terms of function-
alities, our tool permits users to block trackers (and thus, third-party ads) based on
pre-defined categories of web pages or on a per web page basis. If users do not agree
with the categorization of a web page by MyTrackingChoices, they may change the cat-
egory of that web page. In an attempt to bring transparency over Web tracking, users
can also learn the third-party domains present on a web page.

MyTrackingChoices currently supports web pages in English, French, Spanish and
Italian. This is due to the limitation of our current categorizer module (described next)
but we plan to extend support for more languages in the near future.

The system architecture of the proposed technology consists of three main modules,
each of them performing a specific task. These modules are the categorizer, the policy
module, and the blocking module. Next, we specify the conceptual design and funda-
mental operational structure of a practical implementation of this technology. In the
coming sections, the terms “web page” and “URL” will be used interchangeably.

3.2.1. Categorizer. This module classifies the pages visited by users into a predefined
set of topic of interests. The module employs a 2-level hierarchical taxonomy, composed
of 32 top-level categories and 330 bottom-level categories or subcategories. For the sake
of usability, in the current version of our technology we display and let users interact
only with top-level categories. However, depending on the feedback of users, e.g., if
they find the top-level categorization too coarse, we can further allow users to interact
with bottom-level categories. A list with the top-level categories can be found in Table I.

The categorization algorithm integrated into our system is partly inspired by the
methodology presented in [33] for classifying non-textual ads into interest categories.
The algorithm also builds on the taxonomy available with the Firefox Interest Dash-
board plug-in [12] developed by Mozilla.

Our categorizer relies on two sources of previously-classified data. First, a list of
URLs, or more specifically, domains and hostnames, which is consulted to determine
the page’s category. Here, it is worth noting that this list of URLs only contain domains
that have all web pages belonging to a particular category. For instance, in the current
version of our plug-in the domain techcrunch.com is mapped to “technology & comput-
ing” and “news”. Second, a list of unigrams and bigrams [38] that is used when the
URL lookup fails. The former list is justified by the fact that a relatively small part
of the whole Web accounts for the majority of the visits. [29]. It is evident that pre-
categorized lookup requires few computational resources on the user’s browser and
can be more precise. The latter list, on the other hand, is justified as a fall-back and
allows us to apply common natural-language heuristics to the words available in the
URL, title, keywords and content of the web page.

7https://chrome.google.com/webstore/detail/mytrackingchoices/fmonkjimgifgcgeocdhhgbfoncmjclka
8https://addons.mozilla.org/en-US/firefox/addon/mytrackingchoices
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To build the first list of URLs, we incorporate Alexa.com’s 500 top Web sites for al-
most each of the top-level categories. The list also includes the domains and hostnames
(around seven thousand) classified by Mozilla’s Interest Dashboard plug-in [12].

On the other hand, in the list of unigrams and bigrams, we have approximately
76 000 entries for English language. Three additional lists of unigrams and bigrams,
although with a fewer number of entries, are also available for French, Spanish and
Italian. To compile all these words lists, we have built on the following data:

— a refined version of the categorization data provided by the Firefox Interest Dash-
board extension;

— a subset of the English terms available at WordNet 2.0 [41] for which the WordNet
Domain Hierarchy [37; 22] provides a domain label;

— a subset of the terms available at the WordNet 3.0 Multilingual Central Repos-
itory [31], to allow the categorization of sites written in the aforementioned lan-
guages;

— and the synset-mapping data between the versions 2.0 and 3.0 of WordNet [27].

The categorizer module resorts to word lists only when the hostname and domain
are not found in the URL list. When this happens, the algorithm endeavors to classify
the page by using the unigrams and bigrams extracted from the following data fields:
URL, title, keywords and content of the page. Depending on the data field in question,
the categorizer assigns different weights to the corresponding unigrams and bigrams.
In doing so, we can reflect the fact that those terms appearing in the URL, the title,
and especially the keywords specified by the publisher (if available), are usually more
descriptive and explanatory than those included in the body of the page.

As frequently done in information retrieval and text mining, our web page classifier
also relies on the Term Frequency-Inverse Document Frequency (TF-IDF) model [44].
Said otherwise, we weigh the resulting category(ies) based on the frequency of occur-
rence of the corresponding unigrams and bigrams in the web page, and on a measure
of their frequency within the whole Web9

Based on the categorization using words, we have a score for each category depend-
ing on the algorithm above described. To select the categories that best represent a
web page, we select all the categories that have a score larger than a threshold value,
where threshold (T ) is defined as

T = α× (maximum score − average score),

where α is a constant and its value is chosen based on how much weight we want to
give to accuracy versus completeness (false positives versus true negatives). In our
current implementation, we choose α equal to 0.3. If there are less than three such
categories, the web page is classified into all these categories. However, if there are
more than three such categories, we pick only three top categories and categorize the
web page into them. Thus, the maximum number of categories a page may belong to is
upper bounded by 3.

For the sake of computational efficiency, the algorithm caches the categories derived
from the user’s last 500 visited pages. This way, when the user re-visits one of those
pages, the interest-categories of these pages are obtained directly without needing to
go through the whole process of categorization described above.

9We estimate the frequency of unigrams and bigrams with the help of the Corpus of Global Web-based En-
glish [26], which contains words from blogs and other Web-based materials such as newspapers, magazines
and company websites.
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Fig. 1: Percentage of pages correctly classified per category in our evaluation of the categorization algorithm.

In terms of storage, the whole list of unigrams, bigrams and their corresponding IDF
values occupies approximately 1 megabyte in compressed format. We believe this is an
acceptable overhead to the plug-in download size.

To evaluate the performance of our categorizer, we relied on the data set available at
the Open Directory Project (ODP) 10, which provides a list of web sites together with
its classification into a given taxonomy. The data set we employed in our empirical
evaluation is a subset of these web sites.

The methodology that we followed to assess our categorization algorithm is summa-
rized next.

— We first found a correspondence between the top-level categories of our taxonomy
and those of ODP. In those cases where it was not possible to find a mapping at the
top-level, we resorted to the second and third levels of the taxonomy of ODP.

— For each of our 32 categories, we collected one thousand web pages classified accord-
ingly by ODP.

— For each of the 32 000 pages collected, we executed our classification algorithm and
checked whether the category with the highest score coincided with the topic avail-
able in the ODP data set. To this end, we disabled the URL lookup function, and the
algorithm thus based its decision only on the URL, title, keywords and content of
the web page. We proceeded this way because we aimed at testing the non-evident
part of our algorithm, in which URLs are not categorized manually.

The results are shown in Fig. 1 and the main conclusion that can be drawn is that
our categorization algorithm performs quite satisfactorily. More specifically, the per-
centage of pages correctly classified by the categorizer was 82.42% in average overall,
being 95.98%, 91.15% and 91.02% for “adult”, “health & fitness” and “religion”, respec-
tively. As we shall see in Sec. 4.1, these three categories will be the most sensitive
categories to the participants of our experimental evaluation.

Lastly, we would like to point out that users may also classify manually the page
being visited when they disagree with the results provided by our algorithm. In our
experiments, users reported 31 pages with inaccurate classification during one year
approximately.

10http://www.dmoz.org
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3.2.2. Policy module. This module is responsible for applying the blocking policies de-
fined by users. Policies can be defined either on the content category or on a per page
basis.

To simplify the implementation, our extension allows users to specify only per
category-blocking policies. That is, instead of defining categories of web pages where
tracking should be allowed and categories of web pages where tracking should be
blocked, we just enable the latter blocking declaration.

We would like to emphasize that the particular choice of an anti-tracking policy, and
the corresponding privacy benefit, are absolutely dependent on users’ own perception
regarding web-content sensitivity. When a user installs an ad blocker or anti-tracker,
all third-party tracking is prevented and hence no profiles are built from their browsed
pages. In our case, if a page category is declared as sensitive, our tool blocks all tracking
on it, either. Consequently, blocking those categories regarded as sensitive by a user
means this user feels safe while browsing and being tracked on the non-sensitive cate-
gories. Otherwise the user would declare such particular non-sensitive category/ies as
sensitive so as to avoid the tracking on them.

A configuration panel is shown to users that allows them to specify their anti-
tracking preferences per category. The panel is presented after having installed the
extension and before the extension starts functioning and, by default, no categories
are blocked. The decision of which categories should be blocked can also be made at
a later stage by clicking on the “configure your tracking choices” option in the popup
page.

In contrast to the per-category policies, users are enabled to configure both block and
allow per URL policies. This is to allow users to be more granular if they are occasion-
ally not satisfied with per category-blocking policies. For example, in a scenario where
a user has blocked a category of web pages but wants to support a specific web page in
that category by receiving ads.

The operation of this module is described next. When a user visits a page, the mod-
ule waits for the categorizer to send the topic category of the web page browsed. Being
equipped with the URL as well as the category, the module decides whether the net-
work connections of third-party domains should be blocked or not. We emphasize here
that in case of a conflict between per web page and per category based policy, per URL
based policy prevails. In the event that a web page is categorized in more than one
category, if any of the category is selected by the user to be blocked, the third-party
network connections on that web page are blocked.

3.2.3. Blocking module. This module is responsible for blocking network connections of
third-party domains if a user has selected to block them. There are two main tasks.
First, finding the third-party domains present on a page, and then blocking them. To
find third-party domains, we just need to check if the domains of network connections
match with the domain the user typed in the address bar. If it is not the same, then
such domains can be considered as third-party domains.

The next task is to block the network connections to such domains. This task is not
trivial, since blocking network connections of all third-party domains may break the
functionality of some web pages. The reason is due to the fact that some web pages
download useful content from other domains (a different domain belonging to the first-
party domain or a content provider or some other domain). To address this problem,
existing ad-blockers keep the list of domains that deliver ads or are tracking users.
More specifically, this list of domains is also accompanied with some regular expres-
sions that are used to pinpoint only some network connections from those domains.

MyTrackingChoices follows a different approach to ascertain which third-party net-
work connections should be blocked so that the functionality of the page being visited
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is not broken. Instead of gathering and storing all tracking and advertising domains
—this process may be cumbersome and highly dynamic—, we maintain a list of do-
mains that are essential for the functionality of a web page. This list includes popular
service providers such as Google and Facebook, as well as the most common content-
delivery networks11. In our experience, such a list is smaller and easier to maintain
than the list of tracking and advertising domains. Therefore, we only store the list of
such domains [20], and block all other domains which are not included in said list.
These domains are identified as “trackers” based on a heuristic described below.

We classify a third-party domain as a “tracker” if it is present on three or more dif-
ferent domains that a user visited in the past. This implies that the extension becomes
fully functional only after a user visits a couple of web pages after installation. Our
heuristic is employed so that we do not need to maintain a list of third-party domains
that are specific to a first-party domain to deliver content. For example, lemonde.fr
uses lemde.fr domain to deliver content to their web pages. However, this domain is
only specific to lemonde.fr and is probably used by Le Monde only for this purpose.
Consequently, such domains are not classified as “trackers”. As we do not need to keep
the list of such domain specific third-party domains, this helps us to keep our list of
useful domains reasonably small.

Finally, although our plug-in is configured to classify trackers on the basis of three
observations on distinct domain sites, we would like to stress that users themselves
may ultimately invalidate this classification by reporting a page malfunctioning at
any time. This heuristic provides some flexibility to the developed tool while it permits
maintaining a tractable list of allowed third-party domains as non-tracking entities.

4. ECONOMIC IMPACT
This sections aims to evaluate to what extent our approach could contribute to de-
creasing the impact of ad-blocking on the Web economy. The evaluation is conducted
on the basis of the data collected from users of MyTrackingChoices. In the sequel, we
first describe our data set and the ethical considerations regarding its collection and
use. Afterwards, we analyze the impact of our technology in terms of tracking ubiqui-
tousness, user anti-tracking policies, blocked pages and blocked ads per category, and
attempt to estimate the actual economic cost of our users on the Web and how the
Internet would benefit from this technology if it was massively adopted.

Data set. Our analysis has been carried from the browsing data and ads of 746
users of the Web-browser extension12. It is worth noting that these data correspond to
users who downloaded MyTrackingChoices directly from the Chrome Web Store. Said
otherwise, they were not specifically recruited to participate in our experiment.

Our series of experiments were run from April 2016 to April 2017, and allowed us to
capture 1 624 142 page visits and 110 642 ads. It is important to mention that searches
on Google, Yahoo and any other Web-search engine, as well as page refreshes in Gmail
and other e-mail services, are each counted as one page visit. However, because each
URL is hashed (instead of the domain name) and the URL of a search or an e-mail
page contains the searched terms and some sort of user identifier, it is impossible
for us to know the particular service or website visited. The upshot is that among the
aforementioned number of page visits, 479 411 of them were unique hashed URLs. This
large number of unique page visits might suggest that a portion of them correspond to
Web searches and e-mail services, which would be, on the other hand, consistent with

11This list is updated on the basis of the broken pages reported by users.
12We consider one installation as one user. However, it is technically possible for a user to uninstall the
extension and install it again. We assume that users did not do this.

10



the fact that, among Alexa top 500 sites13, search engines and e-mail pages lead the
ranking of most popular websites.

The data set used in our analysis, however, was preprocessed so as to retain users
with a sufficient browsing activity. In particular, through a process of outlier removal
we decided to get rid of those users who visited less than 20 pages and never configured
their anti-tracking preferences, either on a per category or on a per web page basis.
Those users who did not set any blocking preference at all have not been considered
in this study because our tool serves no purpose in this case. The choice of a minimum
browsing of 20 web pages is somewhat arbitrary but the intuition behind it is not to
take into account the preferences of users who did not considerably use the extension.
Such users might further distort the ensuing analysis.

In terms of usage, our set of users used MyTrackingChoices from 1 day to a maxi-
mum of 369 days. Even though it is possible for users to continue using the extension
and just opt-out of data upload, we consider that they stopped using our tool when no
data was received from them. Among our 746 users, there were 4.29 % of them who
used our extension for less 1 day or less, on average being 37.69 days.

Ethical considerations regarding data collection. The collected data is consid-
ered to be pseudo-anonymized because it does not contain any information that can
be directly used to re-identify users. It contains hashes and categories of visited pages
along with third-party domains and URLs of iframes present on those pages. As a part
of responsible disclosure, users were informed that the tool is developed by Inria as a
research project and that the collected data would be utilized to study the impact of
MyTrackingChoices on the Web. We allow users to opt-out of data collection as well as
to delete previously uploaded data to our servers. Furthermore, we assured users not
to make an attempt to re-identify them and also not to share the data with any outside
party. The privacy policy14 of our tool clearly specifies all these details regarding data
collection, storage, processing and sharing.

4.1. Analysis
To ensure a proper functioning of the extension, we ensured that users uninstall other
ad-blockers and/or disable the blocking functionality provided by other anti-trackers.

Since we aim to investigate the impact of our technology on the Web economy, our
analysis focuses on statistics aggregated over all users of MyTrackingChoices. As a
result, most of the results shown next examine this impact at the level of Web-page
category or publisher type.

We begin our analysis by looking at the number of users who exercised fine-granular
control. We find that 67.83% of users accepted the presence of third-party domains
and hence tracking and hosting ads in some categories of web pages that they do not
consider much sensitive. On average, a user blocked 13.75 categories out of a total of 32
categories. The median of the number of blocked categories is 11. These bare statistics
appear to suggest that the impact on the Web economy due to ad-blocking might be
reduced if users are provided with such fine-grained choices. However, we need to keep
in mind that such a solution is intended for users who block ads because of privacy
reasons, who in principle are not against ads and do not want to be tracked on some
categories of web pages that they regard as sensitive.

We also notice that 32.17% of users regarded all categories as sensitive and con-
sequently decided to block all network connections of third-party domains. These are
probably the users that are either against tracking at all or the ones who wish to pre-
vent any form of advertising; as a matter of, blocking trackers on all visited pages

13http://www.alexa.com/topsites
14Available at https://myrealonlinechoices.inrialpes.fr/privacy policy.html
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Fig. 2: Percentage of users blocking a category.

implies blocking a significant portion of ads, since a common way to deliver advertis-
ing today on the Web is through third-party domains present on web pages. Because
such users (i.e., those who wish to block all page categories) are not employed a fine-
granular control over tracking, the adoption of our tool in such cases will not contribute
to support the ad-based Web economy.

Next, we explore the categories of web pages that are most or least blocked by our
746 users. This will enable us to know the categories that are the most sensitive to
users —where most users do not want to be tracked on— and the categories that users
care the least with respect to tracking. With this information, our tool could try to
include the categories of web pages to block by default and let user tweak them if they
are not satisfied.

Fig. 2 represents the blocked categories in the order of the most blocked to the least
blocked. From this figure, we observe that the four categories most affected by blocking
are “adult”, “arts & entertainment”, “politics” and “religion”, which precisely, and with
the exception of “arts & entertainment”, are content categories regarded as sensitive
by the European Data Protection Law [8]. The three least blocked topics, on the other
hand, are “architecture”, “folklore” and “science”. Based on this straightforward obser-
vation, it follows that users of MyTrackingChoices are mostly concerned about being
tracked on pages with sensitive content [8]. Consequently, it makes sense to provide
them with such a category-based control over tracking.

Having analyzed the categories of pages that were most and least affected by the
adoption of our tool, now we proceed to explore users’ browsing habits, and in particu-
lar the category of web pages they browse the most/least. This will provide insight on
the impact of the proposed technology on the Web.

Fig. 3 portrays the per-category distribution of all pages browsed by the users of our
data set, as well as the percentage of blocked versus allowed pages in each category.
It is important to emphasize that, in our computation of said distribution and all our
results of this subsection, we considered the classification errors of our categorizer,
estimated for a sample of ODP in Sec. 3.2.1. Hence, the results shown reflect the in-
herent errors of our categorization algorithm in the estimation of the pages and ads
that were actually blocked by our plug-in. In order to detect any bias in such data, on
the other hand, we checked it with other studies and the observed pattern seems to
resemble well [30; 35].
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Fig. 3: Distribution of blocked and allowed visited pages per content category.

We found that the top-5 most browsed categories were “technology & computing”,
“science”, “arts & entertainment”, “society” and “hobbies & interests”. Here it is worth
noting that the pages belonging to these 5 categories accounted for 66.17% of the to-
tal browsing activity. However, none of those categories —with the exception of “arts
& entertainment”— were included in the top-5 most blocked categories, as shown in
Fig. 2. This partly explains why there were more allowed than blocked pages in the
top-5 categories of Fig. 3.

We observe that there were more blocked than allowed web pages in Fig. 3 than for
the categories that are the most blocked in Fig. 2. Since the most blocked categories
are least browsed and the most browsed categories are the least blocked, the resulting
overall impact on the Web economy is clearly less damaging. Having said this, one of
the most relevant results of our analysis is that 48.13% of the browsed pages were
actually blocked, which represents a significant reduction in the impact of tracking
blocking —and hence third-party ad blocking— when compared to the strategy pro-
posed by current ad blockers and anti-trackers, which merely aims to prevent tracking
across all browsed pages and eliminate network-based advertising.

Until now, we have examined the impact that fine-grained control over tracking
might have on the Web. The obtained results appear to suggest that MyTracking-
Choices might diminish the effect of anti-tracking on the prevalent economic model
of the Internet. In the sequel, we shall explore the actual effect of such anti-tracking
on advertising. We shall proceed by examining the source URLs of all iframes included
in the web pages browsed by users, and by computing how many of those iframe-based
ads were blocked by our tool. Our aim is to estimate how the anti-tracking policies
specified by our set of users impacted advertising and hence the economy of the Web.

Our estimation leverages the fact that iframes are generally used to deliver display
ads from third-party domains directly into a web page. It is worth stressing, however,
that our plug-in cannot detect non-iframe based ads which may include textual and
video ads, as well as those ads delivered directly by the publisher.

In our data set, we found 965 distinct domains delivering iframes to our users. How-
ever, since iframes do not necessarily contain ads, we first filtered out those iframes
which were employed to deliver ads. This filtering was done on the basis of the list of
advertising domains from the Mozilla Focus project and their partner Disconnect [19].
After this filtering, the number of distinct ad domains and the number of iframes (ads
served by such domains) became 204 and 110 642, respectively. Table II shows a list
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Table II: Top 30 ad domains that delivered ads through iframes

doubleclick.net 21.64% 2mdn.net 2.20 % doubleverify.com 0.97 %
googlesyndication.com 17.54% openx.net 2.14% criteo.net 0.95%

criteo.com 5.53% augur.io 2.13% betrad.com 0.93%
outbrain.com 3.89% exoclick.com 1.87% intermarkets.net 0.85%

rubiconproject.com 3.67% amazon-adsystem.com 1.56% serving-sys.com 0.80%
adnxs.com 3.19% weborama.fr 1.46% adsrvr.org 0.77%

imrworldwide.com 3.10% krxd.net 1.41% casalemedia.com 0.53%
pubmatic.com 3.05% atwola.com 1.32% flashtalking.com 0.47%
bluekai.com 2.66% demdex.net 1.22% mathtag.com 0.46%
gemius.pl 2.26% adverticum.net 1.16% advertising.com 0.45%
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Fig. 4: Distribution of ads per category and depending on whether such ads were blocked or allowed.

with the top 30 ad domains that delivered ads through iframes. An eye-opening result
is that nearly 40 percent of all ads shown to our 746 users were served by two Google’s
domains, namely, doubleclick.net and googlesyndication.com.

Fig. 4 illustrates the percentage of ads per page category that were blocked or al-
lowed according to the anti-tracking policies specified by our users. The categories of
web pages hosting most of the ads were “arts & entertainment”, “technology & com-
puting” and “sports”. Not entirely unexpected, we find that the ads most affected by
blocking were those displayed in the categories most blocked by users, namely, “adult”,
“arts & entertainment” and “health & fitness”, with a ratio of blocked ads to total ads
of 42.13, 24.74 and 17.42, respectively. However, since the number of pages belonging
to such categories was comparatively less visited by our users (and such pages had
comparatively lesser number of ads), the total number of ads blocked by all users of
MyTrackingChoices was rather small. Overall, as few as 16.25% of all ads were blocked
by our tool, which accounts for a significant reduction in the effect of ad-blocking, when
compared to the existing technologies that eliminate 100% of ads.

Having examined the overall percentage of blocked ads, next we aim to estimate the
ultimate economic impact of said ad-blocking on the Web. To this end, we capitalize on
the analysis conducted by previous own research [42], where we estimated the prices
paid by different types of advertisers in 2014 to display their ads through RTB. To the
best of our knowledge, ours is the only study on ad-price estimation per topic category
for desktop browsing. For the sake of completeness, we provide the list of prices in
Table III, where the average cost per thousand impressions (CPM) and the standard
deviation (SD) are shown for 11 interest categories.
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Table III: Average prices per category in CPM

Category Avg. price Std
Adult 0.25 0.15
Humor 0.25 0.19
Sports 0.29 0.18
Games 0.32 0.16
Blogs / Web Communications 0.33 0.25
Entertainment 0.33 0.23
Computers / Internet 0.38 0.24
News / Media 0.38 0.26
Society / Lifestyle 0.38 0.27
Vehicles 0.41 0.34
Reference 0.48 0.21
Restaurants / Food 0.59 0.31
Shopping 0.68 0.38
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Fig. 5: Estimated gain in ad-revenue in our data set. One SD above and below the mean value (green) is
depicted.

The idea is to estimate the impact of our tool based on such prices and our results of
ad blocking per category. However, we must take into account that RTB is one of the
two third-party advertising models (see Sec. 2) and that the money paid by advertisers
through traditional ad platforms might differ substantially from RTB auctions. In the
absence of any information about the ad-prices paid through these ad platforms and
owing to the fact that RTB is the dominant technology, we assume the same estimates
given by [42].

We illustrate the estimated impact of fine-grained control over tracking in Figs. 5
and 6. In the former figure, we plot the amount of money that publishers —and ad
platforms through a small fee charged per served ad— “gained” as a result of 746 users
using MyTrackingChoices from April 2016 to April 2017. By gain, we mean that said
ad revenue would have been lost if all our users had chosen an ad blocker like Adblock
Plus to protect their privacy. We compute this gain based of the average price per
category and the total number of ads which were not blocked as a result of a blocking
policy. We would like to emphasize that because such prices are not available for all
our 32 categories (as shown in Table III), our results are restricted accordingly. In
Fig. 6, on the other hand, we represent the loss in ad-revenue due to our anti-tracking
technology.
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Fig. 6: Percentage of ads blocked and allowed per page category. One SD above and below the mean value
(red) is depicted.

The most remarkable result that follows from these figures are the reduced gains in
ad-revenue brought by MyTrackingChoices for each category15. However, it must be
noted that this is simply a consequence of the low CPM prices reported in [42], which
average 0.00039 dollars per ad, and also the moderate number of impressions dis-
played to users of our data set, namely 110 642 served in 1 624 142 pages. The reason
for this ratio of ads to browsed pages may be found, in turn, in the data-collection mod-
ule integrated into MyTrackingChoices, which can only capture static-image-based ads
(which are typically iframe-based) and thus it is unaware of any textual, Flash-based
and video ads shown to our users. It is important to stress, nevertheless, that a sub-
stantial portion of such browsed pages might in fact correspond to search engines and
e-mail services, where typically no display ads are present. But because it is not possi-
ble for us to ascertain the actual domain names of the hashed URLs, we cannot find out
the actual portion. Hence, in the absence of any rigorous study on the number of ads
displayed to desktop browsing users, and as a way to validate our data-collection pro-
cedure, we can only mention that Alexa’s 500 top sites contains numerous web pages
which are free of ads. As a matter of fact, among the top 50 most popular sites on the
Web, only 56% of them currently show ads for desktop users on their home pages.

In addition to this reduced overall impact by the users of our data set, we also notice
that the publishers providing “arts & entertainment” and “technology & computing”
and “sports” content were the ones most affected, positively and negatively, by our
plug-in.

Concluding remarks. Trying to extrapolate the above results to a larger popula-
tion of users adhered to MyTrackingChoices is a challenging task, and so is obtaining
a reliable estimate of the overall impact of our tool on the Web economy. For privacy
reasons, hardly any demographic information of our users is available to us, and thus
it is difficult to assess whether our data set is representative of the whole population of
users or not. From the Firefox version of our plug-in, however, we know that most users
are from the U.S., France and Germany, and that all users (Chrome and Firefox) in our
data set downloaded the plug-in directly from the corresponding Web repositories.

15In our estimation of those gains we disregarded the 32.77 percent of the allowed ads for which there was
no price available, according to Table III.
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In the absence of such information, we can only assume that our set of users might
resemble, to a certain extent, the whole population. This is obviously under the as-
sumption that users would be motivated for installing an add-on which, in addition to
preventing tracking more granularly, might support content providers. Bearing this in
mind, our result that 48.13% of the pages browsed by our 746 users were blocked by
MyTrackingChoices might be an indicator that the cost of ad blocking could be dropped
by nearly half.

However, ad blocking has several dimensions and does not only affect desktop brows-
ing but also mobile browsing and mobile apps. This means that the most reliable es-
timate of the loss of global revenue due to blocked advertising [15], which was 21.8
billion dollars in 2015, may not be suitable for our purposes. Besides, while in that
same year mobile was starting to get into the ad blocking game, mobile ad-block usage
has now surpassed desktop ad blockers according to a recent report [23].

The problem with said estimation of the cost of ad-blocking based on the percentage
of blocked ads is that, first, the number of ads need not be uniformly distributed across
all websites; and secondly, ad-pricing depends on the particular page ads are delivered,
among other aspects. For these two reasons, our study also examined the number of
blocked ads in our data set on the basis of the publisher type. Our analysis, although it
is limited to iframe-based ads and relies on the ad-prices reported for the RTB model,
indicated a greater reduction in the impact of ad blocking when compared to that
estimated from the blocked pages. In particular, we observed that just 16.25 percent of
all ads were blocked by our tool.

Although the overall monetary impact was estimated to be just 20.06 ± 5.91 (SD)
dollars in ad-revenue, it must be noted that this was essentially due to the low ad-
prices reported for desktop browsing [42]. In fact, ad prices for mobile browsing have
been recently estimated to be in the range of $0.01 CPM to $100 CPM, with an average
of $25 CPM [43]. This in contrast with the average of $0.39 CPM for desktop browsing
used in our analysis, which suggests that the potential gain in ad-revenue provided to
publishers by a massive adoption of our tool (by both desktop and mobile users) is here
underestimated.

Last but not least, it is important to bear in mind that our conclusions about the
magnitude of the impact of MyTrackingChoices on the Web economy are inextricably
dependent on the reliability of the CPM estimates. The data we rely on is, to the best
of our knowledge, the only source information with ad prices for desktop browsing on
a per-category basis. The more recent study cited above ([43]), albeit for mobile ad-
vertising, shows even larger deviations in the estimation of this pricing information.
For example, the authors of this study reported CPMs of 0.3 ± 3 (SD) dollars approxi-
mately for ads related to “technology & computing”, whereas we have considered CPMs
of 0.38 ± 0.24 (SD) dollars from [42] for that same category.

To reduce this uncertainty in the estimation of MyTrackingChoices’ impact on the
Web economy —an uncertainty due to the unavailability of reliable estimates of ad
prices—, we indicate in Sec. 7.1 some possible improvements and open research direc-
tions.

5. USABILITY AND PERFORMANCE EVALUATION
In this section, we examine some aspects related to usability and performance. We
report upon the pseudo-anonymous data collected from our users.

5.1. Usability
Usability is an essential factor for a wide scale adoption of any Internet tool. In our
case, the measurement of this factor is a challenging task since no direct user-feedback
in this regard is available to us. In this section, we analyze two aspects of our tool that
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Fig. 7: Percentage of users modifying the category-based anti-tracking policy different number of times.

may be related to its usability. However, bear in mind that, in the absence of said
feedback, the analysis is more oriented to providing some indicative figures about the
usage of MyTrackingChoices, rather than attempting to evaluate its usability.

Before going into further details, recall that current anti-trackers allow users to
block ads based on a per URL basis, whereas our tool lets users specify their blocking
policies based on categories of web pages. That said, in an attempt to evaluate the
usability of our tool we compute the frequency with which users needed to change the
blocking policies. Under this first criterion, we compare the blocking policies used by
current anti-trackers and MyTrackingChoices. It is evident that category-based block-
ing should outperform URL-based blocking. However, for completeness and accuracy,
we measure the performance of MyTrackingChoices in this regard.

We note that, in certain circumstances, category-based blocking can be too coarse.
For example, a user may not want to block a specific web page in a blocked category or
vice versa. To serve this purpose, MyTrackingChoices offers an additional possibility
to be more granular and block or allow on a per web page basis. Our second criterion
captures the usage of this feature. This criterion is evaluated by counting the number
of users who exercised such a granular feature and at how many web pages this feature
was used.

Next, we measure the afore-described criteria on our data set. First, we study how
users’ tracking choices evolve over time. Specifically, we want to know if users are
satisfied by just configuring once their tracking choices when they install the tool or
they change their tracking choices post-installation.

Fig. 7 shows the percentage of users who changed their anti-tracking policies. We
note here that the vast majority of our users defined said policies once and then did not
feel the need to modify them. This suggests that the proposed category-based blocking
is stable over time and that our tool does not require much tuning once such prefer-
ences are clear. Additionally, we observed that almost all remaining users added one
or more categories, while only 9 users removed an already blocked category.

Having seen the frequency with which users change their tracking preferences,
now we examine whether and how often users prevented tracking through the URL-
blocking option. We find that 239 users in our data set utilized this functionality on
0.71% of the browsed pages. Although this is not a considerable percentage, this result
indicates that such an option is a necessary and complementary strategy to category-
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Fig. 8: Distribution of per URL defined policies by category.

based blocking. The reason is that, through this more granular control, users can exert
control over tracking whenever they are not satisfied with the plug-in’s per category-
blocking decision.

Fig. 8 shows the distribution of per-URL-granular policies specified by those 239
users over different categories of web pages. It is worth noting that, among the top-5
categories for which per URL policies are defined, none of them belonged to the top-5
categories blocked by users (Fig. 2). This means that the web pages which contributed
the most to the per-URL policies are those which correspond to non-sensitive cate-
gories. Also, we observe that 34.45% of the per-URL policies were defined to allow
trackers on different web pages where tracking was blocked as per their category. This
leads us to the conclusion that some users are willing to accept ads on web pages be-
longing to non-sensitive category and indeed want to support publishers. However, at
the same time, we also notice that trackers/ads are blocked on a per-URL basis for web
pages which are not blocked based on their categories. This implies that users are dis-
posed to block trackers and thus eventually ads on certain web pages, even if they did
not consider their categories sensitive. Such a user behavior suggests that these web
pages might have contained intrusive ads and for this reason users opted for blocking
third-party domains.

5.2. Performance
Our tool aims to return control to users over third-party tracking by enforcing their
privacy preferences. However, the control returned to users comes at the cost of some
processing and computational overhead. In this section, we evaluate this cost.

We measure the performance of MyTrackingChoices in various respects. First, we
measure the performance of our tool in terms of correctness of categorization algorithm
and proper functioning of the web pages. We find that incorrect categorization was re-
ported for only 31 web pages (out of a total of 1 624 142 distinct web pages browsed
by all our 746 users) by 24 users. This seems to indicate that users are mostly sat-
isfied with the categorization results provided by our tool, which is in line with our
evaluation of the page-classification algorithm conducted in Sec. 3.2.1. Also, 12 users
reported 12 web pages whose functionality broke due to MyTrackingChoices. Most of
the times it was because of blocking of content-provider domains and we corrected the
problem by updating the list of allowed domains.

Next, we assess our extension in terms of average page-loading time, maximum
memory usage and maximum CPU usage, and compare these results with some of
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Fig. 9: The first row shows the average loading time (in seconds), peak memory usage (in MegaBytes)
and peak CPU usage (in %) for the home page of CNN website (cnn.com). The second and third rows show
the same information for the home pages of Le Monde (lemonde.fr) and New York Times (nytimes.com)
respectively.

the most prominent ad-blockers and anti-trackers. This is necessary because our ex-
tension provides certain privacy guarantees in terms of user tracking but it comes at
the cost of processing and computational overhead.

Fig. 9 presents the benchmark analysis of this comparison as well as a baseline sce-
nario where no ad-blocking tools are used. The results of this benchmark analysis have
been obtained after ten consecutive visits to these three popular web pages: cnn.com,
lemonde.fr and nytimes.com. Obviously, any caching mechanism was prevented in our
evaluation. The main conclusion that can be drawn from this figure is that our tech-
nologies, despite its higher complexity, performed reasonably well, compared with most
of the tools evaluated in this study. In terms of page loading time, MyTrackingChoices
seems to be close to Ghostery and uBlock Origin (except for the site nytimes.com), the
two tools which led this aspect. As for memory usage, our plug-in required between
67 and 70 MB, ranking second —together with SuperBlock Adblocker and Adguard
AdBlocker— after Adblock Plus in cnn.com, and ranking fourth after Ghostery, uBlock
Origin and SuperBlock Adblocker in nytimes.com. Finally, with a maximum processing
usage between 2 and 7 percent, our extension outperformed all tested tools in terms of
CPU consumption. In a nutshell, the performance of MyTrackingChoices was observed
to be about the average for those three web pages, and this was despite the inclusion
of more sophisticated and advanced privacy features.

6. PRESENCE OF TRACKERS
In this section, we study the prevalence of trackers on the Web. We first discuss how
this study is conducted and then present the measurement results.

If a third-party domain is present on a web page, we assume that it is tracking
users. Moreover, a third-party domain is classified as “tracker” only if it is found to be
tracking users on three or more web pages, as mentioned in Sec. 2. The consequence is
that the first two presences of a third-party domain does not suffice for the domain to be
classified as a “tracker”. In addition, we exclude from our study those web pages which
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Fig. 10: Distribution of trackers per content category. The left-side y-axis represents the average number of
trackers with SD, whereas the right-side y-axis provides the number of distinct trackers.

are blocked by users themselves. This is because if the initial request to a tracker is
blocked, none of the consequent requests, which would have been made otherwise, can
be captured.

Users in our data set were tracked 2 554 592, times by a total of 2 781 distinct track-
ers. The average number of trackers over all users per page is 3.02, with SD of 5.16.
However, the maximum number of trackers present on a web page is as high as 151 in
some cases whereas the minimum is zero.

In Fig. 10, we plot the distribution of trackers across different categories. From this
figure, we note that those pages classified as “home” contain the greatest number of
trackers on average. However, if we contrast it with the number of ads received on
those pages (Cf. Fig. 4), we find that the web pages in the “home” category did not
receive the greatest number of ads. This seems to indicate that web pages of such
category include many additional trackers other than those related to ads. In fact, the
average number of trackers in said category is 10.22 and the SD is 4.79. This is much
higher than the global average of 3.02 trackers per page.

From the same figure, it is interesting to note that the “technology & computing”
pages exhibited the largest number distinct trackers, close to 2 000, even though the
average number of trackers per web page is quite small. Actually, those web pages cate-
gorized as “home” are tracked by 349 different trackers, although the average number
of trackers per page is the highest one. This result might suggest that trackers are
most spread in web pages belonging to the “technology & computing” category.

Finally, we would like to stress that more extensive experimental research on Web
tracking [28] appears to be in line with our results, particularly with those concerning
with the prevalence of tracking per interest category.

7. CONCLUDING REMARKS
In the last few years, as a result of the proliferation of intrusive and invasive ads, the
use of adblocking and anti-tracking tools have become widespread. The problem with
these technologies is that they pose a binary choice to users and thus disregard the
crucial role of advertising as the major sustainer of the Internet’s free content.

We believe that such technologies are only a short-term solution, and that better
tools are necessary to solve this problem in the long term. Most users are not against
ads and are actually willing to accept some ads to help Web sites [15; 14; 11; 17; 21].
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However, this is provided that, in this ad-delivery process, users can control the per-
sonal information gathered.

We have proposed MyTrackingChoices, a Web technology that may address this sit-
uation by giving users real control over their browsing histories. The proposed tool
empowers users to take control and reinforce their tracking preferences, and its ulti-
mate aim is to strike a better balance between user privacy and the Web economy.

The proposed tool aims at protecting users’ privacy by selectively regulating the
information disclosed to ad companies and Internet trackers. However, at the same
time, it allows users to enable tracking on those web pages which are not considered
to be sensitive, which is crucial for preserving the Internet business model whereby
users get free content and services in exchange of receiving ads.

Among other features, our technology facilitates a simple albeit effective manage-
ment of user privacy. Through a user-friendly interface, users can select which of the
32 top-level categories they do not want to tracked on. While browsing the Web, they
are informed about the category of the visited pages as well as the trackers available
on such pages, raising awareness about the ubiquity of tracking and the entities follow-
ing their traces. Also, the fact that our tool may block tracking on sensitive categories
is in compliance with current regulations on data protection.

To estimate the impact that the proposed tool would have on the Internet, we have
conducted a thorough analysis with real-world user data. Among other results, our
analysis shows that the 48.13% of the pages browsed by our set of users and the
16.25% of the ads displayed to them were blocked by MyTrackingChoices. Based on
the latter figure, which suggests an important reduction in the impact of ad blocking,
as well as the ad-prices reported by previous own work, we estimated small benefits
for publishers as a result of our more granular ad blocking. However, these benefits to
the online advertising ecosystem are underestimated since our analysis is restricted to
static-image-based ads and desktop-browsing, and the ad-prices are not available for
all our publisher categories.

7.1. Limitations and Future Work
We conclude this section by highlighting the limitations of our analysis of the impact
of MyTrackingChoices on the Web economy. Next, we identify some strands of future
research.

One of the main limitations of our analysis is that the current version of our tool is
only able to detect iframe-based ads. Since these type of ads are mostly delivered in the
form of images (either static or dynamic), our study is not aware of any textual or video
ads displayed to our users. Besides, our analysis is constrained by the fact that My-
TrackingChoices is available only to desktop browsing on Chrome and Firefox, which
means that the impact of fine-grained control over mobile browsing and advertising is
not addressed.

On the other hand, our estimate of the economic impact due to MyTrackingChoices
is affected by our non-perfect page classifier, which shows a good performance for sen-
sitive categories such as “adult”, “health & fitness” and “religion” (95.98%, 91.15% and
91.02% of correctly classified pages, respectively), but is less accurate for other popular
content categories like “news” (77.77%) and “travel” (80.12%).

Furthermore, we are also restricted by the scarce data on CPM prices. We build on
the results of previous own research [42], which is the only study on ad-price estima-
tion per topic category for desktop browsing. However, said data is not available for all
our publisher categories and more importantly exhibits large deviations, which causes
uncertainty in the estimation of the economic impact of our tool.
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To cope with such limitations and further support our arguments on the suitability
of fine-grained control over per-page tracking, next we explore possible improvements
and open research directions.

The Web page categorization algorithm currently uses the landing page, i.e., the
page where the user is redirected to when they click on the image-based ad, to cate-
gorize the page. As the landing page is not always available, the image itself could be
used, in addition to or along with, the landing page information. There already exists
much off-the-shelf software for optical character recognition in images16.

The other important direction of future work is to reduce the uncertainty in the
estimation of the economic impact of MyTrackingChoices as a result of the large devi-
ations in CPM prices reported by previous work. This is needed to convince users and
also all other stakeholders, i.e., advertisers and publishers, that our approach could
actually be useful to simultaneously protect privacy and provide free content to users.
We intend to diminish said uncertainty by examining the clear-text prices for winning
bids which are often included in the request and response of RTB messages. Because
these data are available on the user side, our plug-in should be able to capture them.
With this information, we could remove the effects that the ad-serving time, browsing
profiles, devices and location may have on CPMs. Because our tool would have access
to the prices of the ads delivered to our users, we could compute a better estimate of
the actual cost of our tool on the Web economy.

On the other hand, since privacy is only one of the reasons users block ads, MyTrack-
ingChoices could be extended to provide fine-grained choices on the other main reason
behind ad blocking, namely, intrusiveness. Specifically, MyTrackingChoices could ask
users for the maximum number and types of ads they would like to see per page, and
then enforce their choices technically. We believe this could help our tool gain more
adoption since the addition of this feature will not only attract the privacy conscious
users but also those concerned with intrusive ads
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