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ABSTRACT

Despite decades of research on the Internet security, we constantly
hear about mega data breaches and malware infections affecting
hundreds of millions of hosts. The key reason is that the current
threat model of the Internet relies on two assumptions that no
longer hold true: (1) Web servers, hosting the content, are secure, (2)
each Internet connection starts from the original content provider
and terminates at the content consumer. Internet security is today
merely patched on top of the TCP/IP protocol stack. In order to
achieve comprehensive security for the Internet, we believe that a
clean-slate approach must be adopted where a content based secu-
rity model is employed. Named Data Networking (NDN) is a step in
this direction which is envisioned to be the next generation Internet
architecture based on a content centric communication model. NDN
is currently being designed with security as a key requirement, and
thus to support content integrity, authenticity, confidentiality and
privacy. However, in order to meet such a requirement, one needs to
overcome several challenges, especially in either large operational
environments or resource constrained networks. In this paper, we
explore the security challenges in achieving comprehensive content
security in NDN and propose a research agenda to address some of
the challenges.
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1 INTRODUCTION

The current IP based end-to-end Internet architecture [20] designed
in 1970’s is fundamentally broken as the way we use the Internet
has changed drastically over the last four decades. Nowadays, the
Internet usage is dominated by content distribution mainly due to
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video streaming and billions of things connected to the Internet. As
a solution, the notion of Named Data Networking (NDN) [61] has
been proposed. NDN is a general-purpose, information-centric net-
work architecture [55], that uses names to identify resources in the
Internet, similar to the REST architecture [29], and provides native
support for content caching at edge nodes. While NDN provides
many benefits compared to the traditional network architectures,
in order to gain its full potential and make it practical, one needs
to address security, efficiency and scalability.

Key requirements for NDN security is to assure that data man-
aged by the system is not tampered with and also that data is kept
confidential and only accessed by authorized parties. In addition,
privacy is critical.

NDN defines two types of network packets, possessing highly
asymmetric properties. Clients send interest packets, which con-
tain only a name and a minimal set of additional control fields.
Servers respond with data packets, which contain the data asso-
ciated with the name in the corresponding interest. By looking
at interest packets of an individual, a malicious party can infer
privacy-sensitive information about the individual. Even though
today we have a huge body of security and privacy techniques,
applying these techniques to NDN, especially when deployed on
5G networks, is challenging due to stringent real time requirements
and the scale, and highly dynamic nature of the systems.

In order to provide a comprehensive framework for data security
and privacy in NDN, it is critical to address three main requirements.
The first requirement focuses on designing efficient digital signature
techniques; this is a critical security building block for NDN in order
to ensure authenticity and integrity of data packets. The second
requirement focuses on access control techniques to allow selective
sharing of the data packets with end-to-end encryption enforced.
Finally, the third requirement focuses on privacy which is perhaps
the most challenging issue.

NDN requires data producers to digitally sign every data packet
so that data consumers can verify the data without caring about the
locations from which the data packets are delivered. Specifically,
a valid digital signature gives data consumers reason to believe
that the data was created by a known data producer (authentica-
tion), that the data producer cannot deny having transmitted the
data (non-repudiation), and that the data was not altered in tran-
sit (integrity). However, considering that the data consumers can
be mobile devices or small Internet of Things (IoT) devices with
limited resources, it is critical to minimize the signature genera-
tion/verification latency and the signature size and enhance the
efficiency of all operations related with the management of data
signature processes.
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Access control is critical in NDN systems in order to selectively
share data among users. Access control has been widely investi-
gated (we refer to [15] for a survey of access control for database
systems). At a higher level, an access control system is based on
an access control model (such as the discretionary model and the
mandatory model [15]). When a discretionary model is adopted, the
system uses a set of permissions to decide whether access to a pro-
tected resource can be granted. In this paper, we argue that the most
suitable model is what we refer to as “name-based access control”
model. In addition to differing with respect to access control model,
access control systems differ with respect to the enforcement ap-
proaches used (e.g.: access control lists, and encryption). The actual
enforcement mechanism to be adopted depends in turn from the
system architecture and the types of actions to be controlled. A
critical issue in designing an access control system for NDN is to
select a proper enforcement mechanism. Such a mechanism has to
be decentralized, as having to contact some centralized server for
access control enforcement is not suitable when there are real-time
constraints and does not follow the decentralized distributed ar-
chitecture of NDN. Further, the mechanism must exploit caching
mechanisms to support caching of information needed for access
control.

Ensuring privacy for both content producers and content users
is a very important as well as a challenging step towards building
practical NDN. We identify three key requirements to ensure pri-
vacy: (1) communication annonymity, that is, making it difficult
for an attacker to trace back to a sender of a message received by
a destination; (2) search privacy, that is, hiding the content of the
interest packets sent by content users from intermediaries in the
NDN infrastructure and attackers; (3) cache privacy, that is, mak-
ing it difficult for a data consumer to infer information about the
content consumption patterns of other consumers in the physical
proximity based on cached contents. It should be noted that even if
data packets are end-to-end encrypted, the privacy of data packets
is ensured only if the privacy of the interest packets is also pre-
served. The reason is that the content of the interest packet, which
includes the name of the content users want to consume, may re-
veal information about the encrypted data packets even though
intermediaries cannot decrypt such packets.

In what follows based on the characteristics of NDN systems,
we propose possible approaches to meet the content security and
privacy requirements that we have outlined. Further, we critically
evaluate the existing solutions proposed for some of the security
challenges. We also identify and discuss open research challenges
that have to be addressed in order to build practical and secure
NDN systems.

The rest of the paper is organized as follows. Section 2 presents
an overview of NDN with an emphasis on security. In Section 3,
we critically evaluate the existing solutions to address some of the
security problems discussed in this paper. We identify challenges in
supporting scalable and efficient digital signatures on data packets
and discuss possible directions to solve such challenges in Section 4.
Section 5 identifies challenges in decentralized access control in
NDN and possible solutions to address such challenges. Finally, in
Section 6, we discuss privacy requirements in details and challenges
in addressing such requirements.
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Figure 1: An NDN Node

2 NAMED DATA NETWORKING

NDN [34, 61] is one instance of a more general next generation
network architectures called Information Centric Networking [55].
The Internet Research Task Force (IRTF) established an ICN re-
search working group [4] in 2012 in order to further advance the
research and standardization of ICN. NDN has its roots in an earlier
projected called Content-Centric Networking (CCN) proposed by
Van Jacobson. He publicly presented his work at Google Tech talk
in 2006 [33].

NDN changes the Internet’s communication model from deliver-
ing packets to an end host to retrieving content for a given name.
The communication in NDN is driven by receivers, i.e. data con-
sumers, based on a pull model. They exchange two types of packets:
Interest and Data. Both types of packets carry a name that uniquely
identifies a piece of data.

In order to fetch data, a data consumer creates an interest packet
adding the name of the data packet it needs and sends it to the
network. The routers in NDN use the name in the data packet to
push the interest packet towards data producer(s). Once the interest
packet reaches a network node that has the requested data packet,
signed by the producer’s private key, the node pushes the data
packet to the consumer following the reverse path that the interest
packet took.

Both types of packets carry a name that uniquely identifies an
information item in NDN within the given scope and context. NDN
names are opaque to the network meaning that NDN does not at-
tribute any meanings to the names. Thus, it allows applications to
choose their own naming conventions and evolve independently
of the network. However, NDN does assume that names are hierar-
chically structured. For example, a whitepaper produced by QCRI
may have the name /qa/org/qcri/papers/whitepaper.pdf, where ’/’
separates the name components in text representations similar to
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Figure 2: Routing and Caching in NDN

RESTful resources. Large objects, e.g., a video, that cannot be carried
as a single component, are segmented into multiple packets. For
example, /edu/purdue/cs/keynote.mpg/2 may represent the second
segment of a particular keynote video from Purdue University.

As mentioned earlier, names in NDN need to be unique within
the scope and context only, very much like the concept of public
and private IPs. For example, two organizations may use the same
name /iotdevices/smartlights/room1 in their own private context,
but if the name is used in the global context, it should be unique
universally.

As NDN routes packets based on names, it eliminates two issues
in current IP based routing architecture: address space exhaustion,
and address management. Unbounded namespace eliminates the
address space exhaustion problem. Local address assignment and
management are no longer required as NDN does away with IP
addresses.

As shown in Figure 1, an NDN node maintains three data struc-
ture to move packets around the network: a Forwarding Information
Base (FIB), a Pending Interest Table (PIT), and a Content Store (CS).
As mentioned earlier, in order to request some data, a consumer
sends an interest packet containing the name of the data. These
interest packets are forwarded along routes by the FIB in each node.
When an interest packet arrives at a node, the node first checks its
CS to see if the data is cached; if this is the case, the node returns the
data packet to the interface from which the interest packet had been
received. Otherwise, the node checks if the data is available in the
PIT; if a matching entry is available, the node simply appends the
interface of this request to the existing entry and waits for the reply
from upstream nodes. If an entry does not exist, the node creates
an entry in PIT, and consults the FIB to find the nodes towards data
producer(s) in order to forward the request. When a data packet
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arrives at the node, it follows the reverse path. In order to mitigate
Distributed Denial of Service (DDoS) attacks, the node accepts only
those data packets which it anticipates to receive as recorded in the
PIT. Based on the caching policy, the node may or may not cache
the data packet after forwarding it to the corresponding interfaces.
Figure 2 shows the typical caching based routing in NDN.

The current connection-based approach to security (Transport
Layer Security (TLS)) inexplicably ties the security of the content
to trust in the server that stores the content. This approach is
widely recognized as a significant problem as the trust that the
consumer gets is essentially transient leaving no reliable traces on
the content after the connection is over. For example, in order to
have some confidence over the data, one always needs to retrieve
the data from the original server, not from any intermediaries.
NDN is designed to address this issue by moving to a content-based
security model instead of a connection-based one. In fact, a central
tenant of NDN is that data consumers do not care if a data packet
was served from a network node caching the content or from the
original producer. Similarly, data producers do not care from where
and when data consumers receive the data packet. Thus, the trust
in data is decoupled from the time when the data was originally
obtained and from the location(s) from which the data was obtained.
This content-based design demands mechanisms to validate the
integrity, and authenticity of data packets by data consumers and
ensure confidentiality.

3 RELATED WORK

NDN security can broadly be classified along two dimensions:
infrastructure security and content security. As this paper focuses
on the latter, we only provide a summary of the former as we believe
that most of the infrastructure security issues can be addressed
using the same techniques used to protect traditional IP network
infrastructures.

Content based security is at the core of NDN design. NDN spec-
ifies that all data packets must be secured by cryptographically
signing them. However, designing mechanisms that are efficient,
scalable, and usable in order to meet the security requirements of
integrity, authenticity, confidentiality and privacy are very much
open problems that a few researchers have started to research
on. [7, 52, 59]. A issue in meeting these requirements is to estab-
lish trust in the keys utilized for enforce the security mechanisms.
Diana et al. [52] proposes a PKI based scheme to verify the authen-
ticity and integrity of names associated with contents. They further
elaborate on the level of trust one place on the keys used to sign
data packets together with their names. Going one step further, Yu
et al. [59] proposes the notion of trust schemas that can provide
data consumers an automatic way to discover which keys to use
for authentication and data producers to identify which keys to
use for the signatures. However, it is not clear from their work
how data consumers can correctly identify trust schemas or trust
anchors, and bootstrap trust. A more serious issue is that there
is no provision for key revocation and reflecting key revocation
in trust schemas. Afanasyev et al. [7] have investigated how to
utilize secure NDNs to replace the current connection based Web
infrastructure. They discuss security issues in HTTPS especially
with the prevalence of CDNs and HTTPS termination, and propose
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a research agenda to solve these issues by using content-based
security over NDN. It should be noted that their focus areas are
different from what we discuss in this paper. They mainly focus on
supporting cryptographic protocols in browsers, key management
for data producers and consumers, and establishing trust in keys.

Akin to the routing and lookup infrastructures in TCP/IP based
architecture, NDN does require a set of always available services
in order to operate across multiple networks. Recently, Afanayev
et al. [8] proposed a DNS like name service for NDN to identify the
need to look up names. While the proposed system has features
similar to DNSSEC [9] and to security extensions of DNS, they show
that their design differs from the DNS design mainly due to how
NDN operates and NDN caching mechanisms. DNS operates at the
application layer, whereas NDN works on names at the network
layer itself. Gasti et al. [30] analyze the resilience of NDN to DDoS
attacks and identify some new types of attacks specific to NDN,
such as interest flooding. Due to the design of NDN, they show
that current DDoS attacks such as bandwidth depletion, reflection
attacks [46], and black-holding by prefix hijacking [12], are inef-
fective in NDN systems. As you may recall, NDN supports built-in
caching to accelerate content delivery and these caching nodes
are an attractive target for attackers. Securing these NDN caching
nodes is also an active research area [23, 37].

Privacy protection in NDN [21] is a seldom explored topic. While
some features of NDN, such as the lack of source/ destination ad-
dresses and cached content retrieval, improve privacy, a closer look
at the design choices of NDN reveals a number of open privacy
issues: name privacy, cache privacy [5, 6], and certificate privacy
are some of the issues that need further attention from the privacy
research community.

Content security is not a new topic. In the last couple of decades,
numerous research efforts concerning systems and models have
focused on content based security, mainly confidentiality. Such
efforts include end-to-end encrypted messaging systems [27], en-
crypted content dissemination [50], encrypted cloud storages [44],
encrypted query processing systems (e.g.: CryptDB, DBMask, Monomi
TrustedDB, and Cipherbase), encrypted publish-subscribe systems [24,
40], encrypted web application platforms (e.g.: Mylar, and Shad-
owCrypt), encrypted email systems [47], computation over en-
crypted data, and end-to-end integrity over web [36]. While some
of the building blocks developed as part of the above systems (e.g.
attribute based group key management [41]) can be applied to
secure NDN systems, most of the cryptographic techniques uti-
lized in these systems are either known be broken under practical
threat models or too inefficient to meet performance and response
time requirements. While content based security, especially en-
cryption, satisfies the necessary security requirements, encryption
comes with a cost, namely broken functionality. The above sys-
tems utilize a new class of algorithms that try to strike a balance
between these two conflicting goals of security and functional-
ity. They are collectively called property preserving encryption
schemes: searchable encryption schemes [17, 53], order preserv-
ing encryption schemes [38], and format preserving encryption
schemes [13]. Most of the above property preserving schemes are
known to leak information to various degrees based on auxiliary
information available and broken under honest-but-curious threat
model [19, 45].

>
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4 DIGITAL SIGNATURES

A valid digital signature gives data consumers reason to believe
that the data was created by a known data producer (authentica-
tion), that the data producer cannot deny having transmitted the
data (non-repudiation), and that the data was not altered in transit
(integrity). However, considering that the data consumers can be
mobile devices or small IoT devices with limited resources, it is
critical to minimize the signature generation/verification latency
and the signature size and enhance the efficiency of all operations
related with management of data signature processes. In particular
the design of a suitable digital signature for NDN should follow
three different orthogonal strategies: (1) adopt the most efficient
signature scheme(s); (2) devise scalable and efficient strategies for
the management of information required by the adopted scheme(s)
(such as public encryption keys); (3) support the concurrent exe-
cution of multiple authentication operations. Adoption of these
strategies is particularly critical for NDN deployed over 5G net-
works in that in these networks connection times are extremely
short. In what follows, we discuss approaches that can be adopted
and extensions to these approaches to meet scalability and stringent
time requirements.

Signature Schemes: Over the past decades, various digital sig-
nature schemes have been devised. NIST recommends the RSA
signature algorithm, the Digital Signature Algorithm (DSA), and
its elliptic curve variant ECDSA as the digital signature standards
and specifies their parameters for various security levels [2]. Each
such algorithm has its unique properties. The RSA signature algo-
rithm has the fastest signature verification time, but the slowest
signature generation time. DSA is slower in verifying, but faster in
signing than the RSA signature algorithm. A DSA key of the same
strength as the RSA signature algorithm generates a smaller signa-
ture. The elliptic curve-based algorithms have moderate signature
generation/verification time (see the details in [3]). However, com-
pared with the RSA algorithm, the size of ECDSA signatures/keys
is much smaller than the size of the RSA signatures/keys. Recently,
Bernstein et al. [14] developed the Edwards-curve Digital Signature
Algorithm (EdDSA) using a variant of Schnorr signature based on
Twisted Edwards curves. It is designed to be faster than existing
digital signature schemes without sacrificing security. EdDSA is
included in OpenSSH and GnuPG. Therefore, when designing the
security framework of NDN, it is crucial to adopt the best digital
signature scheme according to the specific NDN application sce-
nario. For efficiency, we should also consider signature aggregation.
Given n signatures on n distinct messages, by different n users,
it is possible to aggregate all these signatures into a single signa-
ture [18]. Aggregate signatures may be useful for reducing the size
of data signatures in NDN. To minimize signing cost, Merkle Hash
Trees [39] can be used to aggregate many data contents and sign
them all together.

In order to develop digital signature schemes that are very effi-
cient in terms of response time, one possible approach is to select
the most efficient representative digital signature techniques and
combine them with pre-computation techniques. Such strategy is
based on the observation that the signature aggregation operation
for some signature schemes is several magnitudes of times faster
than that of their signature generation. One can leverage this ob-
servation to shift off-line expensive operations of the signature
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generation phase. That is, we off-line compute a set of signatures
on the bit-structures of the hash output domain. Later, these pre-
computed signatures very efficiently. An approach based on the
combination of pre-computation techniques and signature aggre-
gation protocols has been recently proposed [57].

However, as the most efficient scheme depends on the specific
scenario, it is important to develop scenarios for different applica-
tions, such as augmented reality, and IoT systems, and identify the
most effective scheme(s) for each scenario. Based on these scenar-
ios, one can design and implement a multi-schema digital signature
service that can support different signature schemes for different
applications.

Scalable Infrastructure for Signature Management: In 5G
NDN networks, even small devices (such as IoT devices) can be
data producers and, thus, must have their own private/public keys
(as most common schemes are based on public-key cryptogra-
phy). Considering the large number of such devices, a scalable key
management scheme is thus required. The traditional Certificate-
Authority-based Public Key Infrastructure (CA-PKI) is not well-
suited for NDN since it can be a single-point-of-failure problem
due to its centralized nature. Therefore, it is important to design
a distributed/scalable PKI with an appropriate key management
scheme. In order to address such an issue, one possible approach
is to utilize the blockchain technology so that the role of the tradi-
tional CAs (i.e., binding an ID with a public key by signing them) is
replaced with the proof-of-work of the blockchain networks. One
can also consider a hybrid approach combining CA-PKI with the
blockchain-based PKI or PGP Web-of-Trust [1] in order to sup-
port various NGN applications. However in order to achieve very
small response times for retrieving information authentication in-
formation from blockchain, it is critical not only to adopt the most
efficient blockchain technologies, but also to investigate caching
strategies that can further improve such approaches and conduct
experimental assessment of the various approaches.

Concurrent Execution of Signature Operations:

Many NDN applications, especially in the context of 5G networks,
may require the same device to transmit/receive data from many
different devices within a very short time. It is thus critical that the
device be able to simultaneously execute many different signature
operations (e.g. verifying a digital signature, or generating a digi-
tal signature). To address this issue, a possible approach is to use
hardware-based acceleration techniques, such as techniques based
on the use of GPU [56] available for example on systems-on-chip
of vehicles.

5 ACCESS CONTROL
At a higher level, an access control system is based on an access
control model (such as the discretionary model and the mandatory
model [15]). When a discretionary model is adopted, the system
uses a set of permissions to decide whether access to a protected
resource can be granted.

Permission Specification: A permission typically consists of
three components: (subject-specification,
object-specification, action-specification). For example, the permis-
sion (Bob, ND, Read) states that user Bob can read the data packet
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with name ND. Many variations exist with respect to such speci-
fications. We now explore each of the items in this specification
below.

Object Specification: It specifies the object(s) to which a subject
is granted a given action. There are many variations for specifying
objects. For example, the object can be specified by name (name-
based access control) or by content (content-based access control).
We argue that name-based access control combining the name of
the packet and its namespace is the most suitable for NDN as every
object has a unique name within a given namespace. Further, it
is consistent with the name based matching of interest packets to
data packets in NDN.

Subject Specification: Even more options are possible for subject
specification; the most notable being: user-ids, roles (as in the pop-
ular RBAC model [48] which has been standardized by NIST [28]),
and attribute-based denotations (as in the ABAC [60] model adopted
by the XACML standard [15]). Out of all the above subject specifica-
tion options, ABAC is the most expressive and flexible specification
which can support fine-grained access control in NDN.

Action Specification: It indicates which actions a subject can
perform on a given object. Depending on the application, context,
and/or the system, various action specification schemes are utilized.
For example, create, read, update and delete (CRUD) operations are
commonly supported by persistent storage systems and PUT, GET
and UPDATE operations are frequently supported by RESTful web
APIs. The most important operation in NDN is the “read” action
by which data consumers can read the protected data according
to the permissions in the system. Thus access control should be
optimized for “read” action by data consumers and “write” action
by data producers. One may extend the system to support other
actions such as “update” and “delete” at the expense of additional
mechanisms in place.

Enforcement Mechanism: In addition to differences with re-
spect to the access control model, access control systems differ with
respect to the enforcement approaches. Well known approaches
include access control lists, and encryption. The actual enforcement
mechanism to be adopted depends however from the system archi-
tecture and the types of actions to be controlled. Since NDN follows
a decentralized link-to-link communication model compared to a
connection based one, it is important to choose an enforcement
mechanism whose reference monitor is not centralized. Especially
in the context of NDN over 5G networks, having to contact some
centralized server for access control enforcement is not suitable
when there are real-time constraints. Further, the enforcement
mechanism must be able to exploit caching mechanisms in NDN
to support caching of information needed for access control. Thus,
we argue that an encryption based enforcement mechanism can
satisfy these enforcement requirements that the NDN specification
demands. In addition to controlling access to data packets, encryp-
tion enforces confidentiality of data packets at content level which
current transport level security protocols such as HTTPS fail to sup-
port due to inherent limitations of the current Internet architecture.
For example, today, many CDNs and middleboxes intercept HTTPS
traffic in order to make routing and content optimization decisions
violating HTTPS’s model of an end-to-end encrypted connection.
With encryption at content level, confidentiality of data packets
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is guaranteed irrespective of how those packets arrived at data
consumers.

Designing and developing an efficient and flexible access control
system for NDN that meets the above mentioned access control
requirements with strict performance guarantees and scalability
is challenging. In what follows we discuss a possible approach to
address the access control challenge.

Encryption based Access Control System for NDN: As mentioned
earlier, one suitable enforcement strategy is based on encryption.
An important design decision one needs to make is which cryptosys-
tem to utilize to encrypt data packets. There are two main choices:
public key cryptosystems (PKC) and symmetric key cryptosystems
(SKC).

PKC based approaches can be mainly classified into three groups:

(1) traditional PKI based schemes such as RSA, (2) Proxy Re-Encryption

(PRE) [11] schemes, and (3) Attribute Based Encryption (ABE) [16,
31] schemes. However, such schemes have several weaknesses: they
cannot efficiently handle the addition and/or the revocation of sub-
jects, and policy changes; they require to keep multiple encrypted
copies of the same key; they incur high computational cost. On
the other hand, SKC based schemes, such as AES and Blowfish, are
orders of magnitude faster than PKC based schemes and thus are
the preferred to cryptosystem for NDN. However, SKC schemes
have their own limitations. One needs to consider the challenge of
how to generate a minimal number of keys to enforce the access
control policies, how to enforce the access control policies over
encrypted data, how to efficiently manage keys especially in a dy-
namic environment where new users join and existing users leave
frequently, how to scale the key management scheme to a large
number of names, data producers and data consumers, and how to
efficiently deliver the keys to data consumers.

In a SKC based system, each data packet D is encrypted with a
symmetric key K. Subjects authorized to read D receive the sym-
metric key for decrypting D, whereas the non-authorized subjects
do not receive such key. Therefore, even if a non-authorized subject
gets a copy of D (for example by intercepting messages transmitting
D), it would not be able to decrypt D. Note that different data pack-
ets may be encrypted with different symmetric keys, depending
on the authorizations associated with each data. The adoption of
such a strategy however requires a mechanism to distribute the
symmetric keys to the authorized users. An out-of-band commu-
nication channel is required to do so. One research challenge is
thus to devise possible options to efficiently deliver the keys to
data consumers. One approach is to utilize a PKC scheme, such as
a traditional PKI scheme or an attribute-based encryption (ABE)
scheme, to encrypt the symmetric keys using the public keys of data
consumers. Another approach is to utilize a hybrid approach where
a minimal number symmetric keys are delivered to data consumers
utilizing a PKC scheme and then utilize the same underlying SKC
scheme to deliver the remaining keys. As discussed in Section 4, a
scalable and distributed PKI infrastructure is thus critical and is an
open research challenge.

While the above scheme works well in a static environment
where users and authorization policies are predefined and do not
change over time, it is unable to efficiently handle user and autho-
rization policy dynamics. A possible solution is to adopt and extend
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Figure 3: Broadcast Group Key Management Scheme

an approach based on our earlier work [41, 44]. Our previous ap-
proach is based on the idea that instead of directly distributing to
the authorized subjects the symmetric keys for decrypting the data
packets, one can allow the subjects to dynamically derive the keys
at the time of decryption.

As shown in Figure 3, the basic idea of such an approach, referred
to as Broadcast Group Key Management (BGKM), is to generate
and distribute secrets to users based on their identity attributes
(such as user-id, role, etc.) and later allow them to derive actual
symmetric keys based on their secrets and some public information.
Having only the public information in data packets does not allow
data consumers to derive the underlying key used to encrypt the
data packet. The ability to derive the key depends on whether a
given data consumer satisfies the authorization policy encoded
in the public information. A key advantage of the BGKM scheme
is that adding users/revoking users or updating the permission
can be performed efficiently and only requires updating the public
information attached to subsequent data packets.

The BGKM scheme satisfies several requirements: minimal trust,
key indistinguishability, key independence, forward secrecy, back-
ward secrecy, and collusion resistance with minimal computational,
space, and communication cost. We now provide a brief technical
description of this primitive. The key idea of BGKM is to hide the
symmetric data encryption key into a public data structure that
is generated as a function of the secrets of the authorized users.
These secrets map one on one to the attributes that data consumers
possess (e.g. driver license, age, and the role played at work). There-
fore, only users that have those secrets can extract the key. The two
basic operations of BGKM are: generation of the public information
hiding the key; and key derivation to get at the data decryption
key. Below, we provide a high-level technical presentation of the
adapted BGKM solution for NDN. We refer the reader to [44, 51]
for additional technical details and proofs.

Let the data producer be DP ! and a set of data consumers
DCii=1,2,...,n
paramgen It generates the parameters required to initialize. DP
takes a security parameter . DP chooses an {-bit prime number g,
a positive integer N > n which represents the maximum allowed

There can be many data producers, but for simplicity of presentation only one is
considered.
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number of group members, and a cryptographic hash function
H(-): {0,1}* — Fg,

where Fy is a finite field with g elements, which can be represented
by {0,1,...,q — 1} with modular arithmetic. DP sets the keyspace
KS = Fq. param = (KS, N, H(-),). where param consists of all
public parameters.

secgen It generates secrets for each DC. For each 1 < i < n, DP
chooses a random bit string s; € {0, 1}* as a secret for each DC;,
and sends s; to DC;. DP saves these s; together with the group’s
membership information locally. Without loss of generality, we
also assume that s; # s; for i # j. In practice, an s; is chosen long
enough (e.g., > 80 bits) so that guessing becomes infeasible.
keygen It generates public information (PI) embedding data de-
cryption key. DP picks a random K € K'S as the shared group key.
DP chooses N random bit strings z1, z2,

...,zN € {0,1}". DP creates an n X (N + 1) F,-matrix

1 a1 a2 a, N
1 a1 azz ax N
1 a a . a
A= 3,1 3,2 AN
1 Aan,1 Aan,2 an,N

where

ai,j =H(si||Zj),l <i<n1<j<N.

ey

DP then solves for a nonzero (N +1)-dimensional column F-vector
Y such that AY = 0. Note that such a nonzero Y always exists as the
nullspace of matrix A is nontrivial by construction. Here we require
that DP chooses Y from the nullspace of A uniformly randomly.
DP constructs an (N + 1)-dimensional Fg-vector which we call an
access control vector

ACV =K-el +7v,

where e; = (1,0,...,0) is a standard basis vector of FN*1 T
denotes the transpose of vector v, and K is the pre-chosen shared
group key. DP lets PI = (ACV,(z1, 22, . . ., 2N )), and broadcasts PI
via the broadcast channel.

keyder This method derives the data decryption key based on a
set of secret a user possesses. Having s; and PI, DC; computes
a; j,1 < j < N, as in formula (1) and sets an (N + 1)-dimensional

row Fg-vector

vi =(1,44,1,ai,2,...,q;N)-

DC; derives the group key as K’ = v; - ACV.

update It updates PI to reflect the user dynamics of leaving and
joining. DP runs the keygen phase again with respect to the current
group users, creates a new group key K and random %;,1 < i < N,
and broadcasts PI = (X, (21,22, . ..,2N)) via the broadcast channel.
A current DC derives the shared group key by following the same
procedure specified in the keyder phase.

An important practical issue is how to support expressive access
control policies over encrypted data. This requires encoding an
access control policy into the above PI data structure. One possible
approach is that that an access control policy is represented as
an access tree, where each node in the tree can be represented
using an instance of BGKM. Data consumers who have secrets
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to climb up the tree from leaf nodes all the way up to the root
node are able to get the key to decrypt the associated data packets.
Therefore, an interesting direction is to adapt and extend such
an approach supporting expressive access control policies over
encrypted data [41] in order to provide expressive policies over
NDN.

Another interesting extension is based on the fact that names in
NDN follow a hierarchical structure. An important consideration is
whether we can leverage this fact to enhance the BGKM based ac-
cess control mechanism with respect to the number of secrets that
need to be shared. A key challenge is to design meaningful and effi-
cient schema mappings similar to the concept of trust schemas [59]
in order to identify hierarchically ordered data packets and the
corresponding keys.

With the scale of operations, data producers may find it chal-
lenging to keep up with the access control requirements. Another
important practical consideration is that how to efficiently delegate
some of the access control enforcement functionality to intermedi-
aries without compromising confidentiality. One possible approach
is to utilize a two layer encryption approach where data producers
enforce a coarse grained access control over data and intermedi-
aries enforce fine grained access control over data. One research
direction is thus to extend our previous approach on delegated
encryption based access control on cloud based systems [42] and
adapt a similar approach in NDN in order to reduce the load on
data producers.

In order to make the scheme practical, one must overcome us-
ability challenges involved in using encryption based access control
mechanisms. The mechanism should be as transparent as possible
to users of the system. One possible direction in this regard is to
utilize browser based proxies, similar to current password man-
agers, to hide the complexity of key management, encryption and
decryption operations from users.

6 PRIVACY

As we mentioned in the introduction, comprehensive privacy in
NDN requires combining different techniques that we discuss in
what follows.

Anonymous Communication: Lack of such a mechanism makes
it easy for an attacker to trace back to a sender of a message received
by a destination, and vice versa. One possible approach is to utilize
a network anonymizer that supports anonymous communications;
a very well known example of such an anonymizer is represented
by Tor [25]. An anonymizer makes it much more difficult for an
attacker to trace back to the sender of a message received by the
destination.

Starting from the notion of Onion routing, on which Tor was
implemented, several other network anonymizers have been pro-
posed. However, most existing anonymizers have scalability and
performance issues. Recent approaches, like LAP [32] and [49] have
addressed performance issue, but at the expense of reduced security.
A recent scheme, HORNET, by Chen et al. [22] has addressed the
problem of high performance and stronger security. In particular,
HORNET uses only symmetric key encryption, which enhances
efficiency. Scalability in HORNET is ensured by the fact that HOR-
NET routers do not keep per-flow state or perform computationally
expensive operations. A major issue in applying HORNET to NDN
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is that it requires the client to know in advance the IP address of
the destination, whereas in a NDN the client only needs to know
the searched data name. One research direction is to investigate
the use of HORNET in the context of NDN to identify additional
issues, and design caching approaches that can allow the client to
determine the possible paths leading to a given data.

Private Searches: Anonymous communication is not sufficient
to ensure privacy because by looking at the interest packets and/or
data packets of the requested data, an attacker may combine this
information with other available information and link back the
request to a specific subject. In other words, a network anonymizer
only prevents an attacker from knowing from which IP address a
given data was requested, not which data was requested. Further,
setting up a communication anonymizer requires setting up a set
of anonymizing routers from the client which must choose the
path to follow and setting up such a network anonymizer may
not be always possible. Therefore, a complementary mechanism
to actually hide the actual data, in both interest packets and data
packets, is required.

Efficient and effective countermeasures must be taken to prevent
the data consumer’s interests from being inferred according to the
submitted interest packets. Several approaches could be adopted,
including techniques for private-retrieval [58], but such techniques
are not scalable and efficient for use in NDN systems, especially
over 5G networks. One alternative approach is the use of the cover
file notion proposed by Arianfar et al. [10]. Under such an approach
a file F of interest is split into different chunks and the content of
each chunk is randomized by combining it, through an exclusive
OR operation, with another chunk. The latter can be a chunk from
the same file F or from another file, referred to as cover file. This
approach also includes a strategy for generating secure names for
the various transformed chunks. A major issue in the use of this
approach is that data users need to know the cover blocks used for
generating the blocks of the file to be retrieved. The approach by
Arianfar et al. does not indicate how such information is transmit-
ted to the data users. To address this issue one possible approach is
the use of encryption-based access control mechanisms, such as the
one, described in the previous section. Information about the cover
blocks for a given file would be encrypted and the encryption key
made available only to authorized users. An additional research
direction is the design of techniques by which one can select more
than one blocks of actual interest by retrieving more chunks than
needed in order to support a level of plausible deniability. We note
however that the solution of Arianfar et al. does not work when
one of the authorized users is a malicious party trying to infer
privacy sensitive information about other authorized users. To ad-
dress such scenario, one can explore privacy-preserving publishing
techniques [40, 43].

In all the privacy approaches that we outlined, search patterns are
revealed to intermediate NDN routing nodes, especially if network
anonymization is not utilized. Oblivious RAM (ORAM) [54] is one
of the best tools we have today for hiding such access patterns.
Although ORAM is currently slow, an open challenge is how to
build faster schemes specifically for NDN routing. If developed, such
a technique can be added on top of existing privacy and security
techniques proposed for NDN to hide the access patterns in NDN
routing.
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Cache Privacy: One important NDN feature is router-side con-
tent caching. While it helps to reduce congestion and improve
throughput/latency, it can leak the interests of data consumers
to nearby curious or malicious users. The most effective counter
measure against cache sniffing attacks has been to randomize the
caching strategy [5, 35]. Such approaches delay response time and
increase congestion. Further, the privacy they provide is not well
defined. It is thus an open challenge to support caching privacy
with concrete privacy guarantees, such as the one defined by the
differential privacy model [26] without degrading the response and
the throughput.

7 CONCLUSIONS

NDN is a promising next-generation content-centric network archi-
tecture proposed for content distribution. Unlike current connection
based security which is patched on top of the TCP/IP protocol stack,
NDN takes a clean-slate approach to incorporate security from the
beginning. However, achieving the security goals of NDN networks
is challenging due to performance requirements, the scale and the
highly dynamic behavior of users and content. In this paper, based
on the characteristics and design goals of NDN, we identify security
and privacy requirements, and propose possible directions towards
meeting those requirements. There may well be other practical
issues related to content security that we may have overlooked. We
believe this research agenda will serve as a basis to identify other
practical requirements as well as help make secure NDN a reality
by addressing the challenges discussed in this paper.
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