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ABSTRACT
Recent global demand for cybersecurity professionals is promising,

with the U.S. job growth rate at 28%, three times the national aver-

age [1]. Lacking qualified applicants, many organizations struggle

to fill open positions [2]. In a global survey, 2,300 security man-

agers reported that 59% of their security positions were unfilled,

although 82% anticipated cyberattacks to their systems [3]. At the

same time, the cybersecurity field is broadening, not only in tech-

nical concepts but also in human factors, business processes, and

international law. The field has not become culturally diversified,

however. Professionals hired in 2018 included only 24.9% women,

12.3% African Americans, and 6.8% Latinos [4]. These facts create

an opportunity for higher education: diversify the profession while

increasing the numbers of skilled computer scientists. New and

integrated methods of attracting student populations in the field of

cybersecurity are needed. The working group goal is to evaluate the

effectiveness of approaches used in higher education to diversify

the cybersecurity field through literature review, analysis of the

findings, and a survey on techniques used for diversification of the

cybersecurity field.
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1 INTRODUCTION
Data breaches, social engineering, and cybercrime are continuously

escalating [5]. Furthermore, pervasive adoption of the Internet of

Things (IoT) smart devices, cloud storage, and mobile technologies

expand into every economic sector and compound these security

flaws by increasing the attack surface [6]. Thus, cybersecurity is no

longer just about data and technology; it is about life and property

with the the annual cost of global cybercrime is now estimated to

be 600 billion USD, up more than a 100 billion from four years ago

[5].

Global job demands for cybersecurity professionals reveals a

long term workforce gap with a 3.5 million deficit of workers pre-

dicted by 2021 [2]. However, current Computer Science (CS) and

Cybersecurity education programs neither are able to meet the de-

mand nor provide the modern empirical training techniques needed

especially in information technology security areas of social engi-

neering, spear phishing, and ransomware attacks. Several questions

arise for CS educators, industry, and governmental sectors: how ef-

fective is cybersecurity education if the knowledge is siloed or only

expanded to CS majors? How effective are the solutions that are
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given by a non-diverse population of CS students that constitute the

majority of cybersecurity professionals? Diversification of global

security threats demands a diversification in the student population

and educational approaches in computer science education. Our

working group will address these issues regarding diversification of

the cybersecurity field through analysis and evaluation of existing

techniques.

2 WORKING GROUP OBJECTIVES
This working groupwill build upon ITiCSE cybersecurity endeavors

from 2010, 2011, and 2018 [7, 8, 9] in expanding cybersecurity de-

velopment to engage diverse undergraduate programs and interest.

The goals of this working group are to:

(1) A detailed literature review of current methods used to at-

tract additional students in the field, such as general edu-

cation, gamification, active learning, pre-college education,

conferences, summer camps, and peer instruction.

(2) An analysis of outcomes of these active learning techniques.

(3) A survey for educators that explores their formal and infor-

mal methods for diversifying the field of cybersecurity.

(4) An exploratory analysis of the interdisciplinary cybersecu-

rity studies and the connection to the Internet of Things

(IoT) systems. Smart devices are of interest regarding pri-

vacy implications and education opportunities that they may

offer, such as hands on projects and experimentation [10].

The group will explore these issues in cybersecurity through a

global perspective, investigating the approaches to, challenges of,

and issues in broadening diversity around the world.
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