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ABSTRACT

Researchers who wish to benchmark the detectability of stegano-
graphic distortion functions typically simulate stego objects. How-
ever, the difference (coding loss) between simulated stego objects,
and real stego objects is significant, and dependent on multiple
factors. In this paper, we first identify some factors affecting the
coding loss, then propose a method to estimate and correct for
coding loss by sampling a few covers and messages. This allows
us to simulate suboptimally-coded stego objects which are more
accurate representations of real stego objects. We test our results
against real embeddings, and naive PLS simulation, showing our
simulated stego objects are closer to real embeddings in terms of
both distortion and detectability. This is the case even when only a
single image and message as used to estimate the loss.

KEYWORDS

Steganography, steganalysis, adaptive embedding, syndrome trellis
codes, simulated embedding

ACM Reference Format:

Christy Kin-Cleaves and Andrew D. Ker. 2020. Simulating Suboptimal
Steganographic Embedding. In 2020 ACM Workshop on Information Hiding
and Multimedia Security (IH&MMSec’20), June 22-24, 2020, Denver, CO, USA.
ACM, New York, NY, USA, 6 pages. https://doi.org/10.1145/3369412.3395071

1 INTRODUCTION

There are two ways to test a steganographic algorithm that min-
imises an additive cost function: embed messages using a Syn-
drome Trellis Code (STC) [14], or simulate an optimal code that
meets the rate-distortion bound [12]. In a survey of several top
venues for steganography and steganalysis research, we found
significantly more work where researchers had simulated [1, 3-
5,9, 15-17, 22, 24-28, 30, 35-43, 47], as opposed to creating real
stego objects [10, 11, 18-20, 44, 45]. There are two reasons that may
have motivated them. First, the STC algorithm is complex to imple-
ment and slow to run on very large data sets. Second, separation of
concerns suggests testing the cost function in isolation from the
coding.

However, it is well known that the state-of-art STC method
does not meet the rate-distortion bound. As we shall see, this cod-
ing loss is variable, depending on parameters of the STC and the

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.

IH&MMSec °20, June 22—-24, 2020, Denver, CO, USA

© 2020 Association for Computing Machinery.

ACM ISBN 978-1-4503-7050-9/20/06....$15.00
https://doi.org/10.1145/3369412.3395071

Andrew D. Ker
adk@cs.ox.ac.uk
Department of Computer Science, University of Oxford
Oxford, United Kingdom

cost function itself. When authors simulate embedding, instead of
performing genuine coding, the simulations have less distortion
than genuine stego objects. Furthermore, this may advantage one
distortion function over another.

In this paper we propose a simple method to estimate the coding
loss from a small number of genuine encodings — in fact, we shall
see that one is sufficient — and correct the simulation so that the
realised distortion is close to that of STCs. It could be applicable to
other coding methods as well. The relative error in the simulated dis-
tortion is reduced by an order of magnitude. Thus, for a very small
overhead, researchers can simulate accurate levels of distortion
and detectability. We only consider the binary case throughout this
work, but our method could be applied to non-binary embedding.

1.1 Notation

We shall denote vectors as lowercase boldface x, the i’ h element of
x denoted x;, and the size of the set as |x|.

2 BACKGROUND

Stego objects can be simulated as follows. We briefly summarise the

discussion in[13]. For a cover x = {x1, ..., x5} a distortion function:
n

Dxy) =) cilxi#tyl | ceR (1)
i=0

returns the sum of the additive change costs ¢ = {cy, ..., cp}, for

a stego object y = {yi,...,yn}; changes are binary and indepen-
dent. Suppose that we communicate a message with entropy m bits.
The rate-distortion bound arises from the solution to the Payload-
Limited Sender (PLS) optimisation problem:

n n
Minimise d = Zp,—ci subject to m < Z H(pi), (2)
P1se-Pn n -
i=1 i=1

where H is the binary entropy function, and then p; is the optimal
probability of changing x;. Throughout this paper, we denote the
minimum objective d by PLS(c, m), where PLS : covers X R —
R. The same probabilities are the solution to the dual Distortion-
Limited Sender (DLS) problem

n n
Maximise m = ZH(pi) subject to ZPiCi <d, (3)
P15--Pn < n
i=1 i=1

where d a distortion budget; in this case the aim is to communicate
the maximum entropy m. We denote this maximum objective by
DLS(c, d), where DLS : covers X R — R.

The solution to (2) and (3) is p; = 1/(1 + A1), for some A such
that the payload- or distortion-constraint is equality. Suitable values
of A can be found by conducting a binary search. Stego objects can
be simulated by making each change c; with probability p;.
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Figure 1: Comparison of per-cover distortion coding loss (I;) for WOW, S-UNIWARD, and Mi-POD.

Genuine stego objects, on the other hand, can be created using
the STC algorithm, which is based on the Viterbi algorithm [14].
The trellis has a parameter h, the constraint height, and its realised
distortion approaches the rate-distortion bound asymptotically as
h — oo; however, the time complexity is 0(2"): in practice, h €
(6,10) provides an acceptable trade-off [14]. In this paper we use
the notation STC"(c, m) for the distortion realised by an STC of
constraint height h encoding message m into cover with costs c.

We might hope that the distortion realized by STCs is close to
the bound, i.e.

STC" (¢, m) ~ PLS(c, |m)). (4)

Indeed, for some m the STC distortion can even be lower (for exam-
ple a cover which already happens to contain message m). But we
typically witness coding loss: in the case of PLS, the STC distortion
exceeds the bound; in the case of DLS, the STC can only embed a
message shorter than m. Whilst we commonly see steganographic
coding loss expressed as the entropy coding loss I, [12, 14, 19]

m

R — )

Iy =

for the purpose of indicating loss on a distortion level, we also will
use a slight variant, distortion coding loss l;:

B STC(x, m) _

la = PLS(x, m) ©)

In practice, the coding loss is not only dictated by the constraint
height h but is also a product the embedding rate (¢ = m/n) and
the distortion function D. We illustrate this in Fig. 1, showing
coding loss (here measured by I;) for 25 images from BOSSBase [2]
(n = 262144), with payload rates a = {0.1, 0.4}, constraint heights
h € {7,10}, and commonly-used spatial-domain steganographic
distortion functions: two that derive costs from filters WOW [21],
S-UNIWARD [23], and one based on a model MiPOD [34]. It is
evident that h, @, and D, all affect coding loss, which also depends
on the cover.

The existence of coding loss is well understood, and some litera-
ture has compared STC embedding with simulated embedding [21,
23, 29, 31, 32, 46]. However, most researchers continue to use simu-
lated stego objects: as well as neglecting the coding loss that must
occur in practice, this could advantage one distortion function more
than another.

3 PROPOSED METHOD

Our method aims to increase the entropy used in simulated embed-
ding, to reflect the coding loss of STCs. We estimate the coding loss
by embedding n,, random messages in each of n, randomly-chosen
covers.

Rather than estimating I, directly, we estimate I= 1/(1=1p)
as the average over covers and messages. For a given distortion
function, constraint height h, and embedding rate a, let the n,
covers be {x1,...,xn_}. Over a set of n,, messages we get the
average STC cost as:

Nm
1
— Z STC" (x,m;), @)
Nm 4
Jj=1
where |mj| = a|x|. Using the average STC cost as a distortion
budget, we can find the covers maximum entropy:
1 &
DLS(x, — Z STC" (x,m j)), (8)
nm

Finally, averaging over the set of n. covers, we can express [ as the
average per cover ratio between maximum entropy and original
message length, normalised per cover length:

i:iiDLs(x,-,nL
ne

i=1

M STCM (x4, mj
m Z]=1 ( m])) ) (9)

alx;l

Having estimated I, we can use it to correct the entropy in simulated
embedding, solving (2) for m = la|x;| rather than m = a|x;|. Our
expectation is that

STC! (¢, m) ~ PLS(c, |m)), (10)

for any cover ¢ from the same source, and any message m. Hence,
I|m| will be called the corrected entropy, and objects simulated using
it will be termed corrected stego objects.

4 EXPERIMENTAL RESULTS

We can evaluate whether our method is successful by testing whether
equation (10) holds more closely than (4). Because, over a set of im-
ages and messages, distortion will vary across orders of magnitude,
average or RMS error is an inappropriate benchmark dominated
by a few stego objects with large distortion. Instead, we use a Root



Mean Square Relative Error (RMSRE),

RMSRE = (11)

where d; is the true STC cost, cil- is the simulated (uncorrected or
corrected) cost, and N is the number of samples.

This will be measured across a set of covers, either the 10,000
standard steganography cover images BOSSBase [2] (all images the
same size, n = 262144), or 10,000 images from the ALASKA [7] data
set (image sizes vary from n = 262144 to n = 1048576).

4.1 Determining n,, and n,

Table 1: Variance o of the corrected entropy la|x;|, for val-
ues of n,,, and n., using S-UNIWARD, h =7, & = 0.1.

nm\ne| 1 2 4 8 16 32
1 |45270 21439 7716 6655 2322 1851
2 44543 22329 10653 5506 3213 1466
4 |46152 21213 10217 6256 2814 1451
8 [34695 25433 11884 5162 1891 1203
16 |40921 20078 13772 5796 2916 1419

We first explore the parameters n,, and n.. To determine which
has more effect on the stability of the results, we measured the
variance of l~a|3| for « = 0.1. We tested np,, € {1,2,4,8,16}, and
ne € {1,2,4,8,16,32} against an STC with h = 7, repeating 100
times the selection of covers from BOSSBase. In Table 1 we see that
nm has an almost negligible effect, so that we might as well set
nm = 1. On the other hand, the variance of the corrected entropy is
approximately inversely proportional to n¢. This would be predicted
by standard sampling theory [33, §7.3].

Having settled on n,, = 1, we can determine the lowest suitable
value of n., as the user will want to perform the smallest sufficient
number of STC embeddings. We expected that very small values of
ne would incorrectly estimate the entropy correction, or be subject
to large deviations depending on the covers that were sampled.

Using S-UNIWARD, the BOSSBase cover-set, and an STC (h =
7), we found the average STC distortion (true cost) for 16 ran-
domly generated messages for each of the embedding rates a =
{0.1,0.2,...,0.5}. Using (2) we found the uncorrected simulated
distortion for the original payload rates. For each value of n. €
{1,2,4, 8,16} we found the cover-subset coding loss factor approxi-
mation using (9) for n,, = 1, then the per-cover corrected simulated
distortion using (10), calculating the RMSRE for each combination
of parameters. This experiment was performed 100 times for differ-
ent random selections of n. covers.

In Table 2 we show the RMSRE (above), minimum and maximum
(below) RMSRE over all simulations for various values of n.. We
achieve a RMSRE that is at least an order of magnitude lower than
uncorrected PLS embedding. Higher values of n. have only a small
effect on the average outcome, but to our surprise, it is also the case
that even n, = 1 - a single sample of cover and message — did not
cause large deviations in the accuracy of the simulated distortion.
Even in the worst case (out of 100) selection of a single cover, in
most cases, an order of magnitude reduction in RMSRE is observed.

Table 2: RMSRE of per cover distortion values (simu-
lated versus true cost) for uncorrected, and corrected, S-
UNIWARD, h = 7.

B RMSRE x10~2
Uncorrected nc=1 Ne =2 ne=4 ne=28 ne =16
01 16.89 1.36 1.20 1.06 1.02 1.00
’ (0.95, 2.53) (0.95, 2.32) (0.95, 1.48) (0.95, 1.24) (0.95, 1.20)
18.28 0.97 0.83 0.78 0.73 0.72
0.2
(0.69, 1.68) (0.69, 1.64) (0.69, 1.21) (0.69, 0.91) (0.69, 0.85)
03 14.25 0.55 0.51 0.44 0.42 0.41
' (0.40, 0.98) (0.40, 1.00) (0.40, 0.70) (0.40, 0.56) (0.40, 0.46)
04 14.13 0.18 0.14 0.12 0.11 0.10
' (0.09, 0.55) (0.09, 0.32) (0.09, 0.25) (0.09, 0.21) (0.09, 0.14)
05 7.06 0.42 0.38 0.34 0.32 0.32
' (0.03, 0.81) (0.03, 0.66) (0.03, 0.50) (0.03, 0.42) (0.04, 0.36)

4.2 Cover distortion accuracy

Using the values n,;, = 1 and n. = 1, in Fig. 2 and Fig. 3 we show
the per-cover-message: uncorrected, corrected (averaged over 100
simulations), and corrected (worst-case maximum RMRSE simula-
tion) distortion values plotted against the true per-cover-message
average distortion values using h = 7, and h = 10 respectively. It
is clear that our method predicts accurate distortion values which
negate the coding loss in the estimation. We emphasise that for
each combination of distortion function, constraint height, and
embedding rate we performed only a single true STC embedding
to estimate the corrected entropy la|¢|, which was then used to
simulate our adjusted stego objects: a small overhead to find an
accurate estimation of the true cost.

To summarise the results, in Fig. 4 we compare our corrected
distortion method to the uncorrected PLS method, using 10,000
covers from BOSSBase, and again with 10,000 more heterogeneous
images from ALASKA. We chose ALASKA as our second cover set
to show that our method can be used on different sized covers. For
a set of distortion functions, constraint heights, and embedding
rates we show the deviation from the true cost using RMSRE. Our
method reduces, typically by an order of magnitude or more, the
relative error in distortion compared with a plain PLS method,
across all combinations of distortion functions, constraint heights,
embedding rates and cover sets.

4.3 Detectability

So far we have only tested whether our correction method achieves
the STC-realized distortion; now we test briefly whether it does the
same for detectability. We benchmarked our corrected method a
values as per Table 3), the uncorrected PLS method, and real STC
stego objects, embedding in 10,000 BOSSBase covers at embedding
rates @ = {0.1,0.3,0.5}. For STC embedding we used h = {7, 10},
and for the correction we used a single STC realization: n, = 1 and
nm = 1. For the detector, we use the Spatial Rich Model with Single
Quantization (SRMQI) [16] feature sets with 12,753 dimensions,
with the Low-complexity Linear Classifier (LCLSMR) [8], using half
the cover and stego features for training, and the rest for testing and
repeating under 10 splits of training and testing data. We measure
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Figure 2: Corrected, and uncorrected simulated distortion
versus realised distortion values. S-UNIWARD distortion
function, STCh=7,n. =1, n;p, = 1.
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Figure 3: Corrected, and uncorrected simulated distortion
versus realised distortion values. S-UNIWARD distortion
function, STCh=10,n. =1, n,, = 1.

detector error by the minimal total probability of error under equal
Bayesian priors, Pg.

Table 3: Values of | used for Section 43, nc=1,n,y =1.

Cover set | h | a |S-UNIWARD WOW MiPOD
01| 1144 1131 1.147

7103 1112 1101 1.110

05| 1071 1067 1.074

BOSSBase —5 1.101 1085 1.090
1003 1070 1.066  1.075

05|  1.044 1.041  1.045

01| 1159 1148 1.153

7103 1112 1111 1.104

05| 1074 1075  1.070

ALASKA 1106 1104 1.110
1003 1075 1.068  1.073

05|  1.047 1.045  1.045

Table 4: Average detection error Pz, as well as standard
deviation amongst folds, for corrected (n. = 1, n, = 1),
and uncorrected simulated, compared to STC embedding, S-
UNIWARD. All numbers are expressed as percentage points
of error.

Method a=0.1 a=0.3 a=0.5

Uncorrected PLS |39.82% (+ 0.08) 23.34% (+ 0.11) 12.49% (+ 0.10)
STCh=7 38.64% (£ 0.07) 21.37% (+ 0.06) 11.04% (< 0.09)
Corrected h =7 |38.55% (+ 0.12) 21.30% (% 0.12) 11.03% (£ 0.08)
STCh=10 38.99% (£ 0.08) 21.99% (+ 0.08) 11.50% (x 0.13)
Corrected h = 10 | 38.96% (+ 0.08) 21.85% (+ 0.11) 11.62% (+ 0.10)

In Table 4 we show the error rates, as well as the standard de-
viation amongst the 10 training/testing splits. As expected, under
the larger constraint height A = 10 the detectability of the STC
is slightly closer to a pure PLS simulation, but a significant gap
still remains: the simulation was under-distorting the stego objects
compared with genuine STC-embedded stego objects. Although
the absolute difference between error rates of 23.34% and 21.99%
(taking, for example, the case a = 0.3) does not seem large, it is sta-
tistically significant with p < 107 if we treat the folds as a random
sample. Moreover, it is not uncommon for detection differences of
around 1% to be treated as significant when incrementally-better
detectors are published [6].

But when we use our proposed method to increase the PLS
entropy to match the STC distortion, PLS embedding gives an error
rate of 21.85% that is practically identical to that of real stego objects,
and the difference is either not- or marginally-significant (p > 0.05
or p > 0.01, depending on « and h). Thus our method is simulating
stego objects with detectability that matches that of STC-embedded
objects, as intended.

5 CONCLUDING REMARKS

We have shown that our method can create simulated stego objects
which are closer, in terms of distortion and detectability, to actual
stego objects than those created by traditional PLS embedding. Our
method can efficiently sample the coding loss of real stego objects
and derive an adjusted estimate of the entropy which must be in-
troduced to the simulated stego object, to match the real world
stego objects. Even as few as one real stego object is sufficient
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Figure 4: Comparison of uncorrected, and corrected RMSRE from achieved distortion, for BOSSBase (top) and ALASKA (bot-
tom), n; = 1, n;, = 1. Error bars indicate minimum and maximum RMSRE values obtained over all simulations.

to find an accurate entropy correction. The result is a low-cost
sampling technique which significantly minimises the divergence
between simulated and real-world stego objects, allowing the ben-
efits in terms of speed and simplicity of simulating, with a closer
representation to actual coding.

Our method also allows the researcher to simulate how their dis-
tortion function may behave under different conditions (constraint
heights, cover sources), not just embedding rates. Further work
may apply similar corrections for aspects not covered in this paper;
non-additive distortion functions, JPEG steganography, and g-ary
embedding. A method of analysis not included in this paper, but
would yield interesting results, is the divergence of the per-element
change probabilities to real embedding.
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