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ABSTRACT

The opening of the unlicensed radio spectrum creates new oppor-
tunities and new challenges for communication technology that
can be faced by Machine Learning techniques. In this work, we
discuss the potential benefits and the challenges with reference
to the recent research developments in this area. Applications go
from channel estimation to Signal quality control, and from signal
classification to action control. We survey Machine learning and
Deep Learning algorithms with possible radio applications, and
highlight the corresponding challenges.
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1 INTRODUCTION

The adoption of intelligent techniques in the management of spec-
trum sharing can support the coexistence of heterogeneous radio-
access technologies and the significantly improve capacity and spec-
trum utilization. However it has to face several key challenges:
the effectiveness of the algorithms is required to generalize across
radio-access scenarios; furthermore, the adopted solutions must be
easily applicable across multiple radio standards.

Machine learning (ML) methods, and, more specifically, a set of
recently developed techniques, known as Deep Learning (DL) [1],
bear the potential of advancing the intelligence of radio devices,
providing data-driven flexible solutions, without relying heavily
on expert knowledge. Among the problems that the ML can target
are protocol detection, and classification, and signal denoising; fur-
ther applications might include device or user profiling and classi-
fication, and source counting.

The present paper is structured as follows: Section II recalls the
definitions of ML, DL, and the related work of ML applications
to radio signal processing. In section III, the state of art of ML in
radio signals is detailed. The related work of applied ML models in
Wireless Local Area Network (WLAN) and Fifth Generation (5G)
are discussed are discussed in Section IV. Section V detailed the DL
models which are applied for radio signals. Conclusions are drawn
and in Section VL.

2 MACHINE LEARNING FOR RADIO
SIGNALS

ML is developed to create an algorithm which can find regulari-
ties in a dataset. ML has to execute task T where the goal is to
train the network to achieve task T while maintaining a particular
performance metric P. The system will improve P while training
the ML network towards task T. ML models are classified to su-
pervised machine learning or unsupervised machine learning. In
supervised machine learning, a labeled dataset is required to gen-
erate a general hypothesis about the distribution of class labels to
be used as predictor/classifier. The resulting classifier aims to as-
sign a class label to a testing dataset where the value of the data is
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known, but the value of the class label is not [33]. The K-nearest
neighbor (KNN) [72], support vector machine(SVM), and Bayesian
learning [44] are supervised ML models [26].

For unsupervised ML, the classes of training dataset are not la-
beled and there are no correct answers to guide the training pro-
cess. Unsupervised algorithms include clustering where the algo-
rithm will group the trained data into sub-clusters. The group of
the dataset within the same sub-clusters are assumed to have the
same measure of regularities. Another application is unsupervised
ML for dimensionality reduction where a new representation is
learned for the trained dataset [31]. Then, the new representation
can be used as a threshold to detect or eliminate irrelevant informa-
tion in the testing dataset. Moreover, it is a useful tool for anomaly
detection. Unsupervised ML models are k-means clustering [25],
independent component analysis (ICA) [28], and principal compo-
nent analysis (PCA) [39]. Reinforcement learning (RL) [62] , Deep
Neural Networks(DNN), and deep learning (DL) [23] are machine
learning models that are applied also for radio signals.

There is a growing interest in ML for radio networks domain
which diverse across different research areas to build an intelli-
gent radio receiver system. This intelligent radio receiver will be
capable of accessing the radio spectrum, learn the features, opti-
mize the performance, and take action if required [30]. Figure 1
indicates the possible research areas and the existing ML models
that are explored towards radio intelligence. ML models are imple-
mented for channel estimation, signal quality improvement, signal
classification, and action/control for a radio signal.

3 STATE OF ART OF MACHINE LEARNING IN
RADIO SIGNALS

ML models are applied and examined in radio signals field for sig-
nal classification, device classification, spectrum detection, noise
estimation, radio optimization, and anomaly detection. Table 1 be-
low detailed the applied ML models for radio signals, the targeted
communication problem, the type of radio network, the end com-
munication area either for communication devices, protocols, or
users. It also includes the cited papers for ML in this type of radio
communication problem.

4 STATE OF ART OF MACHINE LEARNING
MODELS FOR WLAN AND 5G

ML models have been applied and studied in the radio signals field.
The following contains literature review on the ML models applied
for Wireless Local Area Network (WLAN) and Fifth Generation
(5G).

4.1 ML models for WLAN

ML models have been explored for radio signals. In [9], Passive Ra-
diometric Device Identification System (PARADIS) is developed to
identify different source network interface cards (NICs) of an IEEE
802.11 frames. The radiometric identification is based on modula-
tion analysis and utilizing SVM and KNN as a classifier. This tech-
nique is trained for over 130 identical IEEE 802.11 wireless NICs
and shows 99% accuracy. However, this approach requires PAR-
ADIS sensors to be integrated with wireless access points.
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ML algorithms have been investigated for source localization
using time-of-arrival(TOA) information of received signals in ur-
ban environments [8]. The Random Forest algorithm is used to ex-
amine the ML classification and regression schemes for source lo-
calization. Also, Ray tracing program is used to simulate the urban
environment and generate the required data for the experiment.
Twenty-five thousands of data are used for training, and five thou-
sand are used for testing. Results show that regression performs
better than ML classification methods. The source localization us-
ing ML regression methods shows that 99.2% of the test locations
have a margin of 12.5m accuracy from its actual position [8].

In [36], a software architecture called RFDump is developed for
monitoring packets on heterogeneous wireless networks and de-
tecting different protocols such as Zigbee and IEEE 802.11. GNU
software [57] is used to generate the packets while Universal soft-
ware radio peripheral(USRP) device [15] is gathering the streams
of packets. RFDump depends on the physical features of the pro-
tocol (e.g., time, phase, and frequency) to detect the protocol. This
approach claims that it will ease the online computational for sig-
nal classification using a neural network.

DOF prototype is a detector built by [27] to extract features or
signatures, estimate the type of the radio signal, their spectrum,
and spatial parameters such as angle of arrival (AOA). DOF is eval-
uated for an indoor office environment, and the datasets are gen-
erated using the fftw [20, 21] library and GnuRadio software [57]
in 100 MHz bandwidth for ISM band and four multiple inputs and
multiple outputs (MIMO) antennas. SVM decision tree is used in
DOF system to classify a different type of signals coming from Zig-
bee, WiFi, and Microwave devices. DOF achieves 85% accuracy for
0dB SNR which outperform RFdump detector [36].

A semi-supervised ML model is applied in [53] to recognize the
radio signal modulation types. The modulation class for a radio
signal is generated using GNU to produce RadioML16.04 data [52].
Convolutional Neural Network (CNN) is adapted with non-labeled
classes to allow learning new features from the sparse representa-
tions of raw sampled radio signal time series examples. The results
primes a new way to differentiate or recall new and unknown ra-
dio signals without the need for expert guidance. However, there
is much work left to have the more robust semi-supervised method
for radio modulation. More data should be generated, features should
be generalized to unknown modulation classes, and well-defined
metrics for a semi-supervised model which may consist of full class
confusion matrices and the classification accuracy measures.

4.2 ML Models for 5G

Machine learning algorithms and tools are investigated also for
possible applications to 5G networks. The supervised, un-supervised,
and reinforcement learning were explored for 5G applications in-
cluding cognitive radios, large-scale MIMOs, device-to- device (D2D)
networks, energy harvesting, heterogeneous networks constituted
by femto-cells and small-cells, and for smart grid. In [30], the au-
thor surveyed ML paradigms for next generation wireless networks.
The survey showed that they are supervised learning, un-supervised
learning, and reinforcement learning algorithms that are investi-
gated for 5G applications.
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Figure 1: ML models in various radio receiver areas.

Supervised learning consist of regression models, KNN algo-
rithm, Bayesian learning, and SVM which require known labels
and models. These known models and parameters are necessary
to estimate radio parameters and massive MIMO channel, predict
user’s pattern, and detect white space spectrum for adaptive filter-
ing detection in cognitive radio from physical and network layer.
Moreover, the supervised learning methods are applied for appli-
cation layer to estimate user behaviors and the current user’s lo-
cation to improve quality of service (QoS) in the network.

The unsupervised learning relies on input data without labelling
or identify the class of the input data. Unsupervised learning algo-
rithms which were explored for 5G are PCA, ICA, and K-means
clustering. They were deployed for cell clustering, heterogeneous
base station clustering in heterogeneous networks (HetNets), and

for the dimensionality reduction for the signal in physical layer of

massive MIMO systems. In addition, unsupervised learning can be
utilized for fault detection, anomaly detection, intrusion detection
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problems -based on traffic monitoring in wireless networks, and
user’s behaviors classification in cognitive radio networks.

The third part of ML algorithms for wireless communication
is reinforcement learning [3] which relies on a dynamic iterative
learning and decision making process. It is mainly studied in wire-
less communication using Markov decision processes (MDPs) and
partially observable Markov decision process (POMDP) which can
be seen as a generalization of MDP. It was deployed for network
selection of heterogeneous networks (HetNets), for energy har-
vesting sensors to find optimal outage power, and for distributed
resource allocation under unknown system transition model in
femto and small-cell networks. Also, reinforcement learning can
improve the mobile users’ decision making without any informa-
tion related to the network conditions and the channel status. It
also been utilized for resource allocation in the downlink of femto-
cells. Table 2 illustrates machine learning models that were inves-
tigated for 5G networks; it shows that applying ML is important
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Table 1: ML models applied for radio signals

ML models Communication problem Network ML Area Communication Appli- Author
cation
H-SVM Channel noise estimation MIMO Classification Mobile nodes/users [17]
H-SVM Location estimation mobile ad hoc net- Classification Mobile nodes/users [17]
works nodes

SVM, KNN Usage pattern pattern recogni- HetNets Classification users [13]
tion

SVM Channel selection Cognitive radio Classification Users [63]

SVM Spectrum detection MIMO Classification protocols [27]

KNN Radio resource reconfigura- Cognitive radio Optimization Cells [18]
tion/ Traffic detection

KNN Anomaly detection HetNets Management Cells [46]

KNN Modulation classification Cognitive radio Classification Users [6]

SVM Anomaly detection Sensor networks Classification Protocols [37]

Bayesian learning Spectrum sensing Cognitive radio Optimization Spectrum [68]

Bayesian learning Users detection Cellular network Optimization Users [4]

Bayesian learning signal detection ,noise estima- Cognitive radio Detection Users [7]
tion

Bayesian learning Channel parameter estimation =~ MIMO

Q-learning Channel selection Cognitive radio Optimization Spectrum [58]

CNN Identification IEEE 802.15.4 devices Identification Devices [41]

RNN Image reconstruction Synthetic aperture Reconstruction Spectrum [69]

radar (SAR)

CNN Spectrum sensing, Modulation ~Cognitive radio Classification Spectrum [54]
classification

DNN Modulation classification Cognitive radio Classification Users [32]

DNN Modulation classification Cognitive radio Classification Users [55]

DNN Indoor localization Wi-Fi signals Classification Antennas [64]

research challenge for wireless communication and solving it will
optimize the future applications in 5G networks.

5 DEEP LEARNING FOR RADIO SIGNALS

DL is introduced by [23] as an answer to the massive need of intelli-
gent technologies to automate routine operations, make diagnoses
in medicine, and understand speech. Deep learning concept allows
computers to learn the hierarchy of concepts and understand the
dataset without the need for human expertise. DL has an expres-
sive capacity and convenient optimization capability that leads to
increased interest to apply it for computer vision and natural lan-
guage processing. In the following section, the potential benefits
of applying DL to radio signal communication are discussed. The
challenges of complex communication scenario, unknown channel
models, and high speed of processing requirements with sharing
complex processing unit develop a need to apply DL for radio sig-
nals for secure and efficient radio access.

5.1 Why Deep Learning in Physical Layer for
Radio Signals

DL is a promising technique to apply in formal mathematical mod-
els to a computer and natural language processing to character-
ize or differentiate real languages or world images. Nowadays, DL
models outperform human levels of accuracy of detection algo-
rithms for objects in images or handwritten digits [47]. There are
known detection algorithms used in the communication field that
capture information from transmitted signals to detect/distinguish
between the variety of systems and channel models such as detec-
tion the type of constellation in AWGN. However, we agree that
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implementing DL algorithms in such straight-forward scenarios
will not yield significant improvements to the physical layer of
communication systems. Rather, we expect DL to improve the per-
formance in complex communication scenarios that are still un-
der research in communication filed to find robust and general-
ized mathematical models [47] (e.g., detection signals in a harsh
environment with low SNR and severe multipath effect). Poten-
tial benefits of applying DL models to existing techniques for the
physical layer can be summarized as follows:

e Most existing signal processing algorithms for the physical
layer in wireless communication systems have well defined
statistical information which is of Gaussian, linear, and sta-
tionary nature. However, having reliable wireless commu-
nication systems in practice suffers from nonlinearities and
imperfections due to time-varying and frequency selective
[60]. Existing signal processing models can approximately
capture the tractable practical problems with certain limita-
tions and of research from wireless communication commu-
nity is still ongoing to improve them. Thus, having DL as a
processing block will allow optimizing the wireless network
atleast for a specific application or imperfection without the
need of formal mathematical models.

e An end-to-end communication system is divided into mul-
tiple signal processing blocks, where each one performing a
specific task such as coding, modulation, equalization, etc.
The overall performance needs to be optimized; however,
each block’s performance is known to be sub-optimal. For
example, the separation between the source and the channel
coding in a practical channel (e.g., Rayleigh channel [71])
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Table 2: Summary of applied machine learning algorithms in 5G.
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Paper Type of ML ML model Target Application
[17] Supervised SVM location estimation MIMO systems
[13] Supervised Regression models and pattern prediction Energy learning
KNN

[65] Supervised Bayesian learning Channel estimation Massive MIMO
[12] Supervised Bayesian learning User detection Cognitive Radio
[70] Supervised Bayesian learning Spectrum detection Cognitive Radio
[7] Supervised Bayesian learning Channel estimation Cognitive Radio

[67] Un-supervised K-means clustering Network optimization = Heterogeneous  net-
works

[56] Un-supervised PCA and ICA Data recovery Smart grid cognitive
networks

[45] Un-supervised ICA User detection Spectrum learning in

cognitive radio

[5] Reinforcement learn- Markov decision pro- energy harvesting Energy harvesting sen-
ing cesses SOrs

[40] Reinforcement learn- Multi-armed bandit network optimization =~ Device-to-device
ing (D2D) networks

[2] Reinforcement learn- Q-learning Spectrum allocationa  Femto and small cells
ing

[46] Reinforcement learn- Q-learning Resource allocation Dense  small cells
ing in heterogeneous

network

and short block length [22]. In [66], factor graphs are pro-
posed to optimize each block, but the proposed approach
requires complex systems and increases the computational
cost. Using DL to learn end-to-end system model may opti-
mize the performance without the knowledge of optimal an
end-to-end mathematical model.

Neural networks(NNs) are able to approximate any measur-
able function to any desired degree of accuracy [19]. Recent
studies show that Recurrent NNs (RNN) have a remarkable
capacity for learning algorithms with faster execution and
at lower energy than the manually programmed counter-
parts as it could perform with low precision data types and
highly parallel concurrent architectures [47].

Higher level programming languages play an essential role
to utilize the massively parallel processing architectures and
distributed architectures efficiently. Nowadays, the spread-
ing availability and the cheap cost of the Graphical Process-
ing Units (GPU) and the Field Programmable Gate Arrays
(FPGAs) enable training of DL models required for real-time
signal processing applications. Therefore, running parallel
ML algorithms in GPUs and specialized chips for ML in-
ference such as Eyeriss [11] demonstrates the capability of
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utilizing NNs for high computational throughput with very
efficient energy.

5.2 State of Art of Deep Learning in Radio
Signals

There is increasing interest in the last years to apply DL to various
radio communication disciplines.

5.2.1 DL as an Optimizer Block in Communication Systems . DL
is studied for belief propagation (BP). BP is a decoding method
which proceeds in iterations of message passing. In [43], DL is
implemented in BP for linear error correcting codes for channel
decodeing where the neural network decoder improves the Sig-
nal to Noise Ratio (SNR) up to 1.5dB on standard BP for cycle re-
duced parity check matrices. Also, a RNN architecture is proposed
to enhance the performance of parity check matrices. The network
performance improves up to 1.0dB with with lower densities and
fewer short cycles [42]. However, this approach suffers from high
complex real time implementation due to the cost of the huge mul-
tiplication. In [38], they propose a new decoding algorithm based
on DL decoder for BP which provides feasible path for hardware
implementation with less than half the number of multiplication
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and less complexity compared to [42]. Moreover, DNN is proposed
for one-shot decoding of random and structured codes. Results
showed that neural network performance is similar to the network
performance for 16 bit length codes, and the neural network is able
to generalize decoding algorithms in the structured codes [24]. In
[10], NN sub-blocks for polar codes are applied for non-iterative
decoding algorithm which improves BER for DB decoding stages.
Also, DL based NN is applied for decoding a stabilizer quantum
error correcting code [34]. The NN decoding algorithm developed
in [34] outperforms the traditional decoders (e.g. Minimal-Weight
Perfect Matching (MWPM) decoder) and shows that it can be em-
ployed to any stabilizer code.

5.2.2 DL as End-to-End Communication Systems. A DL based au-
toencoder has been proposed over an Additive White Gaussian
Noise (AWGN) channel to optimize end-to-end communication sys-
tem performance for small block code [47]. Also, an end-to-end
unsupervised radio transformer model is presented as an end-to-
end communication system [51]. Convolutional Neural Networks
(CNN) is applied to the complex-valued temporal radio signal for
modulation recognition. Results show that the CNN model deliv-
ers the same results as traditional modulation classification [48].
CNN is applied for spectrum identification based on modulation
recognition using IQ samples. The accuracy was 79% for high SNR
18dB [35]. Moreover, convolutional autoencoder has been imple-
mented for compression of raw radio communication [49]. Super-
vised learning for MIMO detection is applied in [29]. Also, au-
toencoder is applied to perform as MIMO channel autoencoder re-
ceiver [50] and is proposed as new physical layer design for com-
munication system by NN with AWGN channel [14]. DL based
detection models have been investigated for learning of encryp-
tion/decryption schemes for an unknown channel model [1]. Fi-
nally, DL detection algorithms have been studied for molecular
communication where the mathematical channel model is unknown,
and the knowledge of the channel is not used [ 16]. DNNs are trained
for wireless resource management to solve complex optimization
tasks for real-time wireless resource allocation [61]. Long short
term memory (LSTM) is used as deep learning model for signal
classification based on automatic modulation recognition using Elec-
trosense sensors[59].

6 CONCLUSION

Radio spectrum is increasingly becoming a complex environment
driven by devices with nondeterministic spatiotemporal accesses
as well as variable transmission powers and frequencies of opera-
tion. The need for higher data rates under spectrum scarcity will
drive further access-pattern complexity,since devices will be re-
quired to dynamically share spectrum resources to increase uti-
lization while ensuring minimal disruption to other users. This
paper provides an extensive related work and the state of art of
ML and DL models that have been explored for radio signals. It
also highlights the various applications that has been addressed in
communication by using ML and DL approaches.
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