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1 INTRODUCTION

Cybersecurity is both a technical problem and also one that is significantly impacted by non-expert
end-users who interact with online content. Due to the ever-changing and nuanced nature of se-
curity, technological countermeasures alone are rarely enough to protect these users from online
threats. For example, users are responsible for adjusting their privacy settings, choosing strong
passwords, and complying with security policies. These decisions require informed decision mak-
ing, foresight, and tradeoffs based on users’ existing knowledge about online risks and the tech-
nology they use [8, 71, 76, 85, 199, 200]. Therefore, improving non-expert end-users’ knowledge
and awareness is an essential step towards cybersecurity.

Researchers and practitioners have developed a variety of multimedia educational tools targeted
at non-expert end-users over the last couple of decades to increase awareness and address a knowl-
edge gap in cybersecurity. We define “multimedia educational tools” as learning content that uses
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more than one mode of communication, which may include a combination of text, images, audio, ani-
mation, video, and interactive content. Based on the educational literature, multimedia can increase
a learner’s motivation, engagement, and comprehension of educational content [36, 107]. For this
article, we chose to explore how such tools are used to teach about security. Our review focuses on
multimedia educational tools developed for people with general or limited computing and security
knowledge, including end-users, students, consumers, corporate users, children, youth, and young
adults. We synthesize current trends and the impact of these educational tools by systematically
reviewing existing work. The objective of our research is to provide an overview of the tools, syn-
thesize their design methodology, and assess their effectiveness at improving users’ cybersecurity
awareness and knowledge. Our research questions address the following: (1) What are the current
trends in using multimedia tools for educating users about cybersecurity? (2) Which design principles
are utilized in the tools? (3) How are the tools evaluated, and what is their educational impact? Our
review consolidates existing research in the area, includes analysis of 119 cybersecurity educational
tools, and guides future research efforts by identifying gaps and open research issues.

We first summarize existing literature reviews in Section 2, then outline our method of data
collection and analysis in Section 3. The rest of the article consecutively answers our three re-
search questions. In Section 4, we describe the current trends in using cybersecurity educational
tools, focusing on identifying the types of media, the educational subjects, and target audiences.
In Section 5, we present an analysis of the instructional design principles employed in exist-
ing educational tools. Section 6 identifies the evaluation methodologies used and empirical evi-
dence available regarding the tools’ effectiveness and usability. The final section further discusses
the state of cybersecurity awareness and education, and provides considerations for the future
research.

2 RELATED WORK

To the best of our knowledge, our literature review is the most extensive and complete analysis of
general cybersecurity awareness and educational tools for non-expert end-users. For context, we
begin by briefly discussing the scope of other reviews that have explored subsets of the space.

A widely practiced educational approach is to use games and gamification. Shostack [177] pro-
vides an extensive online compilation of such efforts but offers no accompanying analysis. While
researchers of previous literature reviews [3, 15, 43, 46, 75, 77, 100, 153] found games to be an effec-
tive media for creating cybersecurity awareness and education, they also identified some serious
limitations, as discussed next.

Alotaibi et al. [3] examined 12 academic papers on game-based cybersecurity studies and ten
popular industry games. They observed that the focus of industry games is general cybersecurity,
compared to the more domain-specific topics (e.g., phishing, malware, passwords) used in games
for academic research. The authors concluded that games had positive results for training users
and creating cybersecurity awareness, but highlighted a need for in-depth and robust evaluations
with larger sample sizes. Similarly, Hendrix et al. [75] found it difficult to draw definitive conclu-
sions about effectiveness of games at altering users’ security practices in the long-term. In another
review of seven cybersecurity games, Herr and Allen [77] found the games do not provide compre-
hensive cybersecurity training and collaborative learning. Furthermore, a review of eleven serious
games for information assurance and cybersecurity by Compte et al. [100] presented a framework
for designing games to raise novice users’ security awareness and knowledge. They observed the
pedagogic potential of games, but concluded that their use is limited to formal learning contexts.
Cullinane et al. [46] evaluated seven existing games through a scoring and ranking process based
on replay value, progression qualities, and interface accessibility. They found that games with
strong gameplay elements ranked higher in those categories, and proposed new game designs to
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convey cybersecurity concepts to minors. Pastor and Diaz [153] examined thirteen information
security simulation systems for information security and information assurance education, train-
ing and awareness. Battistella et al. [15] conducted a systematic review of games used in higher
education curriculum across computing knowledge areas, and Connolly et al. [43] conducted a sys-
tematic literature review of empirical evidence on computer games and serious games, but neither
reviews focuses on cybersecurity.

Prior work identified significant limitations in cybersecurity education. We confirm a few pat-
terns found in earlier reviews, such as focusing on general cybersecurity subjects [3] and limited
rigorous evaluations [3, 75]. However, prior reviews concentrate on games and do not provide
sufficient analysis and insights on multimedia trends, design, and evaluation. Our work fills this
research gap by extending existing reviews, synthesizing prior findings, and providing new analy-
sis. We broaden the educational tools’ scope to include digital games, tabletop games, comics, film
and animation, and learning modules.

In the next section, we describe our search strategy for identifying tools, exclusion criteria, and
method of data collection and analysis.

3 TOOLS SELECTION AND ANALYSIS METHODOLOGY

The literature search began in June of 2018 and were updated in June 2019. Our initial cataloguing
of tools included any work that has a cybersecurity educational goal and that was created after
January 2000. Our search was conducted online; we did not specify geographic limitations but
covered only English-language tools, though some tools are also available in other languages.
The literature search began with cataloguing works from existing literature reviews described
in Section 2 and this yielded 58 unique tools. We read all of the related academic papers, tech
reports, and white papers referenced. Next, we used Google’s search engine, Google Scholar, Apple
Apps Store, Google Play Store, and the video-sharing service YouTube to conduct a comprehensive
search. The search terms we used are combinations of the search string subjects AND learning AND
media:

e Subject terms: “security” OR “cybersecurity” OR “privacy” OR “phishing” OR “digital citi-
zenship” OR “digital literacy” OR “online safety”

e Learning terms: “education” OR “educational” OR “awareness” OR “game-based learning”
OR “e-learning” OR “mobile learning” OR “training” OR “learning”

e Media terms: “game” OR “serious game OR “simulation” OR “visualization” OR “informa-
tion graphic” “infographics” OR “animation” OR “video” OR “comic” OR “graphic novel OR
“board game” OR “tabletop game” OR “module” OR “tool”

3.1 Exclusion Criteria

We collected approximately 170 candidate tools. Next, we developed and refined the exclusion

criteria described below through repeated discussions with usable security researchers from our

lab. We focused our review on educational tools for people with general or limited computing

and security knowledge. These may include end-users, students, consumers, corporate employees,

children, and youth, but exclude security experts or those formally training to be cybersecurity

professionals. Applying the exclusion criteria to our search results narrowed the scope to 119 tools.
Tools falling within the following exclusion criteria were omitted from our review:

(1) Tools for testing and training cybersecurity professionals, information technology (IT)
experts, and system administrators, including threat modelling and information assurance
simulation systems for users with profound technical backgrounds. Examples: Elevation
of Privilege [176]; The Security Cards [48]; Operation Digital Chameleon [164].
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(2) Tools for eliciting security and system design requirements. Examples: Cornucopia [151];
Social Engineering Requirements Game [16]; Design with Intent Toolkit [103]; Privacy
Ideation Cards [48].

(3) Tools for testing computer security knowledge and hacking skills, such as software
used in security competitions, a.k.a., CTFs. Example: CMU’s PicoCTF computer security
game [22].

(4) Security-themed games and hacking games that do not have a core educational purpose.
Examples: Watch Dogs [196]; Uplink [82]; Hack Evolution [58].

(5) Tools that are not free and accessible to educators, including internal training material for
employees, training tools for company-specific products, and paid commercial products
and subscriptions. Example: teachprivacy.com [179].

(6) Tools that do not function as stand-alone learning resources' and require extensive exter-
nal instruction and scaffolding, such as instructor support tools for classroom use. Exam-
ples: GRASP [171]; ICV [172]; Cryptool [105].

(7) Tools that have insufficient primary or secondary information accessible in the public do-
main for us to clearly grasp their characteristics and mechanics to conduct a thorough
analysis. Example: CyberNEXS [129], infographics that do not have supporting documen-
tation of the design process.

(8) Cybersecurity learning activities and exercise that are not multimedia tools, including
gamified cybersecurity exercises, frameworks, conceptual learning activities, and alter-
nate reality games (ARGs). Examples: Protection Pocker [205]; NeoSens [166]; Phishing
Game Design Framework [7]; InfoSec Cinema [17]; Cryptomancer [198]; Computer Secu-
rity Alternate Reality Game [127].

(9) Works that do not have a functional prototype or end product, such as game proposals
and conceptual models. Examples: Cybersecurity Awareness Game [98]; Privacy Doodle
Jump [95].

3.2 Data Collection and Analysis Process

We systematically extracted and catalogued 14 types of data for each tool in Microsoft Excel: (1) ti-
tle, (2) description, (3) URL (if the tool is available online), (4) release date, (5) category and type
(e.g., game-simulation; tools are assigned to only one category per dimension), (6) educational
subject, (7) number of players (or users) supported per use, (8) design goals; (9) design methodol-
ogy, (10) development information, (11) primary target audience, (12) companion materials (e.g.,
lesson plans), and if applicable, (13) the evaluation methodology, and (14) the main empirical find-
ings. The information is extracted directly from the sources and accompanying materials when
available. In some cases, we had to infer data based on secondary sources. For example, we could
not find the release dates for some tools directly from their source, so we deduced the information
from external websites like YouTube. Each tool and related resources were inspected at least twice
to ensure they passed our exclusion criteria.?

For the release date, we documented the year that the tools were first made publicly available.
For example, Hector’s World [139] is an animated series created in 2003 with episodes running up
until 2008; we recorded 2003 as the release date. Tools used for academic research are listed using
the year that they were created, but we used paper publication dates if the release information for
the tools is unavailable.

1We included some multimedia resources from teaching curriculums that could function as individual learning tools.
2We were very diligent in data compilation, but we apologize for any inadvertent omissions or errors, particularly when
we had to infer data.
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After identifying the list of sources, we read and analyzed the material relating to the tools. It
included academic papers, instruction manuals, articles, website summaries, teaching guides, and
other resources. We directly interacted with the tools to gain a good understanding of the content
and mechanics if they are available online. If a working version of the tool was unavailable, then
we based our analysis on published descriptions and related secondary resources, such as trailers,
demos, and tutorials. We assigned a category to each tool based on our assessment of their content.
For example, although some of the interactive modules were called “games” by their creators,
we placed these in the Module category, because they most closely fit our definition of Learning
Modules.

4 TRENDS IN CYBERSECURITY AWARENESS AND EDUCATION

Addressing our first research question, we report general trends in cybersecurity awareness and
education using multimedia tools. Due to the breadth of our sample, we organize the tools into
five dominant multimedia categories and use a small number of representative examples. We do
not necessarily endorse these tools as the “best” in the category but merely present them as good
exemplars that reasonably capture the unique characteristics of the multimedia type discussed.
A few of the tools discussed in this review are created by us. To keep analysis as objective and
transparent as possible, we overtly indicate the tools by name (i.e., Zhang-Kennedy et al.) or set
the names of the tools in italicized text (e.g., Secure Comics [213], Cyberheroes [209]).

We identified 119 tools for educating users about cybersecurity and privacy created between
January 2000 and June 2019. An overview of the name, type of tool, educational subject, and target
audience is provided in Section 5.3, Tables 2, 3, and 4. Figure 1 shows a heatmap chart of the number
of tools found for each year. There are 54 digital games, 34 films and animation, 10 tabletop games,
9 learning modules, 9 comics, and 3 falling into other types of media. Evident in Figure 1, few tools
existed in the early 2000s but there is growing use of multimedia tools after 2005. The majority of
the tools (n = 91) are accessible online. Figure 2 shows that educational subjects have broadened
over time. We assigned the subject categories based on our assessment of the tools’ educational
content. Tools that teach a range of cybersecurity topics are placed under the subject of general
cybersecurity (n = 30), while tools that focus teaching a specific cybersecurity sub-topic or other
closely related topics are placed into their own subjects. These include e-safety (n = 28), and e-
privacy (n = 18), digital citizenship and literacy (n = 18), data security (n = 12), network security
(n = 4), software security (n = 3), and phishing (n = 6). For example, Security Cartoons [181] is
categorized as “general cybersecurity” in our analysis, because the educational comic strips cover
a wide range of cybersecurity sub-topics like spoofing, malware, phishing, pharming, and pass-
words. In comparison, MediaSmarts’ interactive comic, Top Secret [116], specifically teaches about
the benefits and drawbacks of sharing information online and is therefore categorized under the
subject of “e-privacy” in our analysis.

Digital games, particularly web-based games, and films and animation stand out as the predom-
inant pedagogical approaches. The tools are created for a wide range of demographics, including
both adults (n = 68) and children and youth (n = 51). The majority of educational tools for children
and youth focus on teaching digital citizenship, e-privacy, and e-safety. In our article, we refer to
audiences 18 and over as “adults” and those under 18 as “children and youth.” In some cases, we
specifically refer to “children,” which are individuals under 13 years of age.

4.1 Digital Games

Digital games, including web-based games (n = 42) and computer games (n = 11), are the most
widely used type of tools. Five web-based games are also available as mobile apps. We found only
one game [18] released exclusively on mobile devices. Web-based games are instantly accessible
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Year Game Film Tabletop Module Comic Other Total
2000 . ° o ! 0 0 2 Number of
2001 0 0 0 0 0 0 0 tools by media
2002 0 0 0 0 0 0 0 E .
Total number of
2003 0 1 0 0 0 0 1 tools by year
2004 0 0 0 0 0 0 0 No tools
2005 1 2 0 1 1 0 5
2006 2 2 0 0 1 0 5
2007 2 0 0 0 1 0 3
2008 1 1 0 0 1 0 3
2009 1 0 0 0 0 0 1
2010 4 0 0 0 0 0 4
2011 1 4 0 2 0 0 7
2012 8 3 1 0 1 0 -
2013 2 2 2 1 0 1 8
2014 4 4 1 1 1 0 -
2015 6 1 0 1 0 1 9
2016 3 4 2 2 1 1 -
2017 11 7 8 0 1 0 -
2018 7 2 1 0 1 0 -
2019-Jun 0 1 0 0 0 0 1
Total 54 34 10 9 9 3 119

Fig. 1. Number of cybersecurity educational tools between January 2000 to June 2019. Higher intensity
colours represent a larger number of tools.

online and require minimal loading time, while computer games and mobile games must be down-
loaded onto the users’ computer or mobile device before playing. Security-themed console games
exist (e.g., Watch Dogs [196]), but are created for entertainment rather than educational purposes.

Figure 3 shows an example of a web-based game that teaches users how to identify phishing
URLs. Created over a decade ago, the game Anti-Phishing Phil [175] remains one of the most ref-
erenced tools for teaching phishing prevention. The player takes the role of a young fish named
“Phil” who needs to eat real worms (representing URLs of legitimate websites) and avoid fake
worms (representing phishing URLs). Phil’s father, an experienced fish, advises the player on how
to identify phishing attacks. The game includes four rounds with increasing difficulty, each focus-
ing on different types of deceptive URLs.

Game genres adapted for cybersecurity and privacy education include quiz and puzzle (n =
17), adventure (n = 12), simulation (n = 8), strategy (n = 8), action (n = 2), serious game (n = 6),

ACM Computing Surveys, Vol. 54, No. 1, Article 12. Publication date: December 2020.



A Systematic Review of Multimedia Tools for Cybersecurity Awareness and Education 12:7

Year General Digital Data Newwork  Software
Cybersecurity  E-safety E-privacy  Citizenship Security Phishing Security Security Total

2000 0 1 0 1 0 0 0 0 2 -

2002 0 0 0 1 0 0 0 0 1

2003 0 1) o 1 o 0 [ 0 1 |

2004 0 0 0 0 0 0 0 0 0 IZ:T: E; r;et;err of

2005 0 2 1 2 o o 0 o -

U 0 o 1 0 0 o s

2007 1 0 0 0 0 2 0 0 — No tools

2008 1 0 0 1 0 1 0 1 _

2009 0 1 0 0 o o ] o 1

2010 1 0 il 0 2 o 0 0 _

2011 1 - 1 0 1 0 0 o -

or a0 2 EEEN a0 o o o [N

2013 el 1 o 0 o 1 0 _

s o 1 e o a1 o NN

2016 0 o ) 0 o -

2017 - 2 2 2 il 1 1 -

2018 - 2 2 2! 1 0 1 o -

2018-Jun 0 1 0 0 0 ) [ 0 1

Total 30 28 18 12 6 4 3 119

Fig. 2. Number of tools by the educational subject between January 2000 to June 2019. Higher intensity
colours represent a larger number of tools.

ROUND 1 SCORE: 0 LIVES: 3 2R TIME LEFT: 1:22

with all numbers
in the front.

] Ol O

Fig. 3. A screenshot from the game Anti-Phishing Phil [175] showing a URL (lower left) and advice provided
by a fish character (lower right).
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Rollergiri13
ruder? Kel

@ What could happen if you post personal
details online?

Fig. 4. Screenshots from Cybersmart Detectives that is a part of the Cybersmart Challenge [143] animated
video series. The characters find a lost mobile phone (top left); The phone receives a text message to “Roller-
girl13” (top right); the characters find Rollergirl13’s personal information online (bottom left); a discussion
screen interrupts the narrative (bottom right).

and card game (n = 1). The games are usually designed to balance the educational aspects with
entertainment and gameplay. Quiz games range from traditional test-your-knowledge quizzes to
quiz questions embedded into other forms of gameplay to increase engagement, such as in the
platform game Share Jumper [38]. Adventure games include role-playing (RPGs), choose-your-
own-adventure (CYOA), action-adventure, and story-based adventure. Simulation games challenge
players’ theoretical and practical knowledge by placing them in game-based environments that
replicate real-world contexts. Strategy games involve players in tactical decision-making to outwit
the presented cybersecurity challenges. Even though many of the games have a primary purpose
other than pure entertainment, a few games explicitly identify with the serious game genre. We
also found a small number of action games and a card game.

Educational digital games are used to educate both adult and children audiences. We found
27 games for adults and 27 for children and youth, suggesting educational games are prevalent
for both groups. The target audience of the games created for adults range from specific (e.g.,
healthcare providers; corporate users) to general (e.g., end-users; general public). In contrast, all

games created for children and youth specify an age range, with the youngest being five years
old.

4.2 Short Films and Animation

Short films are the second most widely used types of tools we encountered. We found 34 films. Most
resources are 2D animations, and six are live-action films. 3D films are rarely used for cybersecurity
education. There are 25 short films created for children and youth compared to just nine films for
adults, suggesting that young people are the primary target audience of educational films.

Short films are commonly released as multi-part series. For example, Figure 4 shows a part of a
suite of animated videos [143] for educating primary school students about e-safety issues. Topics
include protecting personal information, cyberbullying, and sharing images online. The videos are
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THANKS, PETER

. () (Hey, THAT Was EAsY!
JUST HOOK IT UPI

NO, REALLY, LET'S DO IT. IF YOU USE THE DEFAULT
} PASSWORD THEN ANYBODY CAN CHANGE THE SETTINGS
25‘1}’ T“Esygl’sgu%‘é'-bb, ON YOUR ROUTER. AND ANYBODY CAN UPLOAD NEW
? BUT WHY? LINDA WOULDN'T SOFTWARE TO RUN ON IT, TOO. I MEAN,
MESS WITH IT. AND IT IS NOT THEY CAN PUT MALWARE ONIT.
A BIG DEAL IF MY NEIGHBOR
USE SOME OF MY BANDWIDTH,

Fig. 5. Sample comic from Security Cartoons [181].

supplemented with teacher-led activities and lesson plans. We found that including supplemen-
tary material is relatively common. Seventy-one percent of the films include companion resources
such as teaching guides, lesson plans, and other educational resources, suggesting that the pri-
mary purpose of short films is to scaffold other education efforts. Furthermore, due to their short
lengths (30 s to 10 min, Median = 3 minutes), they raise general awareness about Internet safety,
digital citizenship, cybersecurity, and online privacy rather than provide in-depth educational in-
formation about these topics. Most of the films we identified are less than three minutes long and
aimed to raise the viewers’ awareness about a specific cybersecurity or privacy topic. They use
visual images, audio narration, and sounds to engage users.

4.3 Comics

We found nine educational comics, including comic strips, graphic novels, and interactive comics
and narratives. Four were created for adult users and five for children and youth. To the best of
our knowledge, Security Cartoons [181], shown in Figure 5, was the first major online adaptation
of comics to educate end-users about Internet risks. Created in 2006, it aimed to improve security
awareness and understanding via a series of short black-and-white comic strips addressing topics
like spoofing, malware, phishing, pharming, and passwords. In contrast, graphic novels are single
book-like narratives, such as the Social Smarts [147] graphic novel created for tweens and teens.
We saw a trend in increased interactivity over the years, possibly due to the growing popularity of
online comics. Digitized comics enable the addition of interactive elements over images, text, and
the narrative. Compared to traditional comics, interactive comics enable user experimentation with
the content and narrative and produce a game-like experience. For example, Secure Comics [213]
include mouse-over images and text to supply the reader with additional content to portray cause-
and-effect relationships and to deliver important messages in the narrative. Cyber Chronix [185]
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:f <Teaching Privacy> Home Principles ~ Teacher's Portal About the Project ~ Blog

You're Leaving There's No Information Is Someone Could
Footprints Anonymity Valuable Listen

0!
11010101110101100

01102021021031008

Sharing Releases Online Is Real Identity Isn't
Control Guaranteed

You Can't Escape Privacy Requires
Work

Fig. 6. Ten Principles for Online Privacy from the Teaching Privacy Curriculum [53].

prompts the user to make several different choices that will affect the storyline and the eventual
outcome of the narrative. Most comics are created for online distribution only, except for a few
titles (e.g., Social Smarts [147]) that are downloadable as printable PDFs.

4.4 Learning Modules

We found nine learning modules; seven modules were created by non-profit organizations for
youth ranging between preschool to high school. For example, MediaSmarts’ learnings modules
such as Co-Co.’s AdverSmarts [118], Click if you Agree [120], and Privacy Pirates [117]) aim
to improve children’s digital and media literacy. All of MediaSmarts’ modules for children are
guided by a pedagogical character like the cereal character “Co-Co Crunch” from Co-Co.’s Ad-
verSmarts [118], the robot character from Click if you Agree [120], and the pirate character from
Privacy Pirates [117]. Learning modules for children are sometimes branded as “games,” but they
are not true computer games, because they lack a system of rules and other gameplay charac-
teristics [89]; more accurately, they use game-based learning to increase motivation and engage-
ment [168] rather than being games in and of themselves.

We found very few free learning modules for adult use; most of the resources we encountered
required paid subscriptions, and, therefore, did not meet our inclusion-exclusion criteria. Similar
to films, the majority (90%) of learning modules are supported by companion resources. For ex-
ample, Figure 6 shows the Teaching Privacy learning module [53] that instructs high school and
undergraduate students about Ten Principles for Online Privacy; it features classroom activities
that teachers could incorporate into a customized lesson plan.
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Fig. 7. Control-Alt-Hack [49] box set and playing cards. The cards show (from left to right) a Hacker character
card with skills, a Mission card based on security for cars, a Mission card incorporating network intrusion
and humour, and a Mission card on misconceptions about hacking.

4.5 Tabletop Games

Traditional tabletop card and board games occasionally emerge as tools to teach users about cy-
bersecurity and privacy. We included ten educational tabletop games; seven are created for adults,
and three are created for school aged students. Most games require that the games pieces be down-
loaded, printed, and assembled, but three games have digital tabletop versions. All tabletop games
we encountered have multiplayer support. They accommodate co-operative learning and encour-
age discussion in social settings as players uncover security lessons in the context of their actions.
For example, Figure 7 shows a three to six multiplayer tabletop card game, Control-Alt-Hack [49].
The game is centred around 56 missions that introduce players, who take the role of ethical hack-
ers, to security concepts.

4.6 Other Tools

Three cybersecurity educational tools created for academic research did not fit into the other
categories but are also included in our review; they are: an interactive robot [34], an information
visualization [214], and security infographics [122, 211, 212]. Ada [34] is an open-source cyber-
security education robot developed by the University of New Haven’s Cyber Forensics Research
and Education Group. It is capable of reading tweets and RSS feeds, checking if email accounts
have been hacked, providing tips, prompting quizzes, telling jokes, and showing articles that give
users cybersecurity tips and information in an interactive way. A tool called Geo-Phisher [214]
visualizes data from a large phishing blacklist database to provide context for phishing crimes
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while providing phishing prevention advice. Last, security infographics [122, 211, 212] with visual
metaphors are used to educate users about passwords, malware, and mobile online privacy.

4.7 The Implication of Media Type for Cybersecurity Education

Our results clearly show a growing interest in using multimedia to teach users about cybersecurity
and privacy. We identified five predominant media types.

For digital games, factors like fun, engagement, feedback, choice, and narrative could contribute
to their success. Still, the empirical evidence thus far has not reliably identified which of these
factors consistently result in successful educational outcomes [101]. Others have suggested that
the rhetorical messages discovered by players through rule-based representations during gameplay
(i.e., procedural rhetoric [19]) are a powerful persuasion tool. Researchers [27, 106] who have used
procedural rhetoric in the design process of cybersecurity educational games found it useful at
influencing security behaviour.

Unlike digital games, traditional tabletop games also support physical interactions between
players [49]. Social play in a co-located space is more likely to meet players’ expectations for
social interaction than multiplayer online games [68]. Tabletop games are more accessible than
digital games, because they can engage people with low computer literacy and are inexpensive to
use in the classroom compared to computer games (e.g., require no computer lab) [68]. The game
rules can be modified and adapted by players, which could help them critically and personally
engage with the game content [68].

Film-based learning has led to mixed results when evaluating its effectiveness. While some
researchers (e.g., Reference [110]) suggest that animation can promote understanding, others
(e.g., Reference [195]) argue that animations may distract from the learning activity and they are
often too complex or too fast to be perceived accurately. Films do not promote user interaction with
the content and therefore support passive rather than active learning. However, short animated
films usually require less time commitment from users than other educational formats.

Comics could offer greater accessibility [181], build mental models (e.g., Reference [213], in-
crease user engagement, comprehensibility, and memorability of security and privacy information
(e.g., References [93, 96, 97, 183, 207]. Comics are also used to highlight important privacy infor-
mation in a user interface, but their primary purpose in those instances is to inform users about
terms of service agreements (e.g., References [93, 183]) rather than to educate users.

Learning modules are characterized by grouping information into learner-paced chunks, usually
presented sequentially to aid absorption of the information [168]. They rely heavily on multimedia
to deliver educational content. Although learning modules support both individualized learning
and collaborative learning [168], they are particularly well-suited for a classroom context [53]. This
is because we found companion materials and resources like teachers’ guides, lesson plans, and
activities for most learning modules, suggesting that their use is mainly in a facilitated environ-
ment like a classroom. Learning modules with interactive elements and activities are sometimes
referred to as “games,” but they are not real computer games, because they do not incorporate
rule-based game mechanics. Instead, they use game-based learning to increase motivation and
engagement [168].

5 DESIGN PRINCIPLES USED IN CYBERSECURITY EDUCATIONAL TOOLS

Addressing Research Question 2, we next look at the design approaches taken by these tools.
There are several broad approaches and theoretical foundations applied to the design of the tools,
thus making close comparisons of the design methods difficult. They range from general instruc-
tional design models like ADDIE [41] and Instructional Design (ID) [123] (also known as In-
structional Systems Design), and using design processes like user-centred design, participatory
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design, iterative design, and simply gathering feedback from participants. Psychological models
like PERMA [174] and security frameworks like the Information Assurance (IA) model [104] are
also used. Others reference research from game design, gamification, and game-based learning.
Furthermore, only 37% of tools identified any design methodology.

It became clear that work to systemize the design approaches was needed. We conducted a sys-
tematic analysis, evaluating each educational tool against established instructional design princi-
ples from the field of learning science, a body of work that aims to understand how people learn
as well as to improve the design and implementation of learning technologies. In this section, we
describe the method for our analysis and present the results.

5.1 Instructional Design Principles

Researchers in education have developed a large set of instructional design principles to guide
the design of effective and appealing instructional materials [65]. Detailed in Table 1, we selected
the ten basic principles most applicable to cybersecurity training, as proposed by Zhang-Kennedy
et al. [209, 213], Kumaraguru et al. [96], and Sheng et al. [175].

The multimedia instruction design principle introduced in this section specifically describes
the use of words and graphics together to increase learning rather than in isolation (see Table 1
for a full description). It is distinct from our general use of the word multimedia in the context of
educational tools, where it describes a broader range of media combinations (e.g., audio, animation,
video, interactive content). When referring to the instructional design principle, we use italicized
text.

5.2 Method for Evaluation Using ID Principles

We conducted a systematic evaluation of the cybersecurity educational tools using the ten prin-
ciples described in Table 1. To ensure a consistent analysis, we determined that a tool applied a
given principle if the following five criteria were met:

e Consistency: The principle is consistently used. For example the signalling principle is iden-
tified if the tool highlights important information consistently throughout the tool; it is not
used only sporadically in only parts of the tool.

o Integrity: The tool retains the integrity of the principle. For example, we attribute the
learning-by-doing principle if the user performs tasks that closely reflect real-world situ-
ations (e.g., the tool presents the user with a sample phishing email/message); we do not
attribute the principle if the task is presented as a description of a hypothetical scenario,
such as a quiz question (e.g., “What would do you if you received an email that asks you to
click on a link?”).

e Educational: We recognize use of the principle if it is used primarily for learning purposes
(e.g., the immediate feedback principle informs users how well they are learning; it is not
used for extraneous entertainment).

e Explicit or inferred: We attribute the principle if the tool clearly exhibits characteristics of
the principle or the creator of the tool explicitly states the use of the principle in their de-
sign. If the tool is not accessible online, then we attribute the principle if it can be inferred
from available evidence (e.g., descriptions of the mechanics of the tool clearly exhibit char-
acteristics of the principle).

e Stand-alone assessment: We recognize application of the principle if the tool itself exhibits
characteristics of the principle, without reliance on related educational curricula or sup-
porting materials.
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Table 1. Summary of Instructional Design Principles from Learning Science

Name

Instructional Design Principle

Description

Segmenting

Segmenting lessons into learner-paced
chunks rather than as a continuous unit
helps people learn better.

Segmenting means breaking down complex lessons into smaller parts
and present the smaller segments one at a time [36]. A classic user in-
terface example is the “continue” button, which causes the user to pause
and process the information before moving on to the next step. A study
showed that learners performed better after viewing segmented lessons
separated by continue buttons compared to a continuous lesson [109].

Contiguity

Aligning words to corresponding graphics
increases learning performance.

Mayer et al. [108] proposed that when text and audio information are
presented contiguously to related visuals instead of in isolation, the ef-
fectiveness of computer-aided instruction increases. For example, an ex-
periment found that students performed better when text and anima-
tions were placed close to each other rather than far apart [128].

Reflection

Providing users with opportunities to re-
flect on what they learned increases learn-
ing.

Reflection is a form of mental processing by which the learner is given
opportunities to reflect on what they have learned [156]. Research shows
that learning increases when learners are prompted to stop and think
about what they are doing [156].

Immediate
Feedback

Giving immediate feedback helps users to
assess how they are doing and provides ef-
ficient guidance in learning.

Providing learners with immediate feedback during the process of learn-
ing promotes efficient knowledge acquisition and guidance towards a
target behaviour [5, 170]. Hattie and Timperley [73] suggest that sup-
plying learners with concrete explanatory feedback that helps them im-
prove is more useful than corrective feedback that merely states whether
the learner’s response is correct or incorrect.

Narrative

Presenting training material within the
context of a story establishes an emotional
connection with learners.

Presenting the training material within the context of a story enhances
learning [107]. Mcquiggan et al. [112] showed that the motivational
benefits of story-based learning on learner interest, presence, and self-
efficacy are substantially more than traditional instructional approaches,
suggesting that the value of story-based learning lies in the emotional
connection created by stories between learners and the instructional
material.

Signalling

Directing user attention to key messages
in the lesson helps with information dis-
covery and understanding.

People learn more efficiently when cues highlighting the organization of
the material (e.g., bold, highlight, arrows) are added to call to attention
the essential content [107]. For example, an experiment with computer
security dialogues found that users are more likely to make an informed
decision after viewing dialogues with visual signalling cues to draw at-
tention to important security information [20].

Personalization

Using conversational style language and
pedagogical agents create engagement and
increase learning.

This principle suggests that attributing social characteristics to the user
interface that resemble human-to-human interaction help people learn.
Clark and Mayer [36] recommends using conversational style such as
“L” “you,” “we,” rather than formal language in the delivery of instruc-
tional materials. Furthermore, the use of a pedagogical agent that offers
instructional advice can help focus learner attention [36].

Multimedia

Combining words and images is more con-
ductive to learning than words alone.

The multimedia principle states that using words and graphics together
is more conducive to learning than when each is used in isolation [36].
The idea is based on the Dual Coding Theory [35], which suggests that
graphics, text, and audio are coded into memory via separate channels.
Studies have shown that the combination of related text and images cre-
ates better comprehension and increases long-term memory than text
alone [108].

Conceptual-
Procedural

Showing causal relationships between
conceptual knowledge and procedural
knowledge increases understanding of a
concept.

Conceptual knowledge (i.e., a mental representation of an idea) [37], and
procedural knowledge (i.e., clearly defined steps to solve a problem or
complete a task) [37] mutually support one another in the construction
of new knowledge [165]. For example, in an experiment to understand
how students solve mathematical equivalence problem, Rittle-Johnson
and Koedinger [165] found that students performed better when con-
ceptual and procedural lessons are interleaved compared to presenting
all of the conceptual lessons first and then all of the related procedures.

Learning-by-
doing

Practice (by doing) strengthens acquired
knowledge and skills.

“Learning-by-doing” was theorized by John Dewey [50] and refers to a
form of active learning that enables learners to apply the newly acquired
knowledge or skills. Research shows that learners who are given oppor-
tunities to practice what they have just learned had improved knowledge
transfer and performed better in the long term than those who do not
[2, 170].
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M f
ID Principle Game Film Tabletop Module  Comic Other ean for
All Tools
Segmenting 81 79 90 89 100 67 - Percentage of
principles used
L. by media
Contiguity 20 17 10 11 89 33 23
Reflection 70 17 70 22 89 33 52 .
Mear) plercentage
Immediate feedback 81 6 80 89 67 67 58 s
Narrative 85 79 70 67 78 0 -
No principles used
Signalling 33 29 30 33 44 33 33
Personalization 80 63 40 89 56 67 -
Multimedia 76 100 60 89 100 100 -
Conceptual-procedural 56 69 30 67 67 67 60
Learning-by-doing 67 0 30 67 44 0 41

Fig. 8. Percentage of tools that exhibit each instructional design principle.

The tools were independently reviewed by two researchers using the evaluation criteria to re-
duce variability and bias. One researcher analyzed all 119 tools in the first round and a second
researcher randomly selected and analyzed 50 tools that are accessible online in the second round.
We directly interacted with the tools and read related content to identify the instructional design
principles. If a tool is inaccessible online, then we identified the principles to the best of our ability
from secondary sources (e.g., reading academic papers and online information; watching tutorials
and demos). We attributed the instructional design principles if the tools showed clear characteris-
tics of the principles and met our evaluation criteria. The results were recorded in Microsoft Excel.
We used Cohen’s Kappa (k) test to check the agreement between the two researchers and found
good agreement; k = 0.654 (95% CI, .591 to .717), p < 0.0005. In the final stage of the analysis, the
two researchers met to resolve the disagreements and consolidated the results. Constructive dis-
cussions between the researchers found that most of the discrepancies were due to how stringently
each researcher applied the evaluation criteria. To resolve the differences, the researchers openly
compared and discussed the rationale for their analysis and reached an agreement. The primary
researcher re-assessed the remaining tools to align with the decisions from these discussions. The
final results are summarized in the last columns of Tables 2, 3, and 4.

5.3 Application of Instructional Design Principles

The majority of the tools (70%) use between four to seven instructional design principles, but
fewer than 5% use all ten principles. Figure 8 shows a heatmap that summarizes the percentage of
tools from the five media categories that exhibit each instructional design principle, and the mean
percentages for all tools. Furthermore, we found the percentage of tools exhibiting the principles
differed when we considered those designed for adults compared to those designed for children,
as summarized in Figure 9. In the following sections, we discuss which principles are commonly
applied and how these differ between tool categories and target audiences.

5.3.1 Frequently Applied Principles. The four most applied instructional design principles in
cybersecurity and privacy educational tools are multimedia, segmenting, personalization, and nar-
rative. The multimedia principle is exhibited in 85% of the tools, indicating its use to explain cy-
bersecurity concepts is standard practice. However, most tools other than comics do not place
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Table 2. Summary of Cybersecurity Educational Tools from 2000 to 2012 and Instructional Design

Principles Found in the Tools

. L I
= ] £
y . bl I S g £ s 50 3 3 S S
Title Category: Type Subjects Primary Audience |2 & S & & 2 F & = 38 3
2000 - 2005
2025 Exmachina Game: Serious game | E-safety Ages 12-17 m|® @€ & e e e e 6 e o
Jo Cool or Jo Fool Module: Quiz Digital citizenship | Grades 6-8 n3) |@ e O e o [}
Jenny’s Story Film: Live-action E-safety High school [31] e o (] e o
Hector’s World Film: 2D animation | Digital citizenship | Ages 5-7 [139] |@ { ] e O ©o
NetSmartz Videos Film: 2D/3D series E-safety Elementary-high school | [133] |@ { ] e O ©o
Allies and Aliens Module: Game-based | Digital citizenship | Grades 7-8 4] |@ e O e O
CyberPig Adventures | Game: Adventure Digital citizenship | Ages 8-10 s |@ e o ©o e o ©o
Top Secret! Comic: Interactive | E-privacy Grades 6-8 ne | @ @ @ @ [}
2006 - 2007
CyberCIEGE Game: Simulation Cybersecurity Post-graduate students | [190] | @ e O ©o e 6 o o
NSTeens Videos Film: 2D animation | E-safety Ages 8-17 [134] | @ [ ) e o
OnGuard Online Game: Quiz Cybersecurity Teens o] |@ e O e o
Games
OnGuard Online Film: 2D animation | Data security Teens 0 @ @ e o
Videos
Security Cartoons Comic: Comic strip | Cybersecurity End-users nsy) @ @ { ] e O
Anti-Phishing phil Game: Simulation Phishing End-users @ @ e e e e e e e O
Carnegie Cadets Game: Simulation Cybersecurity Grades 4-6 )| @ @6 & & 6 6 6 o o
PhishGuru Comic: Comicstrip | Phishing Corporate users e @ @ € & & & e e o o
2008 - 2009
Antiphishing Program | Comic: Comic strip | Phishing End-users 6 @ @& @& @ e 6 o o o
hACME Game Game: Simulation Software security | Software developers 131 |@ [ ) [ ]
Let’s Fight It Together | Film: Live-action E-privacy Ages 11-15 B2 |@ [ ) [ ]
Wild Web Woods Game: Adventure E-safety Ages 7-10 137 |@ e O ©o e O ©o
2010
Cash City* Game: Strategy Data security Corporate users [126] |@ { ] [ )
Cyber Security Games | Game: Quiz Cybersecurity Students/faculty/staff | [184] |@ e 6 6 o o o [ J
Data Security Game: Simulation Data security Corporate users [s9] |@ e O O e O o o
Smokescreen Game: Simulation E-privacy Teens 14-16 [178] (] [ ] [ ) { ] [ ] [ [ ]
2011
Counter Measures® | Game: Serious game | Cybersecurity CS/STEM Students [ss] |@ e o [ e o
I-SEE* Module: Game-based | Data security Post-secondary students | [169] [ J e 6 o o
Internet Safety for Kids | Film: 2D animation | E-safety K-3 0] |@ e 6 o o o
Lee and Kim Film: 2D animation | E-safety Ages 5-7 [28] { ] e O ©o
NetSafe Utah Project | Film: 2D animation | E-safety Kids, teens 32 |@ { ] e O ©o
Privacy Pirates Module: Game E-privacy Ages 7-9 7] |@ e 6 6 o o o
Safemoods Adventures | Film: 2D animation | E-safety Children 61 |@ e 6 o o o
2012
Agent Surefire Game: Adventure Data security Ages 13+ [s1] e 6 6 6 o o o o
Child Focus ‘E-safety’ | Film: 3D animation | E-safety Ages 4-8 [45) e O ©o e O
Cybersecure Game: Serious game Data security Healthcare providers [74] (] [ ] [ ) { ] [ [
Ministry of Sharing | Game: Quiz E-privacy General public [187] e 6 6 o6 o o o
Test
NSTeens Games Game: Action Digital citizenship | Tweens and teens [135] (] (] [ ] [ ] [ ]
Identity Risk Game: Quiz Cybersecurity Consumers [44] [} [ ]
Calculator
Privacy Game (Print) | Tabletop: Card game | E-privacy End-users [2] e 6 6 o o o
Privacy Game (Web) | Game: Card game E-privacy End-users [186] e 6 o6 o o o
Social Smarts Comic: Graphic novel | E-Safety Tweens and teens ) @ @ @ { ] e O
Werewolves Game: Strategy Cybersecurity Post-secondary students | [56] [ { ] o O
Protect Your Online | Film: Live-action E-privacy Teens [14s] |@ e o o
Rep
Risk Communication | Film: Live-action Cybersecurity End-users 1s6] | @ [} [ J e o
Videos
Zippep's Astro Circus | Game: Adventure E-Safety Ages 5-7 me e @ e e O o o

Undeployed tools are indicated with an asterisk (*). A circle symbol (@) under the instructional design principles indicates

that the tool demonstrates characteristics of the principles.
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Table 3. Summary of Educational Tools and Instructional Design Principles Applied (Indicated by @)
from 2013 to 2016

k] é 50
S g £
L f 2 P % oF of ot
) S . ) . S & 3 S H ] &= s 3 5 3
Title Category: Type Subjects Primary Audience & [& S] & E 2 B S = S 3
2013
[dox3d!] Tabletop: Card game | Network security | CS/STEM students  |[67] |@ @ @ @ [} [ ]
Auction Hero* Game: Simulation Phishing/Malware | Young adults @ ® @& @ @ e o [ ]
Co-Co’s AdverSmarts Module: Game-based | Digital citizenship | Ages 5-8 [1s) |@ e O [ N [}
Control-Alt-Hack Tabletop: Card game | Cybersecurity CS/STEM students [ [19] | @ e o o o O
CyberSmart CyberSAFE | Film: 2D/3D E-safety Youth [0z) |@ [ o o
Digital Citizenship Lessons | Film: 2D/live-action | Digital citizenship | Elementary p @ @ e 6 o o o
Digital Passport Game: Puzzle & quiz | Digital citizenship | Grades 3-5 38 | @ e 6 6 o6 o o o
Security Infographics Other: Infographic Cybersecurity End-users [211] [ ] [ ] [ ) [ ] [ ]
2014
#GAMEON Film: Live-action E-safety High school [41] |@ [ ] [ ]
B4UClick Film: 2D/live-action E'Safe(y K-12 [33] . . .
Be Deadly Online Film: 2D animation | E-safety High school o @ @ @ e 6 o o o
Cybersecurity Lab Game | Game: Strategy Cybersecurity Grade 6-12 [154] |@ e o o e 0 ©o
Cybersecurity Lab Videos | Film: 2D animation | Cybersecurity Grade 6-12 [155] | @ [ ] e O
Friend Inspector Game: Serious game E-privacy SNS users [25] [ ] [ ] [ ] [ ] [ [ )
Internet Hero" Game: Strategy Digital citizenship | Ages 9-12 o] |@ e o e o [ ]
NSTeens Comics Comic: Interactive | Digital citizenship | Ages 11-17 i) 00 ® @ @ @ [ [ J
Security Shepherd Module: Game-based | Software security | Software engineers | [150] |@ [ ] e O
Security Empire” Game: Strategy Cybersecurity High school [149] e o o e 6 o o
The Watchers Tabletop: Hybrid E-privacy Ages 11-12 [162] | @ e o o e o o
2015
Ada Cybersecurity Robot | Other: Robot Cybersecurity End-users B34 |@ [ ] o O
Cyber Café Module: Game-based | E-safety Ages 8-10 [1s9] |@ e 6 6 o o6 o o o
Digital Compass Game: Adventure Digital citizenship | Grades 6-8 0] |@ o [} e o [ ]
Happy Onlife (Print) Tabletop: Quiz E-safety Ages 8-12 6] |@ [
Happy Onlife (Web) Game: Quiz E-safety Ages 8-12 26 |@ [ ]
How Cyber-Savvy Are | Game: Quiz Cybersecurity Ages 5-8 9] |@ [ J [ ] [ J
You?
Lock Down Game: Quiz Data security Unknown [150) |@ e O [ J [ )
SIRET Security Game* Game: Serious game | Data security Corporate users 4 |@ o O e 6 o o
Targeted Attacks Game: Adventure Network security Corporate users [192] [ ) [ ] [ ] [ ] [ ] [ ] [ )
The Weakest Link Game: Quiz Data security Corporate users 84 |@ e o o
Webwise Ireland Film: 2D/live-action | E-safety Youth [201] | @ [ ] [ ]
2016
Click If You Agree Module: Game-based | Privacy notices Ages 12-14 [120] | @ e 6 6 6 o o o o
Comic Book Capers Game: Quiz E-safety Ages 6+ we & e e e e e e o o
Cyber-Five Film: 2D animation | E-safety Grade 3 n e [ ] e O o O
Cyber Threat Defender | Tabletop: Card game | Cybersecurity High school 23 |@ e o [ ] [ ]
Cybersmart Challenge | Film: 2D animation | E-safety Ages 8-10 n43) |@ o e 6 6 o o
Data Privacy in Education | Film: 2D animation | E-privacy K12 teachers 9] |@ e o o
Geo-Phisher* Other: Visualization | Phishing General public [214] |@ o O e O
How Cybersmart Are You? | Game: Quiz E-safety Ages 6+ we e &6 e e e e e o o
Lock Down Your Login | Film: 2D animation | Cybersecurity Consumers [182] e o o
Secure Comics Comic: Interactive Cybersecurity End-users [213] [ ) (] [ ] [ ] [ ) [ ] [ ] [ ]
Security Awareness Games | Game: Quiz Cybersecurity Students & staff (s8] | @ e o o [ ] [ )
Smells Phishy?* Tabletop: Board game | Phishing End-users N4 |@ e o o e 6 o o
Teaching Privacy Module: Web-based | E-privacy High school 3 @ @ e o o

associated words and graphics close together, thus violating the contiguity principle. Text-only
interfaces are found exclusively in quiz-based tools where the user is presented with multiple-
choice and true-and-false questions. Eighty-three percent of tools use the segmenting principle to
make the lessons more accessible to learners. Seventy-one percent of tools provide personaliza-
tion, either by communicating with conversational style language or through a pedagogical agent.
Personalization is used consistently across different media types but is more frequent in learning
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Table 4. Summary of Educational Tools and Instructional Design Principles Applied (Indicated by @)
from 2017 to June 2019

3
g 1§ 8 s FRE B E i
5 |18 2 3 % 0§ % ER s %
g |5 5§ < £ 5 g [ £ £
Title Category: Type Subjects Primary Audience  [& & S g & 2 & & = 3 K
2017
Agile App Security Tabletop: Card game | Software security Novice & expert users [202] (] [ ] { ] [ )
Game
Amaze Org Internet Film: 2D animation E-safety Ages 10-14 [4] (] [ ] [ ) (] [ ] [ ] [ )
Safety
Cloud Defense Game: Strategy Cybersecurity Corporate users [72] (] [ ] [ ) (] [ ] [ ] [ ] [ ) [ ]
Cyberheroes Comic: Interactive E-privacy Ages 7-9 o |®@ @ @@ & & & e e O
Data Center Attacks | Game: Adventure Data Security General public nos) |@ [ ] { ] [ ] o ©
Digital Citizenship & | Film: 2D animation | Digital citizenship | Teachers o] |@ e o o
Safety
Digizen Game Game: Adventure Digital citizenship | Ages 11-15 51 |@ e o o
Enter IT Security Game | Game: Puzzle Data security Corporate users ns) | @ e 6 6 o o o [ J
FBI Safe Online Surfing | Game: Puzzle & quiz | Digital citizenship | Grades 3-8 w @ ® @ @ e o
GeoCTF Game: Strategy E-privacy High school & college | [208] e 6 o o e o o
Interland Game: Adventure Digital citizenship | Children ] |@ e O ©o e O
Netsim Game: Simulation Network security | High school ] |@ [ ] o O
Parliamentary Digital | Film: 2D animation | Cybersecurity General public ns2) | @ ([ [
Service
Play Like Share Film: 2D animation | E-safety Ages 8-10 o] |@ (] [}
Privacy Board Game | Tabletop: Board game | E-privacy Web users ns | @ e o o
RBC Be Cyber Smart | Film: 2D animation | Cybersecurity RBC Clients 67 |@ e O e O
Securing Your Identity | Film: 2D animation | Cybersecurity Corporate & end-users | [125] [ J e 6 o o
What Hack Game: Simulation Phishing Unknown o) | @ @ e 6 o o o [ ]
World Password Day | Game: Adventure Cybersecurity General public [11] o O [ ] [ ]
Game
Your Privacy Online | Film: Live-action E-privacy Teens P4 |@ e O ©o
2018-June 2019
A Day in the Life of the | Game: Adventure Digital citizenship | Ages 11-13 we) | @ @ 6 O e e e o o
Jos
Act eSafe Film: 2D animation | E-safety Ages 8-11 [145] [ ] e 6 o o o
Band Runner Game: Action E-safety Ages 8-10 [30] e o o [ )
Cyber Chronix Comic: Interactive E-privacy Youth 571 | @ e o o e O [ ]
Cyber Threat Defender | Game: Strategy Cybersecurity Middle-high school 4 |@ o O [ ]
(PC)
Data Defenders Game: Puzzle Data security Grades 4-6 [121] (] [ ] [ ) (] [ ] [ ] [}
GAP* Game: Serious game | Password security | End-users [94] |@ o O o O
Jessie & Friends Film: 2D animation | E-safety Ages 4-7 [130] |@ { ] e O
King GAFA Film: 2D animation | E-privacy End-users s | @ [ ] [
Permission Impossible* | Game: Puzzle Network security | Various users ns @ @ o © e O (]
Project ConfigPlay | Tabletop: Board game | Cybersecurity CS students 55 |@ [ ]
The Lost Summer Game: Adventure Digital citizenship | Ages 11-14 [146] |@ e o o e 6 o o

modules and digital games. The multimedia, segmenting, and personalization principles are exhib-
ited in tools created for audiences of all ages: personalization is used in 66% of adults’ tools and 74%
of children’s tools; the segmenting and multimedia principles are used in the majority of children’s
products (88% and 94%), but comparatively less for adults (77% and 74%). Seventy-eight percent
of tools exhibit the narrative principle. In some cases, the educational content is fully integrated
into a story, while others use mini-narratives to supplement the educational content. Generally,
children’s tools contained more elaborate and detailed stories than the tools targeted at adults.

5.3.2 Moderately Applied Principles. More than half of the tools exhibit immediate feedback
(58%), reflection (52%), and the conceptual-procedural principle (60%). Unfortunately, generic feed-
back like “correct” or “please try again” is common in our dataset. More useful feedback supports
learners constructively to explain why a particular action was taken. For example, the digital liter-
acy game A Day in the Life of Jos [106] presents players with a review screen after completing each
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Fig. 9. Percentage of tools exhibiting each instructional design principles divided by target audience.

game level to reflect on whether they made the most appropriate choice for the characters’ digital
lives and provides advice on appropriate alternatives. Although generic, positive conditioning like
“great job!” can also be beneficial in some circumstances, because it praises learners for the correct
behaviour and thus provides encouragement. Time-bound media like films (6%) provide little or
no opportunities for Immediate feedback, because it is typically viewed as one continuous chunk.

Half of the tools use reflection, often paired with feedback. Reflective moments are implemented
as mini-games, interactive elements, corrective feedback, discussion prompts, and debriefing sum-
maries. Furthermore, several tools use procedural rhetoric for reflection. For example, some ed-
ucational games (e.g., References [27, 106]) enable players to make choices and explore the con-
sequences of their actions, causing moments of reflection as the player discovers the educational
message progressively through gameplay.

More than half of the tools exhibit the conceptual-procedural principle. For example, an anti-
phishing game [97] first describes how using a search engine is a good method to identify phishing
websites (i.e., conceptual knowledge), then provides tutorials about how to search for brands or
domains and how to recognize fraudulent search results (i.e., procedural knowledge). We found
that comics, learning modules, and films combine conceptual and procedural knowledge more
frequently than digital games or tabletop games.

5.3.3 Least-applied Principles. Learning-by-doing (41%), signalling (33%), and contiguity (23%)
are the least-used principles in cybersecurity educational tools. The learning-by-doing principle is
sometimes used in digital games and game-based learning modules. Simulation games, in particu-
lar, provide the player with opportunities to practice and strengthen learned knowledge and skills.
Half (51%) of adults’ educational tools incorporate learning-by-doing compared to just 33% of chil-
dren’s tools. The signalling principle is more commonly exhibited in tabletop games and comics
to highlight important information. Thirty-four percent of adults’ tools use the signalling princi-
ple compared to 31% for children. Additionally, 25% of adults’ tools use the contiguity principle
compared to 21% for children;
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5.4 Implications Relating to Instructional Design Principles

While prior literature from learning science suggests how instructional design principles could
generally be used (e.g., Table 1), we believe it is essential to identify how the principles can also
address the unique challenges in cybersecurity learning. From our review, the use of principles
in this context appears to focus on three areas: creating user engagement, increasing learning by
facilitating the development of appropriate mental models, and improving the tools’ usability. Ed-
ucators frequently utilize multimedia, personalization, narrative principles to activate learning and
create engagement to address the problem that users typically have low motivation to learn about
security [204]. “Fun and engaging” is a widely stated goal among the tools we evaluated, where
the aim is to capture users’ interest through a visually appealing user interface and interactive
content. Instructional design principles like segmenting lessons into digestible pieces, providing
users with immediate feedback, and using signalling to highlight essential content can all help
with usability and learnability of the content. The reflection, conceptual-procedural, contiguity, and
learning-by-doing principles are used to induce reasoning and problem solving among learners to
address the problem that users have poor mental models of online risks and how security mech-
anisms work [199]. Unfortunately, design principles that aid in building mental models are only
moderately used, or not used at all, in many of the tools we evaluated.

Furthermore, we note that some instructional design principles exhibited in the tools may have
been incidental applications, since these were not explicitly mentioned in the publicly available
information. While an instance of a principle can be effective regardless of whether it was in-
tentionally followed, opportunities will be missed through this haphazard approach. Therefore,
we propose that deliberate and thoughtful application of instructional design principles could aid
the design of cybersecurity educational tools. Our analysis shows that many tools intentionally
or inadvertently utilize principles that provide user engagement and content usability but neglect
the principles that help users build mental models. Future designs should consider that security
instruction alone might not sufficiently motivate users to practice secure behaviour; educational
tools should guide users towards understanding why specific actions are necessary to transfer the
learned knowledge to different real-life situations.

We caution that some principles may need to be applied differently for different audiences,
or may have limited usefulness for some populations. For example, the learning-by-doing prin-
ciple was found infrequently in children’s tools compared to adults’. This could be because as-
sessing online risks often involves cognitively complex processing that younger children are not
developmentally equipped to handle [124]. In fact, our analysis found several other design dif-
ferences between adult and children’s tools. Specifically, personalization, segmenting, multimedia,
and narrative principles are frequently used in children’s products to support their short attention
spans [161], limited memory and processing capabilities [157, 158], and low literacy skills [52].
These patterns suggest that many designers were mindful of creating age-appropriate tools that
support children’s developmental needs. In all cases, consideration of characteristics such as the
abilities, skills, and experiences of the target audience will guide the choice of principles and how
they should be applied.

6 EVALUATIONS AND EMPIRICAL DATA

Evaluating whether an educational tool meets its instructional objectives should be done through
empirical data assessing its effectiveness and usability. Yet, we found that only 30% (36/119) of the
tools had been evaluated. Most categories had fewer than five evaluated tools. Only 33% (3/9) of
existing comics and 22% (2/9) of learning modules were evaluated. Digital games account for the
largest number of existing cybersecurity educational tools, so it is unsurprising that it also had the
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most evaluations. Upon closer inspection, however, only 33% (18/54) of existing games have been
evaluated. In contrast, a small number of tabletop games exist, but 70% (7/10) have been evaluated.
The majority of evaluated tools were part of academic research; few non-academic tools have been
evaluated. Furthermore, we found that although 91% (108/119) of tools are disseminated online as
learning resources, only 23% of these resources were evaluated.

A summary of the evaluation methodology used for each tool is presented in Tables 5 and 6.
When available, we note the type of study (e.g., lab study), the study design with the number of
conditions (e.g., between-group (X2)), and the number of sessions and the duration of the study in
weeks (e.g., 2ses/2wks). Tools with more than one study are enumerated. For example, in Table 5,
researchers conducted four studies to evaluate Anti-Phishing Phil—the first consisted of a lab pilot
study with eight non-expert participants, and used the think-aloud protocol. This section first
describes the different evaluation approaches used, including the types of evaluation, study design,
and participants, then summarizes the empirical data collected to-date.

6.1 Types of Evaluation

Research methods used to evaluate the tools typically consist of lab studies conducted in a con-
trolled environment, field studies conducted with a group of participants in their environment over
some time, and web-based studies conducted completely online with no in-person contact with the
participants. Data collection methods include observation, interview, pre-post tests, survey, ques-
tionnaire, eye-tracking, in-tool automated metrics, wizard-of-oz protocol, think-aloud protocol,
feedback, and note-taking. Researchers often mix evaluation methods to increase ecological va-
lidity. From example, results collected from lab studies could be confirmed in a follow-up field
study or a web-based study. Conducting a pilot study and formative evaluation is considered good
practice before the main study to identify potential problems with the design or the research plan.
These studies should include participants from the target population [99, 160].

Lab Studies: Fourteen tools used lab studies as their primary evaluation method. The studies
were usually conducted in a quiet space where participants can focus on the task at hand and
complete a series of predetermined tasks. Pilot studies and formative evaluations do not appear to
be standard practice; only three tools in our dataset (i.e., References [96, 126, 175]) had small pilot
studies to test the protocol, data collection instruments, or other relevant research techniques;
another three (i.e., References [49, 106, 173]) conducted formative evaluations before the main lab
study. Follow-up evaluations after a lab study are also rare; we found only one case where an
online study was conducted following a lab study [173].

Field studies: We identified only ten field studies and found considerable variability between
them. Time frames lasted from a single session, one week, four weeks, and fourteen weeks; and
the number of participants ranged from 8 to 4,517. Some researchers [10, 12, 67, 90, 202] also
conducted single or two session play tests and workshops in public settings. A few studies (e.g.,
References [56, 149]) have unspecified methodology information, such as missing details about the
study duration or how many participants were recruited.

Web-based studies: We found only three web-based studies. One is a survey-based experi-
ment [66] conducted online with older adults and a second is a small online study with five par-
ticipants [173]. A third study [44] does not evaluate the educational tool itself but instead uses the
tool to collect consumer behaviour data online.

Hybrid studies: In hybrid studies, lab studies are combined with additional tasks performed in the
participant’s natural environments. Such study designs retain the advantages of conducting the
study in a controlled setting and gain increased ecological validity by also having users interact
with the tool in their regular environments. For example, participants could perform an initial
usability test of an educational game in the lab, play the game at home for a few weeks, and return
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Table 5. Evaluation Methodology Summary for Digital Games
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of user training scenarios
2) A.dfhoc_ review (1)N/A (1) Game engine’s [42]
3) Field pilot study: @) n =149 response to test [7]
CyberCIEGE Between-group (X2); G)n - 14 N/A scenarios O O - 0 O [63]
2ses/2wks @n B 16 (2) Game logs [190]
4) Field pilot study: - (3-4) Questionnaire
Between-Group (X2);
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1) Lab pilot study
2) Lab study: Between-group (1) Think-aloud protocol
()n=238 "
(X2) @n=28 (2) Exit survey [97]
Anti-Phishing Phil |3) Lab study: Between-group G)n =42 Non-experts (1-4) Test for e 6 6 o o [175]
(x3) @n - 4517 identifying fraudulent
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Auction Hero walkthrough n=7 HCI researchers Usability inspection [} [27]
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Table 6. Evaluation Methodology Summary for Learning Modules, Comics, Tabletop Games, Films and
Animation, and Other Media

2 -
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LEARNING MODULES
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ACM Computing Surveys, Vol. 54, No. 1, Article 12. Publication date: December 2020.



12:24 L. Zhang-Kennedy and S. Chiasson

for a follow-up lab session to report their experiences. Unfortunately, we found no hybrid studies
in our dataset.

6.2 Study Design

Once researchers determine the type of evaluation, the next step is to design the study procedure.
To increase the reliability, validity, and generalizability of the data collected, researchers use several
methods to minimize experimental biases.

Control condition: In an experimental design, a control condition serves as a baseline. In our
dataset, a control condition was used in ten studies. The simplest baseline is no training. For ex-
ample, researchers [126] asked a control group with no prior training in information security
to answer questions and compared the results to the knowledge of participants who played an
educational game. To extract insights about the relative effectiveness of different designs, some
researchers compared variations of their own designs to a control condition. Other studies used
existing training materials as a baseline to compare the effectiveness of a proposed tool. For ex-
ample, one study [175] used existing tutorials created by major corporations and compared the
learning effects to an educational game. Using plain text-based learning material as control is also
common. In one study [88], participants in the experimental group played an educational game
while a control group read a packet of condensed computer security information. Similarly, a study
with children conducted by Zhang-Kennedy et al. [209] compared the learning effects of an inter-
active e-book to a text-only narrative. Another study compared a video risk communication tool
to a textual counterpart [66].

Pre-post-tests: A pre-post-test design compares a measure before and after an experimental treat-
ment [99]. For example, one study by Zhang-Kennedy et al. [209] assessed children’s existing
knowledge about online privacy before reading an educational e-book. The same assessment was
repeated after reading to measure whether their understanding improved. Not all experimental
designs require a pre-post-test but it is often useful to compare participants’ knowledge or be-
haviour before and after exposure to the educational tool, and assess its effectiveness compared to
other educational methods.

Between-group and within-group experimental designs: Evaluations with two or more experi-
mental conditions use either a between-group design (also know as “between-subject” design) or
a within-group design (also known as “within-subject” design). In a between-group design, each
participant is exposed to only one experimental condition. This may lead to unintended effects
due to individual differences between participants (e.g., previous knowledge or experience), and
more participants are needed, since each only contributes data for one condition. However, effects
from exposure to multiple conditions are avoided; this is particularly important when measuring
learning and knowledge, since participants cannot “unlearn” material between conditions.

In contrast, participants in a within-subject design are exposed to multiple experimental condi-
tions one after another. This eliminates problems arising from individual participant differences,
since each participant provides data for each condition. However, possible cross-over effects may
be introduced from completing the same tasks under different conditions and there is potential for
participant fatigue (a major consideration when working with children), which may ultimately
impact performance. To reduce learning effects across conditions, the order of presentation
can be counter-balanced. For example, half of the participants view condition A followed by
B, while the other half view them in the reverse order. In general, researchers [99] recommend
using a between-group design when the experiment requires simple tasks with where individual
differences among participants are not anticipated to be problematic, or when completing tasks
that could be influenced by having completed the same tasks in other condition. Conversely, a

ACM Computing Surveys, Vol. 54, No. 1, Article 12. Publication date: December 2020.



A Systematic Review of Multimedia Tools for Cybersecurity Awareness and Education 12:25

within-subject design may be more appropriate if the experimenter expects large individual differ-
ences among participants or if the tasks are less susceptible to learning effects across conditions.

Between-group design was used more frequently than within-group design to evaluate cyber-
security educations tools in our dataset. Between-group study designs typically included two con-
ditions tested in a lab setting, where the first condition (usually the educational tool) is contrasted
with a second control condition. In a study by Zhang-Kennedy et al. [209] for example, pairs of
children and parents co-learned about online privacy risks: half learned from a visual-interactive
narrative e-book and half saw the same content from a text-only narrative. Other studies used
three or more experimental conditions (e.g., Reference [175]) to test variations of an educational
tool or different types of interventions. We found only two Within-group studies. Both had two
experimental conditions where participants saw the conditions consecutively to enable them to
compare the two conditions in a lab setting.

Pre-post-test: Pre-post-test designs usually involve the participants completing a pre-test before
being exposed to the training material to gauge their initial attitudes, perceptions, and/or prior
knowledge. A post-test is conducted after learning to assess whether any participant responses
have changed as a result. The procedure could be completed in a single session or over multiple
sessions. The main advantage of multi-session pre-post study designs over a single session is that
researchers can assess the retention of information and the learning effects over a longer period
of time. However, questions pertaining to usability problems and feedback about participants’
learning experience should occur immediately after the learning component, without extended
delay. Multi-session study designs may be affected by external factors between the sessions, and
possible attrition of participants when scheduling participants for later sessions.

Sixteen of the studies we reviewed used a pre-post-test design. Half of the post-tests were con-
ducted within the same session, immediately after training, and the other half were conducted in a
second session, typically after a one to two-week interval. Two field-tests that were incorporated
into a school curriculum took longer; one spanned four weeks [56] and the other spanned fourteen
weeks [53].

6.3 Participants

Although small usability studies can have value [138, 197], a typical recommendation is to have
twenty or more users [59], with their demographics closely matched to the target audience to
increase certainty and validity.

In our reviewed studies, the number of participants recruited for lab studies ranged from 7 to
119. Study design influenced this choice, with between-group studies requiring the most partic-
ipants, since they were divided between two or more conditions. Field and online studies were
usually larger, typically with 100 to 200 participants. The largest field study (i.e., Reference [175])
conducted online has 4,517 participants.

The tools were not always evaluated with participants from the target demographic; some used
a related user group. For example, post-secondary students were recruited for evaluations of tools
created for “non-experts” (e.g., References [14, 175, 213, 214]). This is likely due to the reality that
many studies are conducted at a university and students are easily accessible to participate. In our
sample, tools created for children were always evaluated with the target age group.

6.4 Empirical Data

The primary purpose of cybersecurity educational tools is to increase cyber literacy relating to
security and privacy topics, raise awareness, and, in some cases, change user behaviour. It is,
therefore, essential to assess whether the tools are successful at achieving their educational goals.
As it stands, there is no widely-accepted systematised evaluation method for determining the
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“effectiveness” of cybersecurity educational tools. A tool’s success is assessed based on different
evaluation criteria, including increased awareness and retention of information, improved be-
haviour, positive user engagement, and good system usability. This makes comparisons between
tools challenging. We organized the types of empirical data collected from 36 evaluated tools
and summarized the results in Tables 5 and 6. We categorize the evaluations based on: learning,
engagement, and usability. Due to the limited number of studies available, it is difficult to compare
the educational impact of different categories of tools. Therefore, we synthesize the results from
existing evaluations as a collective to gain an overall understanding of the effects of cybersecurity
educational tools.

6.4.1 Learning. Sixty-nine percent (25/36) of evaluated tools included an assessment of learn-
ing outcomes. Results are generally positive and suggest that multimedia tools are useful for cre-
ating cybersecurity awareness and training. The respective researchers found that learning from
the tools is more effective than other educational approaches when compared to text-based con-
tent [88, 97, 209, 213], existing training material from online sources [97], and other design al-
ternatives [97, 214]. Only one study [88] showed that reading about security topics resulted in
approximately the same level of learning as playing a game, and none of the evaluations showed
adverse learning effects compared to other educational methods. Researchers who compared par-
ticipants’ security knowledge before and after learning found improvements immediately after
and found that participants were able to retain the information after one week [97, 106, 209, 213].
Only one study [32] found no significant changes before and after watching an educational film.
Practices such as using a pre-post-test study design and including a control condition to mea-
sure learning are not widely practiced in cybersecurity educational literature to date. Except for
these eight studies, other learning assessments did not control for participants’ prior knowledge or
compare the tools’ learning effects to other educational methods, therefore offering little reliable
evidence of effectiveness.

Behavioural changes due engagement with the tool have either been gauged in lab settings using
hypothetical situational scenarios to assess intended behaviour, measured using a survey instru-
ment (e.g., privacy attitudinal scale [54]), or determined by performance tests that usually involve
participants completing a series of tasks. For example, evaluations of a game that aim to increase
children’s digital literacy assessed intended privacy behaviour based on the participants’ response
to situation-based questions about what they would do in a given situation [106]. The study found
that participants’ intended behaviour improved significantly immediately after playing the game
and one week later. An evaluation of a phishing game assessed participants’ behaviour based on
their ability to identify phishing websites also found improved performance [97]. Both studies
showed that participants retained what they learned after one week without significant degrada-
tion in performance. The most prolonged indication of sustained security behaviour is found in
a pilot of a field study for a web-based privacy curriculum [53], where the participants exhibited
privacy-conscious behaviour even after fourteen weeks. It is difficult to determine how well any
of these reflect real-life behaviour change.

Less is known about the tools’ learning effects in the wild and their context of use, because only
a small number of evaluated tools have received public adoption and usage. Current results from
field studies are favourable, though not definitive due to their preliminary nature, small sample
sizes, short duration, or unstructured assessments. For example, a computer game, CyberCIEGE,
was incorporated into the curriculum at institutions worldwide [83], but only preliminary testing
[42] and two small pilot studies were conducted [63, 87]. Another successful card game, Ctrl-Alt-
Hack [49], was distributed to educators who responded positively in a survey indicating that their
students’ computer security awareness has increased after playing the game in the classroom. The
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survey was completed by 14 educators, but did not assess students’ learning directly. A web-based
curriculum, Teaching Privacy [53], was piloted in a semester-long CS course at a university and
found a positive shift in students’ privacy attitudes. Anti-phishing educational tools, PhishGuru
and Anti-Phishing Phil, became commercialized training programs. Data collected from real-
world deployment of Anti-Phishing Phil showed that it is effective for knowledge acquisition and
knowledge retention [97]. Other works like A Day in the Life of the Jos [106], Happy Onlife [26],
and Digital Passport [38] have been distributed by government and non-profit organizations.
These were validated in the lab [106], based on feedback [26], or in small pilot and beta tests [38].

A few researchers [66, 85, 199, 209, 213] made generalizable recommendations about how to
improve users’ poor understanding of computer security. In agreement, they advocate that edu-
cational tools should help users build mental models. Users’ existing conceptualizations [85] and
“folk models” [199] could be used to improve risk communication in computer security. Several
studies of evaluated tools [66, 209, 213] found that using security metaphors helps users build
mental models. Researchers of children’s educational tools [162] recommend that children should
be included as design partners, and that tools likes games could be a useful mediator for simu-
lated experiential learning. However, others [186] concluded that multimedia tools have limited
uses as stand-alone educational resources, but may be very effective as a scaffolding tool to in-
spire deeper education, communication, and reflection. There is evidence that educational tools
facilitate privacy discussions between children and adults [26, 209].

6.4.2 Engagement. User engagement is a stated design goal for 69% (25/36) of evaluated cyber-
security educational tools. Positive engagement results are reported, but there appears to be no
established definition or metric to measure the effect. Subjective reporting of engagement, such
as data collected from open-ended feedback and responses to questionnaires, are more common
than quantitative assessments such as measurement of users’ attention.

Some associate engagement with users’ positive experience and emotional reactions to the tools
like “fun” [106, 175, 202], “enjoyable” [87, 88, 91, 214], “interesting” [12, 90], and “happy” [14]. In
these studies, participants’ self-evaluate their emotional states in questionnaires or open-ended
feedback, and instruments like Likert-Scales are used to measure the level of engagement. For
example, participants expressed positive emotions when asked to rate their feelings and reac-
tions from positive to negative using a semantic scale, “happy, excited, neutral, annoyed, and an-
gry,” at different times when playing an educational tabletop game about phishing [14]. Other
researchers [49, 209] determined a tool’s engagement based on whether the participants would
re-use the tool. Instruments such as the Again-Again Table [163] are available for this purpose.
However, since the studies are conducted in the short-term, novelty effects, where users respond
differently (e.g., more positively) simply because it is their first time interacting with tool, could
have impacted results but these were not assessed.

To address users’ inattention to security information, researchers proposed using visual
attractors to emphasize important text, making it harder to ignore [20]. In this context, time and
attention may be used to measure engagement. To examine users’ focus of attention, researchers
have used eye-tracking to record gaze data. It has primarily been used to understand fixation
patterns in educational comics and visualizations, because the motivation behind these designs
is to make security information more understandable and easier to read [183, 213, 214]. Elements
found to attract attention include graphical components (e.g., highlight, bold) and interactive
components (e.g., rollovers) [213], characters’ faces [106], and text bubbles in comics [183].
Furthermore, researchers suggest that comic-based interfaces hold user attention for longer than
text-based alternatives [183], and that paying more attention to security information improves
users’ comprehension [183, 213].
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Some researchers suggest that cybersecurity educational tools could effectively support dis-
cussion and mediation between players. For example, evaluations of four tabletop games [14, 26,
67, 162] and an e-book created by us [209] similarly concluded that the tools encouraged discus-
sion among players and may even act as a mediator between adults and children [26, 162, 209].
Children’s educational tools should have a strong and engaging narrative [106, 209, 210], be age
appropriate [106, 209], provide realistic choices, and offer opportunities for reflection [106].

6.4.3 Usability. We found usability studies associated with nineteen tools. Questionnaires, in-
terviews, and feedback were frequently used to measure usability. Likert-scale and open-ended
questions in questionnaires are used to gather participants’ opinions about the tools’ usability such
as the ease of use and learnability. Interviews enable researchers to gather more detailed feedback,
such as the study conducted by Monk et al. [126] that asked participants to spot usability problems
and to describe whether the educational content was understandable. To elicit opinions about the
design of the tools, participants were often given opportunities to provide comments such as what
they liked and disliked about the tool. Due to its subjective nature, user feedback should usually
be used as a complementary method along with other metrics. Users were encouraged to think
aloud in four of the studies [96, 97, 106]. Think-aloud sessions are useful for understanding the
participants’ interactions and decisions to improve the design. Participants are usually provided
with tasks to complete and asked to “think aloud” as they go. To track the participants’ progress,
five digital games [88, 90, 106, 131, 149] used built-in performance statistics and gameplay metrics.
For example, in a game for teaching software security [131], the application stored timestamps
and outcomes of the users’ hacking attempts to determine the length and difficulty of the game
challenges. Some researchers also recorded time-to-task-completion to determine success rates
for specific tasks like information finding [92]. While eye-tracking is used in two studies to gauge
users’ engagement [106, 213], the gaze data is also useful for understanding which design elements
participants’ focus their attention and which they ignore. Last, one evaluation used usability in-
spection [27] and another Wizard of Oz [106] techniques. The usability studies have resulted in
suggestions about how to improve the tools. However, we found that most design recommenda-
tions are difficult to scale, because they are specific to the tools evaluated and the domains that
the tools were designed to address.

6.5 Evaluation Checklist

Based on best practices from human-computer interaction and the evaluation approaches dis-
cussed in our review, we provide a set of factors to consider when evaluating new or existing
cybersecurity educational tools.

(1) Are target users, security domain, and the educational context clearly identified?

(2) Do the evaluation metrics clearly assess the target educational outcome?

(3) Has an empirically valid study been conducted with the target user group or a closely-
related alternative? Are different types of studies with appropriate levels of ecological
validity and scientific rigour being considered?

(4) Do the evaluations control for participants’ prior perceptions and knowledge about the
educational topic?

(5) Are novelty effects associated with use of the tool discussed?

(6) Are the intended behavioural outcome being adequately assessed to measure effectiveness
at producing behavioural change?

(7) Does the evaluation assess the participants’ ability to retain the knowledge and perfor-
mance after a reasonable time has passed?
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(8) Does the analysis consider the various contexts for using the educational tool and their
associated implications?

7 RECOMMENDATIONS

Based on our analysis of cybersecurity awareness and education research, we now provide ad-
ditional design considerations for future work. We organize our thoughts into three categories:
adaptability, usability, and learning. This itemized list highlights the important high-level design
considerations and practicalities of developing a cybersecurity educational tool. We mainly focus
on voluntary unsupervised learning environments, due to their higher motivational challenges re-
garding learning about cybersecurity and their greater barriers to adoption (e.g., users’ investment
in time and effort), but many of our recommendations would also apply in more formal learning
contexts. Designers of new tools may choose to focus on a subset of these design goals for their
particular circumstances, but we encourage actively considering each of them and making con-
scious and deliberate design choices for each. Incidental or haphazard application of principles
does not necessarily diminish their effectiveness when it happens, but it does mean that design-
ers may miss valuable opportunities. Some advance consideration could significantly increase the
effectiveness of the educational tool.

(1) Adaptability: Adaptability refers to how easily and quickly the educational tool can in-
corporate and communicate current cybersecurity and privacy information and enable
easy access to the new material, as introduced by Srikwan et al. [181]. For example, the
making of comics can be achieved relatively quickly at low cost compared to the pro-
duction of games, films, and learning modules. Adaptable tools help to promote the rapid
adoption of new security practices against changing threats. Low production costs and
easy access to the tool help to lower the barriers of adoption for the educational content.
(a) Adaptable to Changing Threats: The tool is capable of rapidly reflecting up-to-date

educational content to address current cybersecurity risks and help users adopt new
security practices against a changing threat.

(b) Easy to Access: Users can access the tool quickly and effortlessly. The time required
for setting up the tool is reasonably short. Ideally, using the tool does not require
downloading specialized software, hardware, or the use of other external items (e.g.,
game dice, printer).

() Low Production Costs: Integration of new educational content within the tool can be
done at relatively low cost, including the monetary cost of production and the time
needed to create new educational content.

(2) Usability: Good usability reduces the cognitive load and time spent learning how to use
the tool so users can direct their attention to the educational content. Furthermore, the
educational message may need to be repeatedly communicated, framed differently for var-
ious contexts, and put into practice to maximize the retention and transfer of knowledge.
For example, some educational tools require users to download software (e.g., PC games)
and assemble the material (e.g., printable tabletop games), but can be replayed and reused.
Others like films and comics are quick to digest but may be viewed only once.

(a) Easy to learn: Users who have not used the tool can learn how to use it with little time
and effort.

(b) Efficient to use: Learning new educational concepts can be achieved within a reason-
able amount of time.

(c) Replayable/Reusable: The tool has replay/reuse value for users after its first comple-
tion.
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(3) Learning: Learning can be enhanced with active and collaborative activities. For example,
games could provide users with opportunities to practice what they learned while provid-
ing constructive feedback during gameplay. Co-operative gameplay could further extend
learning through discussions about the educational topic. Measurable learning outcomes
ensure meaningful self-assessments and enable the evaluation of the tools’ educational
effectiveness.

(a) Active Learning: The tool supports learners by actively engaging them in the instruc-
tional process through user interaction and feedback.

(b) Collaborative Learning: Where appropriate, the tool supports discussion and media-
tion between users to further learning.

(c) Measurable Performance: The quality of learning can easily be assessed by learners
and evaluators using in-tool feedback, data analytics, and in-tool metrics.

8 RESEARCH AGENDA

Our review of cybersecurity educational tools captured a range of approaches to cybersecurity
awareness and training, but many of the tools’ educational effectiveness has not been verified.
Nevertheless, existing research has consistently indicated positive outcomes where evaluation is
available. This suggests that educational tools for cybersecurity have an important role in improv-
ing the cybersecurity ecosystem. We highlight a few key areas where additional research would
be beneficial.

Educational topics. We noted that many tools focus on “traditional” topics such as creating secure
passwords or identifying phishing. These are important, but we highlight a distinct need to also
include education about emerging technologies, such as the Internet of Things, wearables, and
components of smart cities.

Interdisciplinarity. Cybersecurity education clearly overlaps with other fields, yet our review
found only weakly expressed relationships with other fields. More investigation into how knowl-
edge from different disciplines could support and inform cybersecurity education is needed. For
example, opportunities exist to draw from psychology, persuasive technology, and game studies
literature for motivating sustained behaviour change. Furthermore, additional alignment and ex-
plicit use of learning science principles and strategies could be useful in designing cybersecurity
educational tools. It may also be worth comparing the use of these principles in cybersecurity
education to their use in other domains.

Evaluation. We found that few tools were evaluated. Moreover, the rigour of the study method-
ologies varied considerably. In many cases, learning was assessed solely on a general-purpose
post-test without baseline assessments for prior perceptions and knowledge. Even fewer longitu-
dinal studies measured the transfer and retention of knowledge. There is a clear need for struc-
tured, comprehensive, and robust evaluations to validate the effectiveness of cybersecurity educa-
tional tools. Learning effects were primarily evaluated based on knowledge gained and intended
future behaviour, which may not accurately reflect users’ real behaviour in their natural envi-
ronment [204]. Future work needs to assess the tools’ lasting impact on real world practices. We
further recommend systematic examinations and comparisons of the different types of media in
meeting the educational goals for specific learning contexts.

Ecological validity. There is a need to explore evaluation methodologies that have higher
ecological validity without jeopardizing the users’ security and privacy. Determining real-world
effectiveness is challenging due to ethical concerns about exposing participants to real security
and privacy risks. However, without opportunities for assessing the participants’ behaviour in
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their usual context of use (or simulations of the natural environment), it is difficult to predict the
rates of adoption of security practices, how users would use the tool, and the long-term learning
outcomes.

Engagement. For user engagement, an open question remains about how to motivate users to
learn about cybersecurity outside of formal educational contexts. Security is a secondary task for
many users in real life. Some researchers suggest that traditional methods of education have limited
success, because learning about security is also a secondary concern [27]; a tool that could educate
is ineffective if it does not receive any attention. As a starting point, embedding security learning
within a primary task, such as playing a game [27] and checking email [97], could be a practical
approach. Ultimately, researchers need to create teachable moments in users’ daily practices for
cybersecurity educational tools to have a meaningful impact on end-users’ security practices.

Reporting. Establishing a consistent template for reporting on the design, evaluation methodol-
ogy, analysis, and results would enable easier comparison and reproduction of the results. Future
proposal and analysis of new tools should include, at minimum, motivation for the work includ-
ing the expected educational context, an explanation of the design process (ideally with a publicly
available prototype), a description of the study methodology and methods of analysis, and results
that clearly identifies how learning, engagement, and usability were assessed. If applicable, then
reflections on generalizable design recommendations would be useful for the community.

Cultural perspectives. Our analysis is influenced by the frameworks and principles on which
we based our evaluations. We recognize our assessment is conducted through a specific lens and
that exploring cybersecurity educational tools through other cultural perspectives or learning ap-
proaches could lead to further insights.

9 CONCLUSIONS

Our literature review answered three research questions through an analysis of 119 cybersecurity
educational tools for non-expert end-users. First, we addressed the question, What are the current
trends in using multimedia tools for educating users about cybersecurity? We found growing use of
educational tools over the past two decades, including digital games, film and animation, tabletop
games, learning modules, and comics. Online games and short animated films are the most preva-
lent media for teaching cybersecurity. The tools target both adult and children audiences to raise
awareness about general cybersecurity, e-safety, e-privacy, and digital citizenship and literacy.
Second, we addressed the question, which design principles are utilized in the tools? We described
ten instructional design principles most applicable to cybersecurity education and how they are
used in existing tools. We recommend the deliberate and thoughtful application of instructional
design principles. Third, we addressed the question, How are the tools evaluated, and what is their
educational impact? We found that fewer than one-third of tools in our sample had been evaluated
and there was considerable variability in study methodologies. Consequently, results from evalu-
ations, though mostly positive, are difficult to compare and generalize. Further, there is a lack of
long-term evaluations and studies comparing the effectiveness of these tools to other instructional
methods. Based on our observations, we provide an evaluation checklist and recommend a more
systematic approach to the design and evaluation of cybersecurity educational tools.
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