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ABSTRACT

Deep neural networks have significantly contributed to the success
in predictive accuracy for classification tasks. However, they tend
to make over-confident predictions in real-world settings, where
domain shifting and out-of-distribution (OOD) examples exist. Most
research on uncertainty estimation focuses on computer vision be-
cause it provides visual validation on uncertainty quality. However,
few have been presented in the natural language process domain.
Unlike Bayesian methods that indirectly infer uncertainty through
weight uncertainties, current evidential uncertainty-based meth-
ods explicitly model the uncertainty of class probabilities through
subjective opinions. They further consider inherent uncertainty in
data with different root causes, vacuity (i.e., uncertainty due to a
lack of evidence) and dissonance (i.e., uncertainty due to conflicting
evidence). In our paper, we firstly apply evidential uncertainty in
OOD detection for text classification tasks. We propose an inex-
pensive framework that adopts both auxiliary outliers and pseudo
off-manifold samples to train the model with prior knowledge of a
certain class, which has high vacuity for OOD samples. Extensive
empirical experiments demonstrate that our model based on evi-
dential uncertainty outperforms other counterparts for detecting
OOD examples. Our approach can be easily deployed to traditional
recurrent neural networks and fine-tuned pre-trained transformers.
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1 INTRODUCTION

Deep neural networks have significantly contributed to the success
of predictive accuracy for classification tasks in multiple domains.
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However, many applications require confidence in reliability. In
real-world settings that contain out-of-distribution (OOD) samples,
the model should know when it can not make a confident judgment
rather than making an incorrect one. Studies show that traditional
neural networks easily lead to over-confidence, i.e., a high-class
probability in an incorrect class prediction [12, 14, 33]. Therefore,
calibrated predictive uncertainty is crucial to avoid those risks.

In this paper, we are interested in qualifying uncertainty to solve
OOD detection in text classification as it contains a wide range of
Natural Language Processing (NLP) applications [5, 27]. Although
fine-tuning pre-trained transformers [8] have achieved state-of-
the-art accuracy on text classification tasks, they still suffer from
the same over-confidence problem of traditional neural networks,
making the prediction untrustful [16]. One partial explanation is
over-parameterization [12]. Although transformers are pre-trained
on a large corpus and get rich semantic information, it leads to over-
confidence easily given limited labeled data during the fine-tuning
stage [25]. Overall, compared to the Computer Vision (CV) domain,
there is less work in qualifying uncertainty in the NLP domain.
Among them, there are Bayesian and non-Bayesian methods.

Bayesian models qualify the model uncertainty by Bayesian
neural networks (BNNs) [2, 28]. BNNs explicitly qualify model un-
certainty by considering model parameters as distributions. Specif-
ically, BNNs consider probabilistic uncertainty, i.e., aleatoric uncer-
tainty and epistemic uncertainty [24]. Aleatoric only considers data
uncertainty caused by statistical randomness. At the same time,
epistemic refers to model uncertainty introduced by limited knowl-
edge or ignorance in collected data. Monte Carlo Dropout [10] is
a crucial technique to approximate variational Bayesian inference.
It trains and evaluates a neural network with dropout [40] before
each layer. BNNs have been explored for classification prediction or
regression in CV applications. However, there has been less study
in the NLP domain. Few work [33, 44, 48] empirically evaluate un-
certainty estimation in text classification. Other attempts adopt MC
Dropout in deep active learning [37, 38], sentiment analysis [1], or
machine translation [53].

Non-Bayesian approaches use entropy [36] or softmax scores
as a measure of uncertainty, which only considers aleatoric un-
certainty [24]. OOD detection in text classification using GRU [7]
or LSTM [18] has been studied in [15, 17]. Hendrycks et al. [16]
empirically study pre-trained transformers’ performance on OOD
detection. They point out transformers cannot clearly separate in-
distribution (ID) and OOD examples. In addition, OOD detection
has also been studied in dialogue systems [52] and document clas-
sification [13, 50]. Another line of non-Bayesian methods involves
the calibration of probabilities. Temperature scaling [12] calibrates
softmax probabilities by adding a scalar parameter to each class in a
post-processing step. Thulasidasan et al. [43] explore the improve-
ment of calibration and predictive uncertainty of models trained
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with mix-up [49] in the NLP domain. Kong et al. [25] use pseudo
samples on and off the data manifold for calibration.

Besides probabilistic uncertainty and BNNs, evidential uncer-
tainty is proposed based on belief/evidence theory and Subjective
Logic (SL) [22, 23]. It considers different dimensions of uncertainty,
such as vacuity (i.e., lack of evidence) or dissonance (i.e., uncer-
tainty due to conflicting evidence). In the CV domain, Sensoy et al.
[34] propose evidential neural networks (ENNs) to model the un-
certainty of class probabilities based on SL explicitly. An ENN uses
the predictions as subjective opinions and learns a function that
collects evidence to form the opinions by a deterministic neural
network from data. Several works [19, 34, 51] improve ENNs using
regularization or generative models to ensure correct uncertainty
estimation towards unseen examples in image classification. How-
ever, those methods for continuous feature space are not applicable
to the discrete text.

To briefly demonstrate the motivation of our paper, we use a
simple binary classification example in Table 1 and Figure 1 to
answer the following questions:

e Why is it necessary to calibrate predictive uncertainty?

e What is the advantage of evidential uncertainty in OOD
detection?

e How to design a regularization method to calibrate the pre-
dictive uncertainty?

In Table 1, we assume that a classifier is only trained on the
restaurant reviews dataset and has never seen examples from other
domains. The probability denotes the prediction softmax probabil-
ity. The evidence represents historical observations, denoted by
Dirichlet distributions (no evidence when a = 1). Before calibra-
tion, the classifier predicts Sentence 3, an obvious OOD example,
as positive with high confidence. Thus it is necessary to calibrate
predictive uncertainty is to reduce over-confidence.

For a well-calibrated model, there are three common cases in pre-
dictions. Sentence 1 refers to correct confident classification, where
we have enough evidence with no conflicts. Sentence 2 is vague and
contains conflicting information like ’bad’ and ’acceptable’. The
prediction will result in equal probability because each category
supports equal evidence, i.e., conflicting evidence or high disso-
nance. Finally, we lack the evidence to support our prediction for
an OOD sample, Sentence 3. It results in high vacuity with Dirichlet
distribution being a uniform distribution. The model outputs the
same predictive probability for Sentence 2 and 3, which have pretty
different evidence. In this case, probabilistic uncertainty cannot
distinguish the conflicting case and the out-of-distribution case. Ev-
idential uncertainty decomposes the uncertainty base on different
root causes. This explains the advantage of evidential uncertainty
over probabilistic uncertainty.

Figure 1 illustrates the prediction uncertainty of neural networks
in Table 1. Assume we project the examples in a 2D space. Sen-
tence 1 lies in the region with many negative examples. Sentence
2 lies in the boundary region. Sentence 3 is far away from the ID
region. Figure 1 (a) represents the prediction by traditional neural
networks with softmax and demonstrates over-confidence. It only
assigns high uncertainty (entropy) near the classification boundary.
Hein et al. [14] prove that ReLU type neural networks produce arbi-
trary high confidence predictions far away from the training data.
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Figure 1 (b) represents the predictive entropy of a well-calibrated
model. Figure 1 (c) and (d) shows the evidential uncertainty de-
composes the uncertainty in (b) based on different root causes. We
observe high vacuity in OOD regions and high dissonance in ID
boundary regions. Vacuity can effectively detect OOD samples from
boundary ID examples because the cause of uncertainty is due to a
lack of evidence. We can distinguish sentence 3 from sentence 2 in
Figure 1 (c) but not in Figure 1 (b).

Finally, in Figure 1 we also observe OOD examples and adver-
sarial examples. Adversarial examples [4, 30, 42] refer to instances
with small feature perturbations. A lot of studies [20, 21, 46] use
adversarial examples to evaluate and improve neural networks’
robustness. We can use diverse outliers to calibrate the model to
output high uncertainty in the OOD region [17]. Additionally, ad-
versarial examples can be helpful to detect OOD examples close
to ID regions. Thus, our approach adopts a mixture of an auxil-
iary dataset of outliers and close adversarial examples to calibrate
the predictive uncertainty. We can easily get diverse text data as
auxiliary outliers. However, generating adversarial examples via
common gradient-based approaches is impossible in the NLP do-
main. Thus, we apply methods [11, 25, 41] to generate off-manifold
adversarial examples from the embedding layer.

Our work provides the following key contributions : (i) We
firstly apply evidential uncertainty to solve OOD detection tasks in
the text classification. (ii) We propose an inexpensive framework
that adopts both an auxiliary dataset of outliers and generated
pseudo off-manifold samples to train a model with prior knowl-
edge of a certain class, which has high vacuity for OOD samples.
(iii) We validate our proposed method’s performance via exten-
sive experiments of OOD detection and uncertainty estimation in
text classification. Our approach significantly outperforms all the
counterparts.

2 PRELIMINARIES

We briefly provide the background knowledge of evidential uncer-
tainty and the advantage over probabilistic uncertainty.

2.1 Subjective Opinions in SL

A multinomial opinion in a given proposition x is represented by
wy = (by,uy,ay) where a domain is Y = {1,---,K}, a random
variable Y takes value in Y, K = |Y| > 2 and wy is given as
Zyey by (y) + uy = 1. by denotes belief mass function over Y.
uy denotes uncertainty mass representing vacuity of evidence. ay
represents base rate distribution over Y, with 3} ay(y) = 1. Then
the projected probability distribution of a multinomial opinion is
given by:

Vy e Y. 1)

Multinomial probability density over a domain of cardinality K is
represented by the K-dimensional Dirichlet PDF where the special
case with K = 2 is the Beta PDF as a binomial opinion. It denotes a
domain of K mutually disjoint elements in Y and ay the strength
vector over y € Y and py the probability distribution over Y.

py (y) = by (y) + ay (y)uy,

. 1 -
Dir(priay) = gro— | [ prw @70, @
yey
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Table 1: Predictive uncertainty of sentiment analysis of restaurant reviews. The model without calibration demonstrates over-
confidence. A well-calibrated classifier outputs the same expected probabilities for Case 2 and 3 that have different evidence.

Calibrated? | Test Sentence Probability Dirichlet Uncertainty
No 3. ’Deep learning is data hungry’ p=1[0.99,0.1] | doesn’t apply | Over-confidence
1. ’This was the worst restaurant I have ever had the misfortune of eating at” | p =[0.01,0.99] | a =[1,99] Low uncertainty
Yes 2. This restaurant is bad. Yet its food is acceptable considering the low price. | p = [0.5, 0.5] a =[50, 50] Conflicting evidence
3. ’Deep learning is data hungry’ p =1[0.5,0.5] a=[1,1] Lack of evidence
Not calibrated Well-calibrated Examples
High . LIRS e ° %3
e . .. + = In-distribution
- 1
£ . Adversarial
]
§ é X1 : : ° O0oD
2 .
= 1
! . * Test
. . . O . .
L] L]
Low
(a) Overconfidence (b) Entropy (c) Dissonance (d) Vacuity

Figure 1: Visualization of the predictive uncertainty in Table 1. (a) Traditional NNs with softmax function before calibration
demonstrates over-confidence. (b) A well-calibrated model shows high entropy in both conflicting and OOD regions. (c) and
(d) shows evidential uncertainty that decompose the uncertainty in (b) based on different root causes. The pentagrams denote

the three test cases in Table 1.

where B(ay) is a multivariate beta function as the normalizing
constant, ay (y) > 0, and py(y) # 0if ay(y) < 1.

We term evidence as a measure of the amount of supporting
observations collected from data in favor of a sample to be classified
into a certain class. Let ry (y) > 0 be the evidence derived for the
singleton y € Y. The total strength ay(y) for the belief of each
singleton y € Y is given by:

®)

where W is a non-informative weight representing the amount of
uncertain evidence and ay (y) is the base rate distribution. Given
the Dirichlet PDF, the expected probability distribution over Y is:

ay(y) =ry(y) +ay(y)W,

ay(y)  _ rv(y+ay@W
Zyey oy(yi) W+ Xy cvry(ys)

Ey(y) = VyeY. (4

The observed evidence in the Dirichlet PDF can be mapped to
the multinomial opinions by:
r(y) w

Q= > Uy =

by (y) S S

= ®)
where S = ¥ cy @y (yi). We set the base rate ay (y) = Ii( and the
non-informative prior weight W = K, and hence ay(y) - W =1
for each y € Y, as these are default values considered in subjective
logic.

2.2 Uncertainty Dimensions

Josang et al. [23] define multiple dimensions of a subjective opin-
ion based on the formalism of SL. Vacuity refers to uncertainty
caused by insufficient information to understand a given opinion.
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It corresponds to uncertainty mass, uy, of an opinion in SL as:

(6)

Dissonance denotes when there is an insufficient amount of evi-
dence that can clearly support a particular belief. We observe high
dissonance when the same amount of evidence is supporting multi-
ple extremes of beliefs. Given a multinomial opinion with non-zero
belief masses, the measure of dissonance can be obtained by:

by(yi) X by(yj)Bal(y;,y:)

w
Vac(ay) = 5

. yj EY\ Yi
Diss(ay) = Z ! S br(y) ) (7)
b €Y Y€\ ’

where the relative mass balance between a pair of belief masses
by (y;) and by (y;) is expressed by:

b i)—by (y; .
s pr sl it by (y)by (i) # 0

X otherwise.

Bal(y;, yi) = { ®)
The above two uncertainty measures (i.e., vacuity and disso-
nance) can be interpreted using class-level evidence measures of
subjective opinions. As in Table 1, given two classes (positive, and
negative), we have three subjective opinions { a1, &z, a3}, repre-
sented by the two-class evidence measures as: a1 = (1, 99) repre-
senting low uncertainty (entropy, dissonance and vacuity) which
implies high confidence in a decision making context. az = (50, 50)
indicating high inconclusiveness due to high conflicting evidence
which gives high entropy and high dissonance, a3 = (1, 1) showing
the case of high vacuity which is commonly observed in OOD sam-
ples. Therefore, vacuity can effectively distinguish OOD samples
from boundary samples because it represents a lack of evidence.
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3 APPROACH

3.1 Calibrating Evidential Neural Networks

ENNS [35] predict the evidence vector for the predicted Dirichlet
distribution instead of softmax probability. Given a sample i with
the input feature x; € Rl and the ground-truth label y;, let f(x;|©)
represents the predicted evidence vector predicted by the classifier
with parameters ©. Then the corresponding Dirichlet distribution
has parameters a; = f(x;|0) + 1. The Dirichlet density Dir(p;; &)
is the prior on the Multinomial distribution Multi(y;|p;). Then we
optimize the following sum of squared loss for classfication:

2 K
Ilyi P1||2 l_[P,-(;-X” 1)dpi

j=1

LU GalO)y) = [ =5

K
= >} - 2yiBlpis] +Elp}).
Jj=1

©)

Since Eq. (9) only relies on class labels of training samples, it
does not directly measure the quality of the predicted Dirichlet dis-
tributions. The uncertainty estimates may not be accurate. Thus, we
propose a regularization method that combines ENNs and language
models to quantify evidential uncertainty in text classification tasks.
Formally, given a set of samples Di, = {(x1,y1), - » (XN, YN) }»
where x; refers to input embedding of sentences or documents and
yi is its label. Let Poy; (%, y) and Pin(x,y) be the distributions of
the OOD and ID samples respectively. Let g(-) denote the function
of the pre-trained feature extraction layers. Let h(-) denote the
task-specific layers. We use © to represent the parameters of g and
h. Then we fine-tune our model by optimizing the following loss
function over the parameters ©:

min F(0) = Exy-p,, (xy) [L(h© g(x]6).y)]

+fin - Bx-p,, (x) [Vac(h 0 g(x|©))]
= Bout - Bgp,,,, (3) [Vac(h o g(%|©))].

The first item refers to the vanilla classification loss of ENN
Eq. (9), which ensures a reasonable estimation of the ID samples’
class probabilities. The second item is to reduce the vacuity esti-
mation on ID samples. The third item is to increase the vacuity
estimation on OOD samples. f;, and Sy are the trade-off parame-
ters. The goal of minimizing Eq. (10) is to achieve high classification
accuracy, low vacuity output for ID samples, and high vacuity out-
put for OOD samples. To ensure the model’s generalization to the
whole data space, the choice of effective Pyy; is crucial. Although
generative models have achieved success in the CV domain [19, 34],
they do not apply to discrete text data. We adopt two methods that
have achieved success in the NLP domain to get effective OOD
regularization: (i) Using auxiliary OOD datasets; (ii) Generating
off-manifold adversarial examples.

(10)

3.2 Utilizing Auxiliary Datasets

The auxiliary datasets disjointed from the test datasets can be used
to calibrate the neural networks’ over-confidence for unseen sam-
ples. A critical finding in [17] is that the diversity of the auxiliary
dataset is important. Hu et al. [19] report that the methods using
diverse examples beat the methods that only use close adversarial
examples [14, 34] in OOD detection in image classification. Our
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empirical observations also find that randomly generated sentences
(we randomly sample words and concatenate them into fake sen-
tences) do not improve the performance. One partial explanation is
that these "sentences" do not contain useful semantic information.
This is similar to the CV domain, where CNN models do not extract
valuable features from random pixel image samples. Since it is easy
to get a large corpus of diverse text data, utilizing a real dataset is
inexpensive and straightforward. Let Py (%) be the distribution of
the OOD auxiliary dataset, the regularization can be written as:

max Bgp,, (%) [Vac(h o g(%]0))] (11)

3.3 Utilizing Off-manifold samples

Kong et al. [25] encourage the model to output uniform distributions
on pseudo off-manifold samples to alleviate the over-confidence in
OOD regions. On the contrary, we apply off-manifold samples by
enforcing the model to predict high vacuity:

max By p,y (x) [Vac(h o 9(x'1©))] (12)

where P,4(%’) denotes the distributions of the adversarial examples.
The off-manifold samples are generated from adding relatively large
perturbations towards the outside of the data manifold. In our NLP
tasks, the data manifold refers to the embedding space because the
original text is not continuous. Formally, given a training ID sample
(embedding) (x;, y;), we generate the off-manifold sample x; by:

X;* = max L(hog(xﬂg)’}’l)

X; €S (X1,00ff ) (13)
where S (x;, dofr ) denotes an £ sphere centered at x; with a radius
Joff - The do is relatively large to ensure that the sphere Syg lies
outside of the data manifold [11, 41]. Then we can get pseudo off-
manifold samples from do¢ along the adversarial direction, which
is calculated from the gradient of the classification loss.

Off-manifold samples can improve the uncertainty estimation
in close OOD regions. However, the generalization of adversarial
samples relies on the diversity of the features of the training data.
Hu et al. [19] report that models trained on CIFAR-10 can generate
better adversarial examples for regularization than models trained
on SVHN [32]. Because CIFAR-10 contains more diverse features
than SVHN, a dataset of only street numbers. Our empirical obser-
vations find that off-manifold samples can help when combined
with pre-trained transformers. However, it does not provide signifi-
cant improvement in vanilla GRUs/ LSTMs. This is consistent with
the empirical study [16] where pre-trained transformers outper-
form vanilla models in generalization towards OOD regions. The
embeddings of pre-trained transformers contain rich features that
benefit the generated adversarial examples. Thus following [25],
we evaluate off-manifold regularization on BERT [8].

3.4

Auxiliary datasets regularization provides an overall calibration
improvement, while off-manifold regularization focuses more in the
close OOD region. We replace the last item in Eq. (10), which rep-
resents the uncertainty regularization for OOD data to the mixture

Mixture Regularization
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Figure 2: The framework of our proposed model.

of Egs. (11) and (13) to get the final objective function:
H1®in F(©) = Ex,y~P,-,, (xy) [L(hog(x]0),y)]

+ ﬂin : EX~P,-" (x) [Vac(h ° g(X|®))]
= Boe " Bzp,. (%) [Vac(h o g(%]0))]
= Bad - By~ ad (X)) [Vac(ho g(x’|®))].
where Bin, Poe, Baq denote the weight parameters of each regu-
larization item. The overall framework and the detailed algorithm
can be seen in Figure 2 and Algorithm 1. In each iteration, we
firstly minimize the classification loss and estimated vacuity on
ID samples. Then we maximize the vacuity on auxiliary outliers.
Finally, we generate off-manifold samples and maximize the vacuity
estimation on them.

(14)

4 EXPERIMENTS

We conduct OOD detection experiments on a wide range of datasets.
In each scenario, we train the model on the ID training set Z)it;ain.
Later we evaluate the model on the ID testing set Ditht and an OOD
testing set Z)g‘flstt to see if the model can distinguish between ID and
OOD examples. Our experiments consist of three parts: (i) We follow
the work in [17] to fine-tune a simple two-layer GRU classifier [6]
using different methods. (ii) Then we extend the evaluation to
pre-trained language models (BERT) like [25]. We report the OOD
detection performance and illustrate the advantage of evidential
uncertainty in (iii) the predictive uncertainty distribution.

4.1 Datasets

We follow the same benchmark in [17]. We use the same three
datasets Dy, for training and evaluating: (i) 20News refers to the 20
Newsgroups dataset that contains news articles with 20 categories.
(ii) SST denotes Stanford Sentiment Treebank [39], a collection of
movie reviews for sentimental analysis. (iii) TREC consists of 5,
952 individual questions with 50 classes. Finally, WikiText-2 is a
corpus of Wikipedia articles used for language modeling. To fairly
compare with [17], we also use its sentences as the auxiliary OOD
examples Z)(t){f‘tin during the training.

We use the following datasets as OOD testing set DitrfSt: (i) SNLI
refers to the hypotheses portion of the SNLI dataset [3] used for
natural language inference. (i) IMDB [29] consists of highly polar
movie reviews used for sentiment classification. (iii) M30K refers
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Algorithm 1 Fine tuning our proposed mixed uncertainty model.
f denotes ENN ko g(-) with weights ©. m is the batch size. d is the
dimension of features.

1: for each iteration do
2:  Sample {(x®, y(i)) }2, ~ Din and z® 32~ Doe
3:  Update ENN by descending the gradient

Vor 3 [L(Fx?10), ) + fnVac(£ (<9 f0)]

/] Auxiliary 00D samples regularization
4:  Update ENN by ascending the gradient
N .
Volse 3 [Vac(f(x)10))]
i=1
/1 Off-manifold regularization
5. Initialize X} « x; + 0] with o] ~ UNIF [~&og, Soft 14
6:  Get the gradient of the classification loss
A}« sign (Vx, L(f (xi10),y:))
7:  Add perturbations towards off-manifold

x; 11 (X + SogA})

I
8:  Update ENN by ascending the gradient

N .
Ve Lad 2 [Vac(f(xV10))]

9: end for

to the English portion of Multi-30K [9], a dataset of image descrip-
tions. (iv) WMT16 denotes the English portion of the test set from
WMT16. (v) Yelp is a dataset of restaurant reviews.

4.2 Comparing Schemes

We compare several recent methods for qualifying uncertainty or
OOD detection in text categorization. (i) MSP refers to maximum
softmax probability, a baseline work of OOD detection [15]. (ii)
DP refers to Monte Carlo Dropout [10], which applies dropout at
train and test time. We run ten it times and use the average MSP as
the uncertainty score. (iii) TS is a post-hoc calibration method by
temperature scaling [12]. We fine-tune the temperature parameter
via the validation set. (iv) MRC denotes Manifold Regularization
Calibration [12], which adopts on- and off-manifold regularization
to improve the calibration of BERT. (v) OE refers to Outlier Expo-
sure [17] that enforces uniform confidence on an auxiliary OOD
dataset. (vi) ENN [35] is our base classifier, which uses deep learn-
ing models to explicitly model SL uncertainty. Most of the baselines
with softmax function use the negative of maximum softmax scores
(—max.fc(x)) as the uncertainty score, which is similar to predic-
tive entropy. ENN uses predictive entropy. Our proposed model
uses vacuity as the detection score.

4.3 Metrics

We consider the following metrics in [15, 17]: The area under the
receiver operating characteristic curve (AUROC), the area under
the precision-recall curve (AUPR) and the False Alarm Rate at
90% Recall (FAR90). Higher AUROC indicates a higher probability
that a positive example has a higher score than a false example,
which means better accuracy. AUPR is similar to AUROC, but it
also considers the positive class’s base rate. Higher AUPR is better.
FAR90 measures the probability that a false example raises a false
alarm, assuming that 90% of all positive examples are detected.
Lower FAR90 is better.
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Table 2: The results of OOD detection using two-layer GRUs on multiple datasets. Our model (+OE) uses an auxiliary dataset

for regularization.

FPR90 | AUROC 1 AUPR 1
Dy DE' [MSP DP ENN OE Ours | MSP  DP ENN OE Ours | MSP DP ENN OE  Ours
SNLI 382 274 216 125 132 | 876 914 927 951 937 | 713 780 814 863 719
. IMDB 45 36.0 27.8 19.2 9.2 79.9 85.1 88.0 93.6 96.0 424 50.8 54.5 74.4 76.3
£ M30K 545 428 460 34 38 | 783 848 827 973 983 | 46 603 463 936  94.9
% WMT16 38.7 29.3 26.7 1.6 0.8 85.2 89.8 88.8 99.0 99.5 57.3 69.2 56.8 96.6 98.1
Yelp 458 412 394 40 85 | 788 82 825 977 965 | 379 453 416 878  83.0
Mean 4444 3534 32.3 8.14 7.1 81.96 86.62 86.94 96.54 96.8 5098 60.72 56.12 87.74 84.84
SNLI 182 235 394 42 32 | 940 897 817 981 976 | 81.9 620 474 916 900
IMDB 49.6 344 90.0 0.6 0.2 78.0 82.4 45.7 99.3 99.9 44.2 46.8 18.1 97.7 99.5
9 M30k 442 337 936 0.2 04 | 81.6 834 488 99.9 996 | 449 481 192 993  99.0
[‘:5 WMT16 50.7 37.9 93.6 0.6 0.0 78.2 83.7 48.8 99.7 100 42.2 52.4 19.2 98.9 99.9
Yelp 509 401 832 02 00 | 751 821 597 997 100 | 377 468 243 963 100
Mean 42.72 3392 79.96 1.16 0.76 81.38 84.26 5694 99.34 99.42 | 50.18 51.22 25.64 96.76 97.68
SNLI 57.3 48.5 42.4 334 21.1 75.7 76.8 86.0 86.8 914 36.2 35.0 47.0 52.0 61.7
IMDB 830 858 936 326 255 | 544 562 437 858 918 | 190 213 157 513  76.8
g M30K 79.6 82.1 99.6 31.6 34.3 59.5 58.1 32.5 88.3 89.2 21.7 21.1 14.7 58.7 80.2
@ WMTI6 | 688 67.9 975 212 7.2 | 665 691 506 917 968 | 259 289 245 665 93.6
Yelp 82.4 85.9 96.4 10.9 13.6 53.1 55.1 35.3 93.4 95.9 18.0 19.8 14.1 614 88.8
Mean | 7422 7404 859 2504 20.34 | 61.84 63.06 49.62 892 93.02 | 24.16 2522 232 5798 80.22

For the GRU experiments, we use the source code of MSP and OE
in [17]. We follow the same pre-processing steps and the base rate
of Z)(t)flstt to Z)it;St is 1:5 in each scenario. We implement ENN, DP,
and our model based on the same two-layer GRUs. We pre-train the
base classifier for five epochs and fine-tune five more epochs for
OE and our model using WikiText-2. Except for DP, we pre-train it
for ten epochs to ensure the same accuracy as others. We evaluate
our model with auxiliary datasets regularization (+OE).

For the experiments on BERT, we follow the same setting in
[25], which also contains the implementation of multiple baselines.
We still set the base rate of Z)ctﬁlstt to 1:5 to be consistent with the
previous experiments. We construct sequence classifiers with one
linear layer on top of the pooled output of a pre-trained uncased
BERT base model. Then we fine-tune it with different models for
ten epochs. We evaluate auxiliary datasets regularization (+OE),
adversarial regularization (+AD), and the mixture method (MIX).

We fairly train all the baselines with their default parameters
and report the average results. In the GRU experiments, we set
Pin = 0.1, foe = 1, batch_size = 128, learning_rate = le~*in Adam
optimizer of our model in all the experiments, which were fine-
tuned considering the performance of both the OOD detection and
ID classification accuracy. For the experiments on BERT, we set
Poe = 1in all +OE and MIX, f,4 = 1 in all +AD, learning_rate =
5¢7> in Adam optimizer in all experiments. But we use slightly
different f;;, for each Ditrrlain, which is fine-tuned considering the
accuracy and vacuity from the validation ID set. For more details,
refer to Section 4.7 and our source code .

4.4 Out-of-Distribution Detection

In Table 2, our model on GRU significantly outperforms other ap-
proaches on SST and achieves the overall best results on TREC.

https://github.com/snowood1/BERT-ENN
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Except on 20News, OE slightly outperforms ours. One partial expla-
nation is that simple GRUs can not handle accuracy and uncertainty
estimation simultaneously when handling longer texts. The average
accuracy of all the models is only 73%, which indicates that the
models have not learned the correct evidence.

Table 3 shows that pre-trained models still suffer from over-
confidence. DP does not outperform MSP, which is consistent with
[45] that MC Dropout only measures uncertainty in ID settings.
TS still replies on softmax probability and tune its temperature
parameter on the validation (ID) set. Thus TS does not generalize
well in unseen data. Therefore, effective OOD detection models
require regularization from OOD examples. OE using a diverse
real auxiliary dataset beats MRC that adopts adversarial examples,
except in the close OOD setting SST vs. IMDB. Our model (MIX)
applies both regularizations and beats both of them.

Table 4 further analyzes the contribution of each regularization.
Both +OE and +AD improve the performance of vanilla ENN. +OE
outperforms the baseline OE. This indicates the effectiveness of
evidential uncertainty when using the same regularization. While
+OE provides an overall improvement, +AD is especially effective in
distinguishing close OOD examples. For example, in SST vs. IMDB
and SST vs. Yelp, both cases involve movies or reviews. In sum,
applying the mixture of both regularizations achieves the overall
stable best performance.

4.5 Predictive Uncertainty Distribution

We use boxplots to show the uncertainty distribution of different
models deployed on BERT in Fig.3. Baselines use entropy as a mea-
sure of uncertainty. Our proposed model use vacuity (Vac) and the
square root of dissonance (Dis) ranged from [0, 1]. We also show
the output of our entropy (Ent). The top row shows the predictive
uncertainty in Z)itr‘iSt and compares them to those for all the OOD
datasets. We concatenate all the five OOD datasets as OOD exam-
ples in these experiments. The bottom row shows different models’


https://github.com/snowood1/BERT-ENN

Research Track Paper

Table 3: The results of OOD detection using BERT on multiple datasets.

and off-manifold adversarial samples for regularization.

KDD ’21, August 14-18, 2021, Virtual Event, Singapore

Our model (MIX) applies both an auxiliary dataset

FPR90 | AUROC 1 AUPR 1
Dy, D' [MSP DP TS MRC OE Ours |MSP DP TS MRC OE Ours [MSP DP TS MRC OE Ours
SNLI | 166 221 145 08 0.0 00 | 944 927 952 993 100.0 100.0 | 851 800 87.8 97.6 100.0 100.0
” IMDB 163 19.0 149 154 6.3 0.0 924 91.0 935 945 97.8 99.7 70.6 65.0 766 81.8 935 99.6
£ M30K |167 211 149 25 0.0 0.0 |940 917 949 99.0 100.0 100.0 | 829 758 864 965 100.0 100.0
é WMT16| 21.1 236 194 109 0.0 0.0 91.3 904 922 97.0 100.0 100.0 | 73.9 712 77.8 90.4 100.0 99.9
Yelp 269 295 260 234 143 0.0 | 867 845 87.6 89.0 953 987 |50.6 432 539 588 860 98.2
Mean 19.52 23.05 17.93 10.60 4.13 0.00 [91.75 90.10 92.68 95.74 98.62 99.69 |72.61 67.05 76.51 85.01 95.90 99.53
SNLI | 898 898 900 796 62 00 |427 455 426 626 956 993 | 180 185 182 274 939 994
IMDB 436 450 446 37.0 0.0 0.0 74.6 739 750 834 993 99.7 313 305 32.6 540 98.7 99.5
9 M30K | 898 90.0 904 882 89.2 0.0 |323 346 329 539 848 100.0 | 146 150 148 211 838 100.0
[‘:E WMT16| 35.4 29.6 30.0 23.8 0.0 0.0 84.0 84.5 845 927 99.3 99.3 459 457 485 780 98.5 98.8
Yelp 290 284 298 206 0.0 0.0 |87 839 838 914 977 989 |458 450 468 73.0 966 98.6
Mean 57.52 56.56 56.96 49.84 19.08 0.00 |63.46 64.50 63.78 76.79 95.34 99.44 |31.14 30.95 32.19 50.69 94.31 99.27
SNLI 57.6 584 576 48.1 315 22.1 753 73.2 753 7577 90.2 934 35.8 32.0 358 319 679 78.7
IMDB | 670 63.0 67.0 158 499 0.4 |708 694 70.8 939 835 977 |30.8 280 308 754 610 96.1
S M30K 424 459 424 41.6 26.6 20.3 80.8 78.8 80.8 79.2 91.5 94.2 41.5 38.1 415 356 70.2 79.1
@ WMTI6| 56.6 57.6 56.6 583 521 704 | 792 775 792 742 812 772 | 413 379 413 312 551 56.0
Yelp 62.3 60.8 623 444 393 3.5 719 701 719 86.0 869 97.0 303 285 303 59.0 609 944
Mean |57.18 57.14 57.18 41.66 39.89 23.34 |75.59 73.79 7559 81.80 86.65 91.92 |35.92 32.90 3592 46.62 63.01 80.88

Table 4: The ablation study of different regularization’s effects on BERT-ENNs. We show vanilla ENNs, with auxiliary outliers
(+OE), with off-manifold examples (+AD), and with the mixture of both methods (MIX). We also list the best counterpart OE.

FPR90 | AUROC T AUPR 1
Din fest ["OE ENN +OE +AD MIX | OE ENN +OE +AD MIX | OE ENN +OE +AD MIX
SNLI 00 612 00 60 00 [1000 80.6 100.0 968 100.0 | 100.0 642 100.0 87.6  100.0
» IMDB 63 946 07 78 00 | 978 533 982 946 997 | 935 329 969 902  99.6
£ M30K 00 591 00 53 00 |1000 793 100.0 967 100.0 | 100.0 582 100.0 853  100.0
é WMT16 | 0.0 859 00 115 0.0 |1000 6384 1000 936 100.0 | 100.0 491 100.0 846 999
Yelp 143 747 06 103 0.0 | 953 626 973 947 987 | 8.0 250 961 818 98.2
Mean 413 7510 025 820 0.00 | 98.62 6885 99.10 9530 99.69 | 9590 4587 9859 8589 99.53
SNLI 62 426 00 674 0.0 | 956 8.0 100.0 686 993 | 939 753 1000 420 994
IMDB 00 740 00 00 00 | 993 535 100.0 993 997 | 987 212 1000 982 995
g M30K 892 364 00 672 0.0 | 848 910 986 592 100.0 | 838 816 988 275 100.0
B WMTI6 | 00 8.0 00 208 00 | 993 475 996 913 993 | 985 195 991 784 988
Yelp 00 700 00 194 00 | 977 637 994 949 989 | 966 272 994 922 986
Mean [ 19.08 60.80 0.00 3676 0.00 | 9534 6834 99.52 82.66 99.44 | 9431 4498 99.47 67.66 99.27
SNLI 3.5 646 146 383 221 | 902 747 952 859 934 | 679 370 824 593 787
IMDB | 499 680 765 133 04 | 85 631 795 959 977 | 610 238 665 918  96.1
£ M30K 266 555 7.4 257 203 | 915 843 959 907 942 | 702 469 818 696  79.1
Y WMT16 | 521 798 626 511 704 | 81.2 591 775 821 772 | 551 245 524 568  56.0
Yelp 393 683 296 261 35 | 869 638 907 927 97.0 | 60.9 249 727 856 944
Mean [39.89 67.23 3813 3092 23.34 | 86.65 69.00 8776 8947 91.92 | 6301 3141 7116 7261 80.88

predictive uncertainty for correct and mis-classified examples in
Z)itreft. OE is the best counterpart in OOD detection. However, OE
fails to give a distinct separation between ID and OOD data on
SST. Besides, all the counterparts predict high uncertainty for mis-
classified ID samples the same as OOD samples. Thus they will
misclassify some of the boundary ID samples as OOD samples. On
the contrary, our model decomposes the uncertainty into vacuity
and dissonance. High vacuity is observed only in the OOD region.
The boundary ID samples will have higher dissonance but low vacu-
ity. This explains the advantage of adopting vacuity in distinguish
between boundary ID and OOD examples.
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4.6 Parameter Study

The most important parameters are So = 0.01 and foe = 1. Soff
influences the performance of adversarial regularization greatly.
We find that Sy = 0.01 achieves the best performance across all of
our experiments. Figure 4 shows the FPR90 of our model using off-
manifold regularization (+AD) in the scenario SST (Djy) vs. IMDB
(Z)gi’ftt). We observe the same performance in all the other scenarios.
When Sy is too small, the generated samples might be too close to
the manifold and may harm the confidence of the ID region. Too

much perturbation leads to ineffective samples for regularization.
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(d) 20News: Successful vs. Failed predictions

(e) TREC: Successful vs. Failed predictions

(f) SST: Successful vs. Failed predictions

Figure 3: Top row: The boxplots of predictive uncertainty of different models on different Dit;“ vs. examples from all the four

OOD datasets ijftt. Bottom row: The boxplots of predictive uncertainty of successful and failed predictions in different Dit;“.
Our model uses entropy (Ent), vacuity (Vac), dissonance (Dis) as a measure of uncertainty, while other models use entropy.
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Figure 4: The OOD detection performance of our model
(+AD) using off-manifold adversarial regularization with
different §y¢ in the scenario SST (Dj,) vs. IMDB (Dtest),

out

We also compare the effect of the weights of different regular-
ization terms in the mixture formula. We find that +OE provides
an overall improvement in calibration, and we simply set foe = 1.
We try different f,; = 1 or 0.1 to better distinguish close OOD ex-
amples. fi, is tuned via the validation ID set within three possible
values 0, 0.01 and 0.1. Since the first item in Eq. (10) already assigns
considerable confidence in training samples during the classifica-
tion process, it also reduces ID samples’ vacuity. Large f;, may also
affect the accuracy. Therefore we only use a small f;;, to scale the
vacuity of ID examples slightly. The summary of different weights
can be seen in Table 5.

5 RELATED WORK

Our study is related to uncertainty qualification [2, 10, 35], OOD
detection [15, 17] and confidence calibration [12, 25, 43]. We have
discussed the NLP applications of these fields in the Introduction.

Other baselines not included in our experiments include Deep
Ensemble [26], which average the softmax outputs of five models
with different initialization. A recent empirical study [33] proves
that Deep Ensemble performs better than Dropout and Temperature
Scaling under dataset shift of NLP tasks using LSTM [18]. However,
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Table 5: Hyper-parameters for BERT-ENNs

‘ Bin  Poe Paa

+OE | 0.1 1 -

20News +AD 0 - 1
MIX 0 1 0.1

+0OE 0 1 -

TREC +AD 0 - 1
MIX 0 1 0.1

+OE | 0.01 1 -

SST +AD | 0.01 - 1

MIX | 0.01 1 1

fine-tuning multiple pre-trained transformer models is computa-
tionally expensive. Besides, the advantage of our considered base-
line OE over this method has been reported in [31]. Therefore we
do not consider this method as a baseline in our paper. Another line
of work, Stochastic Variational Bayesian Inference [2, 28, 47] can be
applied to CNN models but hard to be applied in other architectures
such as LSTMs [33]. Hu et al. [19], Sensoy et al. [35] also prove the
advantage of ENNs over multiple Stochastic Variational Bayesian
Inference methods.

6 CONCLUSION

Qualifying uncertainty is essential for reliable classification, but
less work has been studied in the NLP domain. We firstly apply ev-
idential uncertainty based on SL to solve OOD detection in the text
classification. We combine ENNs and language models to measure
vacuity and dissonance. Our proposed model uses auxiliary datasets
of outliers and off-manifold samples to train a model with prior
knowledge of a certain class, which has high vacuity for OOD sam-
ples. Extensive experiments show that our approach significantly
outperforms all the counterparts.
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