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ABSTRACT

The rapid movement of information flows in the context of the
COVID-19 pandemic is accelerating the FinTech revolution. In
order not to lag behind in such conditions, banks need to gain
customer confidence by studying customer demand, accelerating
the remote organization of banking services, risk management in
the remote organization of banking services, creating transparent
and online platforms. After all, the introduction of modern FinTech
products in the banking system will allow banks to attract cus-
tomers, dramatically increase future revenues and reduce costs. In
addition to the implementation of digital transformation of banks,
the article presents the author’s approaches to risk management
and its impact on the existing ecosystem, the types of risks in the
electronic banking system in recent years and these characteristics,
as well as risk management related to remote banking services.
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1 INTRODUCTION

Today, digital technologies are rapidly entering all sectors of our
economy. The development of e-commerce requires the formation
and strengthening of a competitive environment between various
payment service providers, the reduction of transaction costs for
retail payments, as well as the introduction of innovative and at-
tractive payment instruments that do not require the mediation of
financial institutions.

Today, traditional banking services are being replaced by digital
banking services. Because if banks do not improve the range of
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services, they may lose the opportunity to dramatically increase
revenue and the number of customers.

The development of the financial services industry is accelerat-
ing. The FinTech trends we discussed above emerged in response
to customer demand. They actually help providers provide bet-
ter quality services that increase access to financial information,
increase transparency, speed up transaction processing, provide re-
mote services, secure methods of identification, and better support
the customer life cycle.

In particular, the Decree of the President of the Republic of
Uzbekistan dated May 12, 2020 No PF-5992 "On the Strategy of
Banking Reform in the Republic of Uzbekistan for 2020-2025". as
well as increasing the efficiency of the banking system through
the gradual abolition of non-banking functions, complex transfor-
mation of state-owned commercial banks, introduction of modern
banking standards, information technology and software products,
widespread introduction of remote services for the population and
small business, developing a network of low-cost service points.
It is also planned to develop a strategy for reforming the banking
system of the Republic of Uzbekistan for 2020-2025 to increase the
popularity and quality of financial services by creating favorable
conditions for the formation and development of non-bank credit
institutions as a complementary part of the single financial system
(Resolution, 2020).

Currently, the provision of banking services in developed coun-
tries is carried out remotely and online with extensive use of modern
banking technologies. In the banking system of our country, the
provision of banking services remotely and digital banking ser-
vices is growing in line with modern requirements. For commercial
banks, new banking products and services are an important tool in
ensuring economic growth and competitiveness. However, despite
the existing opportunities, the fact that the share of customers using
the remote services of banks on average is 15-18% means that there
are a number of problems in the development of the industry.

In particular, the digitization and remote organization of banking
services leads to various risks associated with the implementation
of services. Before managing these risks, it is necessary to eliminate
such negative factors as the importance of remote banking services
to customers, insufficient development of infrastructure in remote
areas, lack of knowledge of the population in the field of remote
banking services. Therefore, research to develop this area remains
one of the most pressing issues today.

Digital transformation is one of the most important aspects in
the provision of retail banking services in banks (2019). The rapid
development of technology in the last few decades has changed
the way people live and do business (Sardana, & Singhania, 2018).
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Therefore, terms such as internet banking, online banking and e-
banking have become widespread. The payment system has grown
steadily over the past decade. The volume of global digital payments
in the payment system is expected to reach $ 3,885.57 billion in
2019 and $ 8,686.68 billion by 2025 (Digital Payments Market: 2021).

The development of the Internet and mobile phones and their
advantages in the economy have led to a radical change in the
banking and financial system. Consumers who started using digital
media to share data are now using company communication, online
shopping, and many other new internet services (Alalwan et al.,
2018; Alalwan et al., 2018; Cuesta et al., 2015; Rana et al., 2015).

Despite the development of remote banking services in Uzbek-
istan, during the COVID-19 pandemic, commercial banks faced
many problems in the remote organization of banking services
to the population and could not provide all services to customers
remotely. It is obvious that remote banking services in Uzbekistan
are not yet well established (Mamadiyarov, 2021).

The paper is organized as follows: Section I presents the rele-
vance and relevance of the article today. In Section II, we present a
review of relevant research on the topic. Section III describes the
types of risks in the provision of banking services and their charac-
teristics and methodological basis. Section IV develops proposals
to address the problems of remote banking services. I conclude my
paper in section V.

2 ANALYSIS OF THE RELEVANT
LITERATURE

The introduction and use of information and communication tech-
nologies in banking will serve to increase the popularity of banking
services. According to an infographic survey by Juniper Research,
the number of users of digital banking and remote banking services
in the world will reach 2.4 billion by 2020 and will increase by 54%
to 3.6 billion by 2024. In 2019, banks have invested heavily in digital
transformation and innovation. According to Juniper Research’s
Digital Transformation in Banking Readiness Index, although the
scale of funding for digital transformation and innovation varies,
Bank of America, BBVA and JPMorgan Chase are among the top
three banks in terms of funding for digital transformation and in-
novation. Bank of America Erica has offered a wide range of digital
solutions based on intuition in the use of chatbot and digital tech-
nologies, while BBVA Bank has focused on investing in APIs in the
bank by offering a banking service platform, the BBVA Open Plat-
form. JPMorgan Chase has experimented with blockchain (2020).
Therefore, in most countries of the world, effective management of
banking services and remote digital technologies without visiting
the bank remains one of the most important tasks today.

Lewis Cohen, an associate professor at Cardiff University, studied
the impact of risk on the desire to use remote banking services and
found a positive correlation between desire and risk (Koenig-Lewis
et al., 2010). It is important for people to consider the risk factor
when using new technologies (Laforet & Li, 2005). The risk factor
is very important when using remote banking services, as there
is more risk than other offline services due to the remote online
connection to bank accounts. L. Vessels and J. Drennan, on the other
hand, studied the factors influencing the use of remote banking
services and concluded that the risk had a negative impact on the
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use of these services (Wessels & Drennan, 2010). That is, the higher
the risk when using new technologies, the more negative the impact
on user choice (Mamadiyarov, 2021).

Security risk is the possible loss due to fraud or hackers ’intrusion
into the security of e-banking. Since the 1960s, the concept of risk
theory, adopted to explain consumer behavior in research, has
been introduced into science. “Risk is defined as the subjective
determination by a user of an online bank of losses in their online
activities,” he said (Lee, 2009).

Featherman and Pavlow described risk as the “probability of
loss in pursuit” of any outcome of using an e-service (Featherman
& Pavlou, 2003). The more money customers have involved in a
transaction, the greater the risk. In this case, they increase the risk
they anticipate and reduce confidence in e-banking (Yang et al.,
2015). In addition, the intention to use online banking is mainly
negatively affected by security risk and financial risk.

As a result of the development of information technology and
the Internet, banks are changing the way they offer and use modern
financial services, especially mobile internet and mobile technology
(Bhatiasevi, 2016; Laukkanen, 2016; Oliveira et al., 2014). We can
highlight mobile banking services in the set of communication
channels to the new bank provided by banks (Mohammadi, 2015).

Innovative solutions in the development of the economy create
competition for banks, for example, the improvement of mobile
banking services can contribute to the simplification of financial
services (COLE et al., 2011). In addition, this technology can be
effective in providing a wide range of financial services (Gurgand
et al., 1996).

However, one of the obstacles in introducing new technologies
to the banking system is its purchase, and the other is the cost of
using it. It was found that the high cost of using them also has a
negative impact on the development of remote banking services.
On the other hand, low prices encourage customers to use remote
banking services (Sathye, 1999).

3 TYPES OF RISK AND METHODOLOGY

Adoption of the Law of the Republic of Uzbekistan "On Payments
and Payment Systems" has created a legal basis for the circulation
of electronic money, including the issuance, use and redemption of
electronic money.

On the basis of this law, "Rules for the issuance and circulation
of electronic money in the territory of the Republic of Uzbekistan"
was developed and registered in the Ministry of Justice on April 29,
2020 No 3231.

This document is based on world experience and is designed to
organize the activities of the electronic money system, the circula-
tion of electronic money, risk management in the electronic money
system and security in the system.

Accordingly, the issuer, the operator, the agent of the electronic
money system, the owner of the electronic money, as well as banks,
payment organizations, individual entrepreneurs and (or) legal
entities that have entered into an agreement with the issuer are the
subjects of the electronic money system (Figure 1). In this case, the
bank that provides the operation of the electronic money system
and (or) a payment organization with the appropriate license - is
the operator of the electronic money system. An issuer or other
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Figure 1: Subjects of electronic money system (Source: https://cbu.uz/oz/press_center/news/268736/)

non-issuer bank may act as a settlement bank of the electronic
money system on the basis of an agreement with the operator.

It should be noted that in order to start its activities, the issuer
must first send to the Central Bank a notice in the prescribed form
on the issuance and sale of electronic money and attached to it
samples of contracts with the operator and contracts with electronic
money.

This normative-legal document stipulates that transactions in
the electronic money system must be carried out by the operator in
accordance with the rules of the electronic money system. These
rules are approved on the basis of an agreement between the op-
erator and the issuer. In a multi-issuer electronic money system,
these rules must be agreed with each issuer.

The issuer and the operator of the Republic of Uzbekistan "On
Combating Money Laundering, Terrorism Financing and Financing
of Proliferation of Weapons" takes measures to ensure and imple-
ment organizational and procedural measures in accordance with
the requirements of the Law.

Detection of fraud in the electronic money system of the issuer
and the operator, as well as the financing of money laundering,
terrorist financing and proliferation of weapons of mass destruc-
tion. In order to prevent them, it will take measures to ensure and
implement organizational and procedural measures in accordance
with the requirements of the Law of the Republic of Uzbekistan
"On Combating Money Laundering, Financing of Terrorism and
Financing the Proliferation of Weapons of Mass Destruction.

The electronic money system is protected from prohibited pay-
ments on the basis of the rules of use of the system and the agree-
ments concluded between the subjects of the electronic money
system.

At the same time, it is necessary to ensure the software and hard-
ware of the electronic money system and the means and measures
to prevent unauthorized access to electronic wallets, as well as orga-
nizational measures to ensure adequate protection of information.
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Procedures for information security and protection used in the
electronic money system must ensure continuous protection of
information at all stages of electronic money circulation, including:

o determination of the rights of the owner of electronic money
to carry out transactions with electronic moneys;

e to determine the causes of incidents detected in transactions
with electronic money;

o protection of information from unauthorized access and en-
suring the integrity of information.

In accordance with the agreement between the issuer and the
operator, the issuer or operator maintains an account of information
on the balance of electronic money in the electronic wallets of
electronic money holders and the operations performed by them.

The operator ensures the registration of all transactions made us-
ing electronic wallets, the formation of statistical and informational
reports on transactions and storage of transaction information in
the format in which they were formed, sent or received, for at least
five years, subject to integrity and immutability.

Risk management in the electronic money system should be
based on the following:

e storage of information on internal control and audit proce-
dures of the system, system operation and transactions;
information system that provides timely processing, account-
ing and storage of information on each transaction, protec-
tion and storage of data in the system;

availability of qualified staff (Resolution, 2020).

The most dangerous thing in the process of digitization of the
banking system, storage of funds in numbers and the implemen-
tation of the payment system online is the presence of very high
risks associated with them.

The UK’s TESCO Bank said it was experiencing frequent fraud-
ulent transactions among its nearly 40,000 customers and immedi-
ately shut down its online payment system. The bank’s executive
director said the bank had been subjected to a "systemic complex
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Figure 2: The most common types of cyber threats to banks and customers (Source: https://cybersecure.uk.com/biggest-risks-
of-online-banking-and-how-to-avoid-them/ compiled by the author based on the data.)

attack”, which we knew for sure, but could not disclose further
because it was part of an investigation (Nikolov, 2021).

Here are the most common cyber threats to bank customers and
banks themselves:

e open mobile banking applications;
e aggressive banking malware;
o unstoppable DDoS attacks.

Open mobile banking applications. In 2015, nearly 70 percent
of the top 100 mobile banking apps running on the Android app
were well-established for security and data breaches. However, in
some cases, security vulnerabilities would be visible, such as inten-
tional cheating, data spread to an unknown address, SQL injection,
JavaScript injection, and XML injection, among others.

Fortunately, most banks have implemented additional security
measures, such as two-factor authentication using electronic tokens,
one-time passwords, and security codes sent to Android phones.
Nevertheless, cybercriminals have developed tools and malware
capable of bypassing these security measures.

Aggressive banking malware. Dridex, Dyre, TrickBot, and Lurk -
these are the most common trojan programs used to access online
account records and steal data.

Dyre, one of the most dangerous Trojan viruses created for the
financial market, has caused hundreds of millions of dollars in dam-
age by manipulating websites to disrupt communication between
more than 400 financial institutions and their clients. Many banks,
such as the Royal Bank of Scotland, Bank of America and JP Morgan
Chase, have become its “victims”.

This malware works by installing it on the user’s computer and
is activated when the user enters trust credentials on a specific
site, usually a banking institution or financial service login page.
Through an Internet browser, hackers can steal account information
and use their accounts for other purposes. Of course, all this is done
in complete secrecy. In particular, in 2016, the Lurk Banker Trojan
targeted several Russian banks via e-mail and stole $ 25 million
from customers ’accounts.

TrickBot is one of a new type of software that has caused a
lot of damage to Australian banks. It is very similar to Dyre, but
according to IBM, in recent years there has been a program with
"the most advanced browser techniques" among the malware of
banks (Nikolov, 2021, November 9).
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Unstoppable DDoS attacks. DDoS (distributed denial-of-service)
attacks online systems such as internet banking sites or online
trading platforms, which have a lot of data to overload them and
cancel their services.

Studies show that DDoS attacks are one of the most serious secu-
rity risks recognized by the banking industry. According to a 2015
report by U.S. wireless network operator Verizon Communications,
they account for 32 percent of all attacks on banks. Not surprisingly,
these tools are common on the internet. DDoS attacks are similar to
the expected traffic from high levels, they get stuck on the highway,
preventing constant traffic from reaching its destination.

This means that the activities of commercial banks are highly
digital and require an assessment and effective management of
the risks that may arise in the operation of online operations. The
following are a number of types of risks that may arise as a result
of the digitization of traditional banking activities as a result of the
transformation of banking activities and increase the level of risk:

operational risk;

security risk;

reputation risk;

legal risk;

risk of money laundering;
cross-border risk;
strategic risk;

other traditional risks.

Operational risk. Operational risk or transactional risk is the
most common type of risk in e-banking. These include:
e improper execution of transactions;
e violation of data integrity and disclosure of data confiden-
tiality;
o unauthorized access to banking systems;
e non-performance of contracts, etc.

In addition to technological errors, human factors such as negli-
gence (customers or employees), employee fraud, hackers, etc. are
a potential source of e-banking operational risk.

Security risk. When it comes to banking operations, the security
of the operation is paramount. All customers want their transactions
to be confidential.

However, since all the information is on the internet, some-
one may get the information and misuse it. The security risk of
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Figure 3: An approach to effective risk management in a digital environment

e-banking also stems from hacking threats and unauthorized access
to banking systems.

It is important that the bank has the appropriate system archi-
tecture and management tools to manage the various operational
and security risks of e-banking. If the bank has an outdated and
non-renewable system, then it can become an investment loss for
the bank, along with inefficient service.

Banks need to keep their systems up to date to keep up with
fast-changing technologies to prevent loopholes in their security
system. In addition, bank employees need to be regularly trained
to keep abreast of new technologies.

Reputational risk. Its reputation is very important for any bank
and other business as well. When it comes to digital banking, if
a bank is unable to perform its functions or perform at the level
of quality expected by its customers, then there is a risk of losing
its reputation. This will eventually lead to the loss of funds or
customers.

Some of these risks include system or product failure as expected,
serious system failures, security breaches (external or internal),
misinforming customers about e-banking processes and policies,
some communication problems that prevent the customer from
accessing his account, and more. possible.

Legal risk. If laws, rules, regulations, or established practices are
violated, or if the legal rights and obligations of any of the parties
to the transaction are not established, then these circumstances
create a legal risk.

The e-banking system is a relatively new system, with some
more uncertainty and controversy over some laws and regulations.
This increases the legal risk. There is a lot of work to be done
in Uzbekistan in this regard. Improving existing legislation and
by-laws is a requirement of today.

The risk of legalizing crimes. All transactions are carried out
remotely through electronic banking channels. Therefore, the use
of traditional methods to detect and prevent criminal activity is not
effective for banks.
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While there are certain rules for the legalization of crimes, there
are many aspects of electronic payments that are inconsistent and
not covered in their implementation. Therefore, banks bear the risk
of money laundering.

Cross-border risk. The main idea of e-banking is to expand the
geographical capabilities of both the bank and its customers. This
means that as a result of the expansion, it is possible to go beyond
national borders. This leads to several cross-border risks:

o legal and regulatory risks - uncertainties about legal require-
ments in some countries and uncertainties in the jurisdiction
of various local authorities;

e operational risk - if the bank uses a service provider located
in another country, it will not be possible to monitor the
process and will lead to operational risk;

o credit risk - Cross-border transactions can increase credit
risk. This is because it is difficult to evaluate an application
for aloan from a client in another country and the paperwork
is not uniform.

Strategic risk. This risk is related to the following issues:

e business plan development;

o have sufficient resources to support the business plan;

o reliability of partners in working with external partners;

e any change in the work environment for employees;

o he degree to which existing technologies compete with mod-
ern technologies.

Digital technologies are gradually being recognized as an im-
portant process activator. The digital transformation comes for-
ward, creating opportunities for unequal value creation and growth.
Therefore, innovative approaches are needed to conduct research
and find solutions for effective risk management in the digital envi-
ronment (Figure 3).
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4 RESULTS

We provide recommendations on the risks, consequences of risks
and how to overcome the challenges that digital transformation
can create.

First, work with multicloud (multi-cloud) or hybrid cloud (hy-
brid cloud) infrastructures. Many organizations are moving from
multiple providers to an IT environment supported by multi-cloud
services. This may include software as a service (SaaS), platform as
a service (PaaS), or infrastructure as a service (IaaS).

Regardless of the type of use of the cloud, the placement of
important data and applications by financial institutions outside
the protection layer poses an even greater risk, especially if they
involve multiple locations, services, or partners. In addition to data
loss or theft, banks and customers may face problems with data
privacy rules, which puts them at risk of overhead costs due to poor
cloud management practices.

Today, consumers and businesses are accustomed to doing their
work quickly through social networks and e-commerce. They, in
turn, expect similar fast-service products from banks.

Second, large competitive pressures, aggressive FinTechs (major
FinTech firms competing with Square and PayPal banks), and some
well-known non-bank credit institutions, i.e., automated processes
and created risk management models. As a result, they have reduced
service fee and pricing policies compared to traditional banks (stud-
ies have shown that digital banks expenditures accounted for 33
percent of revenues, while existing banks accounted for 55 percent).

Third, cost pressures come from a different direction, i.e., regula-
tory constraints and low interest rates have in many cases made
the average return on capital lower or closer to the cost of capital.
While these problems can be overcome, the pressure can remain, es-
pecially as banks have to hire more staff to manage risk and ensure
compliance.

Fourth, as new banking models emerge and evolve, the types
of risks are also being updated. For example, digital channels pose
new types of risks (including greater exposure to digital assets).
The growth of analytics requires risk managers to pay close atten-
tion to model risk, and the high level of interdependence between
enterprises requires caution against infectious risk.

Fifth, the fact that many people admit that the regulation of
banking activities has reached the level of “top regulation” surprised
some experts. Thirty percent of those surveyed said the cost of
risk management has increased by more than 50 percent over the
past five years. In addition, 46 percent forecast that spending will
continue to rise slightly over the next five years. Although some
aspects are not somewhat regulated, a general increase in regulatory
constraints on topics such as banking supervision (e.g., TRIM and
SREP), systemic risk (e.g., stress tests and Basel III), data protection
(such as GDPR) can be expected.

Digitization can also be a powerful help in coping with the con-
sequences - nearly 100 percent of respondents, regardless of geogra-
phy or category (G-SIB and D-SIB), say digitization is an important
tool to overcome the regulatory burden. Regulation, on the other
hand, is not a major barrier to digitalizing risk. According to re-
spondents, the most important barriers are old IT (85 percent),
database problems (70 percent), culture (45 percent), lack of talent
(40 percent), and complex organizational structures (40 percent).
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Other risks of e-banking are the same as traditional banking
risks, credit risk, liquidity risk, interest rate, market risk and so on.
However, in the e-banking system, these risks can be characterized
by the use of electronic channels and the fact that they are not
geographically limited.

Some of the shortcomings that pose all of the above risks may be
due to insufficient technology, staff negligence, and unauthorized
access to the system. Therefore, it is important that banks adopt
the right technologies and systems and create a secure operating
environment.

The author conducted a survey on the development of remote
banking services in Uzbekistan in 2020 and made an econometric
analysis of the factors influencing the development. According to
him, the system is convenient to use remote banking services, the
security of personal data in remote banking services, the importance
of remote banking services in saving costs and the quality and speed
of the Internet in the implementation of remote banking services
(Mamadiyarov, 2021).

5 CONCLUSION

In conclusion, the widespread introduction of new technologies in
the banking and financial system of Uzbekistan has the following
advantages:

o Increasing the number of bank customers - providing more
people with banking services;

e Raising the status of private banks - reducing government
funding;

e Shadow economy - it is possible to reduce the potential;

e Tax collection will be easier;

e Positive impact on production;

e Increased resilience to competition from global banks, etc.
Problems in cost, problems, and risk management in the FinTech

industry include:

e it is necessary to create an infrastructure that can constantly
collect information;

e create the ability to analyze too much information;

o adoption of new technology without full understanding of
the risks;

o lack of knowledgeable professionals.

Further development of remote banking services provided by the
banking system of Uzbekistan, identification of the population’s
demand for such products and services through marketing services
and, consequently, changes in the banking strategy will ensure the
bank’s stability and competitiveness in this market segment.
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