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[IopiBHn bHnfi aHa.rd3 BapiaHTiB cTpyIOTpHOi opraHi3aHff 
npouecopa 3aXHCTy iHtllopMaIIil 3a a.IIFOpHTMOM DES 
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C O M P A R A T I V E  ANALYSIS OF THE D E S  
CRYPTOGRAPHIC PROCESSOR~S 

ARCHITECTURE 

Abstract ~ On this article the DES algorithm and 
comparative analysis of the DES cryptographic processor's 
architecture were considered. As the criteria of comparision 
the performance of the processor's work and equipment 
volume were taken. 

Key words - -  DES algorithm, IP core, processor core. 

Anoma~in ~ Po3raanyTo a.nropnTM mnqbpynanHa/IaHHX 
DES Ta aapianTn no6y/lonu npouecopa, mo 3~lificmo¢ 
o6po6~y indpopMauii 3a ,~aHHM aJIF0pHTMOM. HponeAeuo 
aHaJli3 Ta H0piBH~HHH BapiaHTiB H0fiyAOBH npouccopa. 3a 
KpHTepifi H0piBHHHHn BaaT0 Hp011yKTHBHiCTb p060TH 
npouecopa Ta 3aTpaTH of  JlajlHanua Ha fioro peani3auim. 

K.~1oqoei cJloea ~ 3aXHCT iHdp0pMauff, aJIF0pHTM DES, 
pe~HMH p0f0TU aaropnTMy DES, npouecop, aapo 
npouecopa. 

BCTVrl 
O~arlM i3 3B~aSb 3axrtcTy iHqbOpManff ¢ 

3a6e3neqeHua E KOiJqbijIemlifiHOCTi. ~ e  3aB~IaHHg 
nocTa¢ B o6~acTax,  ~e Heo6xi,RHO 3,ai~CHIOBaTH 
riepe~aBaHHa iHqbOpMauii, ii 36epexeHHa Ta 
HaKOriHqeHHa. 

ICHye KinbKa rii~axo,aiB ~ao 3a6e3rieqeHHa 
RoHqbi,aeHtlifiHOCTi iaqbopMauii. O~HriM i3 HhX E 
lriKOpricTariris aarop~TMia 6noKoaoro mnqbpyaariria 
i3 CHMeTpHqririMH KnIOqaMri. Ha cboronHi  
HafiriOlunpeHimnM aJwOpHTMOM uboro Tnriy C DES 
(Data Encryptiori Standard), SKnfi ripnfinaTHfi aK 
cTari~IapT mnqbpyaanHa iriqbopManii B CI i IA [1]. 
TaKox  DES BHKOpHCTOByCTI, Ca aK cKna/ioanfi 
anropHTM B iumHx cTan~apTax,  riaripl~Kna~ 
mnd~pyaarina y KOMn'~oTepnnx Mepea~ax THny ATM 
(Asynch ronous  Trans fe r  Mode ) ,  ripOTOKOa SSL 
(Secure Socket  Layer) ,  ~Knfi 3a6e3rieqyc 3axncT 

I'IopiBHmlbnHfi aHa~i3 BapiaHTiB cvpyKTypnoi" oprani3auii' npouecopa 3axHcTy iH~opManii' 3a a.qropnTMOM DES 
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iHqbOpMauii ni,a qac po6oTn B Mepexi, aMepnKancsKa 
cncweua 6aHXiBCS~nX (i He Tiasm 0 cTan,/IapTiB ANSI. 

AJl rOpnTu DES Mac qownpn peacnMn pO6OTH: 
ECB, CBC, CFB Ta OFB,  KoaceH 3 SKHX xapaKTe- 
pnsyeTbCS CBOIMH noKa3nrlKaMn KpnnTorpaqbiqHoi 
CTi~KOCTi. 

~ n a  p e a m a a i i i i  a.rlropnTMy DES 
BIIKOpHCTOByIOTbCll nporpaMHi  Ta anapawni  
KOUrl ' loTepni 3aco6n .  HporpauHla f i  nijIxi~I 
3 a 6 e a n e q y e  rHyqKiCTr, 3UiHIl peacltUiB pO60Ttt 
a~ropHwMy, ane u a e  TaKi se,aoniKH, JaK cJ~a6rnfi 
CTyniHr~ 3axrlcTy KnlOqiB mrlqbpyBanHa wa neBnCOKy 
npo~IyKTnBHiCTS mr~qbpyBaHOa iHqbopiau i i .  
AnapaTHa peani3auia  aJ~ropHTMy ,Zl03BOJISE ~/IOCSFTH 
~nCOKOi npo,ayKTHBHOCTi mn0ppyBaHHa iH~OpMauii 
Ta ,aOCTaTHhOrO p i s H a  3aXHCTy K~mUiB Bid 
3OBHimm, o ro  sTpy~aHHa. TOMy c~,oro,aHi OCHOBHa 
yBara  poapo6HnKiB CKOHUenTp0BaHa Ha U~OMy 
HanpaM~y,  mo BHnHaOCS y CTBOpeHHS pa,ay 
6araTopeacnMHnX nponecop iB  DES.  Pa30M 3 TriM, 
HanBHiCTb n p o r p a M o s a H H x  nor iqHnX npHcTp0iB 
BHCOKOrO CTyneH~ i s T e r p a u i i  3 MOac.rIHBiGTtO iX 
nepenporpaMyBaHH~t  ,aO3BO~i~e CTBOptOBaTH 
npollecoprt, ski  opieHTOBasi Ha O~HH peacnM pO6OTH. 
TaKa By3bKa opieHTaliia ,/IO3BO/1J~¢ 0nTHMi3yBaTH iX 
cTpyKTypy Ta OTpHMaTH onTnMaJIbOi IIOKa3HHKH ,/I.rlJt 
KOacHOFO 3 peacHMiS pO6OTrt. 

1. AJIrOPrtTM DES 

A n r o p H z i  tnrldppyBaHHa ,aannx D E S  6yB 
3aTBep,aaceaHfi y p a , a O i  CLIIA y 1977 poll i .  He 
6.rIOKOBH~ LUrxqbp, SKrlfi nepeTBopioe 64-6i roBnfi  
Bxi,angft 6J~OK /IaHHX 3a ,ZlOHOMOFO~O 56-6 iToso ro  
~moqa y 64-6iTOSnfi BHXi,/IHHH 6.rIOK ,/laHHX [1,3]. ,~ani 
no~amTsCa Ha BXin napanenbHHM 64-po3p~,aHnM 
KO]IOM (pnc. 1). 

3araJmu npoLIec o6po6neHHa ,aannx 3,ai~cmocT~cn 
3a 16 eTan i s .  3 Bxi~inoro Knmqa r e H e p y m T s C a  
u/icTna,aUaTb 48-6iTOBItX ni~KnmqiB ~Ina KOacHOrO 
eTany  o K p e u o .  Bcepe / IHu i  KOacHOrO eTany 
BI, IKOprlCTOBytOTbC~I s i c i u  6JmKiB Irli,auiHlI )IaHrlX, 
KoaceH 3 aKnX Bi,anoBi~IHO ,nO 6-6iTOB0rO Bxi,aHOrO 
6aoKy nojlae Ha BHxi,/I 4-6iTOBnfi 6nOK. Bci eTann e 
qbynKI.Iiona.rlbHO eKBiBa.leHTHnMH, Ha iX BXO~IIH 
Ha~Ixo,aaTS 32-6iTosi  6noKn ,aanHx Li. ~ Ta R~.~ (SKi 
qbopiylOTr~Ca mYI~tXOi noztiny Bxi,aHOrO 64-6iTOBOrO 
6nOKy Ha ~lBi qaCTnHa) Bid nonepe~Hsoro  eTany, a 
BHXi~si 32-6iTOBi 6~IOKH L i Ta R i 06qHCmOmTSCa 
BiZmoBinSO ~I0 HaCTyrIsrlx dpopiyn: 

,ann 1 _< i _<16 

L i = Ri.i; (1) 
R~ = Li.ll~l~:~f(Rs.i, Ki) , ~e f(I~.l, Ki) = P(S(E(RM) • K~)). (2) 

TyT E - no3naaenna ,aii poamnpeHHS 6aOKy Ri. I 3 
32 ,no 4 8 - 6 i v o B o r o  p o 3 u i p y  (BCi 6iTn Br~KOpH- 
CTOBymTbCa, ,aenKi nO,/IBOtOIOTbCa); P - rloanaqenHfl 
~ii" nepecTan~enHs poaps,aia y 32-6iToanx 6aOKaX. 
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64 BT / /  /6~ ~ 37" 3T /Z"  

(a) (6) 

BT - siO~pum.5 meh'cm; 

3T - _galtttt~poaattla~ tneKctn. 

I~ BT  

PHC.I. IHqbOpMatfifiHHf~ iHTepqbefic az~ropHTMy DES B 
pe:~nMaX 3amHqbpyBaHH~ (a) Ta poamnqbpyBaHHa (6) 

rIopKaoK nepecTaBneHHa c qbiKCOBaHHM i BH3HaqeHHM 
Hanepe,a. 

H o q a T i o B e  n e p e c T a B a e H n a  IP '  ( In i t i a l  
Permutat ion)  3,aificmocTr, Ca nepe,a nepmnM eTaimM 
mnqbpyaaHHa. Ha  KOacHOMy eTani, KpiM OCTaUHbOrO, 
niBa Ta npaBa qaCTHHH KO,aOBaHOrO 6nOKy ,aannx L~ 
Ta R~ MiHmOT~,C~ MiC~aMH. Kinueae  nepecTaBzenHa 
IP l 3,ai~CHmCT~Ca Ha~a BHxi~mXM KO,aOM no 
3aKinaeHHi fioro o6po6neHHa a OCTaHHhOMy eTani. 
Po3mnqbpyBaaHa iHqbOpMaaii 3~aifiCHmCTbCa THM ace 
Kn~OqeM, aKHM BOHa 6 y n a  3amuqbpoBaHa,  aze  
ni,aKnmqi ,no KOacUOrO 3 eTaniB anropHTMy 
reHepymTbca y 3BOpOTHOMy nops,aKy. 

Aa ropnTM 1 ~ac  ,aeTa~i~,ny iHqbopMauiIO npo  
nopa~aOK npoBe~aeHHa o6po6neHHS ~aaHnx 3a 
anropHTMOM DES.  

A~eopum~ 1." a~ropHTM DES. 
Bxi,a: Bi~KpHTHfi Te~CT ml.. .m64; 64-6iTOBafi XCrHOq 

K = Ki...K64. 
BHxi,a: 64-6iVOBHfi KO,a C = Cv..C6¢ 
1. O6qnc.rleHmq miczHa~UaTn 48-6iTOBHX 

ni~lKnmqia K~, ~H~op~cToBymqn 64-6iTOBnfi Bxi,aHnfifi 
Knmq K (baa o6~ucnenua niOmTw,cie euKopucmoeyembca 
Aaeopum~t 2). 

2. (L0,R0) e-- IP(ml,mv.. . ,m64 ). 
3. (16 eTaniB) ,ann 1 < i <16 o6nncnmcTI, Ca L i Ta R~, 

BHKOpHCTOBylOqH ~bopMynn (1) Ta (2), naBe~Ieni BI~me. 
O6qrxcameT~,Ca f(Ri.~, Ki) = P(S(E(Ri .  0 ~9 Ki) ) y 
HacTynnoMy nop~laKy: 

a) po3mnpenHa  R~.~e--r~,r2,...,r32 3 32 ao  48 6iT 
(BnKOpnCTOaymqri E); Te--E(Ri.0; 

b) T'+--T@K r T '  an3ua,taeT~ca ~ BiciM 6-6iTOBnX 
cTpiqoK (B l ..... B8) = T';  

c) T"~---(S,(B,),S2(BE) .... ,Ss(Bs)); 
d) T '"e- -P(T") .  

4. b~,b2,...,b6~e--(Rx6,Ll6 ). 
5. C~---IP~(bvb 2 .... :,b6~). 
E~eKTI,  IBHnI~ poaMip  a x i z m o r o  Knioqa K 

CTaHOm~TS 56 6iT 3 64, pemTa 6iT po3rnsnalOTSCa 
a~ 6iTa napnocTi, klK npaa~xao, ue 6iTrX 3 HOMepaMn 
8, 16 . . . . .  64. AnropHTM 2 i n l o c T p y e  nopa~lo~  
o6~ncnem,  ni,aKnm~ia K~ eTaniB DES,  Koaceu 3 ~KnX 
MiCTtlTb 48 6 iz i s  s x i a H o r o  Kamqa  K. A.rlroptlTM 
BHKOpr~CTOBy¢ Ta6~mfi nepecTaBnenHa ,aaHnx PC1 
Ta P C 2  ( P e r m u t e d  C h o i c e ) ,  n e p m a  3 aKr~x 
nepeTBopm¢ sxi~IHHfi 64-6iTOmifi ~ m q  y 56-6iTOBr~fi 
U_IJIInXOM BrllCdlIOqeHHIt flOFO 6iTis 8, 16,..., 64. Po3pmm 
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56-6iTOBOFO 6.rIOKy laepecTaBJI,qtOTbCa 3a IleBHHM 
Hanepe,a BI43HaqeHHM Ta 17OCTi~HHM aYlFOpHTMOM. 
~ a a i  uefi 6nOK ,ainrlTSCa Ha ~lBa 6nOKa no 28 6iT, 
no3Haqeoi B aJIrOpHTii ~K C Ta D. Ha KOXHOMy eTani 
Had 0 6 0 u a  I.IHMH 6~IOKaUrl 3,/li~CHIOETt, C~I oriepaliia 
III4K~IiqHOrO 3cyBy Ha O~rlH qH ~Ba p03pa~H. 

Aaeopumm 2: O6tIHC.rleHHa K.rItOqiB mrldppyBaHHa. 
Bxi~I: 64-6iTOBnfi KnlOq K=K 1 .... ,K6a (BK.nIoqaloqH 

6iTn napHOCTi). 
Brlxi,a: micTsa,allaTt, 48-6iTOBHX ni~tKam'dB Ki, 

1_<i_<16. 
1. V i Bra3HaqacTsCa HacTyHHHM cnoco6oM: V i = 1 

,a.aa i ~ {1,2,9,16}, iHaKme i = 2 (ue e Benn-inHa 3cyBy 
BaiSO 28-6iTOBHX 6nOKiB). 

2. T ~ - P C i ( K ) ;  T npe,acTaBaaCT~Ca ~I~ 28-6iToBi 
~MiHHi Co,D 0. 

3. ~na  1 < i <16 ni.a~mo,-I K i BHpaxoByCTbC,q 3ri~no 
uacTynrmMn qbopMynaMri: Ci+---(Ci.t,--.~Vi), D~--(Di. 

~,---'Vi), Ki+--PC2(Ci,Di) ( o n e p a u i n  "~-~" o3na, tac  
urncai,-mHfi ~CyB BaiSO). 

Y Brtrla~Ky npoBe~lenH~ po3mrtqbpyBaHaJt 
iuqbopualIii 3a a.rlVOpHTUOM DES BHKOpHCTOByETbCJt 
TOil CaMrl~ K~IOq, mo ~ nprt ii 3am~IqbpyBaHHi, ane 
o6m~C.rleooz ni~IK.alOqiB 3~ificolocTr~ca y 3BOpOTHOMy 
nopJ~,aKy. 

Ha  pHC.2 rlO~aaHa cTpyKTypa,  nKa IIOBHiCTIO 
Bi,ao6paxac nopa)IOK o6po6.neHHa iHqbopMalfi~ 3a 
CTaH,/IapTOM DES Ta inlOCTpy¢ BHKOHaHHa O6qHC.rleHb 
3a HaBejleHHMH BHII_~e a~FOpHTMaMH. PHC.3 306paxa¢ 
BMiCTHMe dpyHKllii f ,  JtKa BHKOptlCTOByeTI, Ca 
Bcepe,armi K0mHOrO eTmiy i ¢ CTaH,tlapTH010. 

2. PE~KHMH POI~OTH AdlFOPHTMY D E S  
BaOKOBi mr@pH o6po6aamTr~ Bi,aKplrlTnfi TeKCT 

6nOKaMrl qbiKCOBaHOrO p o 3 i i p y  no  n 6iT 
(3,ae6inr~moro n = 64). ~na  mrlqbpyBaoaa 6.aOKiB, mo 
MalOTb posMip 6inLmI~fi BKa3aHoro, Ha~rlpOCTimHM 
pitUeHHaM e iX pO36HTra Ha n-6iTOBi 6nOKrl, KOXeH 3 
~IKHX MO:~.Ke 6yTH KO,/IOBaHH~ oKpeMo. 

Hafitunme y 6n0KOBHX mr@pax BHKOpaCTOBylOTb 
HaCTynHi qOTHpn p e x r t i n :  ECB, CBC, CFB Ta OFB 
[2, 3]. KoxeH 3 HI~X MaC CBOi nepeBarH Ta ne,aoniKrl, 
SKi 6y,ayTl~ onHcas i  ,aaai, ane Bci BOaI~ MOXyTb 
BHKOpHCTOByBaTH aYiFOpHTMH 6JIOKOBOFO 
mr@pyBaaHa .  Y no / taab tuoMy nosHaqeHna  E K 
BH3HaqaTHMe dpyHiuim mlaqbpySaHHa iHdpopiaui i  
6JIOKOBrlM mrldpp0M, aKt,I~ n a p a i e T p r i s y e T s C a  
Bxi,zIHHM KJIIOqeu K WO,/li, KOJIH EK'I -- qbyHKIli~I 
po3mr@pyBaHHa iHqbopMalaii. Bxi,aHnfi Bi~KprlTnfi 
TeKCT X=Xl...X t CKYla~aeTbCa 3 n-6iTOBHX 6nOKiB )I.ILq 

Bxi)IHtqfi 6JIor)IaHrtX [ BXiJII-tHt~ K.q lOq 

Lj 5 [ RI5 

32 

[ El6 [ R16 

© 
B~xi~mHfi 6noK jIaH~X 

32 / 3~/. 28 ~ 8 
V " V 'V" " " V  

28 2 32 
3 

I I I I 

,I, ,,I, + ,,I, 

Ri. 1 
~32 

'48 

i' ) ,  
"48 

+ ,1, ,,I, + + 
I B,I B,I B. I 
6~ 6~6~ 6~ 6~ 6 

Is, Is: Is, I I 
4~ 4~ 4~4~4~4 

3 ~  

J~Ri. 1 , K i) 

PHC.3. qbyHKtfi~f 

,,I, + + 

6 i6[6i 71B~6~ 

Is, ls ls. 

HepeCTaHOBKa 

t48 

8 x 6 6iTia 

HillMiHa 

Pnc.2. O6po6Ka inqbopMaui'/ 3a a.rlropHTMOM DES Ta 
reuepauin ni~KnmqiB 

IHopiBnnnbnrlfi anani3 napianria crpyKTypHoi opraai3alttii npollecopa 3axHcTy iH~OpMallii 3a anropnrMOM DES 
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pexnMiB ECB Ta CBC, a6o 3 r-6iTOBrlX 6aOKiB ~,aa 
pe>KIaMiB CFB Ta OFB npn dpiKCOBaHOMy r _< n. )Iaai 
KoxKeH 3 nepea iqeur ix  pe~KrIMiB po3rJIa)IaCTbCa 
AeTaabsime. 

1. Pex(nu e.rleKTpOHnOi KO]IOBOi KHIIFH ECB 
(Electronic Codebook) [2] e HafinpocTimHM peXHMOM 
p06OTH 6aOKOBHX mHqbpiB. PHC.4 Ta AaropHTi  3 
iaIOCTpylOTb pO6OTy anropnTMy DES y U b o i y  
pexHMi. 

X) Xj 

K • K 

e l  

(a) (6) 

PHc.4. Po6oTa anropHTuy DES s pexxrlMi ECB 
3aml'IqbpyBaHHfl (a) Ta po3IIIHqbpyBaHH~ (6) 

A~zeopumm 3." pe:~.KttM eJleKTpOHHOi KO,/IOBOi KHIIFH. 

Ha BxijI nojiaIOTbCa K-6iTOBI4~ KatOq, n-6iTOBi 
6a0KH Bi/IKpHTOFO TeKCTy Xi...X c IIpoj/yKyIOTbCa n- 
6iTOBi 6JIOKn srtxi,aHOrO Ko,ay C~...C t, 3 aKOrO npn 
poamrldppyBaHHi qbopuyeTbC~ Bi,aHOBaenH~ Bxi,/IHH~ 
TeKCT. 

a. 3amr@pysaHHa: )Iaa l_<j_<t, C+-E..(X.). 
J t i~. J 

b. Po3mH~pyBauu~: ,~ns l_<j_<t, X~ ~---EK'~(C). 

2. PeXHM 3qenaeHHa y aaHIIIOXOK 6aOKiB 
3amnqbpoBaHoro TeKcTy CBC (Cipher  Block  
Chaining) [2] BnKopHCTOBye SeKTOp iHiuiaM3aui~ IV 
(Initialization Vector) Ta 3BOpOTHHfi 3B'It3OK. Prlc.5 
Ta AaropnTM 4 iamcTpyIOTb pO6OTy aaropnTMy DES 
y UsOMy pexHMi. 

X rl / ~,,'Ia 

K 

ci 
(a) (6) 

PHC.5. PO6OTa a~ropHTMy DES B pemaMi CBC 
3am~qbpyBanHa (a) Ta po3mr~qbpyBaHi~a (6) 

Xj 

Aaeopumm 4: pe~HM 3qenaeHH.ri y aaHutO~OK 
6aOKiB 3amnqbpoBaaoro TeKCTy. 

Ha nxia no~aamTsCa K-6iTOBHfi KaIOU, n-6iTonnfi 
SeKTOp iniuiaaiaauii IV, n-6iToBi 6aOKH Bi~l~pIaTOrO 
Te~cTy X,...X,. IIpo~IyKymT~,Ca n-6iToni 6ao~n 
BHXi~IHOrO Kozty C~...C t, 3 s~oro npn poamnqbpyBaHHi 
qbopMyeT~,Ca si,aHOBnenHfi nxi,anHfi TeKCT. 

© B. Mem, HHK , T. KopKimso, A. MenSHHK, tO. Baficir 

a. 3amnqbpyBaHna: Co~--IV. )Ia~ l_<j_<t, 
C~e--EK(Cj, @X ) • 
b.PoamnqbpyBaHaa: C0e--IV. )Iaa l_<j_<t, 
X/e-Cj.,~EK~(C). 

3. Y TOil qac, Koan peZ~HMI4 ECB Ta CBC 
06po6aalOTb BXiAHH~ TeKCT 6aOKaMII no n 6iT 
(m4KOpI4CTOByIoqn n-6iTOBI4fi 6aOKOBHfi mHdpp), y 
~lesKI4X Bana,aKax noTpi6HO o6po6n~Tn r-6iTOBnfi 
BXi~HHH TeKCT [IpH ~iKCOBaHOMy r_<n (qacTo r=l a6o 
r=8, aae B 6yjIb-SKOMy Bnna~iKy r=2 s, ,ae S=0...6). Y 
TaKOMy BHHaAKy Mo~Ke BHKOpHCTOByBaTHCB p e ~ n M  

llIH~pyBaH1-1a 3 BHyTpimHiM 3BOpOTHHM 3B'~II3KOM 
CFB (Cipher Feedback) [2]. Pnc.6 Ta AarOpHTM 5 
iaIocTpyIOTb po6oTy aaropHTMy DES y [IbOMy 
pez~HMi. 

3CyB Ha r 6iTiB 

II=IV n ~  

xj 5q.~ 
(a) 

3CyB 11a r 6iTia 

K 

r n 

~ j 

c i (6) 

PHc.6. Po6oTa anrOpHTMy DES B pe>KrlMi CFB 
3anIHqbpyBaHHa (a) Ta po3uIHqbpyBavn-I~l (6). 

Aaeopumm 5." pe~KrlM UIHqbpyBaHHa 3 BHyTpimniM 
3BOpOTHHM 3B'II3KOM. 

Ha BXi,a no~latoTbca K-6iT0Snfi RaIOq, n-6iTosnfi 
BeKT0p iHiuiaai3auii IV, n-6iTOBi 6aoKrl Bi~KpaT0rO 
TeKCTy Xi.. .X U. [Ipo,/IyKytOTbCll r-6iTOBi 6aoKH 
Brixi,aHOrO KOay C~...C v, 3 aKoro nprx po3turxqbpy- 
Banni qbopMyeTbCa Bi~lHOBneHrIfi nxi,anHfi TeKCT. 

a. 3amHdppyBaaHa: I~--IV (Ij - Bxi,arie 3naqeaaa 
pericTpa 3cyBy); 

/Iaa I_<j<_U: 
a) Oje-EK(I); 
b) tj~-r aiBHx 6iTiB Oj; 
c) Cj ~---Xj@tj; 
d) Ij+~---2 r * Ij + Cj mod 2". 

b. P03mHqbpyBanna: Ij~--IV; aaaaa I_<j_<U: 
X"j~--Cj~tj, ~ae tj, Oj Ta Cj o6qHcammTbCa 7;aK CaMO, 

~K i y BI4na)IKy 3auInqbpyBaHHa. 

4. PeXHM LLIrlqbpyBaHHIt 3i 3BOpOTHHM 3B'II3KOM 
no BrlXO,ay OFB (Output  Feedback) [2] BHKOpH- 
CTOByETbC~ nopaa  3 n o n e p e a a b o  p o B r a a H y T t l M  

pexnMOM CFB. Pnc.7  Ta AaropnTmn 6 Ta 7 
iamcTpymTb p06oTy anropaTMy DES y UbOMy 
pexHMi. 

Y pexHMi OFB MOXe BnnKopnCTOByBaTHCb aK 
nOBHnfi aBOpOTHnft 3B'a3OK (ISO-Bepeia) ,  TaK i 
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X 
(a) c i (6) 

PHC.7. PO6OTa a.rtropHTMy DES B pe~rlMi OFB 
3aI.UvIqbpyBaas~ (a) Ta po3nIrlqbpyBartH8 (6) 

r-6iTOBrifi 3BOpOTHHH 3B ',q30K (FIPS-Bepcia) .  
AnropriTM 6 Bino6paxac pO6OTy B pex~IMi OFB 3 
HOBHHM (D-6iTOBHM) 3BOpOTHHM 3B'~3KOM, a 
AnropHTM 7 -- OFB 3 r-6iTOB~M 3BOpOTH~M 3n'a3~OM 
no aHxony. 

A~zeopum~ 6: peHnM mHqbpyBaHHa 3 IIOBHHM 
3BOpOTHI4M 3B'a3KOM IIO BHXOny (ISO-Bepcia). 

Ha Bxi~I no,aaIOTbCa K-6iTOBI4~ K.rItOq, n-6iTOBnfi 
BeKTOp iniuiani3auii IV, n-6iTOBi 6nOEH BinKpHTOrO 
TeKCTy Xl...Xu. IHponyKy~OT~Ca r-6iTOBi 6YIOKH 
BHXinHoro K O A y  C~...Cu, 3 ~KOrO npH 
po3mHqbpyBaHni dpopMyCTSCn BinHOBaeHHfi BxinnHfi 
TeKCT. 

a. 3amnqbpyBaHHa: I,<--IV (Ij - BXinHe 3HaqeaHa 
pericTpa 3cyBy); 

nna i_<j<_U: 
a) Oj<--E~(I~); 
b) ai. x 6iTiB O~; 

d) Ij+t~ O r 
b. PosmnqbpyBaHHa: I~--IV; nna I_<j_<U: 
X'.+-C.~Bt, ,ae tj, Oj Ta Cj 06qHCJIIO~OTbCJ/ TaK CaMO, 

• J J J 

~ ~ y BHnanKy 3amHdppyBaHaa. 

A3eopum~t 7." peHrIM mrtqbpyBaHHa 3 r-6iTOBrIM 
3BOpOTHHM 3B'fl3KOM HO Brlxony (FIPS-sepcia). 

Ha Bxin nonaIOTSCa K-6iTOSmq KmOq, n-6iTOBrtfi 
Be~Top iHiuiaai3ailiY IV, n-6iTOBi 6nOKH ainKprtTOrO 
TeKCTy Xi. . .X U. I'IponyKy~OT~,Ca r-6iTOBi 6nOKI4 
BrtxinHoro Kony C~...Cu, 3 aKrlx npH po3mHdppysanHi 
qbopuyETbCJt B~HOB..rleHH~ BxijIHHH TeKCT. 

a. 3amndppyBanHa: I~+-IV (Ij - BXi,aHe 3HaqeHHa 
pericTpa 3cyny); 

naa I_<j_<U: 
a) Oj+--EK(Ij); 
b) t~+-r ninnx 6iTia Oj; 
c) 
d) I~.,+-- 2 r * I~ + tj mod 2". 

b. Posim~dppyaansa: I~+--IV; n~a I_<j_<U: 
X '+-C@t ,  ~e t~, Oj Ta Cj 06qHCJIIOIOTbC.q TaK CaMO, 

• J J J 

a~ ~ y BHnanKy 3amttqbpyBaHn~. 

I'IopiBHtOtOqri xapaKTeprtcTHrrt ROHHOrO 3 
peHrtMiB, BapTo Bin3HaqHTrt HaCTytlHe. 

3 r peHnu i  ECB HeMa 3aneHHocTefi Mill 
KO,/IOBaHHMH 6JIOKaMri nanrIx, TOUy nepecTasJleHHa 
6nOKiB KO,ay npH3BOArITb dO Bi,anOBi,aHHX 3Mill y 
nopa,aKy Hanxo]IHeHH.q BHXi~HOFO ]leKO]IOBaHOFO 
TeKCTy, caua  m iHdpopMatfiZ acepenHni ro~rnoro 
6noKy 3Mill He 3a3Ha¢. InesTnqHi 6.rlOKH Bxi,anoro 
TeKCTy npn 3aI.I.IrldppyBanHi 3yMOBJIIIOIOTIb IlO~/By 
i,/IeHTW-IHHX 6noKiB BHXinHOFO KO,/ly, I.IIO 3HII>Ky¢ fiOFO 
KprmTorpaqbiqny CTi~KiCTr~. qepe3 IIe pemHM ECB He 
peKoues,ayeTr~C~ aHKopriCTOByBaTrt ,/InJ~ ~o,ayBanna 
noBi,aoMneH~ ,aOBHrmmO 6insmoto, Hill o,ar~H 6aOK, 
npn o~Ina~osoMy ~nroqi. He~oniKH peHnMy ECB 
ycyBa~OTbCJ/ iHmrIMH TpbOMa peHHMaMH, B JtKI4X 
BBO,a,~TbCa 3BOpOTni 3B'n3Rrt, ai,anoainso icHy¢ neBHa 
3aneHHicTr~ Mill 6no~auri 06po6nmBaHOi iHqbOpMaIiii, 
mo ni~IBrlmye xpHnTorpaqbiqsy CTififiKiCWh ro,/Iy. 

3. BAPIAHTH HOgY,IlOBH IIPOIIECOPA 
BHme 6yno po3rn~nyTo peHnMH pO6OTn 

6nOKOBrlX turlt~piB Ta aaroprtTM maqbpyBann~ ,aaHux 
3a aMepHKaHCbKrtM CTaunapTOM DES. Po3rnsHeMO 
BapianTH no6y~iosri npouecopa, ~Krifi BHKOHyBaB 6rl 
06po6Ky iHqbopuauii 3a ,aaHnM anropHTUOM, 
BHK0pHCTOBylOqH MOHYlHBi peHnuH pO6OTH 
6n0KOBnX mHqbpiB. Ha puc.8 306paHeno 3aram, ay  
cTpyKTypy TaK0rO npoLtecopa [4]. 

5lnpoM npouecopa 6yneMo Ha3nBaTH onepaiiifimifi 
npncTpifi, zKHfi anapaTHo peaniay¢ anrOpHTi DES i 
MO~e 6yTH m~KOpnCTaHHfi y po3r.rlaHyTHX peHHMaX 
pO6OTn 6aOKOBHX tuH0piB. K o u y T y m q a  Mepea~a 
npu3uaqeHa nna KOHkbirypyBaHaa npouecopa  nna 
pO6OTri y onaoMy 3 pe~HMiB. BxinnHfi Ta BnXinnHfi 
iHTepdpeficu 3a6e3neqymTb Bi~InoBinHo npnfiOM 
axinnnx nannx, 36epiranna npoMiHHnX peaynbTaTiB 
Ta annaqy peay.rlbTaTiB o6qHcnem,. 

POa6HTTa cTpyKTypH npottecopa na OnHcaai BmUe 
6nOKri 3pofneHo 3 HacTynHHX MipKyBaHr,: He3ane~Ho 
Bid peHHMy pO6OTH ripouecopa aaropHTM pO6OTH 
fioro anpa 6yne He3MiHHrIM, a petuTa dpynKaiO- 
Ha.rlbHHX 6nOKiB (KOMyTytoqa MepeHa, 6aoK 
KepyBaHH~, Bxi,aHHfi Ta BHXinHH~ iHTepqbeficn) 6y,ayTb 
npaiIioaaTrt 3a anroprtTMOM, a OCHOBi aKoro 
3aKna~leHrifi XonKpeTHr~fi peHHu pO6OTH npotlecopa. 
YIpH OnTnMi3aiiii npouecopa ni,a KOIaKpeTHH~ peHnu 
pO6OTn CTpyKTypa snpa 3anrtmacTrSC~ nocTi~nom, a 
cTpyKTypa inturlx dpyHKnioHaaSHHX 6nOKiB 
cnpomyeThCa. 

Po3rnaHeMO BapiauTri peani3auff snpa npottecopa. 
~K BHe 6yno CKa3aHO paHime, anropriTU DES 
cKaanacTbCa 3 16 eTanis i MaC OnHOpinHy cTpyRTypy 
(pHc.2). ~IO fioro oco6.nrlaicTr~ MOHHa BHKopHCTaTrt 
npH no6y,aoBi ~npa npouecopa.  BrtninamTSC~ ,aBa 
BapiaHTH raKoi" peani3attii': iTepatlifiHrifi Ta 
KOrtBeepnrlfi. 1HpHKnan J~npa, peaniaoBaHoro 

HopiBH~nbnHfi anani3 BapiaHTiB cTpyRTypHoI" opraHi3auii npoiiecopa ~aXHCTy iHqbopMauiY 3a a.rlFopHTMOM DES 
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~ K°MyTyI°qaMepeia ~ 
Bxi,~H ~' ~ BHxi;I 
It~ tII,lili 

inTep ~po inTep 
~efic ~eiic 

BJIoK KepyBaHHS 

Pnc.8. 3araasHa cTpyKTypa npo~lecopa 3axI,ICTy iHqbopMauiY 3a a.nropHTMOM DES 

iTepatlifiH0, HaBe;leHrtfi Ha pHC.9,a, a a~lpa, peam3o- 
BaHOrO 3a KOHBeCpHgM npHnuHnoM, - Ha pHC.9,6. 

Ha OCHOBi aHaai3y  noaaHHx BHme cTpyKTyp 
MO~eMO cra3aTH, mo iTepanifiHa cTpyxTypa aztpa 
npouecopa 3a6e3neqye MOXaHaiCTS fioro peaai3auii 
npH MiHiManSHHX a~apaTHnX 3aTpaTax. KOHBeCpHa 
cTpyKTypa n;lpa npouecopa e aHri)lHOm 3 T0qXH 3opy 
Hpo~ty~TnBH0CTi. 

Ta6n.1 in~ocTpy¢ Ha qbyHrUiOHan~aOMy piaHi 
M0XaHBi aapiaHTH no6yaoBg  npouecopa ,  SiHfi 
BH~OHyBaB 6H o6po6nenHa  iHqbOpMauii 3a 
aaropnTMOM DES.  Ta6a.1 MiCTHT~ 26 BapiaHTiB 
no6yaOBH TaKoro npouecopa,  kI~ napaMeTpH UHx 
Hpouecopis  TyT BH~opHCTOBymTSCa BapiaHTH 
peaai3aui~ a a p a  (iTepauifiHHfi i KOHBeCpHH~) Ta 
dpyaKUiOHaa~Ha opicHTaUia n p o u e c o p a  
(6arazope~nMHi  i opicnTOBaHi Ha pexnM).  
tSaraTope~HMHi HpouecopH 06po6aa~OT~ 
iHqbopMatlim y Bcix BHme-saae~lenHx p e ~ H u a x ,  
3~ificHIOIOqn ~K 11 3aI.LIttqbpyBaHH~I, TaK i 
po3umqbpyBasHa. OpieHTaI1i~ Ha KOHKpeTHH~ pe~HU 
~ n m q a ¢  no TpH BapiaHTH Ha KO~eH -- 
3amnqbpyBasHa (E - Encryption), po3mHqbpy~aHHa (D 
- Decryption) Ta O6H~lSa HaIIp~IMKH (E i D). ICHy¢ 
MO~.riHBiCTb no6y~IOBH npotlecopa, opiel-ITOBaHOrO 
Ha ~IeKi~x~Ka pe~t lUiB,  lIIpH IIbOMy IrlOBHHHa 
BpaxoByBaTHC~, no/I i6sicTS aarOpHTUiB pO6OTH 
rIpoL~ecopa y HeBHHX pe~Huax, f~oIliYlbHiCWb TaKO1 
peaai3atliY 6y,~e 06rpyHTOBaHO y HacTynHOMy HyHKTi. 

4. AHAJII3 TA IIOPIBI-LqHHYl BAPIAHTIB IIOBY~OBH 
IIPOUECOPA 

Po3rn~iHeMO OCHOBHi nepeBarH Ta He~ROJIIiKH 
iTepauifiHOrO Ta KOHaeCpHoro npHmlHnia peaai3auii 
npouecopa, mo o 6 p o 6 ~ ¢  ~laHi 3a anropi4TMOM DES. 

51K~O I~pH no6y/loBi npo t l ecopa  0CHOBHHM 
3aB,aaHnaM ¢ fioro peaai3ai l ia  npH MiHiMaJIbHHX 
3aTpaTax 06~a,~IHaHH~, TO npI4~H~THO~O ¢ iTepat~ifiHa 
¢~TpyKTypa n;Ipa npoLlecopa. O~Ipa3y ~ MOCHa 
CKa3aTH, I.KO Irlpo)lyKTHBHiCTb pO6OTH TaKOFO 
npouecopa  6yae HeBHCOK010, 60 y KoxeH MOMenT 
qacy HHM MO)Ke o6po6~IaTHCa TiYlbKH 0~HH 6.1IOK 
)XaHHX. ~{KIIiO XK MH MaEMO cHpasy 3 KOHBeEpHHM 
,~t~pOM npotlecopa, TO rIpO,/IyKTHBHiCTb ~OFO pO6OTH 

B nopiBHnUHi 3 npo~IyKTHBHiCTIO pO6OTa 
iTepattifiHoro a)lpa npotlecopa 6y~e 3HaqI-IO BHIIIOIO. 

MoxnnBi  BapiaHTn Ho6y~IoBH KOM6inoBaHOi 
XOHaeCpHO-iTepaui~HOi cTpyrTypn, ktxmo SanTa ao 
yBarn Te, mo 3a anropnTiOM DES nani  
o6po6asmTSCn 3a LUiCTHaaUaTb iaesTnqHnX eTaniB, 
TO qnCTa iTepauifiHa cTpyKTypa noannna  MiCTnTn 
O~lnH eTan, inqbopMauia no aKOMy noBnnna npofiTn 
micTnaaU~TS paaiB i TiaSKa nicaz roro fiTn na BnXia. 
qnCTnfi KOHBeCp noanneH c~aaaaTaca ~ micTHaaaaTn 
npycis .  Y Bnna,tlKy ~oro  nOBUOrO 3aBaHTa~enHa 
O,/IHOqaCHO 0~po~.rI~IOTbC~I II.liCTHa,/IIl~ITb ~.rIOKiB 
~aHHX, T06T0 IHpo]IyKTHBHiCTb fiOFO pO6OTH B 
rIOpiBH~IHHi 3 IIpo,ayKTHBHiCTIO pO6OTH iTepauifiHoro 
npottecopa 6yae BHm0~O npH6ati3HO ~ IiIiCTaa;IIl~ITb 
pa3ia, klKI]lO pea~i30saHa iTepatlifiaa cTpyKTypa, ~IKa 
MiCTHTb ~insKa npyciB KOHB~Cpa, Hpo,/IyKTHBHiCTb 
fi0rO p06OTH 6y,ae BH~OrO a nopiBasHai 3 qHCT0tO 
iTepaIlifiHO~O cTpyKTypo~o, aae  Bi;IHOBi~HO 
36i~smaT~cs anapaTHi 3aTpaTH..~IK noKa3aan 
~oca i~xeHHa,  Ha~OriTHMa.rlbHiU.IHM 3a qaCOM 
06p06~n O;IHOrO 6nosy ~IaHHX Ta 3a ~qbeKTHBHiCTIO 
BHKOpHCTaHH~I anapaTypH ¢ BapiaHT no6y;lOaH 
qHCTOFO KOHBeepa rlpH IHOBHOMy HOFO 3aBaHTa~KeHHi, 
TO6T0 KoHaecpa 3 LUiCTHa~UnTSMa npycaMH [5]. 

,,~ani HaBe,aeHo pe3ya~TaTH aHaai3y KOmHOi 3 
Mo~leJle~ Ta otliHeHO ,~ouiabniCTb no6y;lOBH 
npotlecopa 3a pO3F~]~HyTHMH aI4ule aapiaHTaUH ~oro 
no6y,aOBH (Ta6a. 1). 

1. Eaeamope:~cu~l,mi npogecopu. 
• Izepauifina peaaiaauia z~tpa. 
YIpn o6rpyHTyBaHHi ~louinbHOCZi peani3aui i  

6araTopemHuHoro  iTepauifiHoro npoxlecopa 
ornaneMo MO>K~HBi sapiaHTH ~oro  no6y/IOBH Ta 
oIIiHHMO ~OrO eqbeKTHBHiCTb ,ZI.rl~I KOXHOrO 3 pe~tlUiB 
pO6OTH. 

3 pnc.4 SH~mO, mo B pe~HMi ECB npo;IyKTHBHiCTS 
pO6OTH n p o u e c o p a  6y~le ~opiaHmBaTH 
npo/IyKTHBHOCTi pO6OTn fiOrO n;Ipa. TyT MO~e 6yTH 
BtlKOpHCTaHa nK iTepaLdfisa, TaK i KOHBeCpHa MORe.rib 
s~pa  r ipouecopa B 3anexHocTi  si;l KOHKpeTHOi 
rIoTpe6n: BHHCOKa npo~yKTHBHiCTb qn MiHiMan~,si 
3aTpaTtl O6.rla.~lHaHH~. 

© B. Menbnrm , T. KopKimKo, A. MenLHHK, IO. Baficir 
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[ Bxi,aHn~6ymK~armx [ [ Bxi~nIa~Knm.a ] 

v w 

I r 

BHxi,aH~fi 6JmK AaHnnX 

(a) 

[ Bxi,aHrt~ 6~oK,~armx [ Bxi,anHfi iolma [ 

~ r  ' 1 '  

I KPr 1 

l e t 2  

~r 

l 

I 
I 1 

KPrN 
r 

Bnxi,aHHfi 6JIOK 2IaHHX [ 

I I 

(6) 

PHc.9. CTpyKrypa iTepauifiHoro (a) Ta KOHBeepl-IOrO (6) ~ep  npouecopa 

l[IopiBnznbrIH~ anam3 BapiaHTiB cTpyKTypnoi opragi3auii npottecopa 3axrtcTy iHqbopMauii 3a a.rwoprlTMO M DES 
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Mox~nrmi BapiaHTri rm6yjIoBg npoliecopa 3axrlcTy inqbopMaliii 3a aJ~ropHTMOM DES 
Ta6uHUa 1 

Pea~liaatda 
~ p a  

I T e p a ~ i f i H a  

K O H B e e p n a  t ~ a r a T o p e ~ t M H i  

¢I)ynKIIionaJIbHa ~N'_o ECB CBC CFB 
opieurauia  

E D E D E D 
BaraTope~xriMHi 1 v / v / ~ ~ ~ v I 

OpicnTOBaHi Ha 2 v / 
pe~KHM 

OpieSTOBaHi Ha 
p e>KI, I M 

3 

4 

5 

6 

7 , /  

8 

9 

10 

11 

12 

13 

14 ¢" ¢" 

15 ~ ,," 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

¢, 

¢- 

¢" v/ 
¢- ¢, 

¢" 

¢" 

¢- 

¢" 

, /  v/ v/ ¢" 

v/ v/ 

¢" 

, /  

¢,  ¢" 

v/ 

OFB 

E D 
¢" ¢" 

v" 
¢, ,¢,, 

,¢," v / 

,¢" 
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Ha pHc.5 rlOKa3aHo pO6OTy a~IrOpHTMy DES y 
pe~14Mi CBC,  3Bi~IKH BH~HO, m o  y Bnna~Ky 
3am~qbpyBaHH~ KOHBeCpHa MO~eJIb TyT He ¢ 
eqbeKTHBHOtO, OCKinbKH B ~lpi B KO~eH MOMeHT qacy 
Moxe 06po6J~aT~C~ J~nme O,anH 6J~O~ ztaHnx. ~ e  
3yMOBJIeHO HaSBHiCTtO 3BOpOTHOFO 3B'II3Ky 3 BHXO,/Iy 
s ~ p a  Ha f io ro  Bxi,/1. Y BHIrla,/~Ky po3mHqbpyBaSH~t 
3BOpOTHi 3B'a3KrI Bi~ICyTHi, TOMy 3 TOqKH 30py  
IIpO~yKTHBHOCTi ~IoI/im, HO BHKOprlCTaTrl KOHBeep. 3 r 

pexHMax CFB (p~ic.6) Ta OFB (pHc.7) KOHBeCpHrlfi 
BapiaHT pea~iaauff ~Ipa  npouecopa He ¢ e~eKTHBHHM 
(npo,ayKTHBSiCWt~ fioro ¢ TaKa caua ,  ~IK i S 
iTepatIifiHoro) 3a HaZBHiCTm 3BOpOTHHX 3S'~t3KiB 
(CHTyaLfi~I, a H a n o r i q s a  ;I0 pext lMy CBC 
(3auIrldppyBaHSJt). 

OTxe ,  npn  no6y~IoBi 6araTopexMiHOrO 
npot lecopa iTepaiiifiHa MO,/leJlb ~OFO z~Ipa e 6iJism 
npnfiHaWHOm, HiE( KOHBeepHa, 3aB~la~n CyTTeBi~ 
eKOHOmi~ anapaTHHX 3aTpaT np~ BTpaTax 
IlpO,/IyKTHBHOCTi pOgOTtI B rlopiBH~HHi 3 KOHBeepHOIO 
MOjle.rlnto az~pa Ti.rlbKlt y pexHMaX ECB Ta CBC 
(po3mI4dppyBaHSa). 

• KosBeepHa peaJiiaauia a,apa. 
3i cKa3aHoro si.tule UOmHa 3pO6HTH BHCHOBOK, UlO 

KOHBeCpHa Mo,ae.rlb npH no6yztoBi a~Ipa 
6araTopexHMnoro npouecopa CyTTeBOrO edpeKTy He 
~ae. X o u a  npoAyKTHBHiCTb niABHmyeTbCa )I3qa 
pO6OTH y pe~HMaX ECB ra  CBC (p03mH~ppyBauu~l), 
B iuttIHX peX~HMaX Bona 6y,ae ananoriuno~o ,ao 
rlpo/IyKTHBHOCTi pO6OTH iTepaii i f inoro a~Ipa 
rIpouecopa. AnapaTHi 3aTpaTtt Ha peani3auim npH 
Ubouy 3Haqno 36i.rlbmytOTbCa. 

2. Opienmoeani na pezvcum E/D npo~4ecopu. 
3aranoM no6y,aoBa opieHTOBaHnX Ha peZKHM 

DES-npouecopiB 3By~y¢ cqbepy ix 3acTocyBanHa y 
nopiBHaHHi a 6araTopeXnMH~Mn, ane MOX~nBiCTS 
a o c a r n e H H a  BHmOi npo~yKTHBHOCTi pO6OTH 
MeTO,aOM onTnMi3auii ni~I KOHKpeTHnfi pemttM Ta 
e~OHOMia attapaTHHX 3aTpaT KOMneacymTt, neff 
ae~oniK. 

• ITepauifiaa peaai3auin z,apa. 
I l i a  aac  pO6OTn y pe~HMi ECB 3 T0aKH 30py 

rlpo,ayKTHBHOCTi )IaHa MO,~IeJ~b y rlOpiBHaHHi 3 
KOHBeepHOIO e HeeqbeKTrtBHOIO. ~KI.I.~O aKIIeHTyBaTH 
Ha anapaTaHx 3aTpaTax, TO Tara Mo,ae.rIb 6y~e 3Ha~HO 
OIITnMaJlbHimoIo ~i~ KOHBeEpHOi. " 

,/Isi pi3Hi CHTyauii cnocTepiramTsCn y pe~nMi 
CBC: rlpH 3attmqbpyBaHHi aaHa MoaeJ~s e 
aouim, nimom ao peani3auiL TOMy mo B n0piBnaHHi 
3 KOHBe(;pHOtO ]-1 IIpojlyKTHBHiCTb He E Htt~qoto, a 3a 
aIIap~I.THHMH 3aTpaTaMH Mac 6eaaanepeqHy nepeBary. 
I Ipn  poamHdppySaHHi npo,ay~THnnicTs He 
3MimOeTbCa, aae y Bnna,a~y ~onseepn3auii i'i MOXHa 
3HaqHO rfi,aBH~HTH. 

YlK Sr~IHO 3 pnc.6, y peXHMi CFB BnMaraeTsCa, 
mo6 rmcTynnHfi 6nOK ~IaHr~X 6yB 3asanTaxenr~fi y 

s,apo TiJIbKI, I n i cna  TOFO, JtK 3aKiHqItTbCll o6po6xa 
rlOTOunoro 6~IOKy (J~K y Brma~sy 3amaqbpysaHna, TaK 
i npH pOaltmqbpyBaHHi). TOMy iTepauifiHa cTpyKTypa 
TyT e 6im, m npnfinaTnoro. 

CnTyauia  s pexHMi OFB e anaJ lor iano lo  ,ao 
poarnaHyTOi B pexnMi CFB. 

• Kongeepna peaJdaauis ~,apa. 
3i c iaaaHoro mime Bnnn~Bae, mo 3 TO~XKn 30py 

IIpo;lYKTHBHOCTi KOHSeepHa p e a n i a a u i a  a~Ipa e 
~aouiJlSHOm npn no6yzoBi npouecopiB, opienTosaHnx 
Ha pexnM ECB. B inmnx snnaztKax BOHa eqbesTy He 
~ae, 3a BHHYITKOM npouecopa ,  opieHToBanoro Ha 
pexnM CBC, ,ae cnTyania e neo~noarIaaHom: 

3. Opieumoeani Ha pe~cwvt E ma D npo~ecopu. 
TaKa ByabKa cneuiani3aui~ ,ao3Bona¢ me 6ira, me 

crIpOCTnTH cTpyKTypy npouecop iB  Ta B neBHHX 
pexnMax ~IO614TnC~ 36iJ~bmeHH~ rIpo~yKTnBHOCTi iX 
pO6OTH. 

Y pexrtMax ECB, CFB Ta OFB IIp~I criettiani3anii 
Ha 3amHdppyBaHHa Ta po3mHqbpyaaHH~I /IaHHX 
oRpeuo  36ep i rmoTbcs  BmileHaBe,2Ieni BnaCTHBOCTi 
(cneuiani3aui~ Ha E/D). O K p e u o  p o a r a ~ l a c T s c a  
aapiaHT no6y,aosH npoLtecopiB ,aria pe)KHuy CBC. . fR 
6yno CKa3ano SHUle, npH 3amHqbpyBaaui ~lanHx 
(cneu ian i3au ia  Ha E) /lOllinlbHOIO e pean i3au ia  
npotlecopa 3 iTepaIiifiHOIO cTpyKTypoIo ~;lpa, a npH 
no6y;loBi npouecopa ,  opienwoBaHoro Ha 
po3mHdppySaHHa (cneuiani3auia Ha D), - KOHBeepna 
peaJfi3auia. 

06rpyttTyCMO Aot~iJIt, nicTb no6y;IoBH 
npoLIecopa,  o p i e s T o s a s o r o  Ha KinLKa pemaMiB 
pO6OTH. }tK s x e  6yno CKa3aHO, TyT IIIOBI.IHHa 
BpaxoByBaTHCS noni6HiCTS anrOpHTMiB pO6OTn 
n p o u e c o p a  y UHX p e ~ H m a x .  H a  OCHOBi 
rlpoBe,/ieHoFo BHIJ.Ie aHaJfi3y MO:~KHa CKaBaTH, IllO 
KOHBeepHa peaa iaau i~  a,apa e e~eKTtlBHOtO npH 
no6y)loBi npouecopiB, mo rlpaLIIO~OTb y pex~tuax 
ECB aamtx~bpyBaSHa Ta po3mn~ppyBaHHa i CBC 
po3mHqbpyBaHHa. B iHmHX pexttMax OrlTttMa.rIbHOIO 
¢ peaa i3au i z  zjIpa 3 iTepauifiHOm cTpyKTypOtO, 
TOMy IIlO TyT l~OrO npo~IyKTHBHiCT~ He 
DOCTylIaETbC~ llIp O,/lyKTHBH 0 CTi a~Ipa, 
peani3oBatloro Ha KOHaeepi, npa  l-IrbOMy anapaTni 
3aTpaTH CyTTEB0 3MeHmy~OTBCa. BpaxoByIOqH Te, 
mo CK~Ia~HiCTI, iHmrlx 6nOKiB n p o l l e c o p a  
(KOiyTymaa i e p e m a ,  6nOK yrlpaBniHHa, Bxi~IHHfi 
Ta BtlXi~Iarlfi iHTepdpeficH) IIpH ~oro opieHTauii Ha 
Kin~,Ka p e m H i i B  pO6OTH i a ~ K e  He 3pocTa¢,  
MOXJIHBHM ¢ CTBOpeHHa npot tecopa 3 KOHBeepHOtO 
czpyKTypoIo ~t,apa, autifi o6po6nae  iHqbOpMallito y 
p e x H i a X  ECB Ta CBC (po3ttmqbpyBasaa).. ,qKmO 
s~Ipo npo t l ecopa  MaC iTepallififiHy cTpyKTypy, TO 
MOCHa BHKOpHCTaTH ~OFO r lepeBaFH rIi,/I qac  
pO6OTrt y peXHMaX CFB, OFB Ta CBC (po3mnqbpy- 
BanSa) i CTBOpHTri npotlecop, opicaTOBaSHfi Ha Ili 
pe~KHMH qH neBHi ix KOi6iHaliii. 

HopiBH~JIbn~I~ aHaYfi3 BapiaHTia cTpyKTypHoi opraHi3auii npouecopa 3ax~IcTy iHdpopMaLIiY 3a a.rlrop~lTMOM DES 
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BHCHOBKH 

Y pO6OTi po3r.rl~HyTO BapiaHTrl no6y,ZlOBVI 
npottecopa, mo 3~i~CHIO¢ o6po6Ky iHqbopMauii 3a 
aJIFopI4TUOM DES.  OCHOBHa yBara  6yJia 
CKOHIieHTpOBaHa Ha HaCTylIHHX IIyHKTaX: 

• ayiropnTM 6.rlOKOBOrO mladppyBanua ,aaHnx i3 
CnMeTprlqHnM KzmqeM DES va nprmtmnrl o6po6rrt 
iHqbOpMallii 3a IIHM aJlroprlTMOM; 

• pexnMrt pO6OTH 65IOKOBnX mnqbpiB: ECB, 
CBC, CFB Ta OFB; 

• BapiaHTn no6y,aoBn DES-nponecopa, aKrifi 6n 
o6po6~aB ,aasi y sc ix  qOTHpbox pe~riMax 
(6araTopexnMHoro npouecopa);  

• BapiaHTH no6ynoBH opieHTOBanoro Ha pe~KnM 
npouecopa, aKnfi 6rl BI4KOHyBaB flK 3al_unqbpyBaHHa 
aanHx, TaK i iX poauiHqbpyBanna; 

• BapianTn no6y,aoBn opieHTOaanoro Ha pe~rIM 
npol Iecopa ,  axnfi  6n BnKOHyBaB Tim, xH 
3attmqbpysaHHa ~annx; 

• sapiaHTH no6y,aoBn opiCHTOBaHOI'O Ha pe~rlu 
nponecopa ,  aKnfifi 6n BHKOHyBaB TiJIBKH 
po3mHqbpyBaOHa ~IanHx. 

HpoBe~eHO aHaJIi3 Ta nopiBHSHHa Bnnle3ra~laHnx 
BapiaHTiB no6y~OBH n p o u e c o p a .  3a KpnTepii 
nopiBOaHSS B3~tTO np0;IyKTHBHiCTb pO6OTH 
npouecopa Ta anapaTHi 3aTpaTH Ha fioro peani3auilo. 
3anponoHosano ,~Ba OCHOBHi BapiaHTrl peani3auii  
a~pa  TaKoro n p o u e c o p a  - KonBecpnr~fi Ta 
iTepauifiHrtfi. MeTa n e p m o r o  - ,aocarnenHg 
MaKCriManbno~ npo,ayKTHBHOCTi, ~apyroro - 
3MenmeHua anapaTnrix 3aTpaT Ha pea~i3auim.  
Po3r~auyTo MO~.II HBiCTB BHKOpHCTaHHa 

KOM6iHOBaHOrO KOnBeCpHO-iTepauifiHOrO BapianTa, 
a TaKO~.K CTBOpeHH,q npoliecopa, opieHTOBaHOrO Ha 
KinbKa pe)KnMiB pO6OTn. 

3 TOaKH 30py npo~yKTHBHOCTi e~eKTHBHHMH ¢ 
6araTope~KHMHHf4 iTepali i~orl~ n p o u e c o p ,  
opiCHTOBaSi Ha pe>KHU iTepauifiHi CFB, OFB Ta CBC 
(3atUHdppyBaHna) npolIecopH, opieHTOBaHi Ha pexl, tM 
KOnBeepHi ECB Ta CBC (poaulHqbpyBaHHS) 
npo!lecopH. 

3 TOHKH 3opy eKOHOMil 06.1Ia~IHaHH~t eqbeKTHBHHMH 
¢ Bci BapiaHTH npotlecopa 3 iTepaui~HI4i npnmlHnoi  
peaniaauii a,apa. 
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