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1 INTRODUCTION

Many industries struggle to improve processes that involve interrelationships (in some cases not apparent) be-
tween different, untrusted, and heterogeneous organizations. In many sectors (e.g., education, healthcare, and
the automotive industry), there is no way an individual organization (including governmental bodies) can re-
solve emerging problems of high complexity by acting alone [20]. Nowadays, organizations establish relation-
ships with others in nearly every business transaction stage [38]. Consequently, organizations build up inter-
organizational relationships to address emerging problems and profit from improved performance (e.g., efficiency
gains and new business models) and cooperation (e.g., innovations and knowledge sharing). To resolve trust is-
sues, mechanisms such as legal contracts, regulations, and incentive alignment are usually established.

Blockchain technology is a distributed ledger allowing for decentralized peer-to-peer transactions. Partici-
pants can securely establish agreements on shared states for transactional data without the need for a central
point of control. Recently, with the emergence of blockchain technology [48, 52], organizations have started
experimenting and building up specific consortia, which are a popular means of working cooperatively to attain
business goals [16]. More than 400 such consortia are now in existence [14]. Though the potential of blockchain
technology for inter-organizational relationships has not been fully explored yet, it claims to be an enabler of
business relationships in many fields (the financial sector and logistics currently being the most prominent).
Blockchain technology may also alter established governance models [67]. Organizations involved in blockchain
consortia opt for secure and transparent data exchange and storage, which this technology promises. This
creates a new peer-to-peer disintermediated data market in which organizations can profit directly from buying
and selling data to each other and other interested parties. However, to generate value from this exchange
and storage (which is the goal of such inter-organizational relationships), these consortia must achieve stored
data of high quality. As no individual organization governs this data market, new modes of governance are
needed. One of the critical dimensions of blockchain governance lies in incentives [9]. Incentives motivate
agents (network participants) to act so that their behavior remains aligned to the system goals [9]. These
incentives may be monetary (e.g., earnings) or non-monetary (e.g., reputation, opportunities for new business
models, or beneficial cooperation). While incentives are widely explored in research streams on organizational
governance and, to some extent, on permissionless blockchains, there is a breadth of questions that remain
open for permissioned blockchain technology.

Recently, [9] began to explore incentive mechanisms in blockchain-based systems and proposed a related
research agenda. We focus on an incentive mechanism placed in a permissioned blockchain-based platform for
the automobile ecosystem, which ensures a high quality of exchanged, stored, and traded data. By “data quality,”
we mean the correctness of the stored data (i.e., the data are accurate, valid, and error-free) as well as complete
(no relevant data are missing) [43, 45]. In the car ecosystem, many different agents have various incentives to
provide incorrect data or conceal data, such as car owners exaggerating the condition of their vehicles. While
there are many approaches for incentivizing participants to contribute data, e.g., in crowdsensing applications
[33], no mechanism has yet been proposed to incentivize data quality for permissioned blockchain applications
in the car ecosystem to account for the diverse interests of (possibly external) agents.

The problem of poor-quality input data (“garbage in, garbage out”) is widely known, but it becomes even
more important to ensure high data quality in the context of blockchains. This is because—once recorded—data
cannot be changed owing to the immutability of blockchains. So far, the literature suggests that internet-of-
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things solutions (sensors for tracking physical measurements) combined with oracles (third-party services to
verify data) may be a feasible solution [36]. However, these solutions usually have tradeoffs between efficiency
gains and technology cost [5]. This problem is exacerbated since there is no central authority in a blockchain
system to safeguard data quality. We argue that to achieve high-quality data, participant interests must be aligned
towards this goal. Therefore, to ensure that a consortium can extract value from data exchanged and stored
in a permissioned blockchain-based system, data quality must first be assured by correctly incentivizing the
participant—in particular if agent interests are orthogonal to this goal. Consequently, in this article, we address
the following research question:

RQ: How can we incentivize data quality in blockchain-based systems for the car ecosystem?

Furthermore, we discuss and generalize our results to incentive systems for permissioned blockchains. We
use an action design research (ADR) [46] approach to understand the problem space and develop an incentive
system. As part of the ADR, we use agent-based modeling [13, 31] to formalize the system and evaluate design
choices. The contributions of this study are two-fold. First, we look at an instance problem based on findings
from an existing blockchain project (referred to here as “Cardossier”) to cope with the lack of quality data. Then,
we combine the literature on crowdsensing applications and blockchain incentives to propose a hybrid incentive
system including a rating mechanism impacting the payoff for participants to resolve incentivization problems
related to the quality of data provided and exchanged. To evaluate this model, we ran extensive simulations
to show what effects this has on the blockchain-based data market. In so doing, we contribute to solving the
problem of data quality for blockchain-based systems for the car ecosystem.

Second, starting from the general problem setting of designing incentives for the blockchain economy intro-
duced by [9], we abstracted our instance problem and solution with the help of agency theory [12] to discuss
what implications the results of our study have in terms of incentive design for permissioned blockchains. This
is an initial step towards understanding the mechanisms of incentive systems in permissioned blockchains.

The article is structured as follows: In the following section, we provide an overview of the consortium and the
Cardossier project, i.e., the instance setting, and formulate its problems. In the methodology section, we describe
the ADR approach taken in this study, and in the related work section, we review the relevant literature on
blockchain in the car-related ecosystems, blockchain governance, and principal-agency theory. Next, we present
our design goal and requirements, and in the model section, we introduce the Cardossier incentive system. The
following section describes how we evaluate the incentive system by simulation, and in the results section,
we present the simulation data. Our discussion reflects on the findings, their meaning, and the implications
for blockchains in the car ecosystem, governance and incentives for permissioned blockchains, and principal-
agency theory. Finally, we draw conclusions from our study, outline its limitations, and propose future research
directions.

2 CARDOSSIER

A 2017 consumer study conducted in Germany reported that the automotive sector was among the least trusted
consumer markets (only surpassed by banking/insurance and the telecommunication industry) [24]. In particular,
the second-hand car market suffers from issues such as the car being in worse condition than advertised, having
undisclosed accident damage or limited documentation, or the object of fraudulent activity, and so on [23]. This
problem was famously documented by George A. Akerlof and is known as the “Market for Lemons” [2].

2.1 Cardossier Project

In a consortium of companies from the automotive market, the Cardossier project seeks to resolve mistrust, non-
transparency, and process inefficiency by creating a blockchain-based solution. The project began as a research
and innovation project and involved organizations from the car-related ecosystem—companies (an insurance
company, an importer and official car dealer, and a car-sharing company) and public authorities (the Road Traffic
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Fig. 1. The building blocks of the Cardossier platform.

Agency). The goal was to collect various data over a car’s lifetime to create a valuable “Cardossier” and a shared
platform for data exchange to increase the efficiency of operations. As multiple parties involved do not fully
know or trust each other, the participants opted for a blockchain-based solution. Blockchain technology serves
as an enabler for such inter-organizational relationships; from the technological perspective, centralized systems
may address these issues, but they are legally and practically unviable. Legal issues (not least because of data
protection and the limited scope of public administrations) prevent governments from running such systems.
From an organizational point of view, participants do not trust any single provider to run a platform for them,
so the distributed nature of blockchain governance is a significant driver for consortia to rely on blockchain
technologies. In March 2019, a non-profit association was founded to prepare for market entry, foster expansion
of the blockchain ecosystem, and establish Cardossier as a standard for car-related data in Switzerland.

The Cardossier solution is built on top of Corda,1 a modular open-source platform providing a permissioned
blockchain infrastructure. The permissioned framework is ideal for a business application in which participants
require some means of identification but do not necessarily fully trust one another [55]. Such a system creates
an inter-organizational relationship among companies which calls for well-established governance mechanisms.
One of the governance mechanisms is an incentive system, ensuring consistency and a self-sustaining operation.
These include the quality of data provided, gains and losses experienced by participants, and their behavior (e.g.,
how active participants are and how to identify and avoid malicious behavior).

The blockchain stores data records associated with vehicles—accidents, servicing, technical issues, and own-
ership transfer. The complete set of records for a specific vehicle is the Cardossier. The data are saved, linked
on the blockchain, and customers (e.g., private or organizations) can purchase access to relevant data within the
Cardossier platform. A system based on smart contracts, ensuring payment for data suppliers or payment of a
fee for data consumers on fulfillment of certain conditions, provides a financial incentive for participation. Such
a data market motivates data exchange in the Cardossier system, and its building blocks are depicted in Figure 1.
The Cardossier core is blockchain-based storage for data exchange, which contains data records for vehicles,
as mentioned above. The Cardossier’s Dapp store offers a framework to create decentralized applications (the
so-called Dapps). Dapps access the stored car-related data and execute business logic (e.g., creating an insurance
policy, fleet management, or other use cases). These Dapps are connected to external applications or systems,

1See https://www.corda.net. Prior publication [64] reported on the Cardossier being implemented on Hyperledger Fabric. The project recon-

sidered the design decision for the blockchain platform in the course of the project and changed from Hyperledger Fabric to Corda due to

privacy requirements.
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such as web portals (e.g., an online portal for used cars), web applications, or the core systems of consortium
partners. In essence, this is a system in which multiple parties can do business together without necessarily
trusting one another.

2.2 Cardossier Problem Formulation

As the ADR team was actively involved in creating the system, problem analysis was highly iterative. It included
feedback from the project partners (the Cardossier project) in interviews and project meetings (as described in
the methodology section). The cars registered on the platforms may have undesirable features that a car owner
or an organization would prefer to conceal. The organizations are internal to the platform, i.e., they participate
in the consensus mechanism and write data to the blockchain. However, the data written to the blockchain by
the organizations depend on external parties, namely the car owners. The car owners may have incentives to
conceal their actions [17], such as having their car repaired externally to avoid documenting the accident in
the Cardossier. The external repair shop which could provide the necessary data is not a part of the Cardossier
system, so it does not contribute. In such a case, it depends on whether the car owner decides to report the
external repair shop data; otherwise, there is a missing record in the car’s service history.

Clearly, not all agents act dishonestly, but we can safely assume that not all their intentions are disclosed, and
the overall quality of the data provided is difficult to control. Blockchain technology—thanks to its immutability
characteristic—ensures that entered data cannot be altered, although it is still unclear how to ensure the initial
input of data is correct (i.e., there are no unintentional errors or deliberate falsification) and supply is constant.
Furthermore, since there is no central authority to guarantee the data inserted in the ledger (and/or the agent’s
accuracy), it is also a challenge to identify the agents that behave dishonestly. However, a clear identification of
malicious agents enables measures to be taken (e.g., fines, declined services, or exclusion).

Several issues may hinder data quality: technology (e.g., incorrect manual input of data, no visual interface,
or insufficient competence to use the system), strategic considerations (e.g., an organization does not wish to re-
veal any critical business information, and manipulates the data), data protection and privacy (e.g., how to deal
with the private data of car owners in such a distributed system, and clarity over who owns the data records),
and regulations (e.g., in cases when state organizations such as the Road Traffic Agency need to be enabled
by law to use such systems as the basis for car registration checks). Moreover, organizations may act dishon-
estly, deliberately providing incorrect data. In such a case, the agent may even claim ex-post that they added
incorrect data unintentionally, i.e., moral hazard [3]. Organizations and car owners may even collude to hide
data or provide false data to the platform. These two factors (incorrect or missing data) decrease overall data
quality and threaten the accuracy of a platform whose goal is to exchange high quality data. Inaccurate data
undermines the platform’s goal to rid the market for lemons [2] problem by reducing information asymme-
tries. The formation phase of the consortium is particularly problematic. Here, the Cardossier platform needs
to offer the potential to resolve the lemons problem in the used car market by providing high-quality data [65].
In turn, agents need to have an incentive to provide high-quality data, even though the market activity and
the revenues on the platform might be low at the beginning. Thus, an incentive system that involves the rele-
vant external agents and is effective even with low revenues is needed to ensure data quality on the Cardossier
platform.

3 METHODOLOGY

3.1 Action Design Research and Project Setting

For the entire project, we followed the ADR approach [46]. ADR allows for the design of an IT artifact embed-
ded in an organizational context, encompassing proven methods from both design science research and action
research. In our case, the IT artifact consists of an agent-based model of an incentive system designed to become
part of the overarching IT artifact—the Cardossier platform. To create a valuable solution for blockchain-based
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Fig. 2. Abstract and instance domain (illustration inspired by [25]).

data markets in the car sector, we operated in an abstract and an instance domain, as [25] suggest. We looked
at an instance problem in the Cardossier platform. Due to the hidden actions of the participants, car owners
and organizations have incentives and opportunities to hide certain data records, add incorrect data, and collude.
Given the collaborative nature of the Cardossier platform, there is no single central authority checking data,
which impairs the effectiveness of the peer-to-peer car data market by reducing data quality in the system. We
abstracted these problems with the help of literature to general blockchain systems in the automotive sector.
Principal-agency theory identifies the abstract problem of adverse selection [2] and moral hazard [3] while [9]
describe misaligned incentives in the blockchain economy. Using solution concepts from the abstract domain
such as signaling [47] and incentives for blockchains [37], we developed an incentive system as an instance
solution. Figure 2 illustrates our approach.

The problem and the proposed solution addressed in this study call for close collaboration with a consortium
of companies that build up a blockchain-based data market. This requires continuous examination of the spe-
cific organizational setting by intervening and evaluating [46]. The ADR methodology is the proper means not
only by which to design and build an innovative IT artifact [19] but also to embed it into and learn from the
organizational context while addressing a problematic situation [46]. The ADR project is conducted within the
Cardossier project described above. Figure 3 summarizes how ADR was set up for this study regarding its stages,
methods, and artifacts.

Stage 1: Problem formulation: To gain an overview of the state of the art in the field, extensive literature
research was conducted as a starting point [54]. We focused on existing incentive models in current blockchain
implementations as well as in other peer-to-peer networks. Four semi-structured interviews [34] with each of the
business project partners in the Cardossier, conducted between April and July 2017, were analyzed to understand
the organizations’ business activities. Furthermore, the group of researchers involved in the project attended
tri-weekly project meetings between August and November 2017. These meetings and discussions served as
targeted observation sessions to determine specific problems regarding data quality and incentives. Finally, we
used concepts from principal-agent theory to embed the problems theoretically.

Stage 2: Building, intervention, and evaluation: We formulated the early requirements for the incentive system,
and these were verified on 5 October 2017 in a focus group [27] with the project partners. The scenario-based
design [41] approach helped us form a link from abstract examples, where incentive mechanisms are needed,
to provide more specific examples. Two scenarios were identified—car birth and logging in the blockchain, and
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Fig. 3. The ADR process: Rectangular boxes are the methods used, round boxes are the artifacts.

car usage and the case of an accident. Following this, inspired by the modeling approach for complex adaptive

systems (CAS) [35] (for a more detailed description, we refer to the modeling approach section), we designed
the initial version of the model for the incentive system.

Stage 3: Reflection and learning: The model was evaluated in the follow-up focus group on 16 November 2017.
The focus group provided constraints for the model. Furthermore, several rounds of workshops within the ADR
team, conducted between February and April 2018, helped refine the model (e.g., including specific roles in the
model). A simple version of the model was published in the peer-reviewed International Conference on Infor-
mation Systems 2018 [63]. After receiving a lot of helpful feedback and following in-depth discussions within
the ADR team, we improved the model by including the car owners in the incentive system and running further
simulations. We conducted the second iteration of Stage 2 by creating an updated version of the incentive system.
We verified the design and assumptions in a workshop with the vice-president of the Cardossier association on
29 November 2019. Furthermore, we refined the model within the ADR team based on the results of agent-based
simulations embedded in signaling theory [47]. The inclusion of the car owners and the signaling aspect led to
a third version of the incentive model.

Stage 4: Formalization of learning: In 2020, we generalized our Cardossier specific model to demonstrate how
such an incentive model might be designed in heterogeneous blockchain-based systems in a car ecosystem. We
conducted additional simulations to test the model under a variation of the cost for providing data, the prob-
ability that a data bundle is sold, and the probability that a car owner would consult an external organization.
In this article, the abstract concepts from the model are presented for blockchain data markets together with
the instance solution for the Cardossier project. We further elaborate implications from our model for the litera-
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ture regarding incentive systems in blockchain, blockchain systems in the car ecosystem, and principal-agency
theory.

3.2 Modeling Approach

One way to describe an inter-organizational network of high complexity and changing dynamics is to treat it
as a CAS [11]. CAS describes “interplay between a system and its environment and the co-evolution of both the
system and the environment” [11]. CAS can be referred to as “a system that emerges over time into a coherent
form and adapts and organizes itself without any singular entity deliberately managing or controlling it” [11].
One important characteristic of CAS is that there is no central governance mechanism in place. This type of
system is controlled by different distributed interacting parts with little or no central control. Each of these parts
has its own governance rules, but together they influence the system by various means, enabling CAS to be
highly adaptive to its surroundings [21]. This property closely resembles the spirit of decentralized blockchain-
based systems. Consequently, we argue that it is a natural fit for designing and analyzing an incentive system for
a blockchain-based data market. Furthermore, originating from studies on biological systems and later applied
to numerous socio-economic systems, “CAS have the ability to self-organize and dynamically reorganize their
components in ways better suited to survive and excel in their environments, and this adaptive ability occurs,
remarkably, over an enormous range of scales” [30]. These factors—self-organization and adaptation—correspond
to the requirements for designing the incentive system we propose in this study. Although there is no single
definition that researchers agree on, since the concept is still developing and changing depending on the research
field [35], three components of CAS are established and commonly recognized, namely agents, environment, and
interactions [35]. We used the three basic concepts of CAS as a tool to describe the building blocks of the incentive
system we designed. First, agents are actors or single entities in the system and may have specific attributes that
reflect an agent’s internal state and behavior according to specific rules. Second, the environment is a medium for
agents to operate and interact and may be characterized by its structure. Third, interactions are the behaviors of
agents characterized by connections between agents and flows of resources between them. During the modeling
process, activities within the ADR project provided input to define specific attributes of agents (such as their roles
and behavior). Beyond this, the activities helped define agent interactions in the systems aligned to creating a
data market within the Cardossier project.

To analyze agent interactions in the environment of a CAS on a particular set of rules, researchers used agent-
based modeling [13, 31] as a powerful tool for computational simulation. We kept the modeling approach par-
simonious, intending to reduce the set of parameters to a bare minimum, which allowed us to disentangle their
role in the overall system properties. Then, following the approach of [35], we conducted extensive simulations
to measure global properties and the influence of certain parameters in the system. More specifically, we mea-
sured data quality with and without the incentive system, its capability to identify hidden intentions of agents,
their strategic actions due to changed incentives, and the effectiveness of the proposed system.

4 RELATED WORK

4.1 Blockchain in the Car-Related Ecosystem

In recent years, an increasing number of publications have discussed blockchain-based systems in the automotive
sector. For example, [36] outlined the idea of a “trust-free” transaction history of cars to address the “market for
lemons” [2]. While the need for trust is not eliminated altogether, interpersonal trust is replaced by trust in
the platform [64]. Other studies suggest that blockchain-related trust shifts to other (sometimes newly created)
market participants [4]. This endangers business models based on interpersonal trust, such as in the case of used
car dealers [8], and creates new data-driven business models [6]. These data-driven business models rely on the
quality of the data and, most importantly, the data need to be correct and complete [58]. Though blockchain
technology is often used to create a “single source of truth” for data, the problem of “garbage in, garbage out”
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remains, and this requires additional mechanisms to achieve and maintain high data quality. There are two
approaches to this: (i) By collecting data with trustworthy “oracles” [32]; here, [10] propose trusted sensors to
collect car usage data, and (ii) by incentivizing participating agents to provide the correct and complete data. A
shared market for car data can provide the necessary funding to make it attractive for partners to provide high-
quality data [7]. In addition, agents from the public sector may penalize those who deliver incorrect or incomplete
information for official purposes, e.g., during regular checks for car roadworthiness [44]. While pointing to the
essential building blocks of an incentive system, this research leaves it open to see how a comprehensive incentive
system for improving data quality in the blockchain-based system for the car ecosystem should be designed.

4.2 Governance and Incentive Systems for Blockchains

Reasonable and well-aligned incentives play an important role not only in the digital economy, but also in the
blockchain economy [9]. The blockchain economy consists of smart contracts enforcing pre-defined rules consti-
tuting a new governance paradigm for organizations. Without a consistent and self-sustaining incentive mecha-
nism, a blockchain economy would not be possible. Though [9] do not define an incentive system for blockchain
economy, they identify three levels on which incentives should be aligned, namely digital processes in peer-to-
peer exchanges for value creation of blockchain-based digital goods; incentives to create private goods, club
goods, and public goods; and new network-based processes that incentivize the peer-to-peer nodes to reach
consensus. Also, [53] consider incentives a fundamental dimension in blockchain governance to motivate the
agents. Indeed, there has been an ongoing debate about on-chain vs. off-chain blockchain governance [60]. While
on-chain governance refers to rules directly encoded in the blockchain infrastructure, off-chain governance refers
to all other rules and decision-making processes that might affect a blockchain system. For incentives, it is not
clear whether they should be implemented on-chain or off-chain.

Incentive systems have been extensively studied within crowdsensing applications in which people voluntarily
use their mobile devices to collect and share data with a platform. A good overview of existing approaches is
given by [33], and usually, the incentive system takes the form of reputation, barter, or monetary rewards [18].
However, traditional crowdsensing applications rely on a centralized server that controls data flow. Recently,
researchers have begun to study incentive systems for peer-to-peer networks based on blockchains. The objective
of the incentive system differs depending on the application. For example, [18] incentivize data transmission in
a distributed peer-to-peer system by a blockchain reward paid by the sender.

Similarly, [39] propose rewarding nodes in a blockchain system for storing data with a digital currency. Once
stored, participants should share these data to reduce redundant work in the system. [62] construct a smart-
contract-based approach that dynamically adjusts rewards for data sharing based on the cost of the participants.
Besides these objectives, data quality in blockchain-based crowdsensing systems has also been addressed. Gener-
ally, the approaches are structured along the following lines: A data requester posts a task to the network stating
the exact data quality parameters, after which miners check the data provided by the participating users. Both
the miners and the users receive a reward [57] paid by the requester for their task. However, purely monetary
rewards may have crowding-out effects on user-contribution behavior, as [28] demonstrate. It can either demo-
tivate altruistic users or drive out low-contribution users due to intensified competition. As an alternative, an
approach based on reputation, in which the requester checks the data quality and feedback affects the contribut-
ing user’s reputation score can be used. [66]. Many permissionless platforms use a token for incentivizing their
users, such as Steemit [26].

All these approaches are implemented within permissionless blockchains. In permissioned blockchains, there
is no need for participants to engage in energy-consuming and competitive processes (such as mining), and they
can instead agree on an appropriate mechanism [37]. Blockchain systems can have market- and non-market-
based incentives. Market-based incentives are tightly bound to a token or cryptocurrency, pricing mechanisms,
and market price. Therefore, they are more suited to permissionless blockchains, while in contrast, consor-

Distributed Ledger Technologies: Research and Practice, Vol. 1, No. 1, Article 3. Publication date: September 2022.



3:10 • F. Spychiger et al.

tium blockchain systems need non-market-based incentives. [61] found that for systems where a permissioned
blockchain is a more feasible solution than a permissionless one, and some data may be stored off-chain (e.g., for
maintaining privacy), “an additional economic incentive is required for the participants to be honest.” This in-
centive may include security deposits, reputation, or rating mechanisms. Furthermore, in these situations, there
should be additional incentive mechanisms (e.g., legal measures, such as contracts or regulations), which will
ensure the appropriate behavior of network participants. Beyond these participants, external parties should also
be considered. [51] state that the internal participants of a blockchain platform and external parties such as the
users, customers, and other partners should also be incentivized. Engaging external stakeholders is crucial for
business model development in blockchain enterprise ecosystems. [37] conclude that there should be further
exploration of how such incentive systems are designed, evolve, and change over time.

Recently, [59] suggested a hybrid incentive mechanism that integrates data quality, reputation, and monetary
reward. Previous data quality and reputation scores influence the selection of a user for a specific task, and the
updated reputation score affects the reward. The entire system runs on top of a permissioned blockchain plat-
form. A useful benchmark for incentive systems is the concept of incentive compatibility [22]. In an incentive-
compatible system, participants would gain no advantage by breaking the rules. In summary, the literature gives
clear indications about how to design an incentive system to provide high-quality data in crowdsensing appli-
cations and, to some extent, in permissionless blockchains. In crowdsensing settings, users generally do not
have an interest in providing false data, while in permissionless blockchains, there is usually a token that can
be used to incentivize users with diverging interests. However, it remains unclear how to incentivize users in a
permissioned blockchain who might profit by providing false data, or what part of the incentive system should
be implemented on-chain and which part off-chain. Our study principally examines how an incentive system
may be designed to overcome the challenge of insufficient data quality in a permissioned blockchain-based
data platform with conflicting interests so that the creation of a public good, a valuable Cardossier, becomes
possible.

4.3 Principal-Agency Theory

We speak of “agency” when an agent acts for, on behalf of, or as representative for another agent (the princi-
pal). Essentially all agreements between two or more parties involve agency relationships [40]. There are two
issues in agency relationships [12]; first, the agent and the principal have conflicting goals or desires, and second,
the principal does not have the necessary means to check whether the agent has behaved appropriately. Com-
mon to both issues is asymmetric information resulting in different outcomes to those predicted by neoclassical
economics based on full information. The agents in such an environment cannot act entirely rationally but are
bounded-rational owing to the lack of complete information [40]. If the principal cannot fully observe or under-
stand the agents’ actions, there is an incentive for moral hazard [3]. This occurs when an agent does not exert
maximum effort, to the detriment of the principal. An agent can do this because they have hidden information
or can take hidden actions [17]. A second important concept of principal-agency theory is adverse selection
[42]. This happens when an agent claims to have specific characteristics, which are difficult for the principal
to check, and as a result, the principal selects the wrong agent for a task. A classic example is the “market for
lemons” [2]. In this situation, vendors can conceal information resulting in higher prices paid for poor-quality
cars, potentially leading to a collapse of the entire market. Solutions to principal-agent theory often stem from
contract design [17]. However, this requires a central party that sets up a contract and verifies compliance with
pre-defined rules. Steps need to be taken beforehand by the principal in setting up a contract that gives the agent
the correct incentives. Another solution in an asymmetric information context is signaling [47] that is a solution
concept that starts with the agent rather than the principal. Signaling allows good agents to convey information
to a principal about their intentions or qualifications in a way that bad agents cannot imitate. In the original
model by [47], job applicants send a signal to future employers about their qualifications through educational
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certificates, enabling the identification of good agents before entering an agreement. In a dynamic setting, a
signaling mechanism gives bad agents an incentive to improve.

5 DESIGN GOAL AND REQUIREMENTS

The Cardossier platform aims to (i) solve the problem of lemons in the used-car market and (ii) create an inter-
organizational data market. For both objectives, high-quality data are fundamental, so the goal of the incentive
systems is to improve the data quality of the Cardossier platform. To achieve this, the system needs to alleviate
agency problems, and we require the system to be incentive-compatible by fulfilling three requirements:

—Best response. Adding correct data should be the best strategy for the agents.
—Rewards. Submitting complete and correct data should be rewarded.
—Signaling. Good agents should be able to identify themselves.

The best response requirement means that for a bounded-rational agent, adding correct data maximizes the
payoff. Consequently, good agents that provide accurate data should also get a reward since they contribute to
the platform’s well-being. However, to reward the good agents, the platform needs to be able to identify them
and, through signaling, they can demonstrate this to the platform.

Since the Cardossier platform is based on a blockchain and the agents act in a decentralized environment,
some constraints need to be considered:

— Fairness. No organization or car owner may unfairly disadvantage other agents. If they do, the action
must be justified, e.g., if the data delivered by the agent are of poor quality. In addition, agents may not
harm one another for (unfair) reasons such as revenge, strategic considerations, or out of antipathy.

—Decentralized Control. Since the incentive system is implemented in a peer-to-peer blockchain system,
agents should be incentivized to monitor each other. Consequently, participants should participate in the
data quality assurance process, which can be either a few trusted notaries or possibly individual partici-
pants. However, no one central authority controls the data.

—Capability. Some agents in the system have special powers, e.g., the Road Traffic Agency making regular
checks of the cars or the manufacturer collecting telemetry data. In an incentive system, these agents
should occupy their unique role because they are better suited to the task.

These constraints ensure that an incentive system works in a decentralized setting and is not abused.

6 THE MODEL

This section explains the rules and building blocks of the proposed agent-based model, using superscripts for
agents and subscripts for actions. All the parameters of the models are presented in Table 1.

6.1 Model Components

Principal. As suggested earlier, the Cardossier project is prone to both adverse selection [2] and moral hazard
[3, 42]. The platform can solve the lemon problem by providing a transparent source of car-related data to reduce
the information asymmetry currently present in the used-car trade. Beyond that, the platform provides a basis
for data-driven business models and process improvements for participating agents. However, for the platform
to provide this, high-quality data is critical. Low-data quality results in lower revenues generated on the platform
by less-realized business models [6] and through the platform since the lemon problem is not resolved and many
potential sales are not completed. In addition, the platform suffers from moral hazard as it incurs a cost in the
form of lost revenues. Consequently, the platform is modeled as the principal in a principal-agent relationship.

Agents. In the Cardossier project, car owners and companies act for the platform by contributing data to the
platform, i.e., the principal. Consequently, car owners and companies are modeled as agents in the principal-agent
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Table 1. The Parameters of the Model and Their Categorization

Parameter Description Category Determination
N Number of car owners Agent Exogenous
M Number of organizations Agent Exogenous
C Number of cars Car Exogenous
d Data entry Data Endogenous
pd Probability of a data event for a car Data Exogenous
ϕ Fraction of cars checked Data Exogenous
Q Quality of a car’s data Data Endogenous

pds Probability that a data bundle is sold Market Exogenous
pcs Probability that a car is sold Market Exogenous
pcb Probability that a new car is bought Market Exogenous

μ Markup in car sale Market Endogenous
τ Time when a car is sold Market Endogenous
θ Type of agent Strategy Exo-/Endogenous
pe Probability of a car owner consulting an external organization Strategy Endogenous
K Noise parameter of update rule Strategy Exogenous
ε Update probability Strategy Exogenous
δ Revenue share of the system Payoff Exogenous
γ Revenue share of the car owner Payoff Exogenous
ω Revenue share of the organizations Payoff Exogenous
Δ Share of ω for an organization Payoff Endogenous
α Cost of providing correct data for organizations Payoff Exogenous
π Round payoff Payoff Endogenous
rp Provision rating Provision rating Endogenous
λ Decay factor of provision rating Provision rating Exogenous
rc Correction rating Correction rating Endogenous
β0 Intercept of correction rating Correction rating Exogenous
β1 Reward intensity for reporting Correction rating Exogenous
β2 Punishment intensity of misconduct Correction rating Exogenous
x1 Number of reported errors Correction rating Endogenous
x2 Number of confirmed misconducts Correction rating Endogenous
k Sliding window size for reports/misconducts Correction rating Exogenous

relationship. Following the standard principal-agency theory, we assume that all agents are bounded-rational
[40]. Within the Cardossier platform, N car owners posses one or more of theC (t ) cars registered at time t . Car
owners buy, sell, and scrap cars over time. In line with [15], we set a fixed car life expectancy, and there are M car
industry organizations that participate in the system. These organizations differ in size as well as the industry
they operate in. The sizes of the organizations follow a Pareto law mirroring an empirical fact [29]. There are
three types of agents θ i ∈ {bad, mixed, and good}, whose type is unobservable to other agents and the Cardossier
platform. We encoded the types with θ i ∈ {0, 0.5, 1} representing probabilities for honest behavior.

Environment. The blockchain system acts as a common platform for car data provided by car industry orga-
nizations. A data event2 (e.g., service, repair, renewed insurance policy, or accident) may appear at any point in
time, and the data is collected for each car. Each car is connected to one organization per industry, where larger
organizations naturally are connected to more cars than smaller ones, i.e., they have more customers. Thus, each
data event involves one or many organizations affiliated with a car. The data entries are sold in each round with a
probabilitypds and the revenues split among the car owner and the participating organizations. Once a car owner
buys a new car, a car in the system is initiated and organizations add initial data3 (again, larger organizations
are more likely to be selected by owners).

2We call this kind of data dynamic.
3We call this data static.
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Fig. 4. The owners and organizations play with probability θ correct. Depending on the outcome, the rating of the owners

(rown ) and the organizations (rorд ) is adjusted. The road traffic agency routinely checks a fraction ϕ of cars’ data and

corrects inaccurate data.

Interactions. Once an event generating data for a car takes place, the owner is activated, i.e., starts making
decisions. The data event for each vehicle is a Bernoulli process with parameter pd , hence an owner i is activated

at every time step with 1 − (1 − pddt )
c i

, where ci is the number of cars of owner i . If activated, the owner de-
cides to consult an external organization with probability pi

e (see Figure 4). For example, in case of a breakdown,
they could decide to go to a repair shop that is not part of the Cardossier platform (external). In a second stage,
they decide to act honestly with probability θ i (see Figure 4). If they consult external organizations, being hon-
est means adding this data entry to the blockchain. If they involve internal organizations, being honest means
checking the entries of the organizations correctly. Being dishonest means trying to persuade the organization
to add incorrect data to the blockchain. The organizations are activated if an owner selects them. Organization
i acts honestly with probability according to its type θ i . In particular, the organization does not collude with a
dishonest owner if it acts honestly. If the organization is dishonest, it tries to add incorrect data to the blockchain,
but it will only be successful if the owner is also dishonest, as shown in Figure 4. If both agents act dishonestly,
the data entry in the blockchain is d = 0.

Data. The exact content of data provided by the organizations is not relevant for our purposes as we just
model the quality of the data, i.e., correctness and completeness. In the model, we abstract the quality of the
data in the simplest way possible: We denote high-quality data with d = 1 and low/quality data or missing data
with d = 0. Such a binary representation is sufficient for all further analysis. In particular, it allows for an easy
calculation of the average data quality for a car:

Q =
1

|d |

|d |∑
d ∈ [0, 1]. (1)

6.2 Model Target

Payoffs. Since agents are bounded-rational, they try to maximize their payoffs. They can earn revenue if data
in the blockchain market are bought. Data for car c are sold at a fixed price (w.l.o.g. assume a unit price), and the
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proceedings are split as follows:

δ + γ + ω = 1 and δ ,γ ,ω ≥ 0, (2)

where δ is the share that goes to the system e.g., for further development and maintenance, γ is the share of the
car owner, and ω is distributed among the organizations providing data to this car. The car owners sell their cars
at a rate pcs . Once a car is sold, the car owner receives a fair price plus a markup μ. The fair price is the price
with complete information, whereas the markup μ is inversely related to the data quality

μ = f (Q ), f ′(Q ) ≤ 0. (3)

In this study, we set μ = γ (1 − Q ) to make the relative payoffs for the car owner comparable. If all data are
added correctly, the markup μ equals zero. The buyer’s knowledge depends on the car’s information available
in the system. If the seller can hide or falsify some information, we are in a situation of asymmetric information
similar to [2]. The car owner’s round payoff is given by

π i =

c i∑
j=1

(
pdsγ + E[μ j (τ j )]

)
= cipdsγ +

c i∑
j=1

E[μ j (τ j )], (4)

where τj is the time car j is sold and not a priori known. As we use a fixed car sale probability pcs , the holding

time of a car follows a geometric distribution with the expected value 1
pcs

. Using this and the fact that the process

{μ (t ) : t ∈ T } is a time-varying Markov chain with unknown transition probabilities, we crudely approximate
the expectation with a weighted period-by-period problem:

E[μ (τ )] ≈ pcs

⌊
1

pcs

⌋∑
s=0

E[μ (s + 1) |μ (s )] ≈ pcs

⌊
1

pcs

⌋∑
s=0

μ (s ). (5)

Therefore, we can express the owners’ round payoff as follows:

π i ≈ cipdsγ + pcs

c i∑
j=1

μ j (t ). (6)

The organization’s share ω is distributed among the m organizations that have contributed data to the car.
Each organization receives an equal share Δ of ω of all cars ci they process. We assume that the provision of
one entry of correct data incurs an organizational marginal cost α ≥ 0. The round payoff for an organization i
is therefore given by:

π i = cipdc Δω − α i
c i∑
j=1

di
j . (7)

6.3 The Cardossier Incentive System

Design Ideas. The incentive system needs to fulfill the requirements and constraints introduced in Section 5.
The requirements best response and rewards can be satisfied by a system impacting agent payoffs. However,
simply increasing the payoffs is not sufficient. Public information about how correctly an agent behaves must be
universally available to allow for signaling and such an indicator should reflect the behavior of an agent. These
design ideas hint towards a reputation or rating, so we suggest a rating mechanism that affects the agent payoff,
as indicated in the literature [37] that affects the agents’ payoff. Since the design goal of the incentive system is
high-quality data, the better the quality of data provided (completeness and correctness), the higher the rating
for an agent, and vice versa.

The constraints in Section 5 offer further guidance on how to shape such a rating mechanism. The fairness

constraint prohibits a mechanism in which agents rate each other directly. Nevertheless, agents should monitor

Distributed Ledger Technologies: Research and Practice, Vol. 1, No. 1, Article 3. Publication date: September 2022.



Incentivizing Data Quality in Blockchain-Based Systems • 3:15

each other as stated by the decentralized control constraint. Therefore, we suggest that agents assessing each
other can increase their ratings by reporting the misconduct of others. As the system must inherit the existing
capabilities of agents, some Cardossier platform participants will acquire a unique role. They act as correction
institutions and decide on reports from the agents; these could be governmental organizations, e.g., road traffic
agencies or a pool of organizations. Institutions such as the Road Traffic Agency are suitable to conduct further
quality checks, thereby contributing to high-quality data. However, no single correction institution should have
the power to amend data in the decentralized platform.

The Rating Mechanism. Resulting from the design ideas above, we introduce a hybrid rating mechanism that
influences the distribution of the revenues from the data sales, similar to [59]. This rating serves to signal the
type of an agent publicly. The rating of a car owner and an organization should discourage them from providing
incorrect data (incorrect data results in a lower rating, which subsequently leads to lower revenues) and incen-
tivize quality control (reporting of incorrect data leading to a higher rating and thus to higher revenues). For
the organizations, the ratings measure the organization’s behavior as a data provider (“provision rating”) and a
reporter of incorrect data (“correction rating”). As outlined in Figure 4, there are two ways for the Cardossier
platform to be made aware of incorrect data: (i) Owners and organizations check data entries and may report
errors or (ii) an institution (e.g., the Road Traffic Agency) routinely checks a fraction ϕ of to detect wrong or
missing data. The correction rating decreases if an organization makes a mistake (and is exposed). Both ratings
are part of the payoff function for the organizations. For car owners—since they do not provide data—there is
only a correction rating, which also influences their payoff.

The provision rating for each organization reflects the completeness of the data supply from this organization
to the car in question. The provision rating is calculated per car and takes both the dynamic and static data (see
Section 6.1) into account. Previous research has selected a Gompertz distribution to model a rating function [33],
which is a generalization of the exponential distribution. Similarly, we select a functional form closely resembling
an exponential distribution given by

r i
p (t ) =

(
1 + ds

2

)
× exp

[
−λ

(
t − tlast

1 + |dd |

)]
∈ (0, 1), (8)

where λ is the decay factor of the provision rating (the higher it is, the more data the agent needs to provide),
ds is the static data, which the agent provides; t is the current time; tlast is the timestamp of the last data unit
added; and |dd | is the total number of dynamic data units, which the agent provides. The correction rating for
each organization and car owner reflects their activities in the correction mechanism depending on whether
they highlight incorrect data. This rating increases if the reported data is corrected (meaning that it has now be
reported correctly). This is a part of the correction mechanism that helps to maintain a better quality of data. The
functional form of the correction rating is inspired by random utility models [56] and is determined as follows:

r i
c (t ) =

exp(β0 + β1x1 (t ) + β2x2 (t ))

1 + exp(β0 + β1x1 (t ) + β2x2 (t ))
∈ (0, 1), (9)

where x1 is the number of reported errors, x2 the number of confirmed misconducts of the agent i over a pe-
riod [t − k, t], β0 is the intercept parameter which defines the initial value of the correction rating, β1, β2 are
consequently the reward and penalty intensity of the correction mechanism.

Rating-Based Payoffs. To incentivize a car owner i to behave honestly, the payoff is corrected by the rating r i
c

π i ≈ cipds (r i
c × γ ) + pcs

c i∑
j=1

μ j (t ). (10)
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The payoff for the organizations is determined by taking the average r of the two ratings rp and rc to calculate
their relative share Δc of a car’s data sale

Δi
c =

r i∑R
j=1 r j

, (11)

where the sum is taken over all organizations that have provided data for this car. The payoff for an organization
i is then corrected by the rating-adjusted Δi

c and is given by

π i =

c i∑
j=1

pds Δi
jω − α i

c i∑
j=1

di
j =

c i∑
j=1

(
pds Δi

jω − α idi
j

)
. (12)

7 EVALUATION

7.1 Goal Achievement Measures

The goal achievement measures (GAM) for the incentive system measure whether the design goal and the
three incentive compatibility requirements have been fulfilled:

GAM I: Data quality is high.
GAM II: Adding correct data is the best strategy.

GAM III: Good agents receive highest payoff.
GAM IV: Signaling is possible.

The subsequent simulation evaluates the fulfilment of these GAMs.

7.2 Simulation Setting

In this subsection, we explain how agents can update their strategy, outline the simulation dynamics, and deter-
mine the parameter set.

Strategy Update. We consider ε-greedy agents [49]: On activation and following data provision, the owner and
the organization consider changing their type (hence strategy) with probability ε > 0. We use a simple rule for
imitating the type of another agent [1, 50]. They randomly select one of their peers and use the Fermi-rule for
updating their types:

P (θ i → θ j ) =
1

1 + exp ((π i − π j )/K ))
, (13)

where we normalize the organizations’ payoff by their sizes and the car owner payoff by the number of cars
owned. Parameter K is a measure for the level of randomness in the decision that may reflect the errors at
measuring the payoffs of the other agents. We set K = 0.1 as is usually done in the literature to account for some
noise in the system.

Simulation Dynamics. Before running the simulation, we initialized the M organizations with ten different
roles, N car owners, and we allocated C (0) cars to the owners (where N does not have to be equal to C (0)). We
draw the type of an agent uniformly and the agents may update their strategy after a burn-in period.

The dynamics of the simulation is now as follows:

(1) For c (t ) ≤ C (t ) cars, a data event is generated.
(2) The owners are activated and play out their strategies. The activated organizations also play out their

strategies.
(3) The payoffs for all agents are calculated.

(3.1) Once the burn-in period is over, an agents considers updating its type with probability ε > 0.
(4) The owners sell, buy or scrap cars.
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Fig. 5. The left plot shows the ratio between the rating for organizations of the good type and the bad type for different

parameter combinations of β1 and β2. The right plot shows the rating ratios for the owners.

Table 2. The Parameters Values Selected for the Experiments

Parameter Description Value

N Number of car owners 500
M Number of organizations 100
C Number of cars 1,000
pd Probability of a data event for a car 0.2
ϕ Fraction of cars checked 0.5
pds Probability that a data bundle is sold 0.1
pcs Probability that a car is sold 1/16
pcb Probability that a new car is bought pcs

pe Probability of a car owner consulting an external organization 0.2
K Noise parameter of update rule 0.1
ε Update probability 0.05
δ Revenue share of the system 0.1
γ Revenue share of the car owner 0.45
ω Revenue share of the organizations 0.45
α Cost of providing correct data for organizations 0.01
λ Decay factor of provision rating 0.25
β0 Intercept of correction rating 3
β1 Reward intensity for reporting 1
β2 Punishment intensity for reporting –1
k Sliding window size for reports/misconducts 20

Parameters. The larger the ratio between the rating for good types and bad types, the better the incentive
system distinguishes the two. To determine the rating parameters β1 and β2 that maximize this ratio, Figure 5
explores different parameter combinations. The ratio for owners is about ten times higher than for organizations.
As the maximum for both parties is close to a absolute value of one, we selected β1 = 1 and β2 = −1. All simulation
parameters are shown in Table 2. For the choice of the other parameters, we closely followed [63].
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Table 3. The Simulation Experiments to Measure the Four GAMs I (Data Quality), II (Best Strategy), III

(Highest Payoff), and IV (Signaling)

Experiment Description Purpose Figure

1 T = 500 timesteps without strategy updating Model check 6, 7, 8 + 9
2 T = 500 timesteps with strategy updating Measure GAMs 10, 11 + 12

Fig. 6. The average data qualityQ for different implementations of the incentive system for N = 500, M = 100, andC = 1000.

The Road Traffic Agency checks one data entry of ϕ cars in each round.

8 RESULTS

8.1 Experiments

We conducted two numerical simulation experiments averaged over 50 runs summarized in Table 3. The first
experiment serves as a model checker for the incentive system. The agents cannot change their strategy θ . We
checked the basic results of the incentive systems such as the average data quality, the revenue of the agents,
and the signaling mechanism. In the second experiment, agents could change their strategies. They imitate the
type of a randomly selected peer according to the update rule in Equation (13). We measured GAM I-IV under
different parameter settings.

8.2 Model Check

This section tests whether the incentive system can generate the basic desired effects. For this, we considered a
setting in which agents could not update their strategies. In Figure 6, we varied the check fraction ϕ and plotted
the average data quality with and without the incentive system introduced in Section 6.3, where data quality
is defined as in Equation (1). Without the incentive scheme, less than 30 percent of all data were correct on
average. With the incentive system, we achieved more than 60 percent within the Cardossier platform—even
when the Road Traffic Agency does not check any data. Even though one-third of the agents are of the bad type
and one-third of the mixed type, the data quality is high since the agents monitor each other and correct the
data. This indicates that an incentive system can improve data quality, thereby contributing to the design goal
of high-quality data.

Figure 7 shows the payoff for owners and organizations as a function of ϕ. Good organizations and good
owners receive a higher payoff in the system on average. This is a direct result of the rating-weighted payoff
functions in Equations (10) and (12). While the bad organizations profit from a more intense checking by the
Road Traffic Agency, the owner payoff declines. Since more data are corrected, they cannot earn large markups
μ on their cars anymore and the lemon problem is reduced. In short, the incentive system rewards good behavior.
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Fig. 7. The incentive system results on average in higher payoffs π for the good agents for all values of the check fraction ϕ.

Fig. 8. The rating distribution using the correction rating with β1 = 1, β2 = −1. The M = 100 organizations can be distin-

guished by their rating r . The agents can use the rating r to signal their type θ .

Figure 8 plots the ratings for the organizations on the x-axis and the density of the distribution for the different
types for three different values of λ on the y-axis. The distributions show that organizations can use the rating
to signal their type. A choice of λ = 0.25 results in a good trade-off between a too-high rating for bad agents
(λ = 0.025) and a too-low rating for good agents (λ = 2.5). The distributions are narrow enough to identify the
hidden types of agents. The incentive system provides a means to signal the types for the organizations.

Similarly, Figure 9 plots the ratings for the owners on the x-axis and the density of the distribution for the
different types over 50 simulation runs on the y-axis. The incentive system provides owners with the ability
to signal their type. In particular, good owners are identified with high precision; consequently, the incentive
system also enables signaling also for owners.

Distributed Ledger Technologies: Research and Practice, Vol. 1, No. 1, Article 3. Publication date: September 2022.



3:20 • F. Spychiger et al.

Fig. 9. The distributions of the correction ratings rc with β1 = 1, β2 = −1 for the car owners. The agents can use the rating

rc to signal their type θ .

Fig. 10. The payoff of the organizations, the quality, share of good types, and the ratio between the ratings of the good types

and bad types under a variation of the cost α .

In summary, these findings demonstrate that the incentive system generates the desired effects in a static
setting.

8.3 Measurements

Figure 10 measures GAM I-IV under the variation of cost α . The more expensive it becomes to add correct data
for the organizations, the worse the performance of the incentive system. At the cost of 0.08, it is no longer
profitable for an organization to add data to the blockchain. Furthermore, the quality decreases sharply after this
point, and with low costs, most organizations choose to behave well. Therefore, the cost of correctly adding data
is a crucial parameter in the model that directly affects the incentive system’s effectiveness. With low cost, the
incentive system is highly effective in attaining a high data quality.

Figure 11 measures GAM I-IV under the variation of the data bundle sale probability pds . With increasing
sale probability, the payoffs for good organizations increases linearly. The quality quickly converges close to
100 percent. A high sale probability creates a strong incentive to act well. Even owners will behave well since
they can profit greatly from the increased dossier sales. If every dossier is sold in every round (pds = 1), it is
not profitable for any agent to deviate from being good. A low-sale probability impairs the effectiveness of the
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Fig. 11. The payoff of the organizations, the quality, share of good types, and the ratio between the ratings of the good types

and bad types under a variation of pds .

incentive system, since good behavior is translated into lower profits. However, in an active system, the incentive
system leads to high data quality.

Figure 11 measures GAM I-IV under the variation of the external rate pe . While good agents benefit in any
regime, the bad owner’s payoff is increasing inpe . Nevertheless, even if the owners decide to consult only external
organizations (pe = 1), the quality remains high. The ratings for the good agents are higher than the ratings for
the bad agents, even though the signaling effect decreases when the owners consult external organizations more
frequently.

To summarize, the incentive system is able to generate high data quality in the system, but its effectiveness
depends on the cost of adding data, the activity of the system, and the rate of external consultancies by the
agents.

9 DISCUSSION

9.1 Incentivizing Data Quality in Blockchain-Based Systems for the Automotive Sector

High-quality datasets are of great importance for blockchain-based systems in the automotive sector as the
correctness and completeness of the data is a prerequisite for new data-driven business models [6]. To achieve this
high data quality, incentives can be placed in the system to motivate agents to contribute correct and complete
data. The current literature on blockchain applications in the car ecosystem does not give guidance on incentive
systems. Therefore, we draw on the literature for crowdsensing applications to introduce a rating function for
incentivizing the participants [33]. Even though a rating is an effective way to make agent behavior visible, we
argue that a stand-alone rating function is not sufficient to incentivize agents do the right thing. Consequently,
we connect rating with reward, in line with [59]. However, their rating system relies on a requester-worker
architecture that is typical for crowdsensing applications. While for most incentive systems in crowdsensing
applications, a requester needs to pay users for the data provision [18, 66], the function of a requester who pays
a direct reward to the data provider does not exist in blockchain-based systems for the car ecosystem. Since
no overarching authority exists to assume this role, the only available reward to incentivize agents is revenue
from the sale of data bundles. Our system incentivizes agents by varying their relative revenue shares, thereby
showing how to create incentives for data quality if resources are limited. It is surprising how effective a simple
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Fig. 12. The payoff of the owners, the quality, share of good types, and the ratio between the ratings of the good types and

bad types under a variation of pe .

redistribution of the available rewards can be. As shown in Figure 11, the larger the total amount of the reward,
the more effective the incentive system.

Our study provides further significant understanding of incentive systems for blockchain-based platforms in
the car ecosystem. For such an incentive system to be effective, the organization’s cost for adding correct data to
the blockchain platform must be low, as shown in Figure 10. In practice, this means that all participants should
have easy access to the system. This can be attained by easy-to-use interfaces, integrated IT tools, and auto-
mated data input. We also demonstrate that the incentive system works better if more data are sold (Figure 11).
However, even with low market activity, introducing an incentive system leads to markedly higher data quality
and substantially affects agent behavior. As pointed out by [65], this is critical during the formation phase of
a blockchain consortium to guarantee the soundness of the business approach. Later, the incentive system be-
comes even more effective; the higher the platform’s market share, the higher the incentive for the participants
to act correctly since the data sale is a more significant part of their income. Figure 12 shows that even when car
owners are in a position to conceal data by consulting external entities, it only has a tiny impact on data quality.
This alleviates the problem of car owners trying to evade the system by consulting external organizations (e.g.,
repair shops) to hide data. The incentive system is effective enough to guarantee high-quality data even in these
cases.

An important difference to similar approaches is that since some institutions in the car ecosystem can be
assigned a unique role in the car ecosystem [44], the data quality within a blockchain-based platform can be
increased even more (Figure 6). Additionally, they may penalize agents during regular checkups, in addition
to the incentive system. However, the incentive system leads to higher data quality even without relying on
a specific institution. The existence of such a correction mechanism encourages organizations and car owners
to behave with integrity due to the threat of a possible penalty (such as a decrease in rating and revenue and
any legal measures integrated in the system). The incentive system not only fosters data quality; it enables the
identification of agent type by giving them an option (or obligation) to signal their type [47]. Such an identifica-
tion would barely be possible within a decentralized system since no umbrella party exists to identify malicious
agents. Identifying the different types (Figures 8 and 9) offers additional possibilities; e.g., the incentive system
could include mechanisms that exclude bad agents or reward good agents [61].

We are proposing an incentive system that introduces a powerful mechanism to increase data quality in
blockchain-based platforms for the car ecosystem. By adapting the literature for crowdsensing applications and
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literature on blockchains in the car-related ecosystem, we offer an initial solution to the incentivization problem
for data quality in blockchain-platform for the car ecosystem that is distinct to other approaches by including
agents and institutions.

9.2 Blockchain Governance and Incentives

In recent years, IS researchers have started to approach topics such as design, adoption, governance, and use of
blockchain-based systems [48, 52]. Indeed, an important aspect of blockchain governance is incentives placed
in the system [9]. The design of incentive mechanisms for blockchain systems is not a trivial task because it
depends on design properties (such as public or private, permissioned or permissionless [37]); the purposes
of participants in the network, their activity and behavior, business context, and exogenous factors such as
regulation. In permissionless blockchain data markets, incentive systems are often based on a token rewarded
to miners [39, 57]. In permissioned blockchains, no such token exists, so other mechanisms need to be employed
[37]. Until now, incentives in permissioned blockchains have been poorly researched, and as an initial step
towards the exploration of incentive systems in permissioned blockchains, we propose a rating-based incentive
mechanism tied to revenues. This incentive mechanism acts as a robust immune system for the blockchain as it
penalizes bad behavior and encourages the correction of errors.

While everyone can participate in permissionless blockchains, participants in permissioned blockchains be-
long to one of two distinct groups. There are the entities that participate directly (by writing data to the
blockchain), and there are other entities that are external to the system (data readers). The inclusion of the
car owner shows that in a decentralized blockchain-based system in the car market, all parties involved should
be included to take all (possibly hidden) incentives into account [51]. The inclusion of external stakeholders into
the incentive system leads to markedly higher data quality. If car owners are part of the incentive system, self-
monitoring in the system is more robust. As the lemon problem [2] demonstrates, car owners have the greatest
incentive to abuse the system as they have a strong impact on the data quality and the well-being of the system,
even though they are in some sense external to the system. As the incentive system shows, including external
parties in incentive systems for permissioned blockchains is essential.

Permissioned blockchains consist of known participants who usually form a consortium. In contrast to per-
missionless blockchains, this involves governance mechanisms that are somewhat tilted towards the off-chain

dimension [67] due to the absence of tokens and explicitly known participants. Reference [44] suggests that
agents from the public sector might assume an essential role in penalizing agents who supply incorrect or in-
complete information. Consequently, we do not need to reinvent institutions or governments in our incentive
system. Instead, we benefit from their daily activities (e.g., security checks), leading to efficiency gains, trust, and
information quality for the Cardossier platform (Figure 6). We believe that this realistic approach strengthens
our model and calls for hybrid forms of governance. Such hybrid governance should incorporate existing gover-
nance mechanisms (e.g., those set by the government) in combination with blockchain-related incentives (e.g.,
to operate the network), as [9] suggest. Therefore, concerning the on-chain/off-chain governance debate [60], we
argue that an incentive system should be placed on-chain and incorporate and profit from already established
off-chain institutions and mechanisms. Such mechanisms can be incorporated into the design in the form of the
proposed correction mechanism.

The design of incentive systems for permissioned blockchains needs to consider two critical factors: (i) ex-
ternal parties are highly relevant for permission blockchain networks, and (ii), they should be explicitly consid-
ered in the incentive design as the consortium interacts with many of these. Furthermore, since a permissioned
blockchain network involves known organizations and institutions, their competencies can be naturally inte-
grated into the incentive mechanism, strengthening the platform’s off-chain governance aspect.
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9.3 The Platform as a Principal

Modeling a blockchain platform as the principal has some exciting implications since the platform represents the
community consisting of the organizations and owners who are themselves the agents. However, an important
distinction must be made; organizations and owners are indeed agents, but only in terms of isolated actions
while pursuing their interests. Through the platform, they collectively build up the community and assume the
role of the principal. Here, they may impose incentives and other mechanisms to prevent the individual agents
(and themselves) from deviating from a strategy beneficial to the entire platform. As a result, a situation emerges
in which the agents and the principal overlap and differ only in their respective roles. Although some may
question whether this is a proper agency relationship, we argue that it is since both the issues introduced by
[12] are present—the agents have conflicting goals in their different roles, and the community does not have the
appropriate means to check whether every agent has behaved appropriately. The second issue arises since all
the individual agents have an incentive to hide their actions from the community. This setting has not yet been
explicitly explored or modeled in the literature, but it is highly relevant to the blockchain economy.

10 CONCLUSION

This study reports on an ADR project conducted in collaboration with a consortium forming a blockchain-based
inter-organizational data marketplace for the car ecosystem. The contributions of this study are two-fold: First,
we provide an explicit incentive mechanism to resolve the crucial issue of insufficient data quality in a blockchain-
based system for the car ecosystem. This mechanism combines a decentralized data correction mechanism with
an institutionalized data assessment in a unique way. Such an incentive mechanism helps both car owners avoid
the “lemon problem” and organizations to monetize their data. Additionally, this knowledge is valuable for
blockchain practitioners in early and mature design and development phases—from the initial idea of creating
such a system to actual use and operation. Second, we add to research on incentive systems for permissioned
blockchains by outlining a specific incentivization problem based on a real-world case and discussing the im-
plications of such a system. Incentive systems for permissioned blockchains require an intensive examination
of on-chain and off-chain elements. The proposed system and the derived insights can be used to design incen-
tives for other inter-organizational relationships based on blockchains when agents with conflicting interests
participate, e.g., the healthcare, education, or construction sectors. Our results show that the proposed system
is a potential solution of the garbage-in, garbage-out problem that blockchain-based systems suffer from. High
data quality is a pre-condition for the proper functioning of blockchain-based systems and only then, they can
realize their full potential. Therefore, the incentive system improves the efficiency of blockchain systems.

Furthermore, we outline an instance of the principal-agent problem in which agents act collaboratively as
the principal once they work together as a community. This principal-agent problem provides fertile ground for
researchers to develop agency theory further and offers practitioners a framework to structure the design of
blockchain platforms.

This study has several limitations, which also suggest directions for future research. First, the dynamics of the
participants; we did not consider whether agents (organizations) might enter and leave the system dynamically.
This leads to additional data gaps due to missing partners and variable rates of information in the blockchain.
Consequently, future studies should take account of temporal changes in system participants. Second, although
mathematical modeling and simulations are an effective means of studying complex problems, it is still necessary
to observe such systems operating in real-world situations. We assume here that agents would act bounded-
rationally and no external factors would influence the system. However, real-world situations could bring both
additional requirements for organizations to act and for the system to function. For example, further study of the
payments provided as one of the incentives and their influence on the behavior and trustworthiness of players
(e.g., a mechanic checking the technical qualities of a car) is necessary. Additional observation is also needed to
give a more practical insight into the operation of such a platform. Third, we did not simulate the complexity of
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market-based pricing for datasets as this would call for the extension of the model in terms of data supply and
demand (to incentivize agents to provide the data most needed). Further stages ought to check multiple incentive
mechanisms to discover the optimal ones, either by delivering formal proof or investigating existing schemes. In
addition, a comparison of the proposed system with the status quo—or with a system controlled centrally—both
in terms of cost and percentage of correct information would be insightful. Finally, the principal-agent problem,
relevant to all blockchain-based systems governed by a community, could be further examined and analyzed.

Beyond this, we call for more research in the new field of incentives for permissioned blockchains. The range
of applications of blockchain-based systems has continuously grown in recent years, but the design and effect
of incentives in these economies are under-researched, although they are fundamental to the growth of this
technology. This study sheds light on the design of incentives for blockchain-based inter-organizational systems
and, hopefully, will inspire follow-up studies in the growing research field on blockchain technology.
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