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mechanisms according to application scenarios and incentive goals. During the review, we discuss the advan-
tages and disadvantages of state-of-the-art incentive mechanisms based on the proposed evaluation require-
ments. Through careful review, we present how incentive mechanisms and blockchain benefit with each other,
discover a number of unresolved issues, and point out corresponding potential directions for future research.
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1 INTRODUCTION

Blockchain, as the core technology embedded in Bitcoin [65], is intrinsically a decentralized data-
base that records data in blocks chronologically. Advanced cryptography technology enables the
blockchain with decentralization, immutability, traceability, transparency, anonymity, without de-
pending on a trusted third party. These characteristics make the blockchain technology advanced
in overcoming single-point-failure problems suffered by centralized systems. The development of
blockchain has experienced three stages: Blockchain versions 1.0, 2.0, and 3.0. Recent years have
witnessed the prosperity of blockchain technology in broader scenarios other than cryptocurren-
cies, include cloud computing, Internet of Things (IoT), Internet of Vehicles (IoV), healthcare,
and so on.

On the one hand, the security of blockchain highly depends on the participation of massive
system entities [77], which increases the difficulty of a single entity to dominate the system and
perform malicious behavior, e.g., tampering blocks. Unfortunately, the system entities are rational
in practice, and they strategically behave according to which action can bring them profits. An
incentive mechanism has already been embedded into the Bitcoin system once it was designed in
2008 [65]. A consensus node (called miner) obtains financial rewards that consist of fixed Coinbase
rewards (or mining rewards) and transaction fees when successfully mining a block through Proof-
of-Work (PoW) consensus [65]. Similarly, the rewards of a miner that generates a confirmed block
in Ethereum include the fixed Coinbase rewards, the total execution fee consumed by all programs
in the confirmed block, and the rewards for involving uncle blocks (that are the orphan blocks
excluded from the longest/main chain) [10]. Even though the underlying incentive mechanisms
in blockchain technologies provide essential incentives to the miners, they ignore the motivation
of other types of system nodes. For example, full nodes that keep and maintain a complete and
up-to-date copy of the blockchain should be motivated to send historical block data to the newly
joined nodes for preventing attackers from tampering with historical data and controlling a system.
Propagation nodes play a crucial role in broadcasting transaction records and blocks. It is essential
to motivate them to behave actively and cooperatively. Some researchers have acknowledged this
problem, and they have proposed many incentive mechanisms for motivating all stakeholders to
participate and cooperate in blockchain systems.

On the other hand, motivating system entities to participate and behave cooperatively is an
economically effective approach to suppress the influence of selfish behavior. Such an economic
approach has already been investigated as an incentive mechanism, which applies a variety of
internal or external incentives to standardize and relatively immobilize the expected behavior of
system entities [20]. How to apply incentive mechanisms to motivate system entities to actively
participate has been well studied in References [68, 85, 100, 102]. Researchers also investigated how
to design incentive mechanisms for encouraging cooperative behavior in References [86, 91, 92].
Numerous papers have surveyed the technologies applied in incentive mechanisms in the field of
mobile crowdsensing [43, 75, 98], heterogeneous networks [37], and delay-tolerant networks [45].
These incentive mechanisms are generally executed by centralized third parties while the central-
ized parties are not fully reliable in practice. Moreover, most centralized incentive mechanisms
are implemented manually, which is time-consuming and inevitably complicate the incentive dis-
tribution process. Introducing blockchain into an incentive mechanism supports decentralized in-
centive execution and eliminates security and privacy risks brought by the centralized party. At
the same time, smart contract technology can automatically issue incentives and prevent disputes
during incentive distribution. We notice the research on this topic and discover the effectiveness
and feasibility of introducing the blockchain technology into incentive mechanism design.

Existing surveys with regard to blockchain principally concentrate on consensus mechanisms
[71, 84, 90], solutions to security and privacy issues [5, 42, 60, 69], and applications [19, 31, 67].
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Moreover, the surveys related to incentive mechanisms mostly investigate the technologies ap-
plied in a centralized manner [43, 48]. Only few surveys have reviewed the incentive mechanisms
in blockchain in recent years. Huang et al. [41] discussed issuing mechanisms and allocating mech-
anisms of blockchain tokens in digital economy. The token refers to a digital equity certificate
circulated in the blockchain, for example, cryptocurrencies like bitcoins and Ethers. Yu et al. [97]
focused on the incentive layer and token models in the blockchain network. Wang et al. [84] re-
viewed the research on incentive compatibility of the Bitcoin PoW consensus protocol. Liu et al.
[60] reviewed game theory-based incentive mechanisms to prevent miners from launching attacks
on a blockchain system. However, there still lacks a comprehensive survey on the incentive mech-
anisms in blockchain systems and blockchain-based incentive mechanisms. With the high popu-
larity of blockchain, it becomes essential to review incentive mechanisms related to the blockchain
to understand how incentive mechanisms and blockchain benefit each other.

In this article, we review the incentive mechanisms in different versions of blockchain tech-
nologies and blockchain-based incentive mechanisms published from the year 2010 to the present,
especially since the mid-2010s. We collect papers with the following keywords: blockchain, incen-
tive mechanism, and smart contract from five mainstream databases: IEEE Explorer, ACM Digital
Library, Elsevier, ScienceDirect, and Springer. To precisely evaluate the effectiveness of these in-
centive mechanisms, we propose a set of evaluation requirements regarding incentive properties
(i-e., individual rationality, incentive compatibility, incentive truthfulness, incentive fairness, so-
cial welfare maximization, incentive automation, incentive privacy, and incentive sustainability)
and costs (i.e., computational complexity and backward compatibility). We thoroughly review the
incentive mechanisms in Blockchain 1.0, 2.0, and 3.0 by classifying them based on incentive forms
and goals, as well as blockchain-based incentive mechanisms by classifying them based on incen-
tive scenarios and goals. Our review is performed by evaluating each paper with the proposed re-
quirements. In the end, we specify some open issues discovered from our survey and accordingly
indicate several future research directions. Table 1 evidently compares our article with existing
surveys. Specifically, the main contributions of our article can be summarized as follows:

e We are the first to propose a set of requirements regarding incentive properties and costs
for evaluating the effectiveness of existing blockchain-related incentive mechanisms, which
contains some general requirements that can be applied to evaluate all incentive mecha-
nisms and some specific requirements that are personalized for different scenarios. These
requirements provide instructive guidelines for devising practical and effective incentive
mechanisms.

o We thoroughly review the current literature on the incentive mechanisms in Blockchain
1.0, 2.0, and 3.0, and blockchain-based incentive mechanisms by discussing their advantages
and disadvantages in detail referring to the proposed requirements. Furthermore, we con-
clude which incentive form is suitable for which incentive goal in blockchain systems and
the incentive performance in different application scenarios as well as the applications and
limitations of different forms of blockchain-based incentive mechanisms. Specifically, we
discover that (1) the monetary incentive is suitable for encouraging node participation will-
ingness, (2) the reputation-based incentive is suitable for scenarios where nodes need to be
monitored, (3) the gamified incentive can be used in simple game scenarios or work as an
auxiliary method, and (4) the hybrid incentive provides desirable performance at high costs.

e We figure out a number of open issues and propose research directions to motivate fur-
ther investigation into blockchain-related incentive mechanisms. Concretely, (1) we identify
that the design of transaction fees and mining pools, as well as the incentives to broadcast
nodes and full nodes needs further investigation; (2) existing incentive mechanisms seldom
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Table 1. Comparison of Our Survey with Other Existing Surveys

Covered Topic [41] [97] [84] [60] Our Survey
Propose requirements of incentive mechanisms N N N N Y
Review incentive mechanisms in blockchain Y Y N N Y
Review blockchain-based incentive mechanisms N N N N Y
Propose taxonomy of incentive mechanisms N N N N Y

Y: satisfied; N: unsatisfied.

suppress various attacks; (3) fairness and automation are important incentive properties
that should be satisfied when designing incentive mechanisms for blockchain systems;
(4) privacy and backward compatibility are two important properties that should be fulfilled
in blockchain-based incentive mechanisms; and (5) blockchain-based incentive mechanisms
should also take a serious look at the incentive to miners.

The rest of this article is organized as follows. Section 2 provides an introductory overview
of blockchain. Section 3 gives the taxonomy of incentive mechanisms and proposes a set of re-
quirements to evaluate the performance of incentive mechanisms. Consequently, Sections 4 and 5
review the incentive mechanisms in Blockchain 1.0, 2.0, and 3.0, and blockchain-based incentive
mechanisms, respectively, as well as discuss the effectiveness of each incentive mechanism based
on the proposed requirements. Section 6 discusses how incentive mechanisms and blockchain ben-
efit with each other. Furthermore, we discover open issues and present future research directions
in Section 7. Finally, we conclude this article in the last section.

2 BACKGROUND

This section briefly introduces the basic concepts related to blockchain, its prevalent consensus
mechanisms, along with the types of blockchain. We also present some infamous attacks launched
to blockchain networks at the end of this section.

2.1 Blockchain

Blockchain is a distributed infrastructure that employs block-chain data structures to verify and
maintain the information recorded in blocks, adopts consensus mechanisms for information gen-
eration and update, and applies cryptography to protect data and information security.

Take the Bitcoin blockchain as an example; it is composed of blocks that are chained chronolog-
ically. Figure 1(a) illustrates the structure and components of each block, which consists of a block
header and a block body. The block header stores control information, including the version num-
ber of this block, the hash value of its previous block, timestamp, nonce, the hash value of Merkle
Root, and a difficulty target. The block body stores verified transaction records. The issuance of
new coins is also regarded as a transaction, which is called a Coinbase transaction. All the bitcoins
circulating in the Bitcoin system originate from system issuance.

Nodes in the blockchain network are the computers that run the blockchain system and partic-
ipate in peer-to-peer networks. These nodes can be divided into three categories based on their
functions in the system.

e Broadcast nodes. They execute the blockchain operation protocol and participate in the
verification and spread of transaction records and block information.

e Mining nodes. They participate in the consensus mechanisms and create new blocks. They
are also called as miners.
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Fig. 1. (a) Block structure and components of Bitcoin; (b) taxonomy of blockchain-related Incentive
mechanisms.

e Full nodes (Bitcoin Core). These nodes keep and maintain a complete and up-to-date copy
of the blockchain and they have all the functions of broadcast nodes and mining nodes.

In what follows, we alternatively use “system node” and “system entity” based on presentation
context. Generally, they represent the same meaning, i.e., an object in a system that has some
functions. “System node” is normally used for presenting a blockchain network system, while
“system entity” is often used when illustrating an incentive mechanism.

The general blockchain workflow is described as follows. First, a new transaction occurs be-
tween both parties and the transaction is broadcasted to the blockchain network. The node that
receives this transaction verifies whether it is legal. After passing the verification, the transaction
will be incorporated into a block by miners. All miners in the whole network execute a same con-
sensus mechanism to create a valid block. Finally, the block is broadcasted to other nodes for verify-
ing its legality. After successfully passing the verification, this block is appended to the blockchain.

Several miners may successfully find blocks at the same time, resulting in multiple valid blocks
appearing at the same block height. This situation is called forking. Different blockchain systems
deal with forks in different ways. For example, to ensure that only a unique main chain is kept in
the Bitcoin blockchain system, a unique main chain is selected according to the longest chain rule.

In the Bitcoin blockchain, since mining bitcoins is extremely competitive, it becomes more and
more impossible for an individual miner to find a block as more and more miners poured into the
network. Mining pools collect the computing power of individual miners to mine a block together
and distribute the rewards to its pool members (i.e., miners) according to predefined policies [70],
which successfully reduces the variance of miners’ incomes. However, the accumulation of com-
puting power is contrary to the decentralization goal of blockchain design, which may lead to a
centralization problem. Moreover, the competition between mining pools promotes new attacks,
e.g., block withholding attack, fork after withholding attack.

2.2 Consensus Mechanisms

In a distributed system, nodes reach a trust relationship according to a consensus mechanism
for guaranteeing system consistency and continuity. Herein, we briefly introduce several popular
consensus mechanisms.

2.2.1  Proof-of-Work. PoW proves how much work has been done, which normally requires a
prover to perform time-consuming computation while its computation result is effortless to verify
[33]. In Bitcoin, the miners rely on machine computing power to perform mathematical operations
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by getting a hash code of the next block that can satisfy its difficulty requirement (i.e., with ex-
pected number of zeros). The miner that solves the puzzle of PoW first gets the accounting right.
PoW holds the characteristics of security, fairness, and easy verification while wasting computa-
tion resources. Moreover, due to the centralization of computing power, independent miners are
increasingly difficult to finish a mining task.

2.2.2  Proof-of-Stake. Compared with PoW, Proof-of-Stake (PoS) does not require miners to
continuously mine for generating a new block, but via various combinations of random selection,
wealth or age (i.e., so called stake) to confirm a block. Therefore, PoS is more energy-saving than
PoW. PoS defines a concept of coinage, a number derived from the product of the number of coins
multiplied by the number of days the coins have been held. The system allocates corresponding
stakes to coin holders according to their coinages [57]. The more stakes held by a coin holder, the
less difficulty of its block mining is. Once the stake holder successfully mines a block and receives
mining rewards, the number of coins it holds is reset to zero and the calculation of its coinage is
restarted. The ability of a node to acquire new stakes depends on the stakes it already held thus
causing unfairness. PoS has low energy consumption and short consensus time, but it tends to lead
to centralization.

2.2.3  Delegated Proof-of-Stake. The emergence of Delegated Proof-of-Stake (DPoS) solves
the problem that a small number of accounts with a large amount of currency in PoS can control
the generation of blocks. DPoS divides the consensus mechanism into two stages. First, all nodes
vote to decide which nodes can be trusted. Second, these voted nodes perform transaction ver-
ification and accounting [57]. DPoS reduces the number of verification nodes, decreases energy
consumption, and achieves high efficiency. However, a fixed number of verification nodes may
impact decentralization.

2.24  Practical Byzantine Fault Tolerance. Practical Byzantine Fault Tolerance (PBFT)
solves the low-efficiency problem in the original Byzantine fault tolerance algorithm. PBFT is a
state machine copy replication algorithm. Two kinds of nodes exist in PBFT, which are primary
nodes and backup nodes. Once a primary node receives a request from a client, a three-stage pro-
cedure will be performed: pre-prepare, prepare, and commit, after which a reply is sent back to the
client [62]. The efficiency of PBFT depends on the number of participating nodes. PBFT performs
well when there are few nodes in the network and the probability of forking is low. The scalability
of PBFT-based blockchain system is poor.

2.3 Blockchain Classification

According to the open scope of blockchain to the public, existing blockchains can be classified into
three categories. A public blockchain is the blockchain where everyone can join or leave freely
without specific authorization. Anyone can read and send transactions on the public blockchain.
A private blockchain is limited to internal use within an organization. A consortium blockchain is
only open to internal members or authorized members of external institutions.

A permissioned blockchain requires system nodes to obtain approval before participating. There-
fore, private blockchains and consortium blockchains are permissioned blockchains. The above
three types of blockchains, no matter public, private, or consortium, have their pros and cons. The
choice of blockchain depends on application scenarios and application requirements.

2.4 Attacks in Blockchain

Attackers exploit the vulnerabilities of the blockchain network to launch attacks for obtaining
illegitimate incomes. We list some attacks against blockchain algorithms and protocols below.
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2.4.1 51% Attack. An attacker that holds at least 51% of the total network computing power can
launch this attack to arbitrarily modify blocks [73]. This attack is also called a majority attack. By
controlling 51% network computing power, a miner can make a target block be an orphan block
by disabling transactions in that block. The 51% attack is a way to raise double-spending, which
refers to the same Unspent Transaction Output spent in two transactions. Double-spending often
takes advantage of time delay in transaction confirmation caused by block consensus.

2.4.2  Selfish Mining Attack. Selfish mining refers to that a miner or a mining pool does not pub-
lish and distribute its newly mined block while continuing to mine the next block and maintaining
its leading position in mining [27]. Selfish mining bets on the probability of mining successfully
with hashing power and damages the fairness of the blockchain network.

2.4.3 Block Withholding Attack. The block withholding attack is an attack against the mining
pool [72]. After a miner successfully mines a block, it withholds this block without broadcast-
ing, thus the mining pool cannot get the reward for the block. However, the miner launching the
Block Withholding Attack (BWA) can share the rewards obtained by the blocks mined by oth-
ers according to the allocation rules of the mining pool. Therefore, the BWA causes little financial
loss to the miner and the attack cost of the miners is very low. BWA also occurs between mining
pools [25].

2.4.4 Sybil Attack. Sybil attack refers to a malicious node illegally presenting multiple identities
to the outside world. These identities of the node are usually called Sybil nodes. In the blockchain
network, there is no cost for nodes to create new identities. An attacker can utilize this vulnerability
to launch the Sybil attack by forging its identity to join the network. After mastering a number of
identities, the attacker can freely conduct malicious activities [78].

2.4.5 Denial-of-Service Attack. Denial-of-Service (DoS) attack refers to deliberately attack-
ing the defects of a system protocol or directly exhausting the resources of an attacked object
through brutal means [11]. In blockchain-related systems, when generating a block consumes few
resources, malicious miners can continuously generate invalid blocks to launch DoS attacks on the
system. Attackers can also employ malicious behaviors to make it impossible for honest miners to
profit from mining, thereby stopping miners mining and making the blockchain stop running.

3 TAXONOMY AND EVALUATION REQUIREMENTS OF INCENTIVE MECHANISMS

This section first introduces the taxonomy of incentive mechanisms as shown in Figure 1(b) and
then proposes a set of requirements to evaluate the effectiveness of existing incentive mechanisms.

3.1 Taxonomy of Incentive Mechanisms

3.1.1 Incentive Forms. Existing incentive mechanisms in blockchain can be divided into two
categories according to incentive forms: monetary incentive and non-monetary incentive.

The monetary incentive is designed for regulating the behavior of system entities from an eco-
nomic perspective. It increases the utility of entities when they participate in the system by reward-
ing entities with money, thereby giving the entities motivation to join the system. The monetary
incentive mechanisms employ economic balance to increase the cost of attacking or behaving self-
ishly to prevent attacks and encourage the entities to cooperate.

Existing non-monetary incentive can be further divided into credit-based incentive, reputation-
based incentive, and gamified incentive. Both the credit-based incentive and the reputation-based
incentive manage the relationships among system entities with trust. However, reputation stands
for the comprehensive trust of a group in an individual, while credit emphasizes the subjec-
tive dependence of a trustor on a trustee. A large number of studies apply these two incentive
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mechanisms to prevent collusion between untrusted individuals. The gamified incentive takes ad-
vantage of entities’ psychological tendency to play games, provides the entities with a pleasant
emotional experience in the process of completing system tasks, actively guides entities to behave
as system design. Common gamified incentive mechanisms use points and badges as incentives.

3.1.2  Incentive Goals. Incentive mechanisms can be classified based on incentive goals. The
incentive mechanisms can encourage nodes to participate in maintaining the safety and sustain-
ability of a blockchain system. They can also prevent various attacks and mitigate blockchain weak-
nesses to make the system work in a normal and expected way. Therefore, incentive mechanisms
play a crucial role in the blockchain system [8]. Generally, there are two main types of incentive
goals: incentive for system participation and incentive for cooperation with other nodes.

Participation. Blockchain requires the participation of a plethora of nodes to ensure security and
decentralization. Existing system design naively holds an assumption that the nodes will actively
participate as expected. However, the nodes are rational and profit-driven in practice, therefore,
they need incentives to participate. We further classify the participation incentives in Blockchain
1.0 and 2.0 according to the functions of system nodes. Specifically, we consider the incentives for
mining blocks, broadcasting blocks, sending historical blocks, and executing contracts. When dis-
cussing the incentive mechanisms in Blockchain 3.0 and blockchain-based incentive mechanisms,
we refer the participation incentives to participation in specific application scenarios.

Cooperation. Another immature assumption of existing blockchain systems is that all system
nodes will strictly perform as system design. In practice, the profit-driven nodes will maximize
their profits through various selfish or malicious behaviors, such as violating the system design
and exploiting vulnerabilities for attacking the system. These behaviors could cause short-term
or long-term threats to the system and harm the profits of other system nodes. To overcome this
problem, we can introduce an incentive mechanism into the system to encourage node coopera-
tion. Specifically, the cooperation discussed in this article includes two types of behaviors: strictly
executing the system protocols and discouraging from initiating attacks.

3.2 Requirements

To judge the effectiveness and practicality of incentive mechanisms, we propose the following re-
quirements regarding the properties and costs of incentive mechanisms. Our evaluation on existing
works in Sections 4 and 5 is based on these requirements.

3.2.1 Properties.

Individual Rationality (IR). System entities are rational stakeholders in practice driven by in-
dividual profits or benefits. An incentive mechanism with individual rationality ensures non-
negative benefits for system entities for motivating participation willingness. The monetary
incentive mechanisms could easily satisfy individual rationality by manually adjusting utility
parameters.

Incentive Compatibility (IC). When all system entities take selfish actions to maximize their in-
dividualized benefits, they care little about the influence of their selfish behavior on system perfor-
mance. There are enormous tragic examples concerning this situation, for example, the tragedy of
the commons [35]. System entities all adopt selfish behaviors in an attempt to maximize their own
interests without contributing to the system. This will cause the system performance to be dam-
aged or even crashed, every entity can no longer profit from the system, and tragedy happens. If an
incentive mechanism that can guarantee the individual interest of each system entity is compatible
with group interest [74], then the system could achieve sustainable and healthy development. We
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refer to such a property as incentive compatibility, which is an essential property to be considered
when designing an incentive mechanism.

Incentive Truthfulness (IT). Selfishness could result in dishonest behavior of system entities if
being dishonest can bring benefits. An effective incentive mechanism should be capable of encour-
aging the system entities to behave honestly and tell the truth. Such a truthful incentive mechanism
enables a system to operate in a long run. When the selfish action with IC is dishonest behavior,
the incentive compatibility and truthfulness are not distinguished.

Incentive Fairness (IF). Fairness involves two implications. First, the amount of reward that a
system entity receives is proportional to its contribution. Second, a system entity must success-
fully pay the required amount of reward to the entities with contributions as expected. Fairness
additionally supports the honest behavior of system entities and encourages these system entities
to contribute as much as possible.

Social Welfare Maximization (SW). Social welfare represents the summation of the net benefits
of all system entities. The designer of an incentive mechanism has absolute control in determining
system parameters. It is rational for the designer to decide the parameters to maximize its own
benefit. However, a system with higher social welfare could be more attractive for massive system
entities. The potential costs for increasing social welfare will later pay off when more system
entities are involved. Therefore, a system that applies an incentive mechanism with social welfare
maximization is more acceptable than other systems without such a requirement.

Incentive Automation (IA). Blockchain is a distributed system without a centralized node to man-
age the whole system. Therefore, an incentive mechanism should bring little centralized manage-
ment for being compatible with the decentralization of blockchain. Incentive trigger, task alloca-
tion, and reward distribution should be performed automatically. Furthermore, automatic incentive
eliminates the weakness of centralized incentive management, e.g., refusing to pay and modifying
payment information. A widely applied method to achieve automation is to compile incentive
mechanisms into Smart Contracts. Therefore, the fulfillment of automation is discussed in the
incentive mechanisms in Blockchain 2.0 and 3.0 and blockchain-based incentive mechanisms.

Incentive Privacy (IP). In practical application systems based on blockchain, most of the privacy
threats are the disclosure of transaction information and off-chain information such as user identi-
ties. Therefore, we consider privacy protection in terms of transaction information and user infor-
mation. Normally, the incentive mechanisms are for blockchain working nodes in Blockchain 1.0
and 2.0, where incentive information is expected to be public for a motivation purpose. Therefore,
we do not consider privacy preservation as a requirement when discussing the performance of
incentive mechanisms in Blockchain 1.0 and 2.0. However, it is inevitable to consider specific pri-
vacy requirements when designing incentive mechanisms in Blockchain 3.0 and blockchain-based
incentive mechanisms with regard to concrete application scenarios. When users of these appli-
cations submit or upload information to the open blockchain, curious people can easily derive
private information from the blocks. The risk of privacy disclosure reduces the enthusiasm of the
users to participate in these applications. Therefore, protecting user privacy can make the incen-
tive mechanisms in Blockchain 3.0 and blockchain-based incentive mechanisms more feasible.

Incentive Sustainability (IS). A feasible incentive mechanism needs to stimulate the long-term
participation of all types of nodes. Sustainability can avoid loss and imbalance of system partici-
pants, which results in negative effects on the system, such as resource monopoly, thus ensuring
long-term system operations.
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Incentive Scalability (SC). Scalability refers to the ability of an incentive mechanism to remain ef-
ficient and effective as the number of participating entities increases. A blockchain system usually
requires a large number of participation nodes to ensure system security and reliability. Therefore,
the incentive mechanism should be scalable to ensure its applicability. Specifically, the scalability
of the incentive mechanism of the blockchain system is usually dependent on the scalability of
the system, which is restricted by the architecture or throughput of the system. Considering the
focus of this article is incentive mechanisms, we only evaluate the fulfillment of this requirement
in Section 5, where the blockchain-based incentive mechanisms are surveyed.

3.2.2 Costs.

Time Cost: Computational Complexity (CC). A feasible incentive mechanism should have accept-
able computational complexity, especially when no powerful centralized entities are present to
maintain the execution. Specifically, a public blockchain network is dynamic because of its open-
ness and all system entities can enter and leave at any time. Therefore, its computational overhead
is considerably heavy and a lightweight incentive mechanism is highly needed. Notably, CC is
normally considered when an algorithm is introduced into the incentive mechanism.

Implementation Cost: Backward Compatibility (BC). Backward compatibility means that an in-
centive mechanism can work well with previous versions of the blockchain. This requirement is
reasonably essential, since not all blockchain entities are up to date, while all entities are qualified
for gaining incentives. Since blockchain-based incentive mechanisms need to replace their original
mechanisms, we ignore this requirement in our review in Section 5.

4 INCENTIVE MECHANISMS IN BLOCKCHAIN

This section reviews existing incentive mechanisms in Blockchain 1.0, 2.0, and 3.0. We review the
literature works by classifying them based on incentive forms and incentive goals. For each work,
we first specify incentive mechanism design and then comment on its pros and cons based on the
requirements proposed in Section 3. Table 2 summarizes all of our findings.

4.1 Monetary Incentive

The monetary incentive is commonly applied to provide direct motivation to system entities with
tangible rewards. This type of incentives has been employed to encourage mining blocks, broad-
casting blocks, sending historical blocks, executing smart contracts, participation in an application
system, cooperation in complying with system design, and preventing from attacking.

4.1.1 Incentives to Participate. The blockchain system requires the participation of multiple
nodes to ensure its security and decentralization. Specifically, in Blockchain 1.0 and 2.0, miners are
required for mining. Broadcast nodes should actively broadcast blocks and transactions, and full
nodes are expected to send historical block records to new nodes. Besides, the nodes in Blockchain
2.0 are also required to execute smart contracts. The node participation is also necessary for main-
taining system operations in Blockchain 3.0. However, rational and profit-driven nodes may hesi-
tate to join due to the resource consumption cost and the risk of privacy leakage.

Incentives to mine blocks. The consensus mechanism applied in the Bitcoin blockchain is based
on PoW, which consumes massive computation resources of miners. Therefore, the miners need
to be motivated for mining blocks. The monetary incentive for miners in the Bitcoin blockchain
system is block rewards, including transaction fees and Coinbase rewards.

However, the total amount of bitcoins issued is limited and the Coinbase reward for each
mined block decreases every four years. Therefore, transaction fee is playing a more and more
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important role in motivating the participation of miners. Researchers found that if there is no
Coinbase reward for mining, then the Bitcoin system would be unstable [12, 49, 64]. Tsabary and
Eyal [80] found that only issuing transaction fees is insufficient for motivating miners thus form-
ing a mining gap. Jiang and Wu [44] thought that when the transaction fees become considerable,
rational miners prefer to include transactions with high transaction fees to their blocks and gen-
erate large-size blocks that involve as many transactions as possible. However, large-size blocks
take a long time to be verified and reach a consensus. Moreover, transactions with low transaction
fees could be ignored. Therefore, the efficiency and fairness of the Bitcoin blockchain system will
be adversely affected if purely using transaction fee-based incentive mechanisms.

Lewenberg et al. [54] proposed an incentive mechanism to motivate miners with low computing
power and poor connections to actively participate in mining. The paper used a Directed Acyclic
Graph structure and an inclusive protocol, in which the transaction fees included in the block that
is not on a main chain is also rewarded to the miner of the block. However, if the transaction has
already appeared in the block on the main chain, then the off-chain block miner cannot get the fee.
When the block is released too slowly, the transaction fee rewards will be reduced. This protocol
is suitable for situations where a block size is large or a block interval is short. By motivating
nodes to include different transactions instead of only selecting transactions with high fees, system
throughput is improved. Miners with poor connections have a high probability of generating off-
chain blocks. The inclusive protocol compensates the miners that generate off-chain blocks with
transaction fees, which makes the weak miners suffer little loss. Therefore, marginalized miners are
willing to participate in mining in a continuous way, which helps avoiding the monopoly of mining
by miners with powerful computational resources and high-speed connectivity, so this mechanism
meets IS. Although the blocks generated by weak miners are not on the main chain, these miners
can still get corresponding rewards. Thus, the mechanism satisfies IF and IR. The inclusive protocol,
which rewards miners with off-chain blocks, reduces the cost of selfish mining attacks. Therefore,
the incentive mechanism fails to meet IC and IT, since miners still have motivation to launch selfish
mining attacks. SW and BC were not discussed in this paper. IA and CC are not supported in this
mechanism, since smart contract was not applied and no concrete algorithm was involved.

Incentives to broadcast blocks. The blockchain network needs broadcast nodes to spontaneously
forward the received transactions and block information to their neighbor nodes for improving the
performance and security of the network. However, there is no incentive for transaction propaga-
tion in traditional blockchain design. Moreover, a broadcast node that receives the latest block can
privately mine the next block without broadcasting this block for increasing its competitiveness.
Researchers have investigated how to implement incentive mechanisms for motivating broadcast
nodes to spread transactions and blocks in blockchain networks.

Babaioff et al. [6] defined the blockchain network as a forest of d-ary directed trees with a height
of H and proposed a hybrid reward scheme for motivating nodes to broadcast transactions. When
the height of broadcast nodes is less than the predetermined threshold in the directed tree, each
intermediate node on the transaction propagation path shares the same reward f with the root
node. A miner that authorizes the transaction (located at the /th node in the propagation path)
gets 1 + (H — I + 1) X f reward. When a broadcast node does not broadcast the transaction to
neighboring nodes, it will lose its reward for being an intermediate node, which is unprofitable.
Therefore, the incentive mechanism meets IT and IC. However, it does not consider other struc-
tures of networks and different processing capabilities of different nodes. Therefore, IF, SW, BC,
and IS of the incentive mechanism become unknown. IA and CC were not touched.

Abraham et al. [1] proposed an incentive mechanism to encourage broadcast nodes to propa-
gate transactions and blocks in a peer-to-peer network. In this incentive mechanism, when a miner
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successfully mines a block, each broadcast node on the transaction propagation path will receive
a transaction propagation fee as the reward set by the miner. This mechanism can prevent Sybil
attacks, mitigate selfish mining, and encourage nodes to spread transactions and behave honestly.
Therefore, this incentive mechanism meets IC and IT. But this work only provides theoretical anal-
ysis, without evaluating its computational complexity. It does not consider privacy and automation.
IF, SW, BC, and IS were not mentioned in this work, and IA and CC were not touched.

Ersoy et al. [24] proposed an incentive mechanism for public blockchain network nodes to
spread transactions. Transaction fees are allocated to the broadcast nodes on the propagation path
according to different shares. This path is one of the transaction propagation paths from the trans-
action initiator to the block generator. The authors regulated that the closer the broadcast node is to
the block generator, the greater the contribution it makes and the more rewards it gets. Therefore,
the mechanism meets IF. According to the mathematical analysis, when a broadcast node prop-
agates the transaction to all its neighbor nodes, it will maximize its revenue. For a profit-driven
broadcast node, it will do its best to broadcast the transaction, so the mechanism satisfies IC and
IT. There is no mention of SW, BC, and IS. This mechanism does not touch IA and CC.

Incentives to send historical blocks. When a new node joins a blockchain network, it needs to
initiate a request to the full nodes for obtaining historical block records. However, a selfish full
node may refuse to send the records to this node due to selfish reasons like bandwidth consumption.
Therefore, researchers proposed some reward-based incentive mechanisms for motivating the full
nodes to enthusiastically send historical block data.

Wang and Wu [88] proposed that the new node should reward the full node that delivers the
historical block record. In the mechanism, both parties need to lock some coins. If the new node
agrees to pay p coins to the full node, then it needs to lock 2p coins, and the full node locks
p coins. Only with the signatures of both nodes can the locked coins be retrieved. According to
the equilibrium analysis after modeling the interactions of the new node and the full node as a
non-cooperative game that both nodes want to maximize their benefits, the best strategy for the
full node is to send the complete and real historical block records, and the best strategy for the new
node is to request the historical block records and pay the corresponding reward. Therefore, this
mechanism satisfies IT and IC. The coin-locking strategy achieves IF. However, a micro-payment
channel is added to the incentive mechanism, so that the mechanism does not satisfy BC. There is
no evidence to evaluate whether the incentive mechanism fulfills SW and IS. We do not need to
consider IA and CC.

Incentives to execute contracts. As the initiator of Blockchain 2.0, the Ethereum blockchain is cur-
rently very prevalent due to the support of smart contracts. However, Aldweesh et al. [2] found
that in the Ethereum blockchain, the incentives for miners to execute contracts are not propor-
tional to the cost of miners, which could lead to the imbalance of incentives and adversely affect
reliable operation of the Ethereum blockchain.

Both PoW and PoS reward miners that own the majority of resources, such as computing power
and stakes. Dai et al. [22] introduced a new consensus mechanism, which is called Proof of Value
(PoV). PoV rewards the smart contracts that generate a value. PoV regards the token transaction
volume in a smart contract as the value of this smart contract. Once the smart contract is success-
fully invoked, the system will issue the rewards to its owners. The higher the transaction volume
of the smart contract is, the more token rewards its owner receives. Furthermore, PoV also intro-
duces incentive parameters to adjust the production speed of tokens. Due to no specific descrip-
tion on token reward distribution, it is impossible to comment on the efficiency of this incentive
mechanism.
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Incentives to participate in application systems. The blockchain technology has been applied into
various scenarios, such as transportation, power grids, data transfer [28] and collection [58], trust
evaluation [59, 93] and trustworthy authentication [30], which opened the Blockchain 3.0 era.
The entities of these blockchain-based systems are profit-driven and rational; therefore, incentive
mechanisms are essential to encourage their participation willingness.

Hu et al. [39] designed an incentive mechanism to encourage participation willingness in a multi-
microgrid system. They proposed a collaborative intrusion detection method based on blockchain
to improve the accuracy of detection results. Each microgrid node generates detection targets
through a periodic trigger mode. All nodes reach a consensus on the detection results with the
DPoS consensus mechanism. The detection results are stored in blocks. In this mechanism, the
detection coeflicients of the nodes are regarded as stakes. When a node generates a block, it will
not only obtain economic incentives but also gain an increase in its detection coefficient, which
will enhance its probability of mining the next block. But if the node behaves dishonestly, then
its detection coefficient will decrease. The incentive mechanism encourages a single microgrid
to participate in consensus and improves the detection accuracy of this system. The mechanism
satisfies IR, IT, and IC. The authors did not consider IP. The mechanism is not automatic and it
does not meet IA. IF, SW, BC, and IS were not mentioned in this work. We do not need to consider
CC.

Lei et al. [53] proposed a two-chain structured scalable public blockchain, named Groupchain,
for fog computing in IoT. Groupchain contains two kinds of blocks: group blocks and vice blocks.
Miners employ PoW to generate group blocks and become members of a leader group. Each leader
group member can submit vice blocks that contain transactions. The vice block submitted by one
member must be collectively signed by the other group members for being regarded as a valid
block and linked to the blockchain. To encourage more miners to join the Groupchain network, the
author included a bonus mechanism based on a Coinbase reward and transaction fees. Furthermore,
additional compensation will be given to miners who have failed in the competition of becoming a
member of the leader group. Therefore, the mechanism meets IF. The paper does not give a detailed
introduction to the bonus mechanism, but it ensures that the miners’ income is non-negative so
that rational miners can join the Groupchain network. Unfortunately, the authors did not consider
IA and IP. It is hard to judge whether this incentive mechanism fulfills other requirements.

4.1.2  Incentives to Cooperate.

Incentives to comply with system design. With the widespread utilization of blockchain technol-
ogy and the implementation of incentive mechanisms to encourage participation, more and more
users are willing to join the blockchain network. However, the lack of centralized regulation of
user behavior, along with the selfish and profit-driven characteristics of massive users, brings a
non-cooperation problem to the blockchain systems. Researchers have proposed some effective
incentive mechanisms for motivating selfish nodes to comply with the system design.

The Bitcoin protocol stipulates that miners should mine based on the latest known block in the
main chain (also called Frontier strategy). However, selfish miners may deviate from this rule for
deliberately generating a fork and obtaining more block rewards than behaving normally. Kout-
soupias et al. [50] suggested an incentive mechanism to motivate miners to follow the Frontier
strategy. Specifically, a miner that finds a block should pay forward a certain reward to the first
miner that successfully mines based on his block. This new mechanism incentivizes other miners
to continue mining on specific branches. This pay-forward method increases the cost of dishonest
mining and incentivizes miners to follow the Frontier strategy, thus improving system stability.
Meanwhile, the incentive mechanism encourages a miner to mine based on the latest block it re-
ceived, thus increases the probability of extending the main chain, so the mechanism meets IC and
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IT. However, the income earned by miners is not proportional to their payments. The pay-forward
incentive aims at miners with high computational abilities. So, the mechanism does not satisfy IF.
Since it modifies the original protocol of blockchain, it does not support BC. SW and IS were not
mentioned. And the authors did not consider IA and CC.

Szalachowski et al. [79] revised the Bitcoin consensus mechanism and proposed Strongchain to
make the mining process transparent. Strongchain adopts a weak solution, the difficulty of finding
which is lower than the difficulty required to mine a block. When a miner finds and releases a weak
solution, the remaining miners continue to solve the PoW puzzle on the basis of the weak solution.
Such a method utilizes all resources to generate a block in a joint way and avoids computation
resource waste, unlike the Bitcoin system. Strongchain rewards not only a miner that generates a
final block but also a miner that finds a weak solution. Such a reward-based incentive mechanism
motivates miners with weak solutions to broadcast their solutions and other miners will actively
attach these weak solutions to their solutions. Miners cannot benefit if violating the consensus
protocol, so the reward mechanism meets IC and IT. The reward for the miner with weak solutions
is related to its contribution, which ensures that the reward mechanism satisfies IF. The reward
mechanism does not introduce any significant overhead or calculations, which meet BC. According
to the experiment, the reward gap for miners with different computation powers is not large, which
avoids the loss of small miners and the monopoly of large miners, so this mechanism satisfies IS.
SW was not mentioned in this work. IA and CC were not considered, either.

Incentives not to launch attacks. As we specified before, a selfish miner may refuse to publish and
distribute a valid block to the rest of the network and then continues to mine the next block and
maintains its leading position. When the rest of the network is about to catch up with the selfish
miner, the miner then releases a portion of discovered blocks into the network. Such a selfish attack
damages the fairness of the blockchain network. Some studies focus on preventing selfish attacks
of miners, as presented below.

Eyal et al. [26] proposed a novel protocol Bitcoin-NG, which improves the throughput and delay
of Bitcoin protocol to a certain extent. In Bitcoin-NG, time is divided into epochs, blocks are di-
vided into microblocks and key blocks. Transactions are all placed in microblocks. The consensus
process of Bitcoin-NG is divided into two parts. First, a leader is elected through PoW, and then the
leader produces microblocks. The purpose of the revised consensus mechanism in Bitcoin-NG is
to expand the longest and heaviest chain that is distinguished from chain length and weight. The
weight of a chain refers to the number of key blocks on the chain. In Bitcoin-NG, the incentive
for miners is still derived from Coinbase reward and transaction fees. To obtain all the transaction
fees of microblocks, leader miners will detain microblocks and mine on microblocks to become
the leader of the next epoch. Therefore, to motivate miners to follow the extended longest and
heaviest chain protocol and avoid selfish mining attacks, the authors concluded based on mathe-
matical calculations that 60% of the transaction fees obtained by the miners of the current epoch
through packaging transactions should be distributed to the leaders of the next epoch, and the
remaining 40% can be its final reward. This distribution mechanism makes miners obtain fewer
benefits if launching selfish mining attacks on the blockchain system than the benefits obtained by
following the protocol so that the incentive mechanism meets IC and I'T. Compared with the leader
miner of the current epoch, the leader miner of the next epoch that follows the protocol makes
more contributions to the stability of the system, thus receives more transaction fee rewards, so
the mechanism satisfies IF. SW, BC, and IS were not mentioned in this work and IA and CC were
not considered, either.

However, Yin et al. [96] discovered some defects in the analysis of Bitcoin-NG incentive mecha-
nisms. When analyzing a mathematical inequality to avoid selfish mining attacks, Eyal et al. [26]
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did not consider a scenario where the current leader that mines honestly becomes the leader of
the next epoch. Namely, the longest chain extension is over-simplification in Reference [26]. Yin
et al. thoroughly reanalyzed the incentive mechanisms and presented an optimal proportion of
transaction fee distribution. The final result is that the optimal ratio of transaction fee allocation
is % and %

When a miner holds 51% of the total computing power, it can launch a double-spending attack for
obtaining extra profits. This miner can change the information on the main chain arbitrarily, which
greatly damages the security, fairness, and decentralization of the blockchain network. Therefore,
incentive mechanisms that can resist double-spending attacks are highly needed.

Chen and Wang [16] proposed a sharding protocol with no data overhead using a two-layer
architecture. One layer is the root chain to ensure system security by occupying most of compu-
tation power over the whole system and the other layer is based on shards to increase system
throughput. To resist the double-spending attack initiated by miners, it is necessary to ensure that
most of the computation power over the whole system is contributed to the root chain. In addi-
tion, the computation power of the shard is uniformly distributed in each shard to guarantee it can
work functionally. The rewards to miners in shards and root chain are satisfied with the following
equation:

BlockReward(root) — HashPower(root) X BlockIntervalBlockInterval(root) (1)
BlockReward(block) ~ HashPower(shard) x BlockIntervalBlockInterval(shard)’

This reward distribution mechanism meets IR and IT. This mechanism can incentivize miners to
distribute their hash computation power reasonably, thus the mechanism meets IC. However, IF,
SW, BC, and IS were not considered in the incentive mechanism, neither IA and CC.

In addition to attacks on blockchain networks, miners can also conduct BWA on mining pools.
After a miner successfully mines a block, it withholds this block without broadcasting, thus the
mining pool cannot get the reward from the block. This attack caused great losses to the mining
pool. The following works aim to resist the BWA.

Bag and Sakurai [7] analyzed the utility function of a BWA attacker and proposed a special
reward-based incentive mechanism to reduce the incentives of the attacker. The miner that solves
the PoW puzzle and submits the full PoW solution to its mining pool will receive a special reward.
The remaining revenue for finding a new block will be distributed to all miners according to the
shares they submit. The miner who launches BWA to the mining pool cannot receive a special
reward. The reward distribution scheme enables the incentive mechanism to meet IF. The incentive
mechanism discourages the attacker to launch the BWA, thus the mechanism satisfies IC and IT.
According to theoretical analysis, this mechanism does not reduce the benefits of honest miners
but reduces the revenue of the attacker in the long run, thus the incentive mechanism meets IS.
There is no discussion on SW and BC of the incentive mechanism. IA and CC were not considered.

Alzahrani and Bulusu [4] proposed a new consensus mechanism based on Tendermint [9]. Each
proposer that creates a new block is randomly mapped to a leader, which then randomly selects
some nodes (called validators) to validate the newly proposed block. This mechanism improves se-
curity by randomly selecting a set of validators when a new block is mined. The protocol involves
a reward and punishment based incentive mechanism to regulate the behavior of validators. This
Bayesian game-based mechanism adjusts the utility of different behaviors by rewarding honest
behaviors and punishing dishonest behaviors. Therefore, the protocol meets IC and IT. The au-
thors also asserted the effectiveness of the proposed mechanism in defending BWA. However, the
incentive mechanism needs to update the original protocol and does not meet BC. There is no
discussion on IF, SW, and IS of the incentive mechanism. IA and CC were not considered.
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A DoS attack destroys the availability of a target system. It attacks the target system’s network
service function via its defects or directly consumes its system resources, making the target sys-
tem unable to provide normal services. For blockchain-related systems, attackers employ the DoS
attacks to slow down the systems or force them to stop functioning.

The Groupchain network proposed by Lei et al. [53] can be easily attacked by malicious min-
ers due to the small size of the leader group. For example, malicious miners can easily attack the
blockchain system through the DoS attack by continuously generating invalid vice blocks that are
not resource-consuming. Therefore, the authors proposed a deposit-based incentive mechanism to
prevent the DoS attack. New members that join the leader group need to pay deposits to historical
members. If a member behaves honestly in a specific period, then the deposits will be returned.
Otherwise, the deposits are assigned to the historical members. In summary, the deposit mecha-
nism can prevent newly joined leader group members (miners) from launching DoS attacks. The
income of new members is non-negative, so the mechanism meets IR. The authors did not consider
IA and IP. The paper does not give a detailed introduction to the deposit mechanism, so we cannot
judge if this mechanism can meet other requirements.

4.2 Reputation-based Incentive

Compared with monetary incentives, reputation-based incentives pay more attention to encour-
aging nodes to collaborate. The reputation-based incentives usually apply reputation values to
regulate node behaviors. For example, setting reputation thresholds can motivate the nodes to
behave cooperatively for keeping their reputation values at a high level.

To standardize the mining process in mining pools, Nojoumian et al. [66] proposed a reputation-
based paradigm for motivating miners to follow the mining protocol regulated by its mining pool
and mine honestly. A mining pool is composed of multiple alliances and the alliance is composed
of multiple mutually trusted miners. The members of each alliance share the same reputation
value. The reputation value reflects the performance of miners in the system, which is calculated
according to their mining performance, honest and dishonest behaviors. A pool manager sends an
invitation to the miners according to the reputation value of the miners for forming a new alliance
and increasing the mining pool’s chance of successful mining. Miners with high reputation values
have a high probability of being invited to join the mining pool for gaining more benefits. There-
fore, this reputation mechanism can encourage miners to mine honestly. The mechanism meets
IR, IC, and IT. The benefit of a miner is proportional to its reputation value; thus, the mechanism
satisfies IF. There is no discussion on SW, BC, and IS. IA and CC were not considered.

4.3 Gamified Incentive

Different from monetary incentives and reputation-based incentives, gamified incentives employ
the psychological factors of nodes to guide node behaviors. Gamified incentives provide nodes
with a sense of accomplishment instead of real benefits such as money and reputation.

Kano and Nakajima [47] provided miners with gamified incentives based on psychological fac-
tors to operate services and participate in mining work to solve the problem of centralized mining.
The game element is the nonce value in a block corresponding to the shape of the puzzle on a
5 by 5 board. The mining work is performed by a miner through visualized nonce value manipu-
lation, which makes the mining work interesting. The paper does not provide technical details of
the incentive method, thus we cannot evaluate if it can satisfy our proposed requirements.

4.4 Hybrid Incentive

Monetary incentives motivate system entities to participate and collaborate from an economic
perspective. However, monetary incentives are unable to avoid accidental dishonest behaviors.
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Non-monetary incentives usually provide entities intangible rewards and mental satisfaction,
which cannot meet the economic demands of entities. Therefore, some scholars proposed hybrid
incentives to overcome the shortcomings of monetary incentives and non-monetary incentives.

4.4.1 Incentives to Cooperate. To incentivize miners to comply with protocol design and behave
honestly, Han et al. [34] proposed a new consensus mechanism called Proof-of-Credit (PoC),
which is a special PoS mechanism that regards credits as stakes. The consensus process is divided
into two stages: candidate election and leader election. The first step is to verify whether a node
is eligible to become a candidate. After the node becomes the candidate, a certain amount of de-
posit is required. When the candidate deviates from such an agreement, the deposit is forfeited.
The second step is to elect leaders from candidates to generate blocks. The authors proposed a
hybrid incentive mechanism that consists of transaction fees incentive and credit incentive. High
credit means a high probability of becoming a leader and gaining benefits. All candidates who hon-
estly execute the agreement and broadcast valid candidate blocks will equally share transaction
fees, thus this mechanism meets IF. The mechanism can resist selfish mining attacks and double-
spending attacks. If an attacker wants to carry out a selfish mining attack, then it risks losing the
promised deposit and credit. And an attacker with poor credit will not be selected as a candidate,
thus cannot prepare for a fork in advance and conduct a double-spending attack. Therefore, this
mechanism satisfies IC and IT. The incentive mechanism needs to update the original protocol, so
it does not meet BC. SW and IS were not mentioned while IA and CC were not considered in this
paper.

When applying blockchain into Industrial IoT, the security and efficiency of consensus become
a main concern. Wang et al. [81] proposed a reputation-based incentive mechanism to encourage
miners to behave honestly. Each miner is identified with a reputation value. According to the mech-
anism, a miner with a high reputation value can generate new blocks with low difficulty. When a
miner successfully mines a block and the block is finally confirmed, the miner can obtain reputa-
tion rewards and token rewards. When a miner does not generate blocks for a long time or does not
generate an expected number of blocks, it will be punished. This reputation mechanism requires
users to register with their real identities, so unless an attacker can register with someone else’s
information, the mechanism can resist Sybil attacks. In the long run, if a miner acts unfavorably
to the blockchain system, then its reputation value will decrease, and the difficulty of its mining
will increase, which will harm its income. Therefore, the mechanism meets IC, IT, and IS. Its IF
and SW cannot be judged. The mechanism does not consider IP. The authors did not deploy the
incentive mechanism on the smart contract; thus, the mechanism does not satisfy IA. Its CC is o(1).
The incentive mechanism can be built on any Proof-of-X (X stands for any content, e.g., work and
stake) protocol and meets BC. Based on Reference [81], Wang et al. [82] considered the situation
when the blockchain is applied to IoT and proposed a distributed reputation layer by applying the
same incentive mechanism as that in Reference [81].

In a vehicular energy network, renewable energy can be transmitted through electric vehi-
cles (EVs) and energy nodes (wireless charging/discharging facilities). When EVs act as energy
sellers, energy nodes act as energy buyers and vice versa. Energy nodes are selfish and they may
behave dishonestly to maximize their benefits. Wang et al. [87] proposed a secure energy deliv-
ery framework based on a consortium blockchain to prevent malicious behaviors of energy nodes,
which adopts a reputation consensus protocol. The higher the reputation of an energy node, the
higher the probability to mine successfully and receive rewards. The monetary incentive comes
from transaction fees charged in energy transactions. At the same time, the energy node that
has successfully mined will also get an increase in reputation. When the energy node acts mali-
ciously such as refusal to pay and transaction forgery, its reputation value will decrease. When the
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reputation value of a node is lower than a threshold, it will be put into a blacklist. Therefore, each
energy node in the network is encouraged to improve its charging/discharging service for EVs
and discouraged to behave maliciously to increase its reputation value. The incentive mechanism
meets IR, IC, IT, and IF. The mechanism is not automatic and it does not meet IA. The mechanism
does not consider IP. There is no discussion on SW, BC, and IS and no need to consider CC.

4.4.2 Incentives to Participate and Cooperate. A reliable and effective vehicle announcement
network is required in the Internet of Vehicles. Li et al. [55] proposed a novel blockchain-based
privacy-preserving incentive announcement network called CreditCoin to encourage users to par-
ticipate and honestly forward information. In CreditCoin, traffic tasks are managed by a cloud
application server and the transactions between users are forwarded through the blockchain net-
work. After constructing a transaction, the user forwards the transaction to nearby roadside units
(RSUs), and then the RSUs vote on the validity of the transaction. Later, a consensus server con-
firms the valid transactions and adds them into the blocks on the chain. To encourage users to par-
ticipate in the network and forward traffic information honestly and reliably, a reputation-based
incentive mechanism is proposed. The reputation points are called coins. Users receive coins by
forwarding or receiving data packets, which encourages them to be online and keeps the network
active. In a certain period, unused coins will be halved to prevent the accumulation of coins that
can be used for attacks. The mechanism meets IR, IC, and IT. This incentive mechanism achieves
conditional privacy by tracing malicious nodes when an unexpected event occurs, therefore, it
meets IP. This incentive mechanism needs to update the system, so it does not satisfy BC. The
mechanism is not automatic, thus IA cannot be supported. IF, SW, and IS were beyond discussion
and there is no need to consider CC.

5 BLOCKCHAIN-BASED INCENTIVE MECHANISMS

So far, we have already reviewed the effectiveness of involving incentive mechanisms to motivate
participation willingness and suppress non-cooperation behavior in blockchain in Section 4. We
will further investigate how blockchain technology can contribute to incentive mechanism design
in this section. Specifically, we review blockchain-based incentive mechanisms by hierachically
classifying existing works according to incentive forms, application scenarios, and then incentive
goals. We summarize the main contributions of each work and comment on their pros and cons in
Table 3 based on the proposed requirements. We study how blockchain can benefit incentive mech-
anisms by removing centralized parties herein. Since the structure of previous centralized incentive
mechanisms is converted to distributed ones, BC cannot be fulfilled in all incentive mechanisms
presented in this section.

5.1 Monetary Incentive

5.1.1 Crowdsensing. A crowdsensing system employs terminal devices (or mobile users) as the
sensors to collect and process data. The crowdsensing system needs to collect large-scale sen-
sory data, therefore requires the participation of a large number of devices. However, the de-
vices will face some issues after participation. The collected data may contain private informa-
tion (like location) of the devices. Moreover, the sensing tasks consume resources like batteries.
Therefore, rational users refuse to participate in crowdsensing without enough incentives. An in-
centive mechanism is needed to motivate various devices to participate. Unfortunately, existing
centralized incentive mechanisms rely on a centralized platform to execute, which is impractically
assumed to be trusted. Moreover, single-point failure problem also exists in centralized incentive
mechanisms. Blockchain can employ appropriate consensus mechanisms to get rid of the depen-
dence on a trusted centralized platform and eliminate the single-point failure problem [29]. How

ACM Computing Surveys, Vol. 55, No. 7, Article 136. Publication date: December 2022.



119

136

How Can Incentive Mechanisms and Blockchain Benefit with Each Other? A Survey

“Aquedwo) premspegq g (Arxardwo) reuoneindwo) 07 HAIIqe[edg AU :)S ‘AJ[IRUTRISNG dATIUOU] ‘ST ‘AOBALIJ SATIUIU] :J] ‘UOTJRWOINY
SATIUIIU] 1] ‘UOTJRZIWIXEN SIRJ[IA) [BIO0S : A\S (SSAUITR,] SATIUIIU] 3] SSAUNJYINL], 9ATIUa0u] : [T (Aiqriedwo)) sAniuaduy ;D ‘AJI[euoney [enprarpuy |
‘PaI9PISUOD 3 0] PIIU OU I0 PAYoNoJuN :, {payroads 10 PaUOTIUIW JOU :— PIYSTRSUN :N ‘PAYSIIes X

R R S —— SATIUAOUT uoreradood sapou SNSUISUOD Ureydyo0[q e ec]
N " N AN i ep roopaE R o o PLYAH pue uonedonreg IPIYPA Poseq-149 oHqnd
2ATJURIUT sapou uorenday ureydYO0[q i
- N - IN|IN| - | x| X | X | & | premorSurur pue [opowr uoryendayy Sy uoneradoo)) Froug Jo joorg poorssIISg 0¢ (8]
X | (o] ., X|IN|N - - | X | X | X | spremaruayo) pue spremar uonenday mMWMNMM uonjeradoo)) SIUTN - - 0¢ [18]
R R SATIUIUT 93] UOT)IBSURI] JATIURIUT a Ureyoyo0[q i
N N B v | ox Al XX | & pUE 2ATJUAIUT PAID) PLIgAL] uoneradoo) SISUIN ood onqng 0T [¥€]
- N P R A - -1 -1-1- SON[BA PIZI[ENSTA MWM“MMM uonednonreg SIQUTIN Mod - 0T (7]
9ATIUAIUT sjood Sururw UTeYo0[q i
- R N - x| x| x| x wpered paseq-uonenday poseq-uonenday uonjeradoo)) Jo souny Mod onqnd 01 [99]
9ATJUAIUT uTeyRY0[q i
- M M - N| N - - - -1x wisTueydaw Jsoda(y ALrerouopy uoneradoo)) SIQUIN Mmod onqnd ¢ [es]
SATIUAIUT SI0JepI[eA 103[3S Ureyoyo0[q i
N N N R A - |- x| x| x [opour Juauystund pue premay Lrepsuopy uoneradoo) SI0JepI[eA Aqwopues sopear] Snqnd 0T (%]
9ATIUAIUT sjood Sururw ureyoo[q i
- N P 0. S I - A XA A premar [erads Arejouopy uonersdoo) Jo stouTyy Mod onqng 0T [£]
; 8 SATIURIUT . Ureyayo0[q .
- . P T - -1 x| xlx WISTURYDIUI UOTINGLIISTP PIEMRY P uoneradoo) SIQUTIN Mod Sqng R [o1]
2%09-2%07 o11e1 oATusOUT SYO0[qOIOT §JRIIUIT —
i I P e I R P I SR I SH PN s o . N uoneradoo) SIDUIN Ioped] pue ‘ 01 [92]
UOTNGLIISIP 93] UOTJoRSURI], Arejouopy ool 19pEaT] anqng
] i 9ATJUAIUT § uoTIN[oS Yeam ureyoyo0[q |
X N I O - x| x| x| X WISTURYDIUI PIEMAT UOTIN[OS NI\ Lrepsuop uoneradoo) SIQUTN pue mod 219nd o f2)
SATIUAOUT UreydYo0[q i
N| o | w ||| ] -~ |NJA|X|X preamioj Ked Arepouop uopeiadoo)y s1oUIN Mod oand 01 [0g]
- -IN|IN| - |Xx|-|-1x& WISTURYIIU SNUOG AnuURoU uonedonreg sIourpy Mod Rl 0¢ [es]
* * : Arejouopy T : o1qng .
B R [9POUI JUSIOLI0D UOTI]IP SATIUAIUT a sapou B i
B " * NN AlA]A PUE DATJUIDUT JIUOUOIT Arejpuopy HOREERRIEd pusonIy 5040 e ls¢]
- -l - x| -1-1-|-1x [9POWI UOTINLISTP PIEMIT UINO], ARUROUL uonednonreg SIoeUOo? JIvIS AOd U0 0 [zz]
* * o Arejouopy B JO s1PuUmMQ onqng
9ATJURIUT sapou ureydyo0[q |
_ - ) = d _
N | - | - v | ow Al K| X|& A3arens Jupoof-uro)y Arejouopy uoredpnreq 1 onqng 0t [88]
9ATIUAIUT sapou Pa1o1nsax UreydYo0[q i
- . P T - Xl X | XX SPIEMAI JUIIYIP YIm SuLreys 9o, Lrepouopy uonednreg Sunseoprog 0N onand 0T [¥e]
9ATJURIUT sapou ureyRYO0[q i
- . P = - -1 x| xlx SpIemar awes yim Surreys 9o, o uonjedonrey Sunseopeoiq 1d9d snqnd 071 [1]
SATIUAIUT sapou Ureyoyo0[q i
- N P i R N e V.G I G PN SWIDYDS PIEMII PHGAH Arejouopy uonedoned Sunseapeog Mod oqng 0T [9]
ATJUOUT ydern orpphoy R i
- N P V.S I - A N|N|A [opott dAISTOUT Arejouopy uonedonreq SISUIN pavan( 0T [¥s]
1PPOIN urIoq Teon Amnuy WISTURYIIA adAy, UOTSIIA
Od | 00 | 0S| SI|dl| VI| MS 4l LI 0@ ¥l AT dATIUIU] AATIUIUL 2juddU] SNSUISU0)) UTeydydo[g | ureyaydorg it
! 1 P Y3001 t

ureyd3d0|g Ul SWSIUBYIAY dAIJUIDU| Jo Arewiwung g ajqel

ACM Computing Surveys, Vol. 55, No. 7, Article 136. Publication date: December 2022.



Kiquedwo)) premspeg :0g (Ajxarduro) reuoneinduro)) )7 ANIqe[edS dAIIUIU DS ‘AJ[IRUTEISNG ATIUU] :G] ‘ADBALIJ SAIIUDIU] :J] ‘UOTIBWOINY
SATIUAIU] Y] ‘UOTJRZIWUIXE STCJ[IA\ [RIO0S S SSIUITR] SATJUIIU] :J] $SSAUMUINLL, dATua0u] : I | (Ayipiqrieduwo)) aaruaou] : D] (Aji[euoney [enprarpuy |
,TthﬁMmEOU mﬁ 0} ﬁ@w: ou 1o ﬁwﬂuﬂ—cuﬂ:ﬂ Ty Mﬁwmwvmmm I0 ﬁm:cﬁﬁwa jou :— Mﬁm—nﬁmﬁmm:: ‘N Jumﬁmﬂﬂm X

R. Han et al.

wistueydaw uorjendar dATIURIUT uonjeradood SIAUMO waysks
N * TN AL AR PR R PUE 901A19G-Jo-A3[eng) puqiyg pue uonedonreg eRQ - - Surreys ejeq lo6]
apour uorjeindar pue £1ejauo SanusoUY uoeiadood SIOALIL SIPIPA JO ]
N N N|-|IN|X| - |X]|XA]|X|X °p ey P JOUON PUGAH pue uonedonred uq - - Jouzoqu] [es
R R e uonenead uoryendar dATIURIUT uoneradood R R SI[ITY2A JO
N * N N & A A e SpIEMII A1R]19U0 11g4] ue uorjedone, staand JouIU [s1]
pue sp. W PHGAH P! hedonied 1
opour SurIpne pue JAIUIUT JIUIOUOD! AU uoneiadood ssau)l UIERA01q Sunnduio
N M “ |- |IN|AX| - |X|X|X|X|]PP nIpne pi i8] ror £l PUQAH pue uonedioneg A - wmarayy pop [ror]
BB R [opow uorjendar pue ATIUAIUT uonjeradood R UTRYDDO0[q
N * A1A RS RES ‘suorssrrurod A)enb pue sawoour o1seq PUqAH pue uorjedonreg sTHIoM wmaIayyg ursuaspmord [o7]
- - ---]- TOMIUIEI] DATJUIUT PIYIUIE! SAnuIo uonjedonre, sjuedonre, - UreqRpolq Furureay [9g]
N x N| X ! I} SATH [ pagrured payruen Hedonred Juedpnaed AMqnd suryoey 9¢.
ATIUIUT s1opraoxd Auoymy | ureyaydo[q sSury [, jo
- - d >1ad
N * N & N EIRIES [Ppout uoReInad paseq-uoneinday HoneIdood ERIANEIN -JO-JOOIJ | WNIIOSUOD) jouI U] [l
N N - =IN|X| - |-|-]-|X&| wsmueysw ysodop pue juswiedarg MMWMMMMM uoneradoo)) “HM“MW - - EMHMHMM% [68]
- |- - |- 9POW UOTINQLIISTP PIBMII UTOIJT aanuadul uorjeradoo: sopout - - SHomau [e1]
N * NI N AlATA P HIqEasp p 10O Arejouoy : S I2pIEMIO] juera[o) Aeppq
o uoT)INE J[qNOP PIG-Pa[eas punoi-a(3ur: SARuEL uorjedonre Stost SIS [z€]
N [erwoukpog | | K| X| - |- |XA]|X|X 1one A[qNOp pIq-pa[ess p -I[suls Kreyouopy nedpnpreq MO - - paseq-uoneaoT 2€
anpea Aopde Sanusout uonjednnre, S1oUMO wa1shs 3
N . |- IN|A| - |X|X|X|X [ [deys Arepouop nedonred ereq - - Sumeys eeq [eor]
ATIUIUT SIITAP UreydNd0[q wa)sAs
N N N|-|N|N| - |[-|[-|-|- spremax Surury Kxejouopy uonedpnreq SMqON Mod onqna T [re]
BB e ~ dATIURIUT SO[ITYPA R SO[ITYRA JO
N * N| X A|X|X SAIIUIOUL Pase(-1ornuoy Areyouop uonedpnreq omarg Ld9d ooy [81]
2ATIURIUT I9[[2s UTeyd00[q SI[ITYaA JO
_ R d _
N w)o X N|X| X |[A[XA|X|X SALUL0UI paseq-uonony Kxeppuopy uonedonreq ereq wnnosu0)) YU [L1]
QATJUROUT PISB(-]IRIIUO, SARuEUL uorjeradoo, prop Sunnduio [e2]
N x N|-|IN|X| - |-]|X]|X|X [uaoul paseq-1oenuoy Areiouop Neradood Sunnduron - - pnop €T
BB B 2ATIURIUT SIUMO B ureydO0[q Sunndwoo
N * N X AAAA anpea Lodeys Axejpuopy uoyezadoo) ele( WNI}I0SU0)) pnopD (o]
N N - XXX - |XA]-]-1% suwre§ Sraqpasoelg M”MMMMN“ uonjedonreg SI9S() Mod ﬁﬂwvuﬂw% Sursuaspmor) [o%]
N (u)o N|-IN|X| - 1-1&x]-|% POUIOW PISE]-MOPUIM-IWIL], MMHMMM”M uonjednnreg mwwm“h”wm“m\mm - ﬁwwﬂ_“w_““& Sursuaspmor) [s6]
ATIURIUT syse) [erauad ur UreydNd0[q
N - N|-INIX| - |-|X|-1X& wistueyaw Surpprg Lreppuopy uornjedronreg s105 SPIIA - pouOIssIILIN Sursuaspmor) [s6]
N N - -|X|IN| - |X|X|X|X pIemar paseq-AouarmdoldL1y M”M_Mwwﬂ uonjedonreg m““““a _ EMMMMME Sursuaspmor)) [e8]
1PPOIN uriog Teon Amuyg WISTURYIIA adAy, OLIRUdI§
od 20 OS | SI|dl| VI| MS 41|11} O1 | |1 dATIUROU] 2AUIUY EYNSIER pajudoug snsuasuo)) | ureyoporg | uwoneorddy U3

:20

136

SWISIUBYIIWY SAIJUIDU| PIseq-Uleydddo|g Jo Alewwing ¢ ajqe|

December 2022.

ACM Computing Surveys, Vol. 55, No. 7, Article 136. Publication date



How Can Incentive Mechanisms and Blockchain Benefit with Each Other? A Survey 136:21

to design decentralized incentive mechanisms based on blockchain has been investigated by many
researchers.

To motivate mobile users to participate in crowdsensing, Wang et al. [83] proposed a blockchain-
based incentive mechanism to realize privacy protection and provided cryptocurrency-based in-
centives to rational mobile users. After a server publishes a task, each user decides whether to
accept the task according to its individualized task cost and the published reward by the server.
After accepting a task, the user needs to upload correspondingly sensed data to the blockchain
network. Miners evaluate the data quality according to an expectation maximization (EM) al-
gorithm and apply the amount of mutual information to quantify the user’s contribution. The
server pays the users according to the evaluation results from miners. A signcryption method and
a K-anonymity method are adopted to prevent miners from obtaining the user’s private informa-
tion when verifying data and identifying messages. Thus, the incentive mechanism meets IP. The
evaluation of data quality enables the server to reward a large amount of incentive to the users
with high data quality. Furthermore, the server needs to deposit some cryptocurrencies in advance
to prevent it from refusing to pay. Therefore, the mechanism meets IF. The mechanism can incen-
tivize users to provide truthful data, it meets IT and IC. However, the mechanism is not automatic
and it does not meet IA. In this paper, the authors considered maximizing the social welfare of
servers and users, without considering the social welfare of miners. So, we cannot judge whether
the mechanism satisfies SW. There is no discussion on IS, SC, and CC.

Yin et al. [95] proposed a bidding mechanism with time constraints and quality requirements
for general tasks that need to impractically collect data. The task issuance, bid information submis-
sion, and reward allocation are all executed through smart contracts. Users submit bid prices, data
quality and available periods for bidding and a center considers its budget and data quality require-
ments and selects some winning users on the premise of maximizing its own interests. When a
large number of users submit related data, the center is overburdened, so the mechanism does not
satisfy SC. The users that complete the task will receive tokens as a monetary reward. The mecha-
nism ignores requests for excessive bidding prices, thus avoiding malicious bidding. Furthermore,
a user that cannot provide data with promised quality will not be rewarded and can no longer
participate in any crowdsensing tasks. Therefore, the bidding mechanism meets IT. However, the
bid information is reviewed by the center so that the center can observe the specific information of
the bid and guess user preferences, which violates the privacy preservation requirement; thus, the
mechanism does not meet IP. Each rational user bids at a price higher than its resource consump-
tion cost, so its income is non-negative and the bidding mechanism meets IR. This mechanism is
executed through a smart contract and it meets IA. Unfortunately, this paper does not specify the
details of reward distribution, so it is impossible to judge whether the bidding mechanism satisfies
IC and IF. Whether a vehicle bid is the optimal bid of the vehicle to maximize its benefits is un-
known, so it is not sure whether the bidding mechanism meets SW. CC and IS cannot be judged,
either.

Single-user resources may not be sufficient enough to complete urgent tasks with delay sensi-
tivity; therefore, multiple users should be motivated to complete the same tasks. The authors of
Reference [95] proposed a multi-user collaboration mechanism based on a time window, which
employs idle time between assigned tasks and idle resources of multiple users to handle urgent
tasks. The assignment of tasks is accomplished by auction. The auction progress runs on a smart
contract, thus this mechanism satisfies IA. The profit for the user that completes the emergent
task is calculated according to its contribution to the accomplishment of this task. Simulation re-
sults show that the profits of each user increase with the rise of the number of cooperative users,
which implies that more and more users would like to join the collaboration to complete emergent
tasks. The time window improves the resource utilization rate of the user and shortens its task
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completion time. Similar to the auction mechanism for general tasks, this mechanism does not
pay attention to protecting the private information of the user, thus, the incentive model does not
meet IP. And there is also a center for selecting users, so the model does not satisfy SC. But this
method can still prevent users from false bidding and submitting false data, which meets IT. The
user’s income is non-negative, so this method meets IR. The CC of this incentive mechanism is
O(n). Similarly, it is hard to judge whether this mechanism fulfills the requirements of IC, IF, SW,
and IS.

Hu et al. [40] considered long-term collection of high-quality sensory data under budget
constraints and proposed a game theory-based incentive mechanism. Users are divided into two
types, one is monthly salary users and the other is part-time users. A three-stage Stackelberg
game is proposed to model the interactions between task initiators and monthly salary users. They
applied blockchain to anonymize user identities; therefore, the incentive mechanism satisfies IP.
The Stackelberg equilibrium helps fairly allocate tasks and rewards, thus it satisfies IF. The incen-
tive mechanism makes use of smart contracts. Therefore, it meets IA. The mechanism maximizes
the utility of task initiators and participants and incentivizes monthly salary participants to
provide data sustainably, thus, the mechanism satisfies IS. IC, IT, SW, and SC were not mentioned
in this paper. We do not need to consider CC.

5.1.2  Cloud Computing.

Incentives to comply with system design. To achieve safe and collaborative sharing of data in mul-
tiple clouds, Shen et al. [76] proposed a Shapley value-based revenue distribution incentive mech-
anism and used smart contracts to manage the flow of payments, which avoids denial of contract
parties. According to experimental results, the incentive mechanism can successfully encourage
data owners to provide real data. It distributes revenue based on the contributions of all parties,
therefore, the mechanism satisfies IF and IA. If the data owners want to increase their profits, then
they must honestly provide high-quality data, so this mechanism meets IC and IT. However, the in-
centive mechanism does not consider IP. And we cannot judge whether the incentive mechanism
meets SW, IS and SC. CC is not related to the evaluation of this incentive mechanism.

Incentives not to launch attacks. With the development of cloud computing, verifiability has be-
come a key issue to ensure the correctness of the programs executed in the cloud and further
accelerated the application of cloud computing. There is an urgent need for a method with a rea-
sonable cost to realize the verifiability of cloud computing. Dong et al. [23] proposed a method
in which a client makes two clouds compute for the same task and cross-validates their results.
The authors proposed a contract-based incentive mechanism to prevent two clouds from collusion
by applying game theory and smart contracts, which supports IA. The two cloud needs to pay a
certain amount of deposit. The deposit will be returned to the honest cloud while the deposit of
the dishonest cloud will be confiscated and be regarded as a reward to the honest cloud. A prisoner
contract is designed to eliminate collusion between clouds. Specifically, this contract rewards the
cloud that reports collusion and punishes the dishonest cloud. This mechanism allows untrusted
clouds to participate and encourages them to be honest. It ensures that the cloud can improve its
interests if acting honestly; otherwise, it will be punished even more, so it meets IC and IT. When
there is a dispute between the computing results of the two clouds, a third party will appear to
resolve the dispute. Since the third party is not completely credible and may leak client data, thus,
the incentive mechanism does not meet IP. Meanwhile, the existence of the third party will restrict
the scalability of the incentive mechanism, thus the mechanism does not satisfy SC. We cannot
judge whether the mechanism meets IF, SW, and IS. CC was not discussed in this work. Generally,
CC is duplicated, since it applies dual cloud servers.
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5.1.3 Internet of Vehicles. To encourage users to participate in data collection and sharing, and
to solve the problem of data sharing in IoV applications, Chen et al. [17] proposed an auction-
based incentive mechanism with the help of a consortium blockchain. Its auction procedure goes
like follows. A data requester sends its data request to an auction platform and some data sellers
collect requested data. Then the data sellers send their partial data to the auction platform. The
platform adopts two algorithms to determine winning data sellers and the payment price based
on the EM algorithm, respectively. At last, the winning data seller sends the complete data to the
platform. RSUs work as miners to include transactions into blocks and link blocks to the blockchain.
The mapping relationship between the user (data seller and data requester) information and the
account name is stored in a database of a trusted organization. However, the third party is not
completely trusted, so there still exists the risk of privacy leakage, thus the incentive mechanism
does not meet IP. The utility of the data seller is non-negative, so the mechanism meets IR. The
data sellers can get expected rewards due to employment of smart contract, which avoids denial of
payment. Therefore, the mechanism meets IF and IA. The data sellers cannot obtain high benefits
by submitting low-quality data, so the incentive mechanism meets IC. The data seller normally
submits a real cost estimate when bidding, so the incentive mechanism satisfies I'T. Social welfare
from the perspective of the platform can be regarded as the social welfare of the system. The goal
of this incentive mechanism is to maximize social welfare from the perspective of the platform.
So, it meets SW. CC of this mechanism is O(n), and it remains linear as the number of data sellers
increases, thus the mechanism meets SC. Unfortunately, the fulfillment of IS is unknown.

Electric vehicles can be charged and discharged to solve the problem of regional energy short-
ages. But the owners of electric vehicles have no incentive to trade electricity. Chen et al. [18]
proposed an incentive smart contract based on game theory to balance and optimize the interests
of vehicles in electric power transactions. When the smart contract is triggered, the system auto-
matically calculates incomes according to all possible decisions of two vehicles in the game and
finds the optimal strategies for both vehicles. Then the two vehicles complete a power transaction
and settle funds. They will receive energy coins based on their contributions after the transaction
is completed. Therefore, the incentive smart contract meets IA and IR. When the electric vehicles
launch a collusion attack, the energy currency rewards they received will be reduced. Hence, the
incentive smart contract forces the electric vehicles to be cooperative, and meets IC and IT. The
authors did not consider IP. We have no way to know whether the incentive meets other require-
ments. CC was not considered.

5.1.4 Others. This part mainly reviews incentive mechanisms in other application scenarios
besides crowdsensing, cloud computing, and IoV. We divide these incentive mechanisms into two
categories according to incentive goals: participation and cooperation.

Incentive to participate in application systems. Some papers do not focus their studies on specific
scenarios. However, with the development of big data and artificial intelligence technologies, a
large amount of data needs to be collected, so many studies focus on data sharing.

Cui et al. [21] proposed an incentive mechanism to encourage mobile devices to share data,
which regards mining rewards as motivation. If a mobile device is willing to share data with other
devices, then a base station will allocate the corresponding amount of computing power to the
mobile device according to the shared data size. The mobile device applies the assigned comput-
ing power to mine and obtains the corresponding mining rewards. The relationship between the
amount of computing power allocated and the size of the shared data can be linear or non-linear.
If the linear relationship is formulated, then the mobile devices will allocate more cache to data
with higher popularity, while the optimal strategy is to cache evenly when a non-linear relation-
ship is formulated. When the number of mobile devices increases, the workload of the base station
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increases, which limits the scalability of the mechanism. The mechanism does not satisfy the re-
quirement of SC. This mechanism does not mention how mining rewards are distributed to mobile
devices. Mobile devices may not receive the rewards they deserve, and it is also possible that the
rewards for some mobile devices that share small data are not enough to offset their costs. There-
fore, we cannot judge the properties of this incentive mechanism. This mechanism does not satisfy
IA, nor does it consider IP.

Artificial intelligence companies use large amounts of medical data to build and train models
and cooperate with medical institutions to provide diagnostic services for patients. Accurate diag-
nosis services require a large amount of real medical data for training. Zhu et al. [103] proposed
a blockchain-based medical data sharing model based on the cooperation of all parties for patient
diagnosis. The parties include a third party that builds training models, miners that maintain the
blockchain, and data owners that provide training data. The income of the model is provided by
patients who need to be diagnosed. The model uses Shapley value for income distribution and ap-
plies smart contracts to automatically control income distribution. The income of the data owner
is allocated according to the contribution of his/her data quality to the training model, so he/she
must provide real data for gaining a high profit. Therefore, the incentive model fulfills the require-
ments of IT and IC. The adoption of Shapley value realizes fair income distribution. And the use
of smart contracts to distribute income prevents payment denial and realizes convenient and ef-
fective payment. Therefore, the incentive model meets IF and IA. However, the third party holds
access to medical data, thus the model does not satisfy IP. The incentive model does not consider
SW, IS and SC. CC is not suitable to be considered for evaluating this incentive model.

A location-based service requester needs to provide its location information to a service
provider; therefore, the requester’s privacy may be violated. K-anonymity is a commonly applied
method for protecting location privacy. It is necessary to form a K anonymous group through co-
operation with other mobile users that pay little attention to location privacy. However, the other
mobile users have no motivation to participate in the anonymous group. Therefore, it is necessary
to investigate an incentive mechanism for motivating mobile users to join the K anonymous group.
Yang et al. [94] designed a single-round sealed-bid double auction as the incentive mechanism to
motivate mobile users to join the K anonymous group. However, the auction is built based on a
trusted intermediary agent. To remove this impractical assumption, Geng et al. [32] implemented
the incentive mechanism proposed in Reference [94] with a smart contract for achieving a decen-
tralized incentive mechanism. The application of the smart contract ensures that the incentive
mechanism satisfies IA. To prevent an attacker from identifying a service requester through the
transaction records, the authors constructed a public contract and a private contract to achieve
the requirement of IP. The public contract is encrypted by group signature and verified by blind
signatures. The private contract is only visible to the K anonymous group members for privacy
preservation. The incentive mechanism treats service requesters as buyers for bidding, and other
mobile users as sellers for pricing. The incentive mechanism encourages the buyers to provide
realistic valuations and motivates the sellers to reveal its real costs, which meets IT and also IC.
It also guarantees that the utilities of buyers and sellers are non-negative; thus, the mechanism
meets IR. Regarding CC of the incentive mechanism, it is in polynomial time. SW, IF, IS and SC are
unknown.

Incentives to cooperate: Comply with system design. To improve the efficiency of content distribu-
tion, maintain the control of Content Providers (CPs) in the process of distribution, and prevent
coordinating Content Helpers (CHs) from occupying too much market share, Wu et al. [89]
proposed a novel content distribution framework and constructed an incentive mechanism with
smart contract. A CP issues payment to the CHs for content delivery. The CHs need to deposit
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to the CP before content delivery. The prepayment and deposit are both managed by the smart
contract. When the content is successfully distributed and the CH has obtained a verified delivery
certificate, it can successfully receive the payment from CP and its deposit will be returned. How-
ever, if the CH is detected to be over-distributed or failed in delivery certificate verification, then
its deposit will be confiscated. This mechanism can restrain the CH from colluding to obtain a fake
delivery certificate to a certain extent. However, the paper does not give a detailed design of this
mechanism, so we cannot compare punishments and benefits when CH is dishonest. Therefore,
we cannot judge IC, IT, IF, SW, and IS. The authors did not consider IP. Smart contracts were used
to achieve transparency and automation; thus, the mechanism satisfies IA. SC and CC were not
considered.

Incentives to cooperate: Not launch attacks. The performance of a delay-tolerant network will be
affected by selfish nodes that do not participate in message forwarding. Moreover, selfish behavior
will lead to low delivery rates and long transmission delays. Chakrabarti and Basu [13] proposed
a blockchain-based incentive mechanism to eliminate the selfish behavior in the delay-tolerant
network. In this mechanism, the forwarder-nodes that successfully deliver messages will receive
bitcoins as a reward according to a reward distribution method. Each intermediate forwarder-
node will pay a certain amount of reward to the next-hop forwarder to collect a digitally signed
acknowledgment (as a sign of cooperation). The revenue of the forwarder-node is non-negative,
the model meets IR. When the forwarder-node wants to maximize the revenue, it will reduce
the number of propagation hops, at the same time, the message delivery delay is reduced, so the
incentive mechanism satisfies IC. To prevent the forwarder-node from being dishonest, when the
message is successfully delivered, the reward can only be obtained after the digital signatures of
the subsequent forwarder-nodes are confirmed. Therefore, the model meets IT. But the realization
of the incentive mechanism is not automatic, so the model does not satisfy IA. The author did not
consider IP. IF, SW, and IS are unknown. SC and CC were not discussed in this paper.

5.2 Reputation-based Incentive

Alghamdi et al. [3] proposed a security service supply scheme with a fair payment system for
lightweight customers (LC) of the blockchain and a reputation-based incentive mechanism.
The reputation of a service provider (SP) is the number of valid transactions. The SP sends a
service code to the LC for correctness and it will obtain a reward from LC if the code is correct.
The authors applied a smart contract to verify services. Thus, the incentive mechanism meets IA.
The reputation mechanism can motivate the SP to provide correct services; therefore, it meets
IC and IT. Applying a smart contract ensures fair and effective distribution of rewards, so the
mechanism satisfies IF. The authors did not consider IP. SW, IS, and SC are unknown. CC was not
touched.

5.3 Gamified Incentive

Machine learning requires a large number of large datasets for training while this kind of dataset is
difficult to obtain. To encourage participants to collaboratively construct datasets and improve the
availability of trained models, Harris and Waggoner [36] proposed a smart contract to host a con-
tinuously updated model. The datasets and trained models are publicly shared on the blockchain.
The authors proposed a gamified incentive framework to encourage participants to contribute data
to improve the accuracy of the model. The incentive framework uses the willingness of participants
as a common good for encouraging the participants to cooperate for free. Besides, it rewards par-
ticipants with some points and badges. This incentive framework introduces a smart contract to
achieve transparency and automation of incentives, thus, it meets IA. This mechanism framework
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requires the participants to upload data to the public chain, which leaks privacy. Therefore, the
mechanism does not satisfy IP. SC and CC were not considered. Satisfaction of other requirements
is unknown due to hardness of judgment or without discussion.

5.4 Hybrid Incentive

The hybrid incentive can not only motivate users to participate but also encourage them to be-
have honestly or collaboratively. In what follows, we review this part of existing works based on
application scenarios.

5.4.1 Crowdsourcing. Kadadha et al. [46] adopted smart contracts to propose a fair and transpar-
ent incentive mechanism for improving worker participation in crowdsourcing. On the premise
that honest workers submit similar solutions, a similarity evaluation method can be applied to
evaluate the quality of solutions. The incomes of workers include basic incomes and quality com-
missions. The quality commission is proportional to the quality of the solution, which can prevent
workers from submitting wrong or low-quality solutions. The reputation values of workers and
task requesters are updated after the payment is completed. The reputation of a requester is re-
lated to the number of canceled tasks, and the reputation of a worker is related to the quality of its
solution. To gain a high reputation, both workers and requesters avoid dishonest behaviors. There-
fore, the mechanism meets IT and IC. The incentive mechanism is deployed in smart contracts and
it meets IA. At the same time, no requesters can deny payment, and the quality of the solutions
submitted by the workers is proportional to their incomes; thus, the hybrid incentive mechanism
meets IF. In this paper, the address of the user (worker or requester) is a pseudonymous public key,
so the user’s identity will not be exposed, and the evaluation of the quality of the task solutions
is done by smart contracts, which will not reveal the private information of the workers, so the
incentive mechanism satisfies IP. The paper neither mentions SW and IS of the mechanism nor
considers SC and CC.

5.4.2 Cloud Computing. Traditional cloud service level agreements lack a reliable automated
execution platform. Zhou et al. [101] proposed a witness model using smart contracts and game
theory and introduced a new role “witness” that can detect and report the violations of service
providers. This model includes an auditing mechanism and an economic incentive mechanism.
The auditing mechanism is to assess the reputation of a witness based on its behaviors. When its
reputation is lower than a predefined threshold, the witness can no longer participate in detecting
violations, this can incent the witness to behave honestly. The witness reports violations and then
gains reasonable revenue, which is designed according to game theory. As mentioned, the incentive
mechanism meets IC, IT, and IF. According to experiments, the witness has a light gas consumption,
so the witness is motivated to participate in the detection. But the authors did not consider IP.
The incentive mechanism makes use of the smart contract, and thus it meets IA. SW and IS are
unknown. SC and CC were not considered.

5.4.3 Internet of Vehicles. With the development of autonomous driving technology, intelligent
transportation will replace traditional driving modes in the future. When intelligent transportation
is successfully applied, autonomous vehicles drive in a platoon. A vehicle at the front of the platoon
acts as a leader, i.e., platoon head (PH), and leads the other vehicles that are named as platoon
members (PMs). A PH needs to observe road conditions from time to time for adjusting driving
direction. Therefore, being the PH consumes more energy than being a PM. No rational drivers
will choose to become a PH.

Chen et al. [15] proposed a hybrid incentive mechanism based on reputation value and monetary
reward for motivating drivers to work as the PH. The service of a PH is displayed according to
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its reputation value. The reputation value of PH is constantly updated according to its behavior.
The higher the reputation value is, the more likely the vehicle to be selected as a PH. The PMs
pay PH platoon coins (that is cryptographic currency in the platoon blockchain) through a smart
contract as a service fee. The service fee is charged according to its distance to the PH-led platoon.
This mechanism diminishes fuel consumption and reduces mental energy consumption for the
PM. Although the fuel consumption of PH is high, the service fee paid by each PM can offset it.
The mechanism can ensure that the income of PM and PH is non-negative, thus holds IR. At the
same time, PH service fees are paid through smart contracts, and there will be no overpayment,
underpayment, or payment refusal, which meets IF and IA. However, the mechanism assumes that
the number of platoons and members is limited, so its scalability is constrained and SC was not
satisfied. The paper does not mention IC, IT, SW, and IS of the incentive mechanism. The paper
did not consider IP. The evaluation requirement of CC does not apply to this mechanism.
Ledbetter et al. [52] investigated how to motivate drivers to join platoons and become the PH
in autonomous driving. The authors proposed a hybrid incentive mechanism based on money
and reputation. A driver that wants to join the platoon must meet a reputation threshold. The
calculation of the service fee is different from that in Reference [15], which considers how much
money the driver will save if he does not become the PH to calculate the amount that the PM should
pay to the PH. To increase the effectiveness of the incentive mechanism, additional rewards will
be paid to the PH. The incentive mechanism can ensure that the PH obtains a satisfactory utility,
so the mechanism satisfies IR. If a PM gains more utility by joining the platoon at will, then he
needs to pay a certain percentage of money to the PH, and his reputation value will be reduced,
which greatly prevents malicious behavior. Therefore, the protocol meets IC and IT. All payments
and calculations of the protocol are embedded in smart contracts, which can audit calculations and
ensure IF, thus the mechanism meets IA. Similarly to Reference [15], this mechanism also assumes
the limited number of platoons and members, thus, its SC was not satisfied. This work does not
consider SW and IS, as well as IP. The evaluation requirement of CC does not apply to this protocol.

5.4.4 Others. Data exchange requires a safe and fair mechanism to ensure the interests of data
providers and data security. Otherwise, the data providers lack motivation to share data. Zheng
etal. [99] proposed a smart contract-based data asset exchange mechanism to ensure the reliability
and transparency of data exchanges and introduced a Quality-of-Service-based incentive mecha-
nism for encouraging data providers to share data. They also proposed a reputation mechanism, to
encourage data providers to submit high-quality data. Therefore, the incentive mechanism meets
IC and IT. The smart contract ensures the fairness and effective distribution of rewards; thus, the
mechanism meets IF and IA. SW and IS were not mentioned. This mechanism does not consider
IP and SC. CC is not applicable for evaluating this mechanism.

6 DISCUSSION

Various incentive mechanisms have been proposed to motivate the participation willingness and
cooperative behaviors of blockchain system nodes. Researchers have resorted to the blockchain
technology for improving incentive mechanism design in different scenarios. Specifically, the
blockchain technology has been applied in incentive mechanisms in crowdsensing scenarios to
replace the crowdsensing platform and therefore resolve the privacy and security issues caused by
untrustworthy crowdsensing platforms. Smart contracts help the incentive mechanisms in cloud
computing and the Internet of Vehicles realize automatic allocation of incentives and eliminate
denial of payment problems. We have reviewed incentive mechanisms designed for blockchain
systems and incentive mechanisms built based on the blockchain technology in Sections 4 and 5,
respectively.
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Table 4. Performance Comparison of Different Forms of Incentive Mechanisms under Different
Goals in Blockchain Systems

Goal S .
Participation Cooperation

Form

Untrusted behavior of nodes cannot be

Effectively motivated effectively avoided

Monetary incentive

Reputation-based incentive Not applicable Effectively motivated
Gamified incentive Not applicable Not applicable
Hybrid incentive Effectively motivated Effectively motivated

Table 5. Performance Comparison of Blockchain-based Incentive Mechanisms with Different Forms

under Different Application Scenarios

Scenario
Form

Crowdsensing

Cloud computing

Internet of Vehicle

Other scenarios

Monetary incentive

Applicable to motivate
participation

Applicable to motivate
participation

Applicable to motivate
participation

Applicable to motivate
participation

Reputation-based
incentive

Applicable but
rarely used

Applicable for selecting
and filtering nodes

Applicable for selecting
and filtering nodes

Applicable for selecting
and filtering nodes

Gamified incentive

Not applicable

Not applicable

Not applicable

Applicable for simple
game scenarios

Hybrid incentive

Applicable but
rarely used

Applicable

Applicable

Applicable

We conclude the following findings from Section 4 when investigating the performance of dif-
ferent forms of incentives under different goals in blockchain systems, as summarized in Table 4.

e All monetary incentive mechanisms usually satisfy IR, which is a prerequisite in practical
applications for nodes to participate and cooperate. However, few incentive mechanisms
consider the properties other than IR, IC, IT, and IF. Although some monetary incentives
have taken IC and IT into account when setting participation as the goal of incentive, none of
them pay attention to other properties such as IC. They assume that as long as the nodes can
benefit from a system, the nodes have motivations to participate. Unfortunately, this can only
provide temporary incentives without guaranteeing the cooperative and honest behaviors of
these nodes after participating in the system. Most reviewed monetary incentives consider
IC, IT, and IF when setting cooperation as the goal of incentive, since these properties are
essential for node cooperation.

e The reputation-based incentive and gamified incentive are rarely employed solely in
blockchain systems. According to our review, the reputation-based incentive motivates
nodes to cooperate by adjusting reputation values, which is not applicable for participation
motivation. Although the gamified incentive has been applied to motivate participation and
cooperation, it does not work very well.

e The hybrid incentive combines multiple incentive forms, which compensates for the short-

comings of a single incentive and offers additional favorable properties.

e To sum up, the monetary incentive and the hybrid incentive can effectively motivate nodes to
participate in the blockchain system, while the reputation-based mechanism and the hybrid
incentive work well in motivating nodes to cooperate.

We sum up some discoveries from Section 5 by comparing the performance of different types of
blockchain-based incentive mechanisms in different application scenarios, as concluded in Table 5.
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e The monetary incentive mechanisms in crowdsensing are usually applied to motivate nodes
to participate and provide real data, therefore, they satisfy IR and IT. Some of them achieve
IA by automatically distributing rewards to system nodes with smart contracts. However,
most of them do not consider other properties. Most of the monetary incentive mechanisms
in cloud computing motivate nodes to cooperate and satisfy the requirements of IC and
IT. The proposed monetary incentive mechanisms in the Internet of Vehicles achieve many
desirable properties and effectively motivate the participation willingness of nodes. In other
scenarios that require node participation and cooperation, only some monetary incentives
satisfy IC and IT while most of them fail to consider IF.

e The reputation-based incentive mechanisms are rarely employed in crowdsensing and some
IoV scenarios, since the literature normally adops auctions and other methods to motivate
nodes to provide real data. In other scenarios, A sole reputation-based incentive mechanism
only has good properties when system nodes need to be monitored. The gamified incentive
is rarely used in almost all scenarios and it cannot achieve good properties literally.

e The hybrid incentive is often used in scenarios other than crowdsensing scenarios, where it
combines the monetary incentive and reputation-based incentive for good properties.

Combining the above findings, we summarize the application of different forms of incentive
mechanisms as follows.

(1) The monetary incentive is suitable for encouraging node participation willingness, which
applies direct rewards according to node behaviors. Compared with obtaining nothing when
not participating in the system, a node can get material rewards if involves into the system;
therefore, the monetary incentive can effectively motivate participation. When motivating
cooperation, the monetary incentive must reward good behavior more than untrustworthy
behavior, which is difficult to guarantee complete fairness. Moreover, the system nodes in
large-scale systems are not completely rational as they are not capable of witnessing the
system status as a whole, which makes it difficult to motivate their trustworthy behavior.

(2) The reputation-based incentive is suitable for such scenarios where nodes need to be
monitored. It generally sets up a reputation threshold as a benchmark to determine node
permissions, where the reputation value is calculated according to node behavior based on
pre-defined algorithms. Once a node performs untrustworthy behavior and its reputation
value becomes lower than the threshold, its participation right could be deprived or the
difficulty of obtaining profits is increased. Therefore, the reputation-based incentive can
effectively motivate cooperation. Unfortunately, applying the reputation-based incentive
solely has little effect on motivating participation.

(3) The gamified incentive can be used in simple game scenarios or work as an auxiliary method.
It provides psychological satisfaction to system nodes and is rarely used in blockchain
systems and other scenarios. Therefore, it faces a similar dilemma as the reputation-based
incentive in terms of the incentive goal of participation, considering that it cannot directly
provide any material rewards to the participants. The gamified incentive is suitable to
serve as an embellishment while it cannot work well solely in motivating the participation
enthusiasm and cooperation degree of nodes.

(4) The hybrid incentive owns the advantages of diverse types of incentive mechanisms and
makes up for their shortcomings, so it significantly motivates participation and cooperation
in various application scenarios. However, good performance comes at a price. The hybrid
incentive generally introduces additional system nodes or requires additional workload for
existing system nodes. Therefore, its execution overheads or economic costs are usually
higher than those of a sole incentive.
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(5) In summary, when an application scenario is complicated and the burden of a node is heavy
or there are already other methods that have been applied to constrain node behavior,
the monetary incentive and the reputation-based incentive can be applied to motivate
participation and cooperation separately for satisfying overall incentive performance. In
the application scenarios with lightweight nodes, the hybrid incentive can be employed to
incent both participation and cooperation with expected performance.

In a nutshell, blockchain and incentive mechanisms benefit a lot from each other. The em-
ployment of a well-designed incentive mechanism ensures sustainably benign development of
blockchain systems and the introduction of blockchain improves the performance of incentive
mechanisms. However, we also find s series of problems in current research through extensively
review, which will be presented in the next section.

7 OPEN ISSUES AND FUTURE DIRECTIONS
7.1 Open Issues

According to the above literature review, we figure out a number of open issues concerning the
incentive mechanisms in blockchain and blockchain-based incentive mechanisms.

7.1.1  Open Issues in Incentive Mechanisms in Blockchain. First, many scholars have studied how
transaction fees affect the behavior of miners. However, when designing the incentive mechanism,
they just assume that transaction fees are included in the incentives, there is no specific mechanism
for designating the transaction fees. Most rules about transaction fees only consider guiding the
benign behaviors of miners while ignoring the user experience of blockchain users who pay the
transaction fees, which will further indirectly influence the utilities of these users.

Second, most of the existing research on the incentives of broadcast nodes is based on a sim-
plified blockchain network. For example, the blockchain network in Reference [6] is simplified
as a forest of d-ary directed trees with a height of H. Ersoy et al. [24] simply considered a
k-connected blockchain network when designing incentive mechanisms for the broadcast nodes.
The blockchain network structure plays a vital role in the design of the incentive mechanism. The
incentive mechanisms also affect the blockchain network structure by influencing the behavior
of the broadcast nodes. To accurately capture the practical behaviors of the broadcast nodes and
design effective incentive mechanisms, the blockchain network model that reflects real-world sit-
uations should be studied.

Third, the incentive mechanism of full nodes is seldom studied at present. Most people think
that the incentives for full nodes are insignificant, so little literature studies this topic. However, it
is necessary for full nodes to share historical block records to unify the blockchain ledger. Wang
et al. [88] proposed that full nodes that deliver historical block data should be rewarded. However,
there was no specific reward distribution scheme provided.

Forth, not all existing attacks are suppressed by incentive mechanisms, and existing incentive
mechanisms are primarily proposed to solve only one type of attacks. Our survey shows that some
incentive mechanisms have already been proposed to eliminate selfish mining attacks, 51% attacks,
BWA, and DoS attacks. However, no consideration about defending other emerging attacks, such
as whale attacks [56], uncle-block attacks [14], Fork After Withholding (FAW) attacks [51],
and so on. By launching the whale attack, an attacker increases the chance of double-spending by
bribing others through transactions with large fees. The uncle-block attack exploits uncle blocks
for block withholding. FAW attack combines a BWA with intentional forks. Kwon et al. [51] only
proposed a simple countermeasure against FAW attacks. Practically, various attacks exist in one
blockchain system. How to suppress these attacks effectively in an integrated way still needs
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further investigation. Mirkin et al. [63] proposed to set uncle block rewards as an incentive to
mitigate Blockchain Denial of Service attacks; however, this incentive disappointedly increases
the risk of selfish mining attacks.

Fifth, existing incentive mechanisms proposed for mining pools are simple. Although the compe-
tition between two mining pools has already been studied in Reference [7], a scenario that involves
multiple mining pools has not been explored. Eyal et al. [25] assumed mining pools hold the same
computational powers and applied game theory to analyze the attacks among multiple mining
pools. Besides, since miners are not instantly rewarded by mining pools after a block is mined
successfully, an effective incentive mechanism should further consider the effect of time on node
utility.

Sixth, the fairness of incentives for miners in Blockchain 2.0 is scarcely investigated in the cur-
rent literature. Aldweesh et al. [2] found that the execution motivation of miners in the Ethereum
blockchain is not proportional to their operational costs, which could cause an incentive imbalance.
Unfortunately, they did not propose how to address this problem.

Seventh, existing incentive mechanisms in Blockchain 3.0 rarely fulfill the requirement of IA.
Specifically, most monetary incentive mechanisms in Blockchain 3.0 manually distribute rewards
to system entities, thus facing the risk of being deceived in complicated processes.

7.1.2  Open Issues in Blockchain-based Incentive Mechanisms. First, according to Section 5, we
discovered that the blockchain-based incentive mechanisms mostly focus on preventing dishonest
behaviors and motivating nodes to participate. However, this research is still in an early stage and
some requirements like IP and BC are seldom considered in the existing literature.

Second, it lacks study on motivating newly involved system entities like miners. These mech-
anisms introduce the blockchain to realize decentralization to eliminate the demand on a trusted
centralized party. Existing literature shows the effectiveness of such a method. However, the in-
troduction of blockchain also brings additional issues that do not exist in centralized incentive
mechanisms, like the incentives to miners. Existing literature only focuses on how to replace
the centralized party with the blockchain in the incentive mechanisms that motivate original
system entities without considering miners. Although the authors in Reference [83] stated that
the contribution of miners will be paid, they did not perform a concrete investigation on the
payment.

7.1.3  Open Issues in Both Cases. First, existing incentive mechanisms seldom jointly apply all
incentive forms. We can observe from Tables 2 and 3 that most incentive mechanisms are pro-
posed based on only a single incentive form and the widely applied form is monetary incentives.
However, monetary incentive mechanisms are not as sustainable as non-monetary ones, such as
reputation-based incentive mechanisms [61]. Moreover, if only a non-monetary incentive mech-
anism is applied, then the incentive is indirect without detailed payment mechanisms and short-
sighted system entities may be unable to perceive the incentives.

Second, none of the reviewed incentive mechanisms fulfill all requirements. Tables 2 and 3
illustrate that existing incentive mechanisms in blockchain and blockchain-based incentive mech-
anisms can only fulfill some basic requirements. Specifically, most of them consider IR, IT, and
IC. However, they rarely consider SW and IS. The time cost (CC) of the incentive mechanisms in
Blockchain 3.0 and the blockchain-based incentive mechanisms is ignored. The implementation
cost (BC) of incentive mechanisms in Blockchain 1.0, 2.0, and 3.0 is also seldom studied. This im-
plies that the blockchain-related incentive mechanisms have a big space to be further improved
or optimized. Therefore, well-designed incentive mechanisms that satisfy more requirements for
achieving high effectiveness and robustness are highly demanded.
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7.2 Future Research Directions

Motivated by the above open issues, we conclude the following directions for future research.

First, we should comprehensively concern all involved entities’ utilities when designing the rules
of transaction fees. We should consider it not only from the perspective of miners for ensuring that
their balanced income and expenditures and providing them incentives to actively participate in
systems but also from the perspective of users who pay the transaction fees. Specifically, we should
consider additional factors, such as their time costs of waiting and transaction processing speeds
in the design of an incentive mechanism. Long-term interactions between users and miners are
worth studying, e.g., by employing evolutionary game theory. By considering blockchain market
development and combining actual costs, practical and effective fee rules can be designed.

Second, a close to practice network model should be based on proposing an effective incentive
mechanism. For example, we should study how to provide motivations to broadcast nodes to make
incentive mechanisms compatible with practical blockchain networks. We can adopt complex net-
work theory to study the blockchain networks, consider the evolution of the networks, and exam-
ine the changes in network topologies. Furthermore, we can design the distribution of incentives
to broadcast nodes to be proportional to their contributions for fairly motivating the participation
and cooperation of the broadcast nodes, thus resulting in an effective incentive mechanism with
fairness and sustainability.

Third, the incentives for full nodes should be carefully investigated. More detailed incentive
mechanisms can be designed according to the coin lock strategy proposed in Reference [88]. For
example, an elaborate payment mechanism that allows newly joined nodes to pay for the cooper-
ation of full nodes should be studied. Further research should also emphasize how to employ the
inner competition of full nodes for relieving the incentive costs of newly joined nodes.

Fourth, the incentive mechanisms to prevent each uninvestigated attack and combined attacks
should also be further studied. Due to the diverse attacker types and attacking goals in different
attacks, incentive measures for different attacks are also different. Moreover, when considering
the incentive measures to prevent the combination of different attacks, we should pay attention
to how to model the tradeoff of different attacks. A possible further direction is to propose an
adjustable incentive mechanism that can suppress some attacks more effectively than the others
based on the system designer’s expectation. Hou et al. [38] applied deep reinforcement learning
to conduct automatic attack analysis on incentive mechanisms in blockchain, which can greatly
help the adjustment of the incentive mechanism to prevent various attacks in a positive way.

Fifth, rigorous incentive mechanisms should be proposed for motivating cooperation in mining
pools. The optimal decisions and behaviors of miners in a mining pool dynamically change as
time goes by. Therefore, the time factor should be considered in future research for achieving
accurate investigation of mining pools. Zolotavkin et al. [104] mentioned that a cross-time utility
model should be adopted when considering the rewards or incentives of miners in the mining
pool. Furthermore, the competition among multiple mining pools, which is scarcely studied, can
be modeled as a game model. By designing suitable utility functions for mining pools with different
strategies, we can regulate the Nash equilibrium of this game to an expected state where all mining
pools behave honestly without attacking each other. To generalize the incentive mechanism, the
computational powers of mining pools should be assumed to be diverse.

Sixth, further effective incentive mechanisms for the miners of the Ethereum blockchain should
be proposed. Existing incentives normally come from the Ether rewards obtained by generating
blocks. Inspired by Reference [22], research should be conducted to further improve the block
reward-based incentive by considering the value of smart contracts. Specifically, we could consider
employing the token transaction volume of a smart contract as its value, which is further designed
to be positively related to block rewards.
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Seventh, smart contracts can be introduced into the incentive mechanisms in Blockchain 3.0
for achieving the requirement of IA. An incentive mechanism can integrate smart contracts to
implement bidding or game process. Such combination can not only avoid dishonest behavior
or unintentional faults caused by human intervention but also simplify the implementation of
incentive mechanisms regarding incentive design and distribution. Last, a well-designed smart
contract can help the incentive mechanisms to achieve fairness easily.

Eighth, incentive mechanisms combining both monetary and non-monetary incentives will be-
come a hot research topic in the future. The reason is that such a hybrid incentive mechanism
can motivate system entities with direct rewards and increase system sustainability. Existing liter-
ature has already attempted to incorporate credit-based incentives into monetary incentives and
achieved desirable performance and satisfying properties. We can further investigate how to com-
bine monetary incentives, gamified incentives, lotteries-based incentives, contract theory-based
incentives, and so on. Whether involving multiple kinds of non-monetary incentives can be more
effective and how to allocate the weight of different forms of incentives are also interesting to be
investigated.

Ninth, privacy preservation and the incentives for miners in blockchain-based incentive mecha-
nisms should be carefully researched. Privacy preservation can be achieved by either introducing
complicated cryptographic algorithms into incentive mechanisms or increasing the costs to violate
privacy through incentive design. The appearance of miners complicates system models, the inter-
actions among system entities, and the interest relationships between system entities. Borrowing
the ideas of motivating miners in Blockchain 1.0, 2.0, and 3.0 could help; however, the effectiveness
still needs to be seriously explored.

Finally, more requirements should be holistically considered when designing incentive mech-
anisms in blockchain and blockchain-based incentive mechanisms. We should pay attention to
sustainability while focusing on social welfare maximization for increasing the contribution enthu-
siasm of all system nodes and maintaining long-term system operation. The requirements related
to incentive costs should also be considered, which are highly needed in cost-sensitive applica-
tion scenarios. Specifically, sustainability can be achieved by considering effective non-monetary
incentives and designing repeated games. By taking the social welfare maximization as the gen-
eral goal of incentive design instead of maximizing the incentive designer’s utility, we can treat the
maximization problem as an optimization problem and employ some efficient algorithms to output
solutions. Gradient-based algorithms are commonly applied to yield near-optimal solutions when
the optimization problem is NP-hard. It is worth investigating whether there are other efficient
algorithms with low computational complexity in the future.

8 CONCLUSION

Incentive mechanism, as the driving force for maintaining the long-term system operation, is an
indispensable element of blockchain systems. Furthermore, the advanced properties of blockchain
can also contribute to designing effective and efficient incentive mechanisms. However, there still
lacks a comprehensive survey on how incentive mechanisms and blockchain technology can make
each other better. In this article, we broadly reviewed academic papers related to the incentive
mechanisms in blockchain and blockchain-based incentive mechanisms. To systematically eval-
uate these papers, we proposed a set of requirements based on incentive properties and costs.
In both incentive mechanisms in blockchain and blockchain-based incentive mechanisms, we re-
viewed the existing literature according to incentive forms, incentive goals, and application sce-
narios. Through our evaluation on their pros and cons, we discussed how incentive mechanisms
and blockchain benefit with each other and further concluded some unsolved issues and proposed
future research directions to guide further investigation in this field.
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